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1. Introduction

RFC 1958 [ RFC1958] describes the underlying principles of the
Internet architecture. This note extends that work by outlining sone
of the phil osophical guidelines to which architects and desi gners of
I nt ernet backbone networks shoul d adhere. While many of the areas
outlined in this docunent nay be controversial, the unifying
principle described here, controlling conplexity as a nechanismto
control costs and reliability, should not be. Complexity in carrier
net wor ks can derive frommany sources. However, as stated in

[ DOYLE2002], "Conplexity in nost systens is driven by the need for
robustness to uncertainty in their environments and conponent parts
far more than by basic functionality". The major thrust of this
docunent, then, is to rai se awareness about the conplexity of sone of
our current architectures, and to exam ne the effect such conplexity
will alnost certainly have on the IP carrier industry's ability to
succeed.

The rest of this docurment is organized as follows: The first section
describes the Sinplicity Principle and its inplications for the
design of very large systens. The remainder of the docunent outlines
the hi gh-1evel consequences of the Sinplicity Principle and how it
shoul d guide | arge scale network architecture and desi gn approaches.
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Large Systenms and The Sinplicity Principle

The Sinplicity Principle, which was perhaps first articulated by M ke
ODell, former Chief Architect at UUNET, states that conplexity is
the primary nmechani sm which inpedes efficient scaling, and as a
result is the primary driver of increases in both capita

expendi tures (CAPEX) and operational expenditures (OPEX). The
inmplication for carrier IP networks then, is that to be successful we
must drive our architectures and designs toward the sinplest possible
sol uti ons.

1. The End-to-End Argunent and Sinplicity

The end-to-end argunent, which is described in [SALTZER] (as well as
in RFC 1958 [ RFC1958]), contends that "end-to-end protocol design
should not rely on the nmintenance of state (i.e., infornmation about
the state of the end-to-end comruni cation) inside the network. Such
state should be nmaintained only in the end points, in such a way that
the state can only be destroyed when the end point itself breaks."
This property has al so been related to Cark’s "fate-sharing" concept
[CLARK]. We can see that the end-to-end principle leads directly to
the Sinplicity Principle by exam ning the so-called "hourgl ass"
formul ation of the Internet architecture [WLLINGER2002]. 1In this
nmodel , the thin waist of the hourglass is envisioned as the
(mnimalist) IP layer, and any additional complexity is added above
the 1P layer. In short, the conplexity of the Internet bel ongs at
the edges, and the IP layer of the Internet should remain as sinple
as possi bl e.

Finally, note that the End-to-End Argunment does not inply that the
core of the Internet will not contain and maintain state. |In fact, a
huge ampunt coarse grained state is maintained in the Internet’s core
(e.g., routing state). However, the inportant point here is that
this (coarse grained) state is al nost orthogonal to the state

mai ntai ned by the end-points (e.g., hosts). It is this mnimzation
of interaction that contributes to sinplicity. As a result,

consi deration of "core vs. end-point" state interaction is crucia
when anal yzi ng protocols such as Network Address Translation (NAT),
whi ch reduce the transparency between network and hosts.

2. Non-linearity and Network Conplexity
Conpl ex architectures and desi gns have been (and continue to be)

anong the nost significant and chall enging barriers to buil ding cost-
effective large scale IP networks. Consider, for exanple, the task

of building a | arge scal e packet network. Industry experience has
shown that building such a network is a different activity (and hence
requires a different skill set) than building a snall to nmedi um scal e
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network, and as such doesn’t have the same properties. In
particular, the |largest networks exhibit, both in theory and in
practice, architecture, design, and engi neering non-linearities which
are not exhibited at smaller scale. W call this Architecture,

Desi gn, and Engi neering (ADE) non-linearity. That is, systens such
as the Internet could be described as highly self-dissimlar, with
extrenmely different scales and | evels of abstraction [ CARLSON]. The
ADE non-linearity property is based upon two well-known principles
fromnon-Ilinear systens theory [ THOMPSQ\ :

2.2.1. The Amplification Principle

The Anplification Principle states that there are non-linearities
whi ch occur at |arge scale which do not occur at small to nedi um
scal e.

CORCLLARY: In many | arge networks, even snall things can and do cause
huge events. |In systemtheoretic terms, in large systems such as
these, even small perturbations on the input to a process can
destabilize the systemi s output.

An inportant exanple of the Anplification Principle is non-linear
resonant anplification, which is a powerful process that can
transform dynam c systems, such as |arge networks, in surprising ways
with seemingly small fluctuations. These small fluctuations may
slowy accunul ate, and if they are synchronized with other cycles,
may produce maj or changes. Resonant phenonena are exanpl es of non-

| i near behavi or where snall fluctuations may be anplified and have

i nfluences far exceeding their initial sizes. The natural world is
filled with exanpl es of resonant behavi or that can produce system

wi de changes, such as the destruction of the Tacoma Narrows bridge
(due to the resonant anplification of small gusts of wind). O her
exanpl es include the gaps in the asteroid belts and rings of Saturn
whi ch are created by non-linear resonant anplification. Sone
features of human behavi or and nost pil grinage systens are influenced
by resonant phenonena involving the dynam cs of the solar system
such as sol ar days, the 27.3 day (sidereal) and 29.5 day (synodic)
cycles of the noon or the 365.25 day cycle of the sun

In the Internet domain, it has been shown that increased inter-
connectivity results in nore conplex and often slower BGP routing
convergence [AHUJA]. A related result is that a small anount of
inter-connectivity causes the output of a routing nmesh to be
significantly nore conplex than its input [GRIFFIN]. An inportant
met hod for reducing anplification is ensure that |ocal changes have
only local effect (this is as opposed to systens in which |oca
changes have global effect). Finally, ATM provides an excellent
exanpl e of an anplification effect: if you | ose one cell, you destroy
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the entire packet (and it gets worse, as in the absence of mechani snms
such as Early Packet Discard [ ROVANOV], you will continue to carry
the al ready damaged packet).

Anot her interesting exanple of anplification cones fromthe

engi neering domain, and is described in [CARLSON]. They consider the
Boeing 777, which is a "fly-by-wire" aircraft, containing as many as
150, 000 subsystens and approximately 1000 CPUs. \What they observe is
that while the 777 is robust to | arge-scal e atnmospheric di sturbances,
turbul ence boundaries, and variations in cargo loads (to name a few),
it could be catastrophically disabled ny mcroscopic alterations in a
very few large CPUs (as the point out, fortunately this is a very
rare occurrence). This exanple illustrates the issue "that
complexity can anplify small perturbations, and the design engi neer
must ensure such perturbations are extrenely rare.” [ CARLSON

2.2.2. The Coupling Principle

The Coupling Principle states that as things get larger, they often
exhi bit increased interdependence between components.

COROLLARY: The nore events that sinultaneously occur, the larger the
l'ikelihood that two or nore will interact. This phenonenon has al so
been termed "unforeseen feature interaction" [WLLINGER2002].

Much of the non-linearity observed |large systens is largely due to
coupling. This coupling has both horizontal and vertica
conponents. |In the context of networking, horizontal coupling is
exhi bited between the sane protocol |ayer, while vertical coupling
occurs between | ayers.

Coupling is exhibited by a wide variety of natural systens, including
pl asma macro-instabilities (hydro-magnetic, e.g., kink, fire-hose,
mrror, ballooning, tearing, trapped-particle effects) [NAVE], as

wel | as various kinds of electrochenical systens (consider the custom
fluorescent nucl eotide synthesis/nucleic acid | abeling problem
[WARD] ). Coupling of clock physical periodicity has al so been
observed [ JACOBSON], as well as coupling of various types of

bi ol ogi cal cycl es.

Several canoni cal exanples also exist in well known network systens.
Exanpl es include the synchroni zation of various control |oops, such
as routing update synchronization and TCP Slow Start synchronization
[ FLOYD, JACOBSON].  An inportant result of these observations is that
coupling is intimately related to synchroni zation. |Injecting
randommess into these systens is one way to reduce coupling.
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Interestingly, in analyzing risk factors for the Public Sw tched

Tel ephone Network (PSTN), Charles Perrow deconposes the conplexity
probl em al ong two rel ated axes, which he terns "interactions" and
"coupling" [PERRON. Perrow cites interactions and coupling as
significant factors in determning the reliability of a conplex
system (and in particular, the PSTN). |In this nodel, interactions
refer to the dependenci es between components (linear or non-linear),
while coupling refers to the flexibility in a system Systems with
simple, linear interactions have conponents that affect only other
conponents that are functionally downstream Conpl ex system
conponents interact with nmany other conponents in different and
possi bly distant parts of the system Loosely coupled systens are
said to have nore flexibility in time constraints, sequencing, and
envi ronment al assunptions than do tightly coupled systems. In
addition, systems with conplex interactions and tight coupling are
likely to have unforeseen failure states (of course, conplex
interactions pernit nore conplications to devel op and nake the system
hard to understand and predict); this behavior is also described in
[ WLLI NGER2002] . Tight coupling also nmeans that the system has | ess
flexibility in recovering fromfailure states.

The PSTN s SS7 control network provides an interesting exanple of
what can go wong with a tightly coupled conpl ex system CQutages
such as the well publicized 1991 outage of AT&T' s SS7 denobnstrates

t he phenonmenon: the outage was caused by software bugs in the

swi tches’ crash recovery code. |In this case, one switch crashed due
to a hardware glitch. When this switch cane back up, it (plus a
reasonably probable timng event) caused its neighbors to crash Wen
t he nei ghboring switches cane back up, they caused their neighbors to
crash, and so on [ NEUMANN] (the root cause turned out to be a

nm spl aced ' break’ statenent; this is an excellent exanple of cross-

| ayer coupling). This phenonenon is simlar to the phase-Iocking of
weakly coupled oscillators, in which random variations in sequence
times plays an inportant role in systemstability [ THOMWPSQ\ .

2.3. Complexity lesson fromvoice

In the 1970s and 1980s, the voice carriers conmpeted by adding
features which drove substantial increases in the conplexity of the
PSTN, especially in the Class 5 switching infrastructure. This
conplexity was typically software-based, not hardware driven, and
therefore had cost curves worse than Moore’'s Law. |n summary, poor
mar gi ns on voi ce products today are due to OPEX and CAPEX costs not
droppi ng as we m ght expect from sinple hardware-bound

i mpl ement ati ons.
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2.4. Upgrade cost of complexity

Consi der the cost of providing new features in a conpl ex network.

The traditional voice network has little intelligence in its edge
devi ces (phone instrunments), and a very smart core. The Internet has
smart edges, conmputers with operating systens, applications, etc.,
and a sinple core, which consists of a control plane and packet
forwardi ng engi nes. Adding an new Internet service is just a matter
of distributing an application to the a few consenting desktops who
wish to use it. Conpare this to adding a service to voice, where one
has to upgrade the entire core.

3. Layering Considered Harnful

There are several generic properties of |ayering, or vertica
integration as applied to networking. 1In general, a |ayer as defined
in our context inplenents one or nore of

Error Control: The | ayer makes the "channel" nore reliable
(e.g., reliable transport |ayer)

Fl ow Control : The | ayer avoids flooding sl ower peer (e.qg.
ATM fl ow control)

Fragment ati on: Dividing large data chunks into smaller
pi eces, and subsequent reassenbly (e.g., TCP
MBS fragnent ati on/reassenbl y)

Mul ti pl exi ng: Al'l ow several higher |evel sessions share
single | ower |evel "connection" (e.g., ATM PVQ)

Connection Setup: Handshaking with peer (e.g., TCP three-way
handshake, ATM ILM)

Addr essi ng/ Nam ng: Locating, nmanaging identifiers associated
with entities (e.g., GOSSIP 2 NSAP Structure
[ RFC1629])

Layering of this type does have various conceptual and structuring
advant ages. However, in the data networking context structured

| ayering inplies that the functions of each |ayer are carried out
compl etely before the protocol data unit is passed to the next |ayer
This means that the optinization of each |ayer has to be done
separately. Such ordering constraints are in conflict with efficient
i npl ement ati on of data mani pul ation functions. One could accuse the
| ayered nodel (e.g., TCP/IP and | SO OSI) of causing this conflict.

In fact, the operations of nultiplexing and segnentati on both hide
vital information that |ower |ayers may need to optim ze their
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performance. For example, layer N may duplicate | ower |eve
functionality, e.g., error recovery hop-hop versus end-to-end error
recovery. |In addition, different |ayers nay need the sane
information (e.g., tinme stanp): layer N may need | ayer N-2
information (e.g., |lower |ayer packet sizes), and the |ike [ WAKENAN] .
A related and even nore ironic statement comes from Tennenhouse’s

cl assic paper, "Layered Miltiplexi ng Consi dered Harnful"

[ TENNENHOUSE] : "The ATM approach to broadband networking is presently
bei ng pursued within the CCTT (and el sewhere) as the unifying
mechani sm for the support of service integration, rate adaptation,
and jitter control within the | ower |ayers of the network
architecture. This position paper is specifically concerned with the
jitter arising fromthe design of the "mi ddle" and "upper" |ayers
that operate within the end systenms and relays of nulti-service

net wor ks (MSNs) . "

As a result of inter-layer dependencies, increased |ayering can
quickly lead to violation of the Sinplicity Principle. Industry
experience has taught us that increased |ayering frequently increases
compl exity and hence leads to increases in OPEX, as is predicted by
the Sinplicity Principle. A corollary is stated in RFC 1925

[ RFC1925], section 2(5):

"I't is always possible to agglutinate nultiple separate problens
into a single compl ex interdependent solution. |In nost cases
this is a bad idea."

The first order conclusion then, is that horizontal (as opposed to
vertical) separation nmay be nore cost-effective and reliable in the
long term

3.1. Optimzation Considered Harnfu

A corollary of the layering argunents above is that optimnzation can
al so be considered harnful. |In particular, optimzation introduces
conplexity, and as well as introducing tighter coupling between
conponents and | ayers.

An inmportant and related effect of optimzation is described by the
Law of Di minishing Returns, which states that if one factor of
production is increased while the others remain constant, the overal
returns will relatively decrease after a certain point [SPILLVAN].
The inplication here is that trying to squeeze out efficiency past
that point only adds conplexity, and hence leads to less reliable
systens.
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3.2. Feature R chness Consi dered Har nf ul

VWi | e addi ng any new feature may be considered a gain (and in fact
frequently differentiates vendors of various types of equipnent), but
there is a danger. The danger is in increased systemconplexity.

3.3. Evolution of Transport Efficiency for IP

The evol ution of transport infrastructures for IP offers a good
exanpl e of how decreasing vertical integration has |ead to various
efficiencies. |In particular,

| I'P over ATM over SONET -->
| I'P over SONET over WM -->
| I'P over VWDM
I
\ |/
Decreasi ng conpl exity, CAPEX, OPEX

The key point here is that |ayers are renoved resulting in CAPEX and
OPEX effi ci enci es.

3.4. Convergence Layering

Convergence is related to the |ayering concepts descri bed above in
that convergence is achieved via a "convergence |ayer". The end
state of the convergence argunment is the concept of Everything Over
Sone Layer (ECSL). Conduit, DWDM fiber, ATM MPLS, and even |IP have

al | been proposed as convergence layers. It is inportant to note
that since layering typically drives OPEX up, we expect convergence
will as well. This observation is again consistent with industry

experi ence.

There are many not abl e exanpl es of convergence |ayer failure.

Per haps the nost germane exanple is IP over ATM The i nmedi ate and
nmost obvi ous consequence of ATM |l ayering is the so-called cell tax:
First, note that the conplete answer on ATM efficiency is that it
depends upon packet size distributions. Let’s assunme that typica
Internet type traffic patterns, which tend to have hi gh percentages
of packets at 40, 44, and 552 bytes. Recent data [ CAl DA] shows that
about 95% of WAN bytes and 85% of packets are TCP. Muich of this
traffic is conposed of 40/44 byte packets.

Now, consider the case of a a DS3 backbone with PLCP turned on. Then
the maxinmumcell rate is 96,000 cells/sec. |If you multiply this

val ue by the nunber of bits in the payload, you get: 96000 cells/sec
* 48 bytes/cell * 8 = 36.864 Mps. This, however, is unrealistic
since it
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assunes perfect payload packing. There are two other things that
contribute to the ATM overhead (cell tax): The wasted padding and the
8 byte SNAP header.

It is the SNAP header whi ch causes nost of the problens (and you
can’t do anything about this), forcing nost small packets to consune
two cells, with the second cell to be nmostly enpty padding (this
interacts really poorly with the data quoted above, e.g., that nost
packets are 40-44 byte TCP Ack packets). This causes a |oss of about
anot her 16% fromthe 36.8 Mps ideal throughput.

So the total throughput ends up being (for a DS3):

DS3 Li ne Rate: 44, 736
PLCP Over head - 4.032
Per Cell Header: - 3.840
SNAP Header & Paddi ng: - 5.900

30. 960 Mops

Result: Wth a DS3 line rate of 44.736 Myps, the total overhead is
about 31%

Another way to look at this is that since a |large fraction of WAN
traffic is conprised of TCP ACKs, one can nake a different but
related calculation. |P over ATMrequires:

I P data (40 bytes in this case)

8 byt es SNAP

8 bytes AALS5 stuff

5 bytes for each cel

+ as nuch nore as it takes to fill out the | ast cel

On ATM this becones two cells - 106 bytes to convey 40 bytes of
informati on. The next nobst comon size seens to be one of severa
sizes in the 504-556 byte range - 636 bytes to carry IP, TCP, and a
512 byte TCP payload - with nessages |arger than 1000 bytes running
t hird.

One woul d i magi ne that 87% payl oad (556 byte nessage size) is better
than 37% payl oad (TCP Ack size), but it’s not the 95-98%t hat
custoners are used to, and the predom nance of TCP Acks skews the
aver age.
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3.4.1. Note on Transport Protocol Layering

Protocol layering nodels are frequently cast as "X over Y" nodels.

In these cases, protocol Y carries protocol X s protocol data units
(and possibly control data) over Y's data plane, i.e., Yis a
"convergence layer". Exanples include Frame Relay over ATM |P over
ATM and I P over MPLS. Wiile X over Y layering has met with only
mar gi nal success [ TENNENHOUSE, WAKEMAN] , t here have been a few notabl e
i nstances where efficiency can be and is gained. |In particular, "X
over Y efficiencies" can be realized when there is a kind of

"i sonor phi sm' between the X and Y (i.e., there is a snall convergence
layer). In these cases X' s data, and possibly control traffic, are
"encapsul ated" and transported over Y. Exanples include Frame Rel ay
over ATM and Frane Rel ay, AAL5 ATM and Et hernet over L2TPv3
[L2TPV3]; the sinmplifying factors here are that there is no
requirenent that a shared clock be recovered by the comunicating end
points, and that control-plane interworking is mnimzed. An
alternative is to interwork the X and Y's control and data pl anes;
control -plane interworking is discussed bel ow.

3.5. Second Order Effects

| P over ATM provi des an excel |l ent exanpl e of unanti ci pated second
order effects. |In particular, Romanov and Floyd s classic study on
TCP good- put [ ROVANOV] on ATM showed that |arge UBR buffers (Il arger
than one TCP wi ndow size) are required to achieve reasonabl e
performance, that packet discard nechani sns (such as Early Packet

Di scard, or EPD) inprove the effective usage of the bandw dth and
that nore el aborate service and drop strategi es than FlI FO+EPD, such
as per VC queuing and accounting, mght be required at the bottl eneck
to ensure both high efficiency and fairness. Though all studies
clearly indicate that a buffer size not |ess than one TCP wi ndow size
is required, the amount of extra buffer required naturally depends on
the packet discard nechanismused and is still an open issue.

Exanpl es of this kind of problemw th |ayering abound in practica
net wor ki ng. Consi der, for exanple, the effect of IP transport’s
inmplicit assunmptions of |lower |layers. |In particular:

0 Packet |oss: TCP assunes that packet |osses are indications of
congestion, but sonetines |osses are fromcorruption on a wireless
link [RFC3115].

0 Reordered packets: TCP assunmes that significantly reordered

packets are indications of congestion. This is not always the
case [ FLOYD2001].
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6

0 Round-trip times: TCP neasures round-trip times, and assumes that
the lack of an acknow edgment within a period of time based on the
measured round-trip tine is a packet |oss, and therefore an
i ndi cation of congestion [ KARN].

0 Congestion control: TCP congestion control inplicitly assunmes that
all the packets in a flow are treated the same by the network, but
this is not always the case [ HANDLEY].

Instantiating the ECSL Mbdel with IP

Wiile IP is being proposed as a transport for al nbst everything, the
base assunption, that Everything over IP (EQP) will result in OPEX
and CAPEX efficiencies, requires critical exam nation. In
particular, while it is the case that many protocols can be
efficiently transported over an I P network (specifically, those
protocols that do not need to recover synchronizati on between the
communi cation end points, such as Frame Relay, Ethernet, and AAL5
ATM), the Sinplicity and Layering Principles suggest that EQ P nay
not represent the nost efficient convergence strategy for arbitrary
services. Rather, a nore CAPEX and OPEX efficient convergence |ayer
m ght be nuch |l ower (again, this behavior is predicted by the
Sinplicity Principle).

An exanpl e of where EO P woul d not be the nost OPEX and CAPEX
efficient transport would be in those cases where a service or

prot ocol needed SONET-like restoration tines (e.g., 50ns). It is not
hard to imagine that it would cost nore to build and operate an IP
network with this kind of restoration and convergence property (if
that were even possible) than it would to build the SONET network in
the first place

Avoi d the Universal |nterworking Function

Wil e there have been many i npl enentations of Universal |nterworking
unction (U W), |IW approaches have been problematic at |arge scale.
his concern is codified in the Principle of Mnimmlntervention
BRYANT] :

"To mnimse the scope of information, and to inprove the efficiency
of data flow through the Encapsul ation Layer, the payl oad shoul d,
where possible, be transported as received w thout nodification."
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4.1. Avoid Control Plane Interworking

This corollary is best understood in the context of the integrated
solutions space. |In this case, the architecture and design
frequently achieves the worst of all possible worlds. This is due to
the fact that such integrated solutions performpoorly at both ends
of the performance/ CAPEX/ OPEX spectrum the protocols with the | east
swi tching demand nmay have to bear the cost of the npst expensive,
while the protocols with the nost stringent requirements often nust
make concessions to those with different requirenments. Add to this
the various control plane interworking issues and you have a | arge
opportunity for failure. |In sumary, interworking functions should
be restricted to data plane interworking and encapsul ati ons, and
these functions should be carried out at the edge of the network.

As described above, interworking nodels have been successful in those
cases where there is a kind of "isonorphism' between the |ayers being
i nterworked. The trade-off here, frequently described as the
"Integrated vs. Ships In the N ght trade-off" has been exani ned at
various times and at various protocol layers. 1n general, there are
few cases in which such integrated sol utions have proven efficient.
Mul ti-protocol BGP [RFC2283] is a subtly different but notable
exception. 1In this case, the control plane is independent of the
format of the control data. That is, no control plane data
conversion is required, in contrast with control plane interworking
nmodel s such as the ATM I P interworking envisioned by some soft-switch
manuf acturers, and the so-called "PNN - MPLS SIN' interworking

[ ATMWPLS] .

5. Packet versus Circuit Switching: Fundanental Differences

Conventi onal w sdom hol ds that packet switching (PS) is inherently
more efficient than circuit switching (CS), primarily because of the
efficiencies that can be gained by statistical nmultiplexing and the
fact that routing and forwardi ng deci sions are made i ndependently in
a hop-by-hop fashion [[ MOLI NERO2002]. Further, it is w dely assuned
that IPis sinpler that circuit switching, and hence should be nore
econom cal to deploy and manage [ MCK2002]. However, if one exam nes
these and rel ated assunptions, a different picture energes (see for
exanpl e [ ODLYZK®@8]). The followi ng sections discuss these

assunpti ons.

5.1. Is PSis inherently nore efficient than CS?
It is well known that packet switches make efficient use of scarce
bandwi dth [BARAN]. This efficiency is based on the statistica

mul ti pl exi ng i nherent in packet switching. However, we continue to
be puzzled by what is generally believed to be the low utilization of
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I nternet backbones. The first question we might ask is what is the
current average utilization of |Internet backbones, and how does that
relate to the utilization of |ong distance voice networks? dlyzko
and Cof fman [ ODLYZKO, COFFMAN] report that the average utilization of
links in the IP networks was in the range between 3% and 20%
(corporate intranets run in the 3% range, while comercial Internet
backbones run in the 15-20%range). On the other hand, the average
utilization of long haul voice lines is about 33% In addition, for
2002, the average utilization of optical networks (all services)
appears to be hovering at about 11% while the historical average is
approxi mately 15% [ M.2002]. The question then becones why we see
such utilization levels, especially in light of the assunption that
PS is inherently nmore efficient than CS. The reasons cited by

Al yzko and Cof f man i ncl ude:

(i). Internet traffic is extrenely asymetric and bursty, but
links are symmetric and of fixed capacity (i.e., don't know
the traffic matrix, or required |ink capacities);

(ii). It is difficult to predict traffic growh on a link, so
operators tend to add bandw dt h aggressively;

(iii). Falling prices for coarser bandwi dth granularity nake it
appear nore econonical to add capacity in large increnents.

O her static factors include protocol overhead, other kinds of
equi prent granul arity, restoration capacity, and provisioning |ag
time all contribute to the need to "over-provision" [ M22001].

5.2. Is PS sinpler than CS?

The end-to-end principle can be interpreted as stating that the
complexity of the Internet belongs at the edges. However, today’s

I nternet backbone routers are extrenely conplex. Further, this
conplexity scales with line rate. Since the relative conplexity of
circuit and packet switching seens to have resisted direct analysis,
we instead examine several artifacts of packet and circuit swtching
as conplexity netrics. Among the metrics we mght | ook at are
software conpl exity, macro operation conplexity, hardware conplexity,
power consunption, and density. Each of these netrics is considered
bel ow.
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5.2.1. Software/Firnmvare Conplexity

One neasure of software/firmvare conplexity is the number of
instructions required to programthe device. The typical software
imge for an Internet router requires between eight and ten nmillion
instructions (including firmware), whereas a typical transport switch
requi res on average about three nmillion instructions [MCK2002].

This difference in software conplexity has tended to make Internet
routers unreliable, and has notabl e other second order effects (e.g.,
it may take a long tinme to reboot such a router). As another point
of conparison, consider that the AT&T (Lucent) 5ESS class 5 switch,
whi ch has a huge nunber of calling features, requires only about

twi ce the nunmber of lines of code as an Internet core router [ElICK]

Finally, since routers are as nuch or nore software than hardware
devi ces, another result of the code conplexity is that the cost of
routers benefits |less from Mbore’s Law than | ess software-intensive
devices. This causes a bandw dth/device trade-off that favors
bandwi dth nore than | ess software-intensive devices.

5.2.2. Macro QOperation Conplexity

An Internet router’s line card rmust perform many conpl ex operati ons,

i ncl udi ng processing the packet header, |ongest prefix match,
generating | CMP error nessages, processing |P header options, and
buffering the packet so that TCP congestion control will be effective
(this typically requires a buffer of size proportional to the |ine
rate tines the RTT, so a buffer will hold around 250 ns of packet
data). This doesn't include route and packet filtering, or any QS
or VPN filtering.

On the other hand, a transport switch need only to map ingress time-
slots to egress tine-slots and interfaces, and therefore can be
consi derably | ess conpl ex.

5.2.3. Hardware Conplexity

One neasure of hardware complexity is the nunber of logic gates on a
line card [ MOLI NERC2002]. Consider the case of a high-speed |nternet
router line card: An OCl192 POS router line card contains at |east 30
mllion gates in ASICs, at |east one CPU 300 Mytes of packet
buffers, 2 Mytes of forwarding table, and 10 Myytes of other
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state nenory. On the other hand, a conparable transport switch |ine
card has 7.5 million logic gates, no CPU, no packet buffer, no
forwarding table, and an on-chip state nenory. Rather, the |line-card
of an electronic transport switch typically contains a SONET franer,
a chip to map ingress tine-slots to egress tine-slots, and an
interface to the switch fabric.

5.2. 4. Power

Since transport switches have traditionally been built from sinpler
har dwar e conponents, they al so consune | ess power [PM].

5.2.5. Density

The hi ghest capacity transport swi tches have about four tines the
capacity of an IP router [CISCO ClENA], and sell for about one-third
as nmuch per G gabit/sec. Optical (000 technol ogy pushes this
conplexity difference further (e.g., tunable |asers, MEMs switches.
e.g., [CALIENT]), and DWDM mnul ti pl exers provi de technology to build
extrenmely high capacity, |ow power transport swtches.

Arelated nmetric is physical footprint. |In general, by virtue of
their higher density, transport swi tches have a smaller "per-gigabit"
physi cal footprint.

5.2.6. Fi xed versus variabl e costs

Packet switching would seemto have high variable cost, neaning that
it costs nore to send the n-th piece of information using packet
switching than it mght in a circuit swi tched network. Mich of this
advantage is due to the relatively static nature of circuit
switching, e.g., circuit switching can take advantage of of pre-
schedul ed arrival of information to elimnate operations to be
performed on incomng information. For exanple, in the circuit

swi tched case, there is no need to buffer incom ng infornmation,
perform | oop detection, resolve next hops, nodify fields in the
packet header, and the like. Finally, many circuit sw tched networks
combine relatively static configuration with out-of-band contro

pl anes (e.g., SS7), which greatly sinplifies data-plane sw tching.
The bottomline is that as data rates get large, it becones nore and
nmore conplex to switch packets, while circuit switching scales nore
or less linearly.
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5.2.7. QS

VWil e the components of a conplete solution for Internet QoS,
including call adm ssion control, efficient packet classification,
and scheduling algorithnms, have been the subject of extensive
research and standardi zation for nore than 10 years, end-to-end
signaled QoS for the Internet has not becone a reality.

Al ternatively, QS has been part of the circuit swtched
infrastructure alnost fromits inception. On the other hand, QS is
usual |y depl oyed to determ ne queui ng disciplines to be used when
there is insufficient bandwidth to support traffic. But unlike voice
traffic, packet drop or severe delay nay have a nuch nore serious
effect on TCP traffic due to its congestion-aware feedback |oop (in
particul ar, TCP backoff/slow start).

5.2.8. Flexibility

A somewhat harder to quantify metric is the inherent flexibility of
the Internet. Wile the Internet’s flexibility has led to its rapid
grow h, this flexibility cones with a relatively high cost at the
edge: the need for highly trained support personnel. A standard rule
of thunb is that in an enterprise setting, a single support person
suffices to provide tel ephone service for a group, while you need ten
conmput er networki ng experts to serve the networking requirenments of
the sane group [ ODLYZKOO8A]. This phenonenon is al so described in

[ PERROW .
5.3. Relative Conplexity

The rel ative conmputational conplexity of circuit switching as
conmpared to packet switching has been difficult to describe in fornal
terns [PARK]. As such, the sections above seek to describe the
complexity in terns of observable artifacts. Wth this in mnd, it
is clear that the fundanmental driver producing the increased

conpl exities outlined above is the hop-by-hop independence (HBHI)
inherent in the IP architecture. This is in contrast to the end to
end architectures such as ATM or Franme Rel ay.

[ WLLI NGER2002] describes this phenonenon in ternms of the robustness
requirenent of the original Internet design, and how this requirenent
has the driven conplexity of the network. |n particular, they
describe a "conpl exity/robustness" spiral, in which increases in
complexity create further and nore serious sensitivities, which then
requires additional robustness (hence the spiral).
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The inportant | esson of this section is that the Sinplicity
Principle, while applicable to circuit switching as well as packet
switching, is crucial in controlling the conplexity (and hence OPEX
and CAPEX properties) of packet networks. This idea is reinforced by
the observation that while packet switching is a younger, |ess nmature
discipline than circuit switching, the trend in packet switches is
toward nore conmplex line cards, while the conplexity of circuit

swi tches appears to be scaling linearly with line rates and aggregate
capacity.

5.3.1. HBH and the OPEX Chall enge

As a result of HBH , we need to approach IP networks in a

fundamentally different way than we do circuit based networks. In
particul ar, the major OPEX chall enge faced by the I P network is that
debugging of a large-scale IP network still requires a | arge degree

of expertise and understandi ng, again due to the hop-by-hop

i ndependence i nherent in a packet architecture (again, note that this
hop- by- hop i ndependence is not present in virtual circuit networks
such as ATM or Franme Relay). For exanple, you may have to visit a

| arge set of your routers only to discover that the problemis
external to your own network. Further, the debugging tools used to
di agnose problens are al so conpl ex and sonmewhat primtive. Finally,
IP has to deal with people having problenms with their DNS or their
mai | or news or some new application, whereas this is usually not the
case for TDMATMetc. 1|In the case of IP, this can be eased by

i mproving automation (note that nmuch of what we nmention is customner
facing). |In general, there are nany variables external to the
network that effect OPEX

Finally, it is inportant to note that the quantitative rel ationship
bet ween CAPEX, OPEX, and a network’s inherent conplexity is not well
understood. In fact, there are no agreed upon and quantitative
metrics for describing a network’s conplexity, so a precise

rel ati onshi p between CAPEX, OPEX, and conplexity remains el usive.

6. The Myth of Over-Provisioning

As noted in [MC2001] and el sewhere, nmuch of the conplexity we observe
in today's Internet is directed at increasing bandwi dth utilization
As a result, the desire of network engi neers to keep network
utilization bel ow 50% has been ternmed "over-provisioning". However,
this use of the termover-provisioning is a msnoner. Rather, in
modern | nternet backbones the unused capacity is actually protection
capacity. In particular, one mght viewthis as "1:1 protection at
the IP layer”. Viewed in this way, we see that an |IP network
provisioned to run at 50%utilization is no nore over-provisioned
than the typical SONET network. However, the inportant advantages
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that accrue to an I P network provisioned in this way include close to
speed of light delay and close to zero packet |oss [FRALEIGH . These
benefits can been seen as a "side-effect” of 1:1 protection
provi si oni ng.

There are al so other, systemtheoretic reasons for providing 1:1-1ike
protection provisioning. Mst notable anong these reasons is that
packet -swi t ched networks with in-band control |oops can becomne

unst abl e and can experience oscillations and synchroni zati on when
congested. Conplex and non-linear dynamc interaction of traffic
means that congestion in one part of the network will spread to other
parts of the network. Wen routing protocol packets are |ost due to
congestion or route-processor overload, it causes inconsistent
routing state, and this may result in traffic | oops, black holes, and
| ost connectivity. Thus, while statistical nmultiplexing can in
theory yield higher network utilization, in practice, to maintain
consi stent perfornance and a reasonably stable network, the dynanics
of the Internet backbones favor 1:1 provisioning and its side effects
to keep the network stable and del ay | ow.

7. The Myth of Five N nes

Paul Baran, in his classic paper, "SOVE PERSPECTI VES ON NETWORKS- -
PAST, PRESENT AND FUTURE", stated that "The tradeoff curves between
cost and systemreliability suggest that the nost reliable systens

m ght be built of relatively unreliable and hence | ow cost el enents,
if it is systemreliability at the | omest overall systemcost that is
at issue" [BARAN77].

Today we refer to this phenonmenon as "the nyth of five nines"
Specifically, so-called five nines reliability in packet network

el ements is consider a myth for the follow ng reasons: First, since
80% of unschedul ed outages are caused by people or process errors

[ SCOrT], there is only a 20% wi ndow in which to optim ze. Thus, in
order to increase conponent reliability, we add conplexity

(optim zation frequently leads to conplexity), which is the root
cause of 80% of the unplanned outages. This effectively narrows the
20% wi ndow (i.e., you increase the likelihood of people and process
failure). This phenonenon is also characterized as a

"conpl exi ty/robust ness" spiral [WLLINGER2002], in which increases in
conplexity create further and nore serious sensitivities, which then
requi res additional robustness, and so on (hence the spiral).

The conclusion, then is that while a systemlike the Internet can
reach five-nines-like reliability, it is undesirable (and likely

i npossible) to try to nmake any i ndividual conponent, especially the
nost conpl ex ones, reach that reliability standard.
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8.

Archi tectural Conponent Proportionality Law

As noted in the previous section, the conputational conplexity of
packet sw tched networks such as the Internet has proven difficult to
describe in formal terns. However, an intuitive, high |eve
definition of architectural conplexity mght be that the conplexity
of an architecture is proportional to its nunber of components, and
that the probability of achieving a stable inplementation of an
architecture is inversely proportional to its nunber of conponents.
As described above, conmponents include discrete elenments such as
hardwar e el ements, space and power requirenents, as well as software,
firmvare, and the protocols they inplenent.

Stated nore abstractly:
Let
A be a representation of architecture A,

| Al be nunber of distinct conponents in the service
delivery path of architecture A,

w be a nonotonically increasing function,

be the probability of a stable inplenentation of an
architecture, and | et

Then
Conplexity(A) = QW |A))
P(A) = A1/W|A))

wher e

Af) = {g:N>R | there exists ¢ > 0 and n such that g(n)
< c*f(n)}

[That is, Q(f) conprises the set of functions g for which
there exists a constant ¢ and a nunber n, such that g(n) is
smal ler or equal to c*f(n) for all n. That is, O(f) is the
set of all functions that do not grow faster than f,

di sregardi ng constant factors]

Interestingly, the Highly Optimzed Tol erance (HOT) nodel [HOT]
attenpts to characterize conplexity in general terns (HOT is one
recent attenpt to develop a general framework for the study of
complexity, and is a nenber of a fam |y of abstractions generally
termed "the new science of conplexity" or "conplex adaptive
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systens"). Tolerance, in HOT semantics, neans that "robustness in
compl ex systens is a constrained and linmted quantity that nust be
carefully managed and protected.” One focus of the HOT nodel is to
characterize heavy-tailed distributions such as Conplexity(A) in the
above exanpl e (ot her exanples include forest fires, power outages,
and Internet traffic distributions). In particular, Conplexity(A)
attenpts to map the extrenme heterogeneity of the parts of the system
(Internet), and the effect of their organization into highly
structured networks, with hierarchies and multiple scales.

8.1. Service Delivery Paths

The Architectural Conponent Proportionality Law (ACPL) states that
the conplexity of an architecture is proportional to its number of
components.

CORCOLLARY: M ninize the nunber of conponents in a service delivery
pat h, where the service delivery path can be a protocol path, a
software path, or a physical path.

This corollary is an inportant consequence of the ACPL, as the path
bet ween a custoner and the desired service is particularly sensitive
to the nunber and conplexity of elenments in the path. This is due to
the fact that the conplexity "snmoothing" that we find at high levels
of aggregation [ZHANG is m ssing as you nove closer to the edge, as
wel | as having complex interactions with backoffice and CRM systens.
Exanmpl es of architectures that haven’t found a market due to this

ef fect include TINA-based CRM systens, CORBA/ TI NA based service
architectures. The basic | esson here was that the only possibilities
for deploying these systens were "Limted scal e depl oynents (such) as
in Starvision can avoid coping with major unproven scalability

i ssues", or "Otherw se need nassive investments (like the carrier-
grade ORB built alnmost fromscratch)™ [TINA]. |In other words, these
systens had conpl ex service delivery paths, and were too conplex to
be feasibly depl oyed.

9. Concl usions

Thi s docunent attenpts to codify | ong-understood Internet
architectural principles. In particular, the unifying principle
described here is best expressed by the Sinplicity Principle, which
states conplexity nust be controlled if one hopes to efficiently
scale a conplex object. The idea that sinplicity itself can lead to
some formof optimality has been a common thenme throughout history,
and has been stated in many ot her ways and al ong many di nensi ons.

For exanple, consider the naxi mknown as Cccamis Razor, which was
formul ated by the nedi eval English phil osopher and Franci scan nonk
W liam of Ockham (ca. 1285-1349), and states "Pluralitas non est

Bush, et. al. I nf or mat i onal [ Page 21]



RFC 3439 Internet Architectural Guidelines Decenber 2002

10.

ponenda sine neccesitate" or "plurality should not be posited w thout
necessity." (hence Cccanmis Razor is sonetinmes called "the principle
of unnecessary plurality” and " the principle of sinmplicity"). A
perhaps nore contenporary fornul ati on of Cccamis Razor states that
the sinplest explanation for a phenonenon is the one preferred by
nature. Oher formulations of the same idea can be found in the
KISS (Keep It Sinple Stupid) principle and the Principle of Least

Ast oni shnent (the assertion that the npst usable systemis the one
that | east often | eaves users astonished). [WLLINGER2002] provides
a nore theoretical discussion of "robustness through sinplicity", and
in discussing the PSTN, [KUHN87] states that in nobst systens, "a
trade-of f can be nmade between sinplicity of interactions and

| ooseness of coupling".

VWhen applied to packet switched network architectures, the Simplicity
Principle has inplications that sone may consider heresy, e.g., that
hi ghl y converged approaches are likely to be less efficient than

"l ess converged" solutions. Oherw se stated, the "optinal"
convergence |ayer may be nuch lower in the protocol stack that is
conventionally believed. |In addition, the analysis above |leads to
several conclusions that are contrary to the conventional w sdom
surroundi ng packet networking. Perhaps nost significant is the
belief that packet switching is sinpler than circuit switching. This
belief has lead to conclusions such as "since packet is sinpler than
circuit, it must cost less to operate”". This study finds to the
contrary. In particular, by exam ning the netrics described above,
we find that packet switching is nmore conplex than circuit swtching
Interestingly, this conclusion is borne out by the fact that
nornal i zed OPEX for data networks is typically significantly greater
than for voice networks [ M.2002].

Finally, the inmportant conclusion of this work is that for packet
networ ks that are of the scale of today’s Internet or |arger, we nust
strive for the sinplest possible solutions if we hope to build cost
effective infrastructures. This idea is eloquently stated in

[ DOYLE2002] : "The evol ution of protocols can lead to a

robust ness/complexity/fragility spiral where conplexity added for
robust ness al so adds new fragilities, which in turn | eads to new and
thus spiraling complexities". This is exactly the phenonenon t hat
the Sinplicity Principle is designed to avoid.

Security Considerations

Thi s docunent does not directly effect the security of any existing
Internet protocol. However, adherence to the Sinplicity Principle
does have a direct affect on our ability to inplenent secure systens.
In particular, a systemis conplexity grows, it beconmes nore
difficult to nodel and anal yze, and hence it becones nore difficult
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to find and understand the security inplications inherent inits
architecture, design, and inplenmentation.
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