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Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
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Abst r act

The | QUERY net hod of performing inverse DNS | ookups, specified in RFC
1035, has not been generally inplenented and has usually been
operationally disabled where it has been inplenmented. Both reflect a
general view in the community that the concept was unwi se and that
the wi del y-used alternate approach of using pointer (PTR) queries and
reverse-mapping records is preferable. Consequently, this docunent
deprecates the | QUERY operation, declaring it entirely obsol ete.

Thi s docunent updates RFC 1035

1 - Introduction

As specified in RFC 1035 (section 6.4), the | QERY operation for DNS
queries is used to |l ook up the nane(s) which are associated with the
gi ven value. The val ue being sought is provided in the query’s
answer section and the response fills in the question section with
one or nore 3-tuples of type, nane and cl ass.

As noted in [RFCL035], section 6.4.3, inverse query processing can
put quite an arduous burden on a server. A server would need to
perform either an exhaustive search of its database or maintain a
separ ate database that is keyed by the values of the primary

dat abase. Both of these approaches could strain systemresource use,
particularly for servers that are authoritative for nmllions of
namnes.
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Response packets fromthese negaservers could be exceptionally Iarge,
and easily run into nmegabyte sizes. For exanple, using | QUERY to
find every domain that is delegated to one of the naneservers of a
large ISP could return tens of thousands of 3-tuples in the question
section. This could easily be used to |aunch denial of service

att acks.

Qperators of servers that do support | QUERY in sonme form (such as
very old BIND 4 servers) generally opt to disable it. This is

|l argely due to bugs in insufficiently-exercised code, or concerns
about exposure of large blocks of nanmes in their zones by probes such
as inverse MX queries

| QUERY is al so somewhat inherently crippled by being unable to tell a
requester where it needs to go to get the information that was
requested. The answer is very specific to the single server that was
queried. This is sonmetines a handy di agnostic tool, but apparently
not enough so that server operators like to enable it, or request

i mpl erentation where it is |acking.

No known clients use I QUERY to provide any mneani ngful service. The
only common reverse mappi ng support on the Internet, nmapping address
records to names, is provided through the use of pointer (PTR)
records in the in-addr.arpa tree and has served the comunity well
for many years

Based on all of these factors, this docunent recomrends that the
| QUERY operation for DNS servers be officially obsol eted.

2 - Requirenents

The key word "SHOULD' in this docunment is to be interpreted as
described in BCP 14, RFC 2119, nanely that there may exist valid

reasons to ignore a particular item but the full inplications nust
be understood and carefully wei ghed before choosing a different
course.

3 - Effect on RFC 1035
The effect of this docunent is to change the definition of opcode 1
fromthat originally defined in section 4.1.1 of RFC 1035, and to
entirely supersede section 6.4 (including subsections) of RFC 1035.

The definition of opcode 1 is hereby changed to:

"1 an inverse query (I QUERY) (obsolete)"

Law ence St andards Track [ Page 2]



RFC 3425 osol eting | QUERY Noverber 2002

The text in section 6.4 of RFC 1035 is now consi dered obsolete. The
following is an applicability statenment regardi ng the | QUERY opcode:

I nverse queries using the | QUERY opcode were originally described as
the ability to look up the nanes that are associated with a

particul ar Resource Record (RR). Their inplenentation was optional
and never achi eved wi despread use. Therefore | QJERY is now obsol ete,
and nane servers SHOULD return a "Not |npl enented” error when an

| QUERY request is received.

N
1

Security Considerations

Since this docunent obsol etes an operation that was once avail abl e,
it is conceivable that soneone was using it as the basis of a
security policy. However, since the nost |ogical course for such a
policy to take in the face of a |lack of positive response froma
server is to deny authentication/authorization, it is highly unlikely
that renoving support for I QUERY will open any new security hol es.

Note that if I QUERY is not obsol eted, securing the responses with DNS
Security (DNSSEC) is extremely difficult without out-on-the-fly
digital signing.

5 - | ANA Consi derati ons

The | QUERY opcode of 1 should be permanently retired, not to be
assigned to any future opcode.
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9 - Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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