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1. The Internet-Standard Management Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. MB objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).

ojects in the MB are defined using the nechanisns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

It is the purpose of this docunent to define managed objects which
descri be the behavior of an SNVWP entity, as defined in the SNWP
architecture STD 62, [RFC3411].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Definitions
SNVPv2-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Ti meTi cks, Counter32, snnpMddul es, m b-2

FROM SNWPv2- SM
Di splayString, TestAndlncr, TinmeStanp
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FROM SNWVPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNVPv2- CONF;

snnpM B MODULE- | DENTI TY
LAST- UPDATED "200210160000Z"
ORGANI ZATI ON "I ETF SNWPv3 Wor ki ng G oup”
CONTACT- | NFO
"WG EMai | : snmpv3@i sts.tislabs.com
Subscribe: snnmpv3-request @i sts.tislabs.com

Co- Chai r: Russ Mundy
Net wor k Associ at es Laboratories

post al : 15204 Orega Drive, Suite 300
Rockvill e, NMD 20850-4601
USA

EMai | : mundy@i sl abs. com

phone: +1 301 947-7107

Co- Chai r: Davi d Harri ngton
Ent er asys Net wor ks

postal : 35 Industrial Way
P. O Box 5005
Rochester, NH 03866- 5005

USA
EMai | : dbh@nt er asys. com
phone: +1 603 337-2614
Edi t or: Randy Presuhn
BMC Software, |nc.
post al : 2141 North First Street
San Jose, CA 95131
USA
EMai | : randy_presuhn@nt. com
phone: +1 408 546-1006"

DESCRI PTI ON
"The M B nodule for SNVP entities.

Copyright (C) The Internet Society (2002). This
version of this MB nodule is part of RFC 3418;

see the RFC itself for full |egal notices
REVI SI ON "200210160000Z"
DESCRI PTI ON
"This revision of this MB nodul e was published as
RFC 3418. "
REVI SI ON "199511090000Z"
DESCRI PTI ON
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"This revision of this MB nodul e was published as

RFC 1907."
REVI SI ON "1993040100002"
DESCRI PTI ON
"The initial revision of this MB nodul e was published
as RFC 1450."
::={ snnpMbdules 1}
snmpM BObj ects OBJECT IDENTIFIER ::= { snmnpM B 1 }
-- = { snmpM Bbj ects 1 } this ODis obsolete
-- = { snnmpM Bbj ects 2 } this ODis obsolete
-- = { snmpM BObj ects 3 } this ODis obsolete

-- the System group

-- a collection of objects common to all nmanaged systens.
system OBJECT IDENTIFIER ::= { mb-2 1}

sysDescr OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A textual description of the entity. This value should
include the full name and version identification of
the systenmis hardware type, software operating-system
and networking software.”

c:={ system1l}

sysCbj ect | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The vendor’s authoritative identification of the
net wor k management subsystem contained in the entity.
This value is allocated within the SM enterprises
subtree (1.3.6.1.4.1) and provides an easy and
unanbi guous neans for determ ning ‘what kind of box’ is
bei ng managed. For exanple, if vendor ‘Flintstones,
Inc.” was assigned the subtree 1.3.6.1.4.1.424242,
it could assign the identifier 1.3.6.1.4.1.424242.1.1
toits ‘Fred Router’.”

:={ system2 }

sysUpTi me OBJECT- TYPE
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SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The time (in hundredths of a second) since the
net wor k managerment portion of the system was | ast
re-initialized."

:={ system3 }

sysCont act OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..255))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The textual identification of the contact person for
this managed node, together with information on how

to contact this person. |If no contact information is
known, the value is the zero-length string."

:={ system4 }

sysName OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"An adm ni strativel y-assigned nane for this managed
node. By convention, this is the node’s fully-qualified

domain name. |f the name is unknown, the value is
the zero-length string."

:={ system5 }

sysLocati on OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The physical |ocation of this node (e.g., 'telephone
closet, 3rd floor’). |If the location is unknown, the

value is the zero-length string."
::={ system6 }

sysServi ces OBJECT- TYPE
SYNTAX I NTEGER (0. .127)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A val ue which indicates the set of services that this
entity may potentially offer. The value is a sum
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This suminitially takes the value zero. Then, for

each layer, L, in the range 1 through 7, that this node
perfornms transactions for, 2 raised to (L - 1) is added
to the sum For exanple, a node which perforns only
routing functions woul d have a value of 4 (27(3-1)).

In contrast, a node which is a host offering application
services woul d have a value of 72 (27(4-1) + 2"(7-1)).
Note that in the context of the Internet suite of
protocol s, val ues should be cal cul ated accordi ngly:

| ayer functionality
1 physical (e.g., repeaters)
2 dat al i nk/ subnetwork (e.g., bridges)
3 internet (e.g., supports the IP)
4 end-to-end (e.g., supports the TCP)
7 applications (e.g., supports the SMIP)

For systens including CSI protocols, layers 5 and 6
may al so be counted."
:={ system?7 }

-- object resource information

-- a collection of objects which describe the SNWP entity’'s
-- (statically and dynami cally configurabl e) support of
-- various M B nodul es.

sysORLast Change OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the time of the npbst recent
change in state or value of any instance of sysORID."

::={ system8 }

sysORTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF SysOREntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the capabilities of
the |l ocal SNMP application acting as a comand
responder with respect to various M B nodul es.

SNWP entities having dynam cal | y-configurabl e support

of MB nodules will have a dynami cal|ly-varying nunber
of conceptual rows."
:={ system9 }
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SysOREntry OBJECT- TYPE
SYNTAX SysOREntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the sysORTable."
| NDEX { sysORI ndex }
:={ sysORTable 1}

SysOREntry ::= SEQUENCE {
sysORI ndex | NTECER,
SsysORI D OBJECT | DENTI FI ER,
sysORDescr Di spl ayStri ng,
sysORUpTi ne Ti meSt anmp

}

sysORI ndex OBJECT- TYPE

SYNTAX I NTEGER (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The auxiliary variable used for identifying instances
of the columar objects in the sysCRTable."

o= { sysOrREntry 1}

sysORI D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An authoritative identification of a capabilities
statement with respect to various M B nodul es supported
by the | ocal SNWP application acting as a conmand
responder. "

:={ sysOREntry 2 }

sysORDescr OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A textual description of the capabilities identified
by the corresponding i nstance of sysORID."

:={ sysOReEntry 3}

sysORUpTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead- onl y
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STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tinme this conceptua
row was | ast instantiated."

::={ sysOREntry 4 }

-- the SNWP group
-- a collection of objects providing basic instrunentation and
-- control of an SNWP entity.

snnp OBJECT IDENTIFIER ::= { mib-2 11 }

snmpl nPkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of messages delivered to the SNWP
entity fromthe transport service."

= snmp 1}

snnpl nBadVer si ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of SNMP nessages which were delivered
to the SNWP entity and were for an unsupported SNWP
version."

= snnmp 3}

snnpl nBadComuni t yNames OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of community-based SNMP nessages (for
exanple, SNWPvl1l) delivered to the SNWP entity which
used an SNVP conmunity nane not known to said entity.
Al so, inplenmentations which authenticate comrmunity-based
SNVP nmessages using check(s) in addition to matching
the community nane (for exanple, by also checking
whet her the message originated froma transport address
all owed to use a specified comunity nane) MAY include
in this value the nunber of nessages which failed the
addi tional check(s). It is strongly RECOMVENDED t hat
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the docunentation for any security nodel which is used
to authenticate comunity-based SNVP nessages specify
the precise conditions that contribute to this value."

c:={ snnmp 4}

snnpl nBadComuni t yUses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The total nunber of community-based SNMP nessages (for
exanpl e, SNWPvl) delivered to the SNMP entity which
represented an SNVP operation that was not allowed for
the SNVP conmunity naned in the nessage. The precise
conditions under which this counter is incremented
(if at all) depend on how the SNWP entity inplenents
its access control mechani smand how its applications
interact with that access control nmechanism It is
strongly RECOMVENDED t hat the docunentation for any
access control mechanismwhich is used to control access
to and visibility of MB instrumentation specify the
precise conditions that contribute to this value."

::={ snnmp 5}

snnmpl nASNPar seErrs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of ASN. 1 or BER errors encountered by
the SNWP entity when decodi ng recei ved SNWP nessages. "

= snnp 6 }

snnpEnabl eAut henTr aps OBJECT- TYPE

SYNTAX | NTECER { enabl ed(1), disabled(2) }

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Indi cates whether the SNMP entity is permtted to
generate authenticationFailure traps. The value of this
obj ect overrides any configuration information; as such,
it provides a means whereby all authenticationFailure
traps may be di sabl ed.

Note that it is strongly recomrended that this object
be stored in non-volatile nmenory so that it renains
constant across re-initializations of the network
managenent system”
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:={ snnp 30 }

snmpSi | ent Drops OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The total nunber of Confirnmed O ass PDUs (such as
Get Request - PDUs, Get Next Request - PDUs,
Get Bul kRequest - PDUs, Set Request - PDUs, and
I nf or mMRequest - PDUs) delivered to the SNWMP entity which
were silently dropped because the size of a reply
containing an alternate Response C ass PDU (such as a
Response-PDU) with an enpty variabl e-bindings field
was greater than either a local constraint or the
maxi mum nessage size associated with the originator of
the request."

o= { snnp 31}

snnpPr oxyDr ops OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of Confirmed C ass PDUs
(such as GCet Request - PDUs, Get Next Request - PDUs,
Get Bul kRequest - PDUs, Set Request - PDUs, and
I nf ormRequest - PDUs) delivered to the SNWMP entity which
were silently dropped because the transm ssion of
the (possibly translated) nessage to a proxy target
failed in a manner (other than a time-out) such that
no Response C ass PDU (such as a Response-PDU) coul d
be returned.”

:={ snnp 32}
-- information for notifications

-- a collection of objects which allow the SNW entity, when
-- supporting a notification originator application,
-- to be configured to generate SNWPv2-Trap- PDUs.

snnpTrap OBJECT IDENTIFIER ::= { snnpM BObj ects 4 }
snnpTrapO D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON

Presuhn, et al. St andards Track [ Page 10]



RFC 3418 M B for SNWP Decenber 2002

"The authoritative identification of the notification
currently being sent. This variable occurs as

the second varbind in every SNMPv2-Trap-PDU and

I nf or mRequest - PDU. "

{ snnmpTrap 1 }

{ snnpTrap 2 } this ODis obsolete

snnpTr apEnt er pri se OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS accessi bl e-for-notify
STATUS current

DESCRI PTI ON

"The authoritative identification of the enterprise
associated with the trap currently being sent. Wen an
SNVP proxy agent is mapping an RFCL157 Trap- PDU

into a SNMPv2-Trap-PDU, this variable occurs as the

| ast varbind."

{ snmpTrap 3 }

{ snmpTrap 4 } this ODis obsolete

-- wel | -known traps
snnpTr aps OBJECT IDENTIFIER ::= { snmpM BObj ects 5 }

col dStart NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"A coldStart trap signifies that the SNWP entity,
supporting a notification originator application, is
reinitializing itself and that its configuration my
have been altered."

:={ snnpTraps 1 }

war nSt art NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"A warnStart trap signifies that the SNWP entity,
supporting a notification originator application,
is reinitializing itself such that its configuration
is unaltered."

:={ snnpTraps 2 }

-- Note the |IinkDown NOTIFI CATION-TYPE ::= { snnmpTraps 3 }

-- and the linkUp NOTIFI CATION-TYPE ::= { snnpTraps 4 }
-- are defined in RFC 2863 [ RFC2863]
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aut henti cati onFai | ure NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"An authenticationFailure trap signifies that the SNW

entity has received a protocol nessage that is not
properly authenticated. Wile all inplenentations
of SNMP entities MAY be capable of generating this
trap, the snnpEnabl eAut henTraps obj ect indicates
whether this trap will be generated.”

::={ snnpTraps 5 }

-- Note the egpNei ghborLoss notification is defined
-- as { snnpTraps 6 } in RFC 1213

-- the set group

-- a collection of objects which allow several cooperating
-- command generator applications to coordinate their use of the
-- set operation.

snmpSet OBJECT IDENTIFIER ::= { snmpM BObj ects 6 }

snnpSet Seri al No OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"An advi sory |lock used to all ow several cooperating
command generator applications to coordinate their
use of the SNMP set operation.

This object is used for coarse-grain coordination.
To achi eve fine-grain coordination, one or nore simlar
obj ects mght be defined within each M B group, as
appropriate. ™

c:={ snnpSet 1}

-- conformance i nfornmation

snnpM BConf or mance

OBJECT IDENTIFIER ::={ snnpMB 2 }

snnpM BConpl i ances
OBJECT | DENTI FI ER ::
snnmpM BG oups OBJECT | DENTI FI ER : :

{ snmpM BConf or mance 1 }
{ snmpM BConf or mance 2 }

-- conpliance statenents
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-- ::={ snnpM BConpliances 1} this ODis obsolete
snnpBasi cConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The conpliance statenment for SNMPv2 entities which
i npl ement the SNMPv2 M B.

This conpliance statenment is replaced by
snnpBasi cConpl i anceRev2. "
MODULE -- this nodul e
MANDATORY- GROUPS { snnpG oup, shnmpSet Group, systentoup,
snnpBasi cNot i fi cati onsG oup }

GROUP  snnpComuni t yG oup

DESCRI PTI ON
"This group is mandatory for SNMPv2 entities which
support conmmunity-based authentication."”

::={ snnpM BConpliances 2 }

snnpBasi cConpl i anceRev2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities which
i mpl erent this MB nodul e. "
MODULE -- this nodul e
MANDATORY- GROUPS { snnpG oup, snhmpSet G oup, systen oup,
snnpBasi cNot i fi cati onsG oup }

GROUP  snnpComuni t yGr oup

DESCRI PTI ON
"This group is mandatory for SNMP entities which
support community-based aut hentication."”

GROUP  snnpWarnfStart Notificati onG oup

DESCRI PTI ON
"This group is mandatory for an SNWP entity which
supports command responder applications, and is
able to reinitialize itself such that its
configuration is unaltered.”

::= { snnpM BConpliances 3}

-- units of conformance

-- = { snmpM BGroups 1 } this ODis obsolete
-- = { snmpM BG oups 2 } this ODis obsolete
-- = { snmpM BG oups 3 } this ODis obsolete
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-- ::={ snnpM BG oups 4} this ODis obsolete

snnmpG oup OBJECT- GCROUP
OBJECTS { snnpl nPkts,
snnpl nBadVer si ons,
snnpl nASNPar seErrs,
snnpSi | ent Dr ops,
snnpPr oxyDr ops,
snnpEnabl eAut henTr aps }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic instrunmentation
and control of an SNWP entity."
::={ snnpM BG oups 8 }

snnpComruni t yGroup OBJECT- GROUP
OBJECTS { snnpl nBadConmuni t yNanes,
snnpl nBadComruni t yUses }
STATUS current
DESCRI PTI ON
"A collection of objects providing basic instrunmentation
of a SNMP entity which supports comunity-based
aut henti cation."
::={ snnpM BGoups 9 }

snnpSet G oup OBJECT- GROUP

OBJECTS { snnpSet Seri al No }

STATUS current

DESCRI PTI ON
"A collection of objects which all ow several cooperating
command generator applications to coordinate their
use of the set operation.”

2= { snnpM BG oups 5 }

syst enG oup OBJECT- GROUP
OBJECTS { sysDescr, sysObjectlD, sysUpTine,
sysContact, sysNane, syslLocation,
sysServi ces,
sysORLast Change, sysORI D,
sysORUpTi ne, sysORDescr }
STATUS current
DESCRI PTI ON
"The system group defines objects which are conmon to all
managed systemns."
2= { snnpM BG oups 6 }

snnpBasi cNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { coldStart, authenticationFailure }
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STATUS current
DESCRI PTI ON
"The basic notifications inplenmented by an SNVP entity
supporting command responder applications.”
::={ snnpM BG oups 7 }

snipWar nSt art Noti fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATIONS { warnBtart }

STATUS current

DESCRI PTI ON
"An additional notification for an SNVWP entity supporting
command responder applications, if it is able to reinitialize
itself such that its configuration is unaltered."”

::={ snnpM BGoups 11 }

snnpNot i fi cati onG oup OBJECT- GROUP
OBJECTS { snnpTrapO D, snnpTrapEnterprise }
STATUS current
DESCRI PTI ON
"These objects are required for entities
whi ch support notification originator applications."”
::={ snnpM BG oups 12 }

-- definitions in RFC 1213 made obsol ete by the inclusion of a
-- subset of the snmp group in this MB

snmpQut Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP Messages which were
passed fromthe SNWP protocol entity to the
transport service."

:={ snmp 2}
-- { snmp 7 } is not used

snnpl nTooBi gs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTI ON
"The total nunmber of SNWP PDUs which were
delivered to the SNVP protocol entity and for
which the value of the error-status field was
‘tooBig."

:={ snnp 8}
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snipl nNoSuchNanes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNWP PDUs which were
delivered to the SNVP protocol entity and for
whi ch the value of the error-status field was
‘noSuchNane’ . "

c:={ snnmp 9}

snnpl nBadVal ues OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTI ON
"The total nunber of SNWP PDUs which were
delivered to the SNVWP protocol entity and for
whi ch the value of the error-status field was
‘ badVal ue’ . "

:={ snnp 10 }

snnpl nReadOnl ys OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol et e
DESCRI PTI ON

2002

"The total nunber valid SNMP PDUs whi ch were delivered

to the SNMP protocol entity and for which the val ue
of the error-status field was ‘readOnly’. It should
be noted that it is a protocol error to generate an
SNVP PDU whi ch contains the value ‘readOnly’ in the
error-status field, as such this object is provided
as a neans of detecting incorrect inplenentations of
t he SNWP. "

o= { snnp 11 }

snnpl nGenErrs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunmber of SNMP PDUs which were delivered
to the SNMP protocol entity and for which the val ue
of the error-status field was ‘genErr’."

:={ snnp 12 }
snnpl nTot al ReqVars OBJECT- TYPE

Presuhn, et al. St andards Track [ Page 16]



RFC 3418 M B for SNWP Decenber 2002

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of M B objects which have been
retrieved successfully by the SNMP protocol entity
as the result of receiving valid SNWP Get - Request
and Get-Next PDUs."

:={ snnp 13 }

snnpl nTot al Set Vars OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTI ON
"The total nunber of M B objects which have been
altered successfully by the SNWMP protocol entity as
the result of receiving valid SNW Set-Request PDUs."

:={ snnp 14 }

snnpl nGet Request s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunmber of SNMP CGet-Request PDUs which
have been accepted and processed by the SNWP
protocol entity."

::={ snnp 15 }

snnpl nGet Next s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP CGet-Next PDUs which have been
accepted and processed by the SNWP protocol entity."

:={ snnp 16 }

snnpl nSet Request s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunmber of SNMP Set-Request PDUs which
have been accepted and processed by the SNWVP protocol
entity."

o= { snnp 17 }
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snnpl nGet Responses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total number of SNWP Get- Response PDUs which
have been accepted and processed by the SNWP protocol
entity."

:={ snnp 18 }

snnpl nTraps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol et e
DESCRI PTI ON
"The total nunber of SNMP Trap PDUs which have been
accepted and processed by the SNWP protocol entity."

o= { snnp 19 }

snmpQut TooBi gs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status field was ‘tooBig.""

::={ snnp 20 }

snnpQut NoSuchNanmes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status was ‘noSuchName’."

:={ snnp 21 }

snnpQut BadVal ues OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON

"The total nunber of SNMP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status field was ‘badval ue' ."

o= { snnp 22 }
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-- { snmp 23 } is not used

snmpQut GenErrs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The total nunber of SNMP PDUs which were generated
by the SNWP protocol entity and for which the val ue
of the error-status field was ‘genErr’."

:={ snnp 24 }

snmpQut Get Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total nunber of SNMP Cet- Request PDUs which
have been generated by the SNMP protocol entity."

:={ snnp 25}

snnmpQut Get Next s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total number of SNWP Get-Next PDUs which have
been generated by the SNWP protocol entity."

::={ snnp 26 }

snmpQut Set Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total nunber of SNMP Set- Request PDUs which
have been generated by the SNWMP protocol entity."

:={ snnp 27 }

snnpQut Get Responses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The total nunber of SNMP CGet-Response PDUs which
have been generated by the SNWP protocol entity."

::={ snnp 28 }
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snnpQut Traps OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON

"The total nunber of SNMP Trap PDUs which have
been generated by the SNWP protocol entity."

:={ snnp 29 }

snnpGbsol et eG oup OBJECT- GROUP
OBJECTS { snnpCQut Pkts, snnplnTooBi gs, snmpl nNoSuchNanes,

snnpl nBadVal ues, snnpl nReadOnlys, snnpl nGenErrs,
snnpl nTot al ReqVars, snnpl nTot al Set Var s,
snnpl nGet Request s, snnpl nGet Nexts, snnpl nSet Request s,
snmpl nGet Responses, snnpl nTraps, snnpCut TooBi gs,
snnpQut NoSuchNanes, snnpCQut BadVal ues,
snnmpQut GenErrs, snnpQut Get Requests, snnmpCQut Get Next s,
snnmpQut Set Request s, snnmpQut Get Responses, snnmpQut Tr aps

}
STATUS obsol ete
DESCRI PTI ON
"A collection of objects from RFC 1213 nmde obsol ete
by this MB nodule."
::={ snnpM BGroups 10 }

END
3. Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The I ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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5. Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in sone network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.

SNWPv1l by itself is not a secure environnment. Even if the network
itself is secure (for exanple by using |IPSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/change) the objects in this MB.
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It is recomrended that the inplementors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is
recommended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET (change)
t hem
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7. Changes from RFC 1907
These are the changes from RFC 1907:
- Corrected typo in copyright statenent;
- Updated copyright date;
- Updated with new editor’s name and contact information;
- Cosnetic fixes to layout and typography;
- Changed title;
- Replace introduction with current M B boil erpl ate;
- Updated references;
- Fixed typo in sysORUpTi ne;
- Re-worded description of snnpSilentDrops;
- Updated reference to RFC 1573 to 2863;
- Added I PR boilerplate as required by RFC 2026;

- Weakened aut henticationFailure description from MJST to MAY,
clarified that it pertains to all SNWP entities;

Presuhn, et al. St andards Track [ Page 24]



RFC 3418

M B for SNW Decenber 2002
Clarified descriptions of snnpl nBadComunit yNanes and
snpl nBadCommuni t yUses;
Updat ed nodul e-identity and contact information;
Updat ed t he acknow edgnents secti on;

Repl aced references to "manager role", "agent role" and " SNWPv2
entity” with appropriate terms from RFC 2571,

Updat ed docunent headers and footers;

Added security considerations, based on current recomendations
for M B nodul es;

Added NOTI FI CATI ON- GROUP and OBJECT- GROUP constructs for

NOTI FI CATI ON- TYPEs and OBJECT-TYPEs that were | eft unreferenced
in RFC 1907;

Fi xed typos in sysServices DESCRI PTI ON;

Changed description of snnpProxyDrops to use ternms from
architecture;

Changed val ue used in exanple for sysQbjectlD

Added an abstract;

Deprecat ed the snnpBasi cConpl i ance MODULE- COMPLI ANCE, and added
t he snmpBasi cConpl i anceRev2 MODULE- COVPLI ANCE to take its

pl ace;

Updat ed working group mailing |ist address;

Added co-chair’s address.
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Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Presuhn, et al. St andards Track [ Page 26]






