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1. Introduction

The SNMP Management Framework at the time of this witing consists of
five maj or conponents:

- An overall architecture, described in STD 62, RFC 3411
[ RFC3411] .

- Mechani sns for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [ RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and
STD 58, RFC 2580 [ RFC2580].

-  Message protocols for transferring nanagenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNVP message protocol, which is not an Internet standards
track protocol, is called SNMWPv2c and described in RFC 1901
[ RFC1901] and STD 62, RFC 3417 [RFC3417]. The third version of
the nmessage protocol is called SNMPv3 and described in STD 62,
RFC 3417 [RFC3417], RFC 3412 [RFC3412] and RFC 3414 [ RFC3414].

- Protocol operations for accessi ng managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of
protocol operations and associated PDU formats is described in
thi s docunent.

- A set of fundanental applications described in STD 62, RFC 3413
[ RFC3413] and the view based access control nechani sm descri bed
in STD 62, RFC 3415 [ RFC3415].

A nore detailed introduction to the SNMP Managenent Franework at the
time of this witing can be found in RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managerment Infornmation Base or MB. bjects in the MB are
defined using the nmechanisns defined in the SM.

Thi s docunent, Version 2 of the Protocol Operations for the Sinple
Net wor k Management Protocol, defines the operations of the protoco
with respect to the sending and receiving of PDUs to be carried by
t he nessage protocol
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Overvi ew

SNWVP entities supporting command generator or notification receiver
applications (traditionally called "managers") comruni cate with SNWP
entities supporting conmand responder or notification originator
applications (traditionally called "agents"). The purpose of this
protocol is the transport of managenent information and operations.

1. Managenent Information

The term"variable" refers to an instance of a non-aggregate object
type defined according to the conventions set forth in the SM

[ RFC2578] or the textual conventions based on the SM [RFC2579]. The
term "variabl e binding" normally refers to the pairing of the name of
a variable and its associated value. However, if certain kinds of
exceptional conditions occur during processing of a retrieva

request, a variable binding will pair a nane and an indication of

t hat exception.

A variable-binding list is a sinple list of variable bindings.

The nane of a variable is an OBJECT | DENTI FI ER which is the

concat enati on of the OBJECT | DENTIFI ER of the correspondi ng object-
type together with an OBJECT | DENTI FI ER fragnment identifying the
instance. The OBJECT | DENTI FI ER of the correspondi ng object-type is
call ed the OBJECT | DENTIFI ER prefix of the variable.

2. Retransm ssion of Requests

For all types of request in this protocol, the receiver is required
under normal circunstances, to generate and transnmit a response to
the originator of the request. Wether or not a request should be
retransmitted if no corresponding response is received in an
appropriate tine interval, is at the discretion of the application
originating the request. This will nornally depend on the urgency of
the request. However, such an application needs to act responsibly
in respect to the frequency and duration of re-transnissions. See
BCP 41 [ RFC2914] for discussion of rel evant congestion contro
princi pl es.

3. Message Sizes
The maxi num size of an SNMP nessage is linmted to the nininum of:

(1) the maxi num nmessage size which the destination SNVWP entity can
accept; and,
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(2) t he maxi mum message size which the source SNWP entity can
gener at e.

The former may be known on a per-recipient basis; and in the absence
of such know edge, is indicated by transport domai n used when sending
the nmessage. The latter is inposed by inplenentation-specific |oca
constraints.

Each transport mapping for the SNVP indicates the m ni mum nessage
size which a SNWP inpl enentation nust be able to produce or consune.
Al t hough i npl enment ati ons are encouraged to support |arger val ues
whenever possible, a conformant inplenentati on nust never generate
messages larger than allowed by the receiving SNWP entity.

One of the aims of the GetBul kRequest-PDU, specified in this

protocol, is to minimze the nunber of protocol exchanges required to
retrieve a |large anount of managenent information. As such, this PDU
type allows an SNMP entity supporting comrand generator applications
to request that the response be as large as possible given the
constraints on message sizes. These constraints include the limts
on the size of messages which the SNMP entity supporting conmand
responder applications can generate, and the SNMP entity supporting
command generator applications can receive.

However, it is possible that such nmaxi mum si zed nmessages may be

| arger than the Path MIU of the path across the network traversed by
the messages. |In this situation, such nmessages are subject to
fragnmentation. Fragnentation is generally considered to be harnfu

[ FRAG, since anobng other problens, it |eads to a decrease in the
reliability of the transfer of the nessages. Thus, an SNWP entity
whi ch sends a Get Bul kRequest - PDU nmust take care to set its paraneters
accordingly, so as to reduce the risk of fragmentation. 1In
particul ar, under conditions of network stress, only small val ues
shoul d be used for nmax-repetitions.

2.4. Transport Mappings

It is inportant to note that the exchange of SNMP nessages requires
only an unreliable datagram service, with every nessage being
entirely and independently contained in a single transport datagram
Speci fic transport mappi ngs and encoding rules are specified

el sewhere [RFC3417]. However, the preferred mapping is the use of
the User Datagram Protocol [RFC768].
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2.5. SMv2 Data Type Mappi ngs

The SMv2 [RFC2578] defines 11 base types (I NTEGER, OCTET STRI NG
OBJECT | DENTI FI ER, | nteger32, |pAddress, Counter32, Gauge32,

Unsi gned32, Ti neTi cks, Opaque, Counter64) and the BITS construct.

The SM v2 base types are napped to the correspondi ng sel ection type
in the SinpleSyntax and ApplicationSyntax choices of the ASN. 1 SNW
protocol definition. Note that the |INTEGER and | nteger32 SMv2 base
types are mapped to the integer-value selection type of the

Si npl eSyntax choice. Simlarly, the Gauge32 and Unsi gned32 SM v2
base types are napped to the unsigned-integer-val ue selection type of
the ApplicationSyntax choice.

The SMv2 BITS construct is mapped to the string-val ue selection type
of the SinpleSyntax choice. A BITS value is encoded as an OCTET
STRING in which all the naned bits in (the definition of) the
bitstring, comrencing with the first bit and proceeding to the | ast
bit, are placed in bits 8 (high order bit) to 1 (low order bit) of
the first octet, followed by bits 8 to 1 of each subsequent octet in
turn, followed by as nmany bits as are needed of the final subsequent
octet, conmencing with bit 8 Remaining bits, if any, of the final
octet are set to zero on generation and ignored on receipt.

3. Definitions

The PDU syntax is defined using ASN.1 notation [ ASN1].

SNWPv2- PDU DEFI NI TIONS :: = BEG N
oj ect Name ::= OBJECT | DENTI FI ER
hj ect Syntax ::= CHO CE {
siml e Si npl eSynt ax,

application-w de ApplicationSyntax }

Si npl eSyntax ::= CHO CE {
i nt eger-val ue | NTEGER (-2147483648..2147483647),
string-val ue OCTET STRING (SIZE (0..65535)),
obj ect | D-val ue OBJECT | DENTI FI ER }

ApplicationSyntax ::= CHO CE {
i pAddr ess-val ue | pAddr ess,
count er -val ue Count er 32,
tinmeticks-val ue Ti meTi cks,
arbitrary-val ue Opaque,
bi g- count er - val ue Count er 64,

unsi gned-i nt eger - val ue Unsi gned32 }
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| pAddress ::= [ APPLI CATION 0] I MPLICI T OCTET STRING (SI ZE (4))
Counter32 ::= [APPLI CATION 1] IMPLICIT I NTEGER (0. .4294967295)
Unsi gned32 ::= [ APPLI CATION 2] | MPLICI T | NTEGER (0. .4294967295)
Gauge32 ::= Unsigned32

Ti meTicks ::= [APPLICATION 3] IMPLICIT | NTEGER (0. .4294967295)
Opaque ::= [ APPLI CATION 4] | MPLICIT OCTET STRI NG

Counter64 ::= [ APPLI CATI ON 6]

I MPLI CI' T | NTEGER (0..18446744073709551615)
-- protocol data units

PDUs ::= CHO CE {
get - request Get Request - PDU,
get - next -request Cet Next Request - PDU,
get - bul k-request Get Bul kRequest - PDU,

response Response- PDU,
set -request Set Request - PDU,
i nf ormrequest I nf or mMRequest - PDU,
snnpV2-trap SNMPv 2- Tr ap- PDU,
report Report - PDU }
-- PDUs
Get Request-PDU ::=[0] IMPLICI T PDU
Get Next Request-PDU ::= [1] IMPLICI T PDU
Response-PDU ::= [2] IMPLICI T PDU
Set Request-PDU ::=[3] IMPLICI T PDU

-- [4] is obsolete

Get Bul kRequest-PDU ::= [5] IMPLICI T Bul kPDU
I nfornRequest-PDU ::=[6] IMPLICIT PDU
SNMPv2-Trap-PDU ::=[7] IMPLICI T PDU

-- Usage and precise semantics of Report-PDU are not defined
-- in this docunent. Any SNMP adm nistrative franework nmaking
-- use of this PDU nust define its usage and semantics.

Presuhn, et al. St andards Track [ Page 7]



RFC 3416

Prot ocol Operations for SNWP Decemnber

Report-PDU ::= [8] IMPLICIT PDU

max- bi ndi ngs | NTEGER ::= 2147483647

PDU :: = SEQUENCE {
request-id | NTEGER (-214783648..214783647),

}

error-status -- sometines ignored
| NTEGER {

b

noError(0),

tooBi g(1),

noSuchNane( 2), -- for proxy compatibility
badVal ue(3), -- for proxy compatibility
readOnl y(4), -- for proxy compatibility
genErr(5),

noAccess(6),

wrongType(7),

wr ongLengt h( 8),

wr ongEncodi ng(9),

wr ongVal ue( 10),

noCreation(11),

i nconsi st ent Val ue(12),

resour ceUnavai | abl e(13),

conmmi t Fai | ed(14),

undoFai | ed(15),

aut hori zati onError(16),

not Witable(17),

i nconsi st ent Nane(18)

error-index -- sometines ignored
I NTEGER (0. . max- bi ndi ngs),

vari abl e- bi ndi ngs

Bul kPDU : : =

SEQUENCE {

}

Var Bi ndLi st

-- nmust be identical in
-- structure to PDU

request-id | NTEGER (-214783648..214783647),
non-repeaters | NTECER (0. . max- bi ndi ngs),
max-repetitions | NTEGER (0. . max-bi ndi ngs),

vari abl e- bi ndi ngs

-- values are ignored

Var Bi ndLi st

-- variabl e binding

Pr esuhn,

et al.

2002

-- values are sonetinmes ignored
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Var Bi nd ::= SEQUENCE ({
nanme Obj ect Name,
CHO CE {
val ue oj ect Synt ax,
unSpeci fi ed NULL, -- inretrieval requests

- exceptions in responses

noSuchObj ect [0] I'MPLICIT NULL

noSuchl nstance [1] I MPLICI T NULL

endOFM bView [2] IMPLICIT NULL

}
}

-- variable-binding Iist
Var Bi ndLi st ::= SEQUENCE (Sl ZE (0. . max-bi ndi ngs)) OF VarBind
END

4. Protocol Specification
4.1. Common Constructs

The value of the request-id field in a Response-PDU takes the val ue
of the request-id field in the request PDU to which it is a response.
By use of the request-id value, an application can distinguish the
(potentially multiple) outstanding requests, and thereby correl ate

i ncom ng responses with outstanding requests. |In cases where an
unreliabl e datagram service is used, the request-id al so provides a
simpl e means of identifying nmessages duplicated by the network. Use
of the sane request-id on a retransm ssion of a request allows the
response to either the original transm ssion or the retransm ssion to
satisfy the request. However, in order to calculate the round trip
time for transm ssion and processing of a request-response
transaction, the application needs to use a different request-id
value on a retransmtted request. The latter strategy is recomended
for use in the majority of situations.

A non-zero value of the error-status field in a Response-PDU is used
to indicate that an error occurred to prevent the processing of the
request. In these cases, a non-zero value of the Response-PDU s
error-index field provides additional information by identifying

whi ch variable binding in the list caused the error. A variable
binding is identified by its index value. The first variable binding
in a variable-binding list is index one, the second is index two,

etc.
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SNVP limts OBJECT | DENTI FI ER val ues to a maxi num of 128 sub-
identifiers, where each sub-identifier has a maxi mum val ue of
2**32-1.

4.2. PDU Processing

In the el ements of procedure below, any field of a PDU which is not
referenced by the rel evant procedure is ignored by the receiving SNWP
entity. However, all conponents of a PDU, including those whose

val ues are ignored by the receiving SNWP entity, nust have valid
ASN. 1 syntax and encodi ng. For exanple, sonme PDUs (e.g., the

Get Request-PDU) are concerned only with the nane of a variable and
not its value. 1In this case, the value portion of the variable
binding is ignored by the receiving SNVMP entity. The unSpecified
value is defined for use as the value portion of such bindings.

On generating a nmanagenent conmuni cation, the nessage "w apper" to
encapsul ate the PDU is generated according to the "El ements of
Procedure" of the admi nistrative franework in use. The definition of
"max- bi ndi ngs" i nposes an upper bound on the nunmber of variable
bindings. |In practice, the size of a nessage is also limted by
constraints on the maxi num nessage size. A conpliant inplenmentation
must support as nmany variable bindings in a PDU or Bul kPDU as fit
into the overall naxi mum nessage size limt of the SNWP engi ne, but
no nore than 2147483647 vari abl e bi ndi ngs.

On receiving a managenment conmuni cation, the "El ements of Procedure”
of the administrative framework in use is followed, and if those
procedures indicate that the operation contained within the nessage
is to be perforned locally, then those procedures also indicate the
M B view which is visible to the operation

4.2.1. The Get Request-PDU

A CetRequest-PDU is generated and transmitted at the request of an
appl i cation.

Upon recei pt of a GetRequest-PDU, the receiving SNMP entity processes
each variable binding in the variable-binding list to produce a
Response-PDU. Al fields of the Response-PDU have the sane val ues as
the corresponding fields of the received request except as indicated
bel ow. Each variable binding is processed as foll ows:

(1) If the variable binding’ s name exactly nmatches the name of a
vari abl e accessible by this request, then the variable
binding’s value field is set to the value of the naned
vari abl e.
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(2) O herwise, if the variable binding’ s nane does not have an
OBJECT | DENTI FI ER prefix which exactly matches the OBJECT
| DENTI FI ER prefix of any (potential) variable accessible by
this request, then its value field is set to "noSuchCbject".

(3) O herwi se, the variable binding’s value field is set to
"noSuchl nst ance".

If the processing of any variable binding fails for a reason ot her
than |isted above, then the Response-PDU is re-fornatted with the
sanme values in its request-id and variabl e-bindings fields as the
recei ved Get Request-PDU, with the value of its error-status field set
to "genErr", and the value of its error-index field is set to the

i ndex of the failed variabl e binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError”, and the value of its error-index field is zero.

The generated Response-PDU is then encapsul ated into a nessage. |If
the size of the resultant nmessage is |less than or equal to both a

| ocal constraint and the nmaxi mum nessage size of the originator, it
is transmtted to the originator of the GetRequest-PDU

O herwi se, an alternate Response-PDU is generated. This alternate
Response-PDU is formatted with the same value in its request-id field
as the received Get Request-PDU, with the value of its error-status
field set to "tooBig", the value of its error-index field set to
zero, and an enpty variable-bindings field. This alternate
Response-PDU i s then encapsulated into a nessage. |If the size of the
resultant nessage is less than or equal to both a |local constraint
and the maxi num nessage size of the originator, it is transnmitted to
the originator of the Get Request-PDU. O herw se, the snnmpSil ent Drops
[ RFC3418] counter is increnented and the resultant nessage is

di scarded

4.2.2. The Get Next Request - PDU

A Cet Next Request-PDU is generated and transnmitted at the request of
an application.

Upon recei pt of a Get Next Request-PDU, the receiving SNWP entity
processes each variable binding in the variable-binding list to
produce a Response-PDU. Al fields of the Response-PDU have the sane
val ues as the corresponding fields of the received request except as
i ndi cated bel ow. Each variable binding is processed as foll ows:

(1) The variable is located which is in the | exicographically
ordered list of the nanes of all variables which are
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accessible by this request and whose nane is the first

| exi cographi ¢ successor of the variable binding’ s nane in
the incom ng Cet Next Request-PDU. The correspondi ng vari abl e
bi nding’s nane and value fields in the Response-PDU are set
to the nane and val ue of the |ocated variable.

(2) If the requested variable binding s name does not
| exi cographically precede the name of any variable
accessible by this request, i.e., there is no |exicographic
successor, then the correspondi ng variabl e bi ndi ng produced
in the Response-PDU has its value field set to
"endOFM bView', and its nane field set to the variable
bi nding’s name in the request.

If the processing of any variable binding fails for a reason ot her
than |isted above, then the Response-PDU is re-fornatted with the
same values in its request-id and variabl e-bindings fields as the
recei ved Cet Next Request-PDU, with the value of its error-status field
set to "genErr", and the value of its error-index field is set to the
i ndex of the failed variabl e binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError”, and the value of its error-index field is zero.

The generated Response-PDU is then encapsul ated into a nessage. |If
the size of the resultant nmessage is |less than or equal to both a

| ocal constraint and the nmaxi mum nessage size of the originator, it
is transmtted to the originator of the GetNext Request-PDU

O herwi se, an alternate Response-PDU is generated. This alternate
Response-PDU is formatted with the same values in its request-id
field as the recei ved Get Next Request-PDU, with the value of its
error-status field set to "tooBig", the value of its error-index
field set to zero, and an enpty vari abl e-bindings field. This

al ternate Response-PDU is then encapsulated into a nessage. |If the
size of the resultant nessage is |l ess than or equal to both a | oca
constrai nt and the maxi mum message size of the originator, it is
transmitted to the originator of the Get Next Request-PDU.  herw se,
the snnpSi | ent Drops [ RFC3418] counter is incremented and the

resul tant nessage is discarded.

4.2.2.1. Exanple of Table Traversa

An inmportant use of the Get Next Request-PDU is the traversal of
conceptual tables of information within a MB. The semantics of this
type of request, together with the method of identifying individua

i nstances of objects in the MB, provides access to rel ated objects
inthe MB as if they enjoyed a tabul ar organi zation
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In the protocol exchange sketched below, an application retrieves the
medi a- dependent physi cal address and the address-nmapping type for
each entry in the I P net-to-media Address Transl ati on Tabl e [ RFC1213]
of a particular network elenent. It also retrieves the val ue of
sysUpTi me [ RFC3418], at which the mappi ngs existed. Suppose that the
command responder’s | P net-to-nedia table has three entries:

I nterface-Number Network-Address Physical - Address Type

1 10.0.0.51 00: 00: 10: 01: 23: 45 static
1 9.2.3.4 00: 00: 10: 54: 32: 10 dynanmic
2 10.0.0. 15 00: 00: 10: 98: 76: 54 dynanmic

The SNWP entity supporting a command generator application begins by
sendi ng a Get Next Request - PDU cont ai ni ng the indi cated OBJECT
| DENTI FI ER val ues as the requested vari abl e nanes:

Get Next Request ( sysUpTi ne,
i pNet ToMedi aPhysAddr ess,
i pNet ToMedi aType )

The SNMP entity supporting a command responder application responds
with a Response- PDU:

Response (( sysUpTinme.0 = "123456" ),
(i pNet ToMedi aPhysAddress. 1.9.2.3.4 = "000010543210" ),
( i pNet ToMedi aType.1.9.2.3.4 = "dynamc" ))

The SNWP entity supporting the conmand generator application
continues wth:

Get Next Request ( sysUpTi ne,
i pNet ToMedi aPhysAddress. 1. 9. 2. 3. 4,
i pNet ToMedi aType. 1.9.2.3.4 )

The SNWP entity supporting the comrand responder application responds
Wit h:

Response (( sysUpTime.0 = "123461" ),
(i pNet ToMedi aPhysAddress. 1. 10. 0. 0. 51 = "000010012345" ),
( i pNet ToMedi aType. 1.10.0.0.51 = "static" ))

The SNWP entity supporting the conmand generator application
continues wth:

Get Next Request ( sysUpTi ne,

i pNet ToMedi aPhysAddress. 1. 10. 0. 0. 51,
i pNet ToMedi aType. 1.10.0.0.51 )
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The SNWP entity supporting the comrand responder application responds
Wit h:

Response (( sysUpTinme.0 = "123466" ),
(i pNet ToMedi aPhysAddress. 2. 10.0.0.15 = "000010987654" ),
(i pNet ToMedi aType. 2.10.0.0.15 = "dynamc" ))

The SNWP entity supporting the conmand generator application
continues with:

Get Next Request ( sysUpTi ne,
i pNet ToMedi aPhysAddress. 2. 10. 0. 0. 15,
i pNet ToMedi aType. 2.10.0. 0. 15 )

As there are no further entries in the table, the SNW entity
supporting the conmand responder application responds with the
vari abl es that are next in the |exicographical ordering of the
accessi bl e obj ect nanes, for exanple:

Response (( sysUpTime.0 = "123471" ),
(i pNet ToMedi aNet Address. 1.9.2.3.4 = "9.2.3.4" ),
( ipRoutingDiscards.0 = "2" ))

Not e how, having reached the end of the colum for

i pNet ToMedi aPhysAddress, the second vari abl e binding fromthe command
responder application has now "w apped" to the first rowin the next
columm. Furthernore, note how, having reached the end of the

i pNet ToMedi aTabl e for the third variable binding, the command
responder application has responded with the next avail abl e object,
which is outside that table. This response signhals the end of the
table to the command generator application

4.2.3. The Get Bul kRequest - PDU

A CGet Bul kRequest-PDU is generated and transmtted at the request of
an application. The purpose of the GetBul kRequest-PDU is to request
the transfer of a potentially |arge anbunt of data, including, but
not limted to, the efficient and rapid retrieval of |arge tables.

Upon recei pt of a GetBul kRequest-PDU, the receiving SNWP entity

processes each variable binding in the variable-binding list to

produce a Response-PDU with its request-id field having the sane
val ue as in the request.

For the GetBul kRequest-PDU type, the successful processing of each
variable binding in the request generates zero or nore variable

bi ndings in the Response-PDU. That is, the one-to-one nmapping

bet ween the vari abl e bi ndi ngs of the GetRRequest-PDU, GCetNextRequest -

Presuhn, et al. St andards Track [ Page 14]



RFC 3416 Prot ocol Operations for SNWP Decenber 2002

PDU, and Set Request-PDU types and the resultant Response-PDUs does
not apply for the mappi ng between the variabl e bindings of a
Get Bul kRequest - PDU and t he resultant Response- PDU

The val ues of the non-repeaters and max-repetitions fields in the
request specify the processing requested. One variable binding in
the Response-PDU is requested for the first N variable bindings in
the request and M variabl e bindings are requested for each of the R
remai ni ng vari abl e bindings in the request. Consequently, the tota
nunber of requested variabl e bindi ngs comuni cated by the request is
given by N+ (M* R), where Nis the mnimumof: a) the value of the
non-repeaters field in the request, and b) the nunber of variable
bindings in the request; Mis the value of the nax-repetitions field
in the request; and Ris the maxi numof: a) number of variable
bindings in the request - N, and b) zero.

The receiving SNWP entity produces a Response-PDU with up to the
total nunber of requested variabl e bindings communi cated by the
request. The request-id shall have the sane value as the received
Get Bul kRequest - PDU

If Nis greater than zero, the first through the (N)-th variable
bi ndi ngs of the Response-PDU are each produced as foll ows:

(1) The variable is located which is in the |exicographically
ordered list of the nanes of all variables which are accessible
by this request and whose nane is the first |exicographic
successor of the variable binding’s name in the incomng
Get Bul kRequest - PDU. The correspondi ng vari abl e bindi ng’s nane
and value fields in the Response-PDU are set to the nane and
val ue of the |ocated variabl e.

(2) If the requested variable binding s name does not
| exi cographically precede the nane of any variable accessible
by this request, i.e., there is no | exicographic successor,

then the correspondi ng variabl e bi nding produced in the
Response-PDU has its value field set to "endOM bView', and its
nane field set to the variable binding’ s nane in the request.

If Mand R are non-zero, the (N + 1)-th and subsequent vari abl e

bi ndi ngs of the Response-PDU are each produced in a sinilar manner.
For each iteration i, such that i is greater than zero and | ess than
or equal to M and for each repeated variable, r, such that r is
greater than zero and less than or equal to R the (N+ ( (i-1) * R)
+ r)-th variable binding of the Response-PDU is produced as foll ows:
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The variable which is in the | exicographically ordered list of
the nanes of all variables which are accessible by this request
and whose nane is the (i)-th | exicographic successor of the (N
+ r)-th variable binding’s nane in the incom ng

Get Bul kRequest-PDU is | ocated and the variabl e binding' s nane
and value fields are set to the nane and val ue of the |ocated
vari abl e.

If there is no (i)-th |exicographic successor, then the
correspondi ng vari abl e binding produced in the Response-PDU has
its value field set to "endOMbView', and its nanme field set
to either the last |exicographic successor, or if there are no
| exi cographi ¢ successors, to the (N + r)-th variable binding s
nane in the request.

t he maxi mum nunber of variable bindings in the Response-PDU is

bounded by N+ (M* R), the response nmay be generated with a | esser
nunber of variabl e bindings (possibly zero) for either of three
reasons.

(1)

(2)

(3)

Pr esuhn,

If the size of the message encapsul ati ng the Response- PDU
containing the requested nunber of variable bindings would be
greater than either a |ocal constraint or the naxi mum nessage
size of the originator, then the response is generated with a
| esser nunber of variable bindings. This |lesser nunber is the
ordered set of variable bindings with sone of the variable

bi ndings at the end of the set renoved, such that the size of
the nmessage encapsul ati ng the Response-PDU i s approxi nately
equal to but no greater than either a local constraint or the
maxi mum message size of the originator. Note that the nunber
of variabl e bindings renmoved has no relationship to the val ues
of N M or R

The response may al so be generated with a | esser nunber of
variable bindings if for sone value of iteration i, such that
is greater than zero and |l ess than or equal to M that all of
the generated variabl e bindings have the value field set to
"endOFM bView'. In this case, the variable bindings my be
truncated after the (N + (i * R))-th variable binding.

In the event that the processing of a request with many
repetitions requires a significantly greater anount of
processing time than a normal request, then a comrand responder
application may term nate the request with I ess than the ful
nunber of repetitions, providing at |east one repetition is
conpl et ed.
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If the processing of any variable binding fails for a reason other
than |isted above, then the Response-PDU is re-formatted with the
same values in its request-id and variabl e-bindings fields as the
recei ved Get Bul kRequest-PDU, with the value of its error-status field
set to "genErr", and the value of its error-index field is set to the
i ndex of the variable binding in the original request which
corresponds to the failed variabl e binding.

O herwi se, the value of the Response-PDU s error-status field is set
to "noError", and the value of its error-index field to zero.

The generated Response-PDU (possibly with an enpty vari abl e- bi ndi ngs
field) is then encapsulated into a nmessage. |If the size of the
resultant nessage is less than or equal to both a |ocal constraint
and t he maxi mum nmessage size of the originator, it is transnmtted to
the originator of the GetBul kRequest-PDU. Oherw se, the

snnpSi | ent Drops [ RFC3418] counter is increnmented and the resultant
message i s di scarded.

4.2.3.1. Another Exanple of Table Traversal

Thi s exanpl e denponstrates how t he Get Bul kRequest-PDU can be used as
an alternative to the Get Next Request-PDU. The sanme traversal of the
IP net-to-nedia table as shown in Section 4.2.2.1 is achieved with

f ewer exchanges.

The SNWP entity supporting the comrand generator application begins
by sending a Get Bul kRequest-PDU with the nbdest max-repetitions val ue
of 2, and containing the indicated OBJECT | DENTI FI ER val ues as the
requested vari abl e nanes:

Get Bul kRequest [ non-repeaters = 1, max-repetitions = 2 ]
( sysUpTi ne,
i pNet ToMedi aPhysAddr ess,
i pNet ToMedi aType )

The SNWP entity supporting the comrand responder application responds
with a Response- PDU:

Response (( sysUpTine.0 = "123456" )
(i pNet ToMedi aPhysAddress. 1.9.2.3.4 = "000010543210" ),
(i pNet ToMedi aType. 1.9.2.3. 4 "dynam c" ),
(i pNet ToMedi aPhysAddress. 1. 10. 0. 0. 51 = "000010012345" ),
( i pNet ToMedi aType. 1.10.0.0.51 = "static" ))

==
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The SNWP entity supporting the conmand generator application
continues wth:

Get Bul kRequest [ non-repeaters = 1, nax-repetitions = 2 ]
( sysUpTi ne,
i pNet ToMedi aPhysAddress. 1. 10. 0. 0. 51,
i pNet ToMedi aType. 1.10.0.0.51 )

The SNWP entity supporting the comrand responder application responds
wit h:

Response (( sysUpTinme.0 = "123466" ),
(i pNet ToMedi aPhysAddress. 2. 10. 0. 0. 15 = "000010987654" ),
(i pNet ToMedi aType. 2.10.0.0. 15 = "dynam c" ),
(i pNet ToMedi aNet Address. 1.9.2.3.4 = "9.2.3.4" ),
( ipRoutingDiscards.0 = "2" ))

Note how, as in the first exanple, the variable bindings in the
response indicate that the end of the table has been reached. The
fourth variabl e binding does so by returning information fromthe
next avail able colum; the fifth variabl e binding does so by
returning information fromthe first avail abl e object

| exi cographically following the table. This response signals the end
of the table to the command generator application

4.2.4. The Response-PDU

The Response-PDU is generated by an SNVWP entity only upon receipt of
a Get Request - PDU, Get Next Request - PDU, Get Bul kRequest - PDU

Set Request - PDU, or | nfornRequest-PDU, as described el sewhere in this
docunent .

If the error-status field of the Response-PDU is non-zero, the value
fields of the variable bindings in the variable binding list are
i gnor ed.

If both the error-status field and the error-index field of the
Response-PDU are non-zero, then the value of the error-index field is
the index of the variable binding (in the variable-binding |ist of
the correspondi ng request) for which the request failed. The first
variable binding in a request’s variable-binding list is index one,
the second is index two, etc.

A compliant SNMP entity supporting a command generator application
must be able to properly receive and handl e a Response-PDU with an
error-status field equal to "noSuchNane", "badVal ue", or "readOnly".
(See sections 1.3 and 4.3 of [RFC2576].)
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Upon recei pt of a Response-PDU, the receiving SNWP entity presents
its contents to the application which generated the request with the
same request-id value. For nore details, see [RFC3412].

4.2.5. The Set Request-PDU

A Set Request-PDU is generated and transmitted at the request of an
appl i cati on.

Upon recei pt of a SetRequest-PDU, the receiving SNWP entity

determ nes the size of a nmessage encapsul ati ng a Response- PDU havi ng
the sane values in its request-id and vari abl e-bindings fields as the
recei ved Set Request-PDU, and the | argest possible sizes of the
error-status and error-index fields. |If the determ ned nessage size
is greater than either a |ocal constraint or the maxi mum nmessage size
of the originator, then an alternate Response-PDU i s generat ed,
transmitted to the originator of the Set Request-PDU, and processing
of the Set Request-PDU terninates i mediately thereafter. This

al ternate Response-PDU is formatted with the same values in its
request-id field as the received Set Request-PDU, with the val ue of
its error-status field set to "tooBig", the value of its error-index
field set to zero, and an enpty vari abl e-bindings field. This

al ternate Response-PDU is then encapsulated into a nessage. |If the
size of the resultant nessage is |l ess than or equal to both a | oca
constraint and the maxi mum nmessage size of the originator, it is
transmitted to the originator of the Set Request-PDU. O herw se, the
snmpSi | ent Drops [ RFC3418] counter is increnmented and the resultant
message i s discarded. Regardless, processing of the SetRequest-PDU
term nates

O herwi se, the receiving SNWP entity processes each vari abl e bi ndi ng
in the variable-binding list to produce a Response-PDU. All fields

of the Response-PDU have the sanme val ues as the corresponding fields
of the received request except as indicated bel ow

The vari abl e bindi ngs are conceptually processed as a two phase
operation. 1In the first phase, each variable binding is validated;
if all validations are successful, then each variable is altered in
the second phase. O course, inplenmentors are at liberty to

i mpl ement either the first, or second, or both, of these conceptua
phases as nultiple inplenentation phases. I|ndeed, such nmultiple

i npl ement ati on phases may be necessary in sonme cases to ensure
consi st ency.
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The following validations are performed in the first phase on each
variable binding until they are all successful, or until one fails:

(1) If the variable binding s nane specifies an existing or non-
exi stent variable to which this request is/wuld be denied
access because it is/would not be in the appropriate M B view,
then the value of the Response-PDU s error-status field is set
to "noAccess", and the value of its error-index field is set to
the index of the failed variabl e binding.

(2) O herwise, if there are no variabl es which share the sane
OBJECT | DENTI FI ER prefix as the variable binding s nanme, and
which are able to be created or nodified no matter what new
value is specified, then the value of the Response-PDU s
error-status field is set to "notWitable", and the val ue of
its error-index fieldis set to the index of the failed
vari abl e bi ndi ng.

(3) O herwise, if the variable binding’s value field specifies,
according to the ASN. 1 | anguage, a type which is inconsistent
with that required for all variables which share the sane
OBJECT | DENTI FI ER prefix as the variable binding’ s name, then
the value of the Response-PDU s error-status field is set to
"wrongType", and the value of its error-index field is set to
the index of the failed variabl e binding.

(4) O herwise, if the variable binding’s value field specifies,
according to the ASN. 1 | anguage, a | ength which is inconsistent
with that required for all variables which share the sane
OBJECT | DENTI FI ER prefix as the variable binding s name, then
the value of the Response-PDU s error-status field is set to
"wrongLength", and the value of its error-index field is set to
the index of the failed variabl e binding.

(5) O herwise, if the variable binding's value field contains an
ASN. 1 encodi ng which is inconsistent with that field s ASN 1
tag, then the value of the Response-PDU s error-status field is
set to "wongEncoding", and the value of its error-index field
is set to the index of the failed variable binding. (Note that
not all inplementation strategies will generate this error.)

(6) O herwise, if the variable binding’s value field specifies a
val ue whi ch could under no circunstances be assigned to the
vari abl e, then the value of the Response-PDU s error-status
field is set to "wongValue", and the value of its error-index
field is set to the index of the failed variabl e binding.
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O herwise, if the variable binding s name specifies a variable
whi ch does not exist and could not ever be created (even though
some vari abl es sharing the same OBJECT | DENTI FI ER prefix m ght
under sone circunstances be able to be created), then the val ue
of the Response-PDU s error-status field is set to
"noCreation", and the value of its error-index field is set to
the index of the failed variabl e binding.

O herwise, if the variable binding s name specifies a variable
whi ch does not exist but can not be created under the present
circunstances (even though it could be created under other
circunstances), then the value of the Response-PDU s error-
status field is set to "inconsistentNane", and the value of its
error-index field is set to the index of the failed variable

bi ndi ng.

O herwise, if the variable binding' s name specifies a variable
whi ch exists but can not be nodified no nmatter what new val ue
is specified, then the value of the Response-PDU s error-status
field is set to "notWitable", and the value of its error-index
field is set to the index of the failed variabl e binding.

O herwise, if the variable binding’s value field specifies a
val ue that coul d under other circunstances be held by the
variable, but is presently inconsistent or otherw se unable to
be assigned to the variable, then the value of the Response-
PDU s error-status field is set to "inconsistentValue", and the
value of its error-index field is set to the index of the

fail ed variabl e bi ndi ng.

When, during the above steps, the assignnment of the val ue
specified by the variable binding’s value field to the
specified variable requires the allocation of a resource which
is presently unavailable, then the value of the Response-PDU s
error-status field is set to "resourceUnavail abl e", and the
value of its error-index field is set to the index of the
failed variabl e bindi ng.

If the processing of the variable binding fails for a reason
other than listed above, then the value of the Response-PDU s
error-status field is set to "genErr", and the value of its
error-index field is set to the index of the failed variable
bi ndi ng.

O herwi se, the validation of the variabl e binding succeeds.
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At the end of the first phase, if the validation of all variable

bi ndi ngs succeeded, then the value of the Response-PDU s error-status
field is set to "noError" and the value of its error-index field is
zero, and processing continues as foll ows.

For each variable binding in the request, the nanmed variable is
created if necessary, and the specified value is assigned to it.

Each of these variable assignnments occurs as if simultaneously with
respect to all other assignments specified in the same request.
However, if the sane variable is naned nore than once in a single
request, with different associ ated val ues, then the actual assignnent
made to that variable is inplenentation-specific.

If any of these assignments fail (even after all the previous
validations), then all other assignnments are undone, and the
Response-PDU is nodified to have the value of its error-status field
set to "conmmitFailed", and the value of its error-index field set to
the index of the failed variabl e binding.

If and only if it is not possible to undo all the assignnments, then
the Response-PDU is nodified to have the value of its error-status
field set to "undoFailed", and the value of its error-index field is
set to zero. Note that inplenentations are strongly encouraged to
take all possible nmeasures to avoid use of either "conmitFailed" or
"undoFai |l ed" - these two error-status codes are not to be taken as
license to take the easy way out in an inplenmentation

Finally, the generated Response-PDU is encapsul ated into a nessage,
and transnmitted to the originator of the Set Request-PDU

4.2.6. The SNWPv2- Trap- PDU

An SNWPv2- Trap-PDU is generated and transmtted by an SNVP entity on
behal f of a notification originator application. The SNWPv2-Trap- PDU
is often used to notify a notification receiver application at a
logically remote SNWP entity that an event has occurred or that a
condition is present. There is no confirmati on associated with this
notification delivery mechani sm

The destination(s) to which an SNMPv2-Trap-PDU is sent is determ ned
in an inplenentation-dependent fashion by the SNWP entity. The first
two variable bindings in the variable binding Iist of an SNWPv2-
Trap-PDU are sysUpTinme.0 [ RFC3418] and snnmpTrapO D. 0 [ RFC3418]
respectively. |If the OBJECTS clause is present in the invocation of
the correspondi ng NOTI FI CATI ON- TYPE macro, then each correspondi ng
variable, as instantiated by this notification, is copied, in order,
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to the variable-bindings field. |f any additional variables are
bei ng included (at the option of the generating SNWP entity), then
each is copied to the variabl e-bi ndings fi el d.

4.2.7. The I nfornRequest-PDU

An I nfornRequest-PDU is generated and transmitted by an SNWP entity
on behalf of a notification originator application. The

I nf ornRequest-PDU is often used to notify a notification receiver
application that an event has occurred or that a condition is
present. This is a confirmed notification delivery nmechani sm

al though there is, of course, no guarantee of delivery.

The destination(s) to which an I nfornmRequest-PDU is sent is specified
by the notification originator application. The first two variable
bindings in the variable binding list of an InfornRequest-PDU are
sysUpTi me. 0 [ RFC3418] and snnpTrapO D. 0 [ RFC3418] respectively. |If
the OBJECTS clause is present in the invocation of the corresponding
NOTI FI CATI ON- TYPE nacro, then each correspondi ng variable, as
instantiated by this notification, is copied, in order, to the

vari able-bindings field. |[If any additional variables are being
included (at the option of the generating SNVP entity), then each is
copied to the variabl e-bi ndings fi el d.

Upon recei pt of an InfornRequest-PDU, the receiving SNWP entity
determ nes the size of a nessage encapsul ating a Response-PDU with
the sanme values in its request-id, error-status, error-index and

vari abl e-bindings fields as the received I nfornRequest-PDU. If the
determ ned nessage size is greater than either a | ocal constraint or
t he maxi mum message size of the originator, then an alternate
Response-PDU i s generated, transmitted to the originator of the

I nf or nRequest - PDU, and processing of the InfornRequest-PDU term nates
imedi ately thereafter. This alternate Response-PDU is formatted
with the sane values in its request-id field as the received

I nf ornmRequest-PDU, with the value of its error-status field set to
"tooBig", the value of its error-index field set to zero, and an
enpty variable-bindings field. This alternate Response-PDU is then
encapsul ated into a nmessage. |If the size of the resultant nessage is
| ess than or equal to both a |ocal constraint and the nmaxi mum nessage
size of the originator, it is transmtted to the originator of the

I nf ornRequest-PDU. O herwi se, the snnpSil ent Drops [ RFC3418] counter
is incremented and the resultant nessage is discarded. Regardless,
processi ng of the InfornRequest-PDU term nates.

O herwi se, the receiving SNWP entity:

(1) presents its contents to the appropriate application;
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(2) generates a Response-PDU with the sanme values in its request-id
and vari abl e-bindings fields as the received InfornmRequest - PDU
with the value of its error-status field set to "noError” and
the value of its error-index field set to zero; and

(3) transmts the generated Response-PDU to the originator of the
I nf or "Request - PDU

5. Notice on Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenmentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be avail able; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF' s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Di rector.
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7. Security Considerations

The protocol defined in this docunment by itself does not provide a
secure environnent. Even if the network itself is secure (for
exanpl e by using I PSec), there is no control as to who on the secure
network is allowed access to nmanagenent infornation

It is recomended that the inplementors consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415] is

r ecommended.

It is then a custoner/user responsibility to ensure that the SNW
entity is properly configured so that:

- only those principals (users) having legitimte rights can
access or nodify the values of any M B objects supported by
that entity;

- the occurrence of particular events on the entity will be
communi cat ed appropriately;

- the entity responds appropriately and with due credence to
events and information that have been communicated to it.
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9. Changes from RFC 1905

These are the changes from RFC 1905:

- Corrected spelling error in copyright statenent;

- Updated copyright date;

- Updated with new editor’s nane and contact infornmation;

- Added notice on intellectual property;
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Cosnetic fixes to |ayout and typography;
Added tabl e of contents;

Titl e changed;

Updat ed docunent headers and footers;

Del eted the old clause 2.3, entitled "Access to Managenent
I nformation";

Changed the way in which request-id was defined, though with
the same ultinmte syntax and semantics, to avoid coupling with
SM. This does not affect the protocol in any way;

Repl aced the word "exception" with the word "error" in the old
clause 4.1. This does not affect the protocol in any way;

Del eted the first two paragraphs of the old clause 4.2;
Clarified the maxi mum nunber of variabl e bindings that an

i npl ementation nust support in a PDU  This does not affect the
protocol in any way;

Repl aced occurrences of "SNMPv2 application” with
"application";

Del eted three sentences in old clause 4.2.3 describing the
handl i ng of an inpossible situation. This does not affect the
protocol in any way;

Clarified the use of the SNWMPv2-Trap-Pdu in the old clause
4.2.6. This does not affect the protocol in any way;

Aligned description of the use of the InfornRequest-Pdu in old
clause 4.2.7 with the architecture. This does not affect the
protocol in any way;

Updat ed ref erences;

Re-wrote introduction clause;

Repl aced manager/agent/SNMPv2 entity term nology with
term nol ogy from RFC 2571. This does not affect the protoco
in any way;

Elimnated | MPORTS fromthe SM, replaced with equival ent in-
line ASN.1. This does not affect the protocol in any way;
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Added notes calling attention to two different nanifestations
of reaching the end of a table in the table wal k exanpl es;

Added content to security considerations clause;

Updated ASN. 1 comrent on use of Report-PDU. This does not
af fect the protocol in any way;

Updat ed acknow edgnents section

I ncluded information on handling of BITS;

Del eted spurious comma in ASN.1 definition of PDUs;

Added abstract;

Made handling of additional variable bindings in inforns
consistent with that for traps. This was a correction of an

editorial oversight, and reflects inplenmentation practi ce;

Added reference to RFC 2914
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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