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Abstract

Thi s docunent describes |ower |ayer guidelines for robust header
conpression (ROHC) and the requirenents ROHC puts on | ower |ayers.
The purpose of this docunent is to support the incorporation of
robust header conpression algorithnms, as specified in the ROHC

wor ki ng group, into different systems such as those specified by
Third Generation Partnership Project (3GPP), 3GPP Project 2 (3GPP2),
Eur opean Technical Standards Institute (ETSI), etc. This docunent
covers only lower layer guidelines for conpression of RTP/UDP/IP and
UDP/ | P headers as specified in [ RFC3095]. Both general guidelines
and gui delines specific for cellular systenms are discussed in this
docunent .
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I nt roducti on

Al nost all header conpression algorithms [RFCL144, RFC2507, RFC2508]
rely on some functionality fromthe underlying link |ayer. Headers
(conpressed or not) are expected to be delivered without any residua
bit errors. |IP length fields are inferred fromlink layer length
fields. Packet type identification may be separated fromthe header
compressi on scheme and performed at the underlying link | ayer.

[ RFC2509], for exanple, elaborates on how to incorporate |IP header
conpressi on [ RFC2507] in PPP [ RFC1661].

It is inportant to be aware of such assunptions on required
functionality fromunderlying | ayers when incorporating a header
conmpression scheme into a system The functionality required by a
speci fi c header conpression schene from|ower |ayers may al so be
needed if incorporation of a header conpression schenme is to be
prepared wi thout knowi ng the exact details of the final schene.

Thi s docunent describes |ower |ayer guidelines for robust RTP/UDP/IP
header conpressi on [ RFC3095] as specified by the ROHC wor ki ng group
[ RFC3095] will fromthis point be referenced to as ROHC. These

gui del i nes should sinmplify incorporation of the robust header
conpression algorithnms into cellular systens |ike those standardized
by 3GPP, 3GPP2, ETSI, etc, and also into specific link |ayer
protocol s such as PPP. The document should al so enabl e preparation
of this incorporation wi thout requiring detailed know edge about the
final header conpression schene. Relevant standardization groups
standardi zing link | ayers should, aided by this docunent, include
required functionality in "their" link layers to support robust
header conpression.

Hence, this docunent clarifies the requirenents ROHC put on | ower
| ayers, while the requirenents on ROHC may be found in [ RFC3096].

General guidelines
1. FError detection
Al'l current header conpression schemes [ RFCl144, RFC2507, RFC2508]

rely on lower layers to detect errors in (conpressed) headers. This
is usually done with link | ayer checksuns covering at |east the
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conpressed header. However, any error detecting nechani sm may f ai
to detect some bit errors, which are usually called residual bit
errors.

As for non-conpressed | P packets, |ower |ayers nust provide simlar
error detection, at |east for ROHC headers. ROHC has been desi gned
not to increase the residual bit error rate (for reasonabl e residua
error rates) compared to the case when no header conpression is used.
Headers passed up to the header deconpressor shoul d, however, have a
residual bit error probability close to zero

A ROHC deconpressor might make use of packets with erroneous headers,
even if they nust be discarded. It is therefore reconmended that
such invalid packets are passed up to the deconpressor instead of
bei ng di scarded by | ower |ayers, but the packet nust then be
acconpanied with an error indication

2.2. Inferred header field information

Sone fields of the RTP/UDP/IP headers may be classified as inferred,
that is their values are to be inferred fromother values or from an
underlying link layer. A ROHC deconpressor requires that at |east
the following infornmation can be inferred fromany underlying |ink

| ayer:

Packet Length (I1Pv4) / Payload Length (1Pv6)
The received packet (with conpressed header) |ength.
Length (UDP)

This field is redundant with the Packet Length (IPv4) or the
Payl oad Length (1Pv6) field.

In sunmary, all these fields relate to the length of the packet the
conpressed header is included in. These fields nay thus be inferred
by the deconpressor if one packet length value is signaled fromthe
link ayer to the deconpressor on a per packet basis. This packet

I ength val ue should be the length of the received packet including
the (conpressed) header.

2.3. Handling of header size variations

It is desirable for many cellular link |ayer technol ogies that bit
rate variations and thus packet size variations are mnim zed.
However, there will always be some variation in conpressed header
sizes since there is a trade-off between header size variations and
conpression efficiency, and al so due to events in the header flow and
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on the channel. Variations in header sizes cause variations in
packet sizes depending on variations of payload size. The follow ng
will only treat header size variations caused by ROHC and not packet
size variations due to variations of payload size.

The link layer must in some manner support varying header sizes from
40 bytes (full RTP/UDP/1Pv4 header) or 60 bytes (full RTP/ UDP/I| Pv6)
down to 1 byte for the mninmal conpressed header. It is likely that
the small conpressed headers dominate the fl ow of headers, and that
the | argest headers are sent rarely, e.g., only a fewtines in the
initialization phase of the header conpression schene.

Header size variations and thus packet size variations depend on
nunerous factors. Unpredictable changes in the RTP, UDP or IP
headers may cause conpressed headers to monentarily increase in size,
and header sizes nay depend on packet loss rate at |ower |ayers.
Header size distributions depend also on the nbde ROHC operates in.
However, for e.g., a voice application, carried by RTP/UDP/IPv4, with
a constant speech frame size and sil ence suppression, the follow ng
basi ¢ header size changes may be considered as typical

In the very beginning of the speech session, the ROHC schene is
initialized by sending full headers called IR'DYN. These are the

| argest headers, with sizes depending basically on the |P-version

For 1 Pv4 the size is approximtely 40 bytes, and for |Pv6

approxi mately 60 bytes. The | R/ DYN headers are used typically during
one round trip tine, possible interleaved with conpressed headers.
After that, usually only conpressed headers are sent. Conpressed
headers may vary in size from1 byte up to several bytes. The
smal | est conpressed headers are used when there is no unpredictable
changes in header fields, typically during a talk spurt. In the
beginning of a talk spurt, conpressed header sizes nmay increase by
one or a few bytes nonmentarily. Apart fromincreases due to new tal k
spurts, conpressed headers may increase in size nonentarily due to
unpr edi ct abl e changes in header fields.

ROHC provi des sone nmeans to limt the anpbunt of produced header

sizes. |In some cases a |arger header than needed may be used to
limt the nunber of header sizes used. Padding octets may al so be
used to fill up to a desired size. Chapter 6.3 (Inplenentation

paraneters) in [ RFC3095] provides optional inplenentation paraneters
that nake it possible to nandate how a ROHC i npl enentati on shoul d
operate, for instance to nandate how many header sizes that may be
used.
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2.4. Negotiation of header conpression paraneters

ROHC has some paraneters that need to be configured in an initia
setup phase. Which header conpression profiles are allowed nmay have
to be determ ned and al so what kind of context identification (ClD)
mechani smto use

The | ower |ayers supporting ROHC shoul d thus include nechanisns for
negoti ati on of header conpression paraneters such as Cl D usage and
header conpression profile support. |In certain environnents, it

m ght al so be desirable to have nechani sns for re-negotiation of

t hese paraneters

The negoti ati on nmust al so make sure that conpressor and deconpressor
use exactly the same profile, i.e. that the set of profiles avail able
after negotiation nust not include two profile identifiers with the
same 8-bit LSB val ue.

For unidirectional links, this configuration mght have to be
performed out-of-band or a priori, and simlar methods could of
course also be used for bi-directional links if direct negotiation is

not possi bl e.
2.5. Demultiplexing of flows onto |ogical channels

In sone cellular technol ogies flows are denultiplexed onto radio

bearers suitable to the particular flows, i.e., onto logically
separated channels. For instance, real-tinme flows such as voice and
video nay be carried on logically separated bearers. It is

recomended that this kind of dermultiplexing is done in the | ower

| ayers supporting robust header conpression. By doing so, the need
for context identification in the header comnpression schenme is
reduced. If there is a one to one mappi ng between fl ow and | ogi ca
channel, there is no need at all for context identification at the
header conpression |evel

2.6. Packet type identification

Header conpression schenes |ike [RFC2507, RFC2508] have relied on the
underlying link layer to identify different kinds of headers by neans
of packet type identifiers on link |ayers. This kind of nmechanismis
not necessarily needed for ROHC since a ROHC packet type identifier
is included in all conpressed ROHC headers. Only if ROHC packets are
to be nmixed with other packets, such as packets conpressed by ot her
header conpression schenes, nust the Iink | ayer provide a packet type
identifier. 1In such cases, or if ROHC is used on top of link |ayers
al ready providing packet type identification, one (1) packet type
identifier nmust be reserved for identification of ROHC packets. Thus,
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only one ROHC packet type is needed to mix ROHC and e.g., RFC 2507
flows, or to support ROHC on |inks where packet type identifiers are
al ready present.

2.7. Packet duplication

Exact duplications of one and the sane packet may waste transmni ssion
resources and is in contradiction to conmpression. Even so, packet
duplication may occur for various reasons. Packet duplication may
al so occur in different places along the path for a packet.

ROHC can handl e packet duplication before the conpressor but such
packet duplications should be avoided for optinal conpression
efficiency. For correct ROHC operation, |ower |ayers are not allowed
to duplicate packets on the ROHC conpressor-deconpressor path.

2.8. Packet reordering

Lower | ayers between conpressor and deconpressor are assuned not to
reorder packets, i.e., the deconpressor nust receive packets in the
same order as the compressor sends them ROHC handl es, however
reordering before the conpression point. That is, there is no
assunption that the conpressor will only receive packets in sequence.

2.9. Feedback packets

ROHC may operate in three different nodes; Unidirectional node (U
node), bidirectional optimstic node (O node) and bidirectiona
reliable node (R-node). A brief description of the nodes can be
found in chapter 4.4 of [RFC3095].

In U node it is not necessary to send any feedback fromthe
deconpressor to the conpressor. O node and R-node requires however
that feedback messages fromthe deconpressor to the conpressor be
sent. Feedback nmessages consist of small ROHC internal packets

wi t hout any application payload. It is possible in ROHC to piggy-
back feedback packets onto regular packets with ROHC conpressed
headers and payload, if there is ROHC type of conpression in both the
forward and reverse direction. However, this piggy-backing may not
be desired or possible in sone cases.

To support ROHC O node or R-npde operation, |ower |ayers nust provide
transport of feedback packets from deconpressor to conpressor. |If

pi ggybacki ng of feedback packets is not used, |ower |ayers nust be
abl e to handl e feedback as smal| stand-al one packets. For optinmal
conpression efficiency, feedback packets fromthe deconpressor shoul d
be delivered as soon as possible to the conpressor

Svanbr o I nf or mat i onal [ Page 6]



RFC 3409 Lower Layer CQuidelines for Robust HC Decenber 2002

3.

3.

1.

Cel lul ar system specific guidelines

An inmportant group of link |ayer technol ogi es where robust header
conpression will be needed are future cellular systens, which may
have a very |large nunber of users in sone years. The need for header
conpression is large in these kinds of systens to achi eve spectrum
efficiency. Hence, it is inportant that future cellular systenms can
efficiently incorporate the robust header conpression schene.

Handover procedures

One cellular specific property that nay affect header conpression is
mobility and thus, handover (i.e., change of serving base station or
radi o network controller).

The main characteristics of handovers rel evant for robust header
conpression are: the length of the | ongest packet |oss event due to
handover (i.e., the nunber of consecutive packet |osses), and

rel ocati on of header conpression context when necessary.

Dependi ng on the |ocation of the header conpressor/deconpressor in
the radi o access network and the type of handover, handover may or
may not cause disruptions or packet |oss events in the (conpressed)
header flow relevant for the header conpression schene. For
instance, if soft handover is used and if the header

compr essor/ deconpressor reside above the conbining point for soft
handover, there will be no extra packet |osses visible to the
deconpressor due to handover. |n hard handovers, where packet |oss
events due to handover is introduced, the length of the |ongest
consecutive packet loss is nmost relevant and thus shoul d be

m ni m zed.

To maintain efficient ROHC operation, it should be ensured that
handover events do not cause significant |ong events of consecutive
packet loss. The term"significant” in this context relates to the
kind of loss tolerable for the carried real-tine application

I f hard handovers are perforned, which may cause significant |ong
events of consecutive packet |oss, the radio access network should
notify the conpressor when such a handover has started and conpl et ed.
The conpressor could then be inplenmented to take proper actions and
prevent consequences from such long | oss events.

Cel lul ar systems supporting robust header conpression may have
internal nmechanisns for transferring the header conpression context
bet ween nodes where contexts may reside, at or before handover. |If
no such nmechani smfor transferring header conpressi on context between
nodes is avail able, the contexts nay be resynchroni zed by the header
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conmpression schenme itself by means of a context refresh. The header
conmpressor will then performa new header conpression initialization,
e.g., by sending full headers. This will, however, introduce an
increase in the average header size dependent on how often a transfer
of context is needed. To reinitialize the context in such cases, the
| ower |ayers nust indicate to the header conpressor when a handover
has occurred, so that it knows when to refresh the context. Chapter
6.3 (I npl enentation paraneters) in [ RFC3095] provides optiona

i npl ement ati on paraneters that make it possible to trigger e.g., a
conpl ete context refresh.

3.2. Unequal error detection (UED)

Section 3.1 states that ROHC requires error detection froml| ower

| ayers for at |east the conpressed header. However, some cellul ar
technol ogies may differentiate the anmount of error detection for
different parts of a packet. For instance, it could be possible to
have a stronger error detection for the header part of a packet, if
the application payload part of the packet is |ess sensitive to
errors, e.g., some cellular types of speech codes.

ROHC does not require UED from | ower |ayers, ROHC requires only an
error detection nmechanismthat detects errors in at |east the header
part of the packet. Thus there is no requirenment on |lower |ayers to
provi de separate error detection for the header and payl oad part of a
packet. However, overall performance nmay be increased if UED is
used.

For exanple, if equal error detection is used in the formof one |ink
| ayer checksum covering the entire packet including both header and
payl oad part, any bit error will cause the packet to be discarded at
the ROHC deconpressor. It is not possible to distinguish between
errors in the header and the payl oad part of the packet with this
error detection nmechani smand the ROHC deconpressor mnust assune that
the header is danaged, even if the bit error hit the payl oad part of

the packet. |If the header is assuned to be danmaged, it is not
possi ble to ensure correct deconpression and that packet will thus be
discarded. If the application is such that it tolerates sone errors

in the payload, it could have been better to deliver that packet to
the application and let the application judge whether the payl oad was
usabl e or not. Hence, with an unequal error detection schene where
it is possible to separate detection of errors in the header and

payl oad part of a packet, nore packets may be delivered to
applications in some cases for the sane |ower |ayer error rates. The
final benefit depends of course on the cost of UED for the radio
interface and rel ated protocols.
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3.3. Unequal error protection (UEP)

Sone cel lular technol ogi es can provide different error probabilities
for different parts of a packet, unequal error protection (UEP). For
instance, the lower |ayers may provide a stronger error protection
for the header part of a packet conpared to the payl oad part of the
packet .

ROHC does not require UEP. UEP may be beneficial in some cases to
reduce the error rate in ROHC headers, but only if it is possible to
di stingui sh between errors in header and payl oad parts of a packet,
i.e., only if unequal error detection (UED) is used. The benefit of
UEP depends of course on the cost of UEP for the radio interface and
rel ated protocol s.

4. | ANA Consi derati ons
A protocol which follows these guidelines, e.g., [RFC3095], will
require the I ANA to assign various nunbers. This docunent by itself,
however, does not require | ANA invol venent.

5. Security Considerations

A protocol which follows these guidelines, e.g., [RFC3095], nust be
abl e to conpress packets containing | PSEC headers according to

[ RFC3096]. There nmay be other security aspects to consider in such
protocols. This docunment by itself, however, does not add security
risks.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Svanbr o I nf or mat i onal [ Page 11]






