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Abst ract
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Tabl e of Contents

1. IntroducCtiOn ... .. 2

1.1 Termnol 0gy .. .ot e 2

1.2 Requirements Language ............ouiiinennenen.. 2
2. Domain Search Option Format ............ .. ... . . ... 2
3. EXaANPl & 3
4. Security Considerati OnNs .. ..... .. ... 4
5. Normative References ......... ... 5
6. Informative References ....... ... .. . . . . . i, 5
7. TANA Considerati OnS . ... ... 6
8.  Acknow edgment s ... ... 6
9. Intellectual Property Statenment ........... ... ... ... . ... . .... 6
10. AUt hOors’ AddreSSEeS . .. it 7
11. Full Copyright Statement ......... ... .. . . ... .. 8

Aboba & Cheshire St andards Track [ Page 1]



RFC 3397 DHCP Domai n Search Option Noverber 2002

1. Introduction

The Dynami c Host Configuration Protocol (DHCP) [RFC2131] provides a
mechani sm for host configuration. [RFC2132] and [ RFC2937] all ow DHCP
servers to pass nanme service configuration infornation to DHCP
clients. In some circunstances, it is useful for the DHCP client to
be configured with the domain search list. This docunent defines a
new DHCP option which is passed fromthe DHCP Server to the DHCP
Client to specify the domain search |ist used when resol ving
hostnanmes with DNS. This option applies only to DNS and does not
apply to other nane resol ution nechani sns.

1.1. Termi nol ogy
Thi s docunent uses the follow ng terns:

DHCP cli ent
A DHCP client or "client" is an Internet host using DHCP to
obtain configuration paraneters such as a network address.

DHCP server
A DHCP server or "server" is an Internet host that returns
configuration paraneters to DHCP clients.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirenent Levels" [RFC2119].

2. Domain Search Option Fornat
The code for this option is 119.
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In the above diagram Searchstring is a string specifying the
searchlist. |If the Iength of the searchlist exceeds the maxi num
perm ssible within a single option (255 octets), then nultiple
options MAY be used, as described in "Encoding Long Options in the
Dynam ¢ Host Configuration Protocol (DHCPv4)" [RFC3396].
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To enabl e the searchlist to be encoded conpactly, searchstrings in
the searchlist MJST be concatenated and encoded using the technique
described in section 4.1.4 of "Domain Nanes - |nplenentation And
Speci fication" [RFC1035]. |In this scheme, an entire domain nane or a
list of labels at the end of a donain nane is replaced with a pointer
to a prior occurrence of the same name. Despite its conplexity, this
techni que is valuable since the space avail able for encodi ng DHCP
options is limted, and it is likely that a domain searchstring wll
contain repeated instances of the same domain nane. Thus the DNS
nane conpression is both useful and likely to be effective.

For use in this specification, the pointer refers to the offset
within the data portion of the DHCP option (not including the
precedi ng DHCP opti on code byte or DHCP option |l ength byte).

If multiple Domain Search Options are present, then the data portions
of all the Dormain Search Options are concatenated together as
specified in "Encoding Long DHCP Options in the Dynam ¢ Host
Configuration Protocol (DHCPv4)" [RFC3396] and the pointer indicates
an offset within the conpl ete aggregate bl ock of data.

3. Example

Bel ow i s an exanpl e encoding of a search |list consisting of
"eng. appl e.com " and "narketing. appl e.com":

R S S S
[119] 9 | 3 ['e'['n["g | 5[ a|['p | p|"I"]
S

S R S
[119] 9 |'e’| 3 |'¢’ |0’ |'mi| O | 9 |'nmi| &
N S S AR S

A S S S S S
[119] 9 |'r’ |k’ |"e’ |"t’|"i’|'n" | g | xCO| x04|
S S

Not e:

i The encodi ng has been split (for this exanple) into three
Domai n Search Options. Al Domain Search Options are logically
concatenated into one bl ock of data before being interpreted by
the client.

i The encodi ng of "eng.apple.com"” ends with a zero, the nul

root |abel, to nmark the end of the nane, as required by RFC
1035.
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iii. The encoding of "marketing" (for "marketing.apple.com") ends
with the two-octet conpression pointer C004 (hex), which points
to offset 4 in the conpl ete aggregated bl ock of Domain Search
Option data, where another validly encoded domai n name can be
found to conplete the nane ("apple.com").

Every search domai n name nmust end either with a zero or with a two-
octet conpression pointer. |If the receiver is part-way through
decodi ng a search domain nane when it reaches the end of the conplete
aggregated bl ock of the searchlist option data, without finding a
zero or a valid two-octet conpression pointer, then the partially
read nane MJUST be discarded as invalid.

4. Security Considerations

Potential attacks on DHCP are discussed in section 7 of the DHCP
protocol specification [RFC2131], as well as in the DHCP

aut henti cation specification [RFC3118]. |In particular, using the
domai n search option, a rogue DHCP server mi ght be able to redirect
traffic to another site

For exanple, a user requesting a connection to "myhost", expecting to
reach "nyhost. bi gco.com' mght instead be directed to
"nmyhost . roguedomai n. conf. Note that support for DNSSEC [ RFC2535]

will not avert this attack, since the resource records for
"nyhost . roguedomai n. coni’ might be legitimately signed. This nakes
the domain search option a nore fruitful avenue of attack for a rogue
DHCP server than providing an illegitimte DNS server option
(described in [ RFC2132]).

The degree to which a host is vulnerable to attack via an invalid
domai n search option is determined in part by DNS resol ver behavi or.

[ RFC1535] discusses security weaknesses related to inplicit as well
as explicit domain searchlists, and provides recommendations rel ating
to resol ver searchlist processing. [RFCL536] section 6 al so
addresses this vulnerability, and recomrends that resolvers:

[ 1] Use searchlists only when explicitly specified; no inplicit
searchlists shoul d be used.

[ 2] Resol ve a nanme that contains any dots by first trying it as an
FQDN and if that fails, with the local domain nanme (or
searchlist if specified) appended.

[ 3] Resol ve a nanme containing no dots by appending with the

searchlist right away, but once again, no inplicit searchlists
shoul d be used.
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In order to mnimze potential vulnerabilities it is recomended
t hat :

[ a] Hosts inplementing the domai n search opti on SHOULD al so
i npl ement the searchlist recommendati ons of [RFC1536], section
6.

[ b] Where DNS paraneters such as the domain searchlist or DNS
servers have been manual |y configured, these parameters SHOULD
NOT be overridden by DHCP.

[ c] Domai n search option inplenentati ons MAY require DHCP
aut henti cation [ RFC3118] prior to accepting a donmain search
opti on.
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The | ETF takes no position regarding the validity or scope of any
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licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
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be obtained fromthe | ETF Secretari at.

The I1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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