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Abstract
Thi s docunent refers to a nmetric for variation in delay of packets
across Internet paths. The nmetric is based on the difference in the
One-\Way- Del ay of sel ected packets. This difference in delay is
called "I P Packet Delay Variation (ipdv)".
The netric is valid for nmeasurements between two hosts both in the
case that they have synchroni zed clocks and in the case that they are
not synchronized. W discuss both in this docunent.
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1. Introduction

This nmeno defines a nmetric for the variation in delay of packets that
flow fromone host to another through an IP path. It is based on "A
One-Way-Delay nmetric for IPPM, RFC 2679 [2] and part of the text in
this meno is taken directly fromthat docunent; the reader is assuned
to be famliar with that docunent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY" and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [3].
Al t hough BCP 14, RFC 2119 was witten with protocols in nmind, the key
words are used in this docunent for simlar reasons. They are used
to ensure the results of measurenents fromtwo different

i npl ementations are conparable and to note instances where an

i npl ementation could perturb the network.
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The structure of the nenp is as foll ows:

+ A ’'singleton’ analytic metric, called Type-P-One-way-ipdv, will be
introduced to define a single instance of an ipdv neasurenent.

+ Using this singleton netric, a 'sanple’, called Type-P-one-way-
i pdv- Poi sson-stream w |l be introduced to nake it possible to
compute the statistics of sequences of ipdv measurenents

+ Using this sanple, several 'statistics’ of the sample will be
defined and di scussed

1.1. Term nol ogy

The variation in packet delay is sonetimes called "jitter". This
term however, causes confusion because it is used in different ways
by different groups of people.

"Jitter" comonly has two neanings: The first neaning is the
variation of a signal with respect to sone clock signal, where the
arrival time of the signal is expected to coincide with the arriva
of the clock signal. This neaning is used with reference to
synchronous signals and m ght be used to neasure the quality of
circuit enulation, for exanple. There is also a netric called
"wander" used in this context.

The second neaning has to do with the variation of a netric (e.g.,
delay) with respect to sone reference netric (e.g., average delay or
m ninmum delay). This nmeaning is frequently used by conputer
scientists and frequently (but not always) refers to variation in
del ay.

In this document we will avoid the term"jitter" whenever possible
and stick to delay variation which is nore precise

1.2. Definition

A definition of the | P Packet Delay Variation (ipdv) can be given for
packets inside a stream of packets.

The ipdv of a pair of packets within a stream of packets is defined
for a selected pair of packets in the stream goi ng from neasurenent
poi nt MP1 to neasurement point MP2

The ipdv is the difference between the one-way-delay of the selected
packets.
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1.3. Mbdtivation

One inportant use of delay variation is the sizing of play-out
buffers for applications requiring the regular delivery of packets
(for exanple, voice or video play-out). What is normally inportant
in this case is the maxi num delay variation, which is used to size
pl ay-out buffers for such applications [7]. Qher uses of a delay
variation metric are, for exanple, to determ ne the dynam cs of
queues within a network (or router) where the changes in del ay
variation can be linked to changes in the queue | ength process at a
given link or a conbination of |inks.

In addition, this type of netric is particularly robust with respect
to differences and variations of the clocks of the two hosts. This
all ows the use of the netric even if the two hosts that support the
measur enent points are not synchronized. 1In the |atter case

i ndi cations of reciprocal skew of the clocks can be derived fromthe
measur enent and corrections are possible. The related precision is
of ten conparable with the one that can be achieved with synchronized
cl ocks, being of the same order of nmagnitude of synchronization
errors. This will be discussed bel ow.

The scope of this docunent is to provide a way to neasure the ipdv
delivered on a path. Qur goal is to provide a nmetric which can be
paraneterized so that it can be used for various purposes. Any
report of the metric MJST include all the paraneters associated with
it so that the conditions and neaning of the nmetric can be determ ned
exactly. Since the nmetric does not represent a val ue judgnent (i.e.,
define "good" and "bad"), we specifically do not specify particular
val ues of the metrics that | P networks nust neet.

The flexibility of the metric can be viewed as a di sadvant age but
there are some argunents for nmaking it flexible. First, though there
are sone uses of ipdv nentioned above, to sone degree the uses of
ipdv are still a research topic and sone room should be left for
experinentation. Secondly, there are different views in the
community of what precisely the definition should be (e.g.,
[8],[9],[10]). The idea here is to parameterize the definition,
rather than wite a different document for each proposed definition
As long as all the paraneters are reported, it will be clear what is
meant by a particular use of ipdv. Al the remarks in the docunent
hol d, no nmatter which paraneters are chosen

Dem chelis & Chinmento St andards Track [ Page 4]



RFC 3393 | P Packet Delay Variation Noverber 2002

1.4. Ceneral |ssues Regarding Tine

Everything contained in Section 2.2. of [2] applies also in this
case.

To sumarize: As in [1] we define "skew' as the first derivative of
the offset of a clock with respect to "true time" and define "drift"
as the second derivative of the offset of a clock with respect to
"true time"

Fromthere, we can construct "relative skew' and "relative drift" for
two clocks Cl and C2 with respect to one another. These are natura
extensions of the basic framework definitions of these quantities:

+ Relative offset = difference in clock tines
+ Relative skew = first derivative of the difference in clock tines

+ Relative drift = second derivative of the difference in clock
times

NOTE: The drift of a clock, as it is above defined over a | ong period
must have an average value that tends to zero while the period
becones | arge since the frequency of the clock has a finite (and
smal 1) range. In order to underline the order of nagnitude of this
effect,it is considered that the maxi mumrange of drift for
commercial crystals is about 50 part per mllion (ppm. Since it is
mai nl y connected with variations in operating tenperature (fromO to
70 degrees Celsius), it is expected that a host will have a nearly
constant tenperature during its operation period, and variations in
tenperature, even if quick, could be | ess than one Cel sius per
second, and range in the order of a few degrees. The total range of
the drift is usually related to variations fromO to 70 Cel si us.
These are inportant points for eval uation of precision of ipdv
measurenents, as will be seen bel ow

2. Asingleton definition of a One-way-ipdv netric

The purpose of the singleton netric is to define what a single
instance of an ipdv neasurenent is. Note that it can only be
statistically significant in conbination with other instances. It is
not intended to be neaningful as a singleton, in the sense of being
able to draw i nferences fromit.
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2

1.

This definition makes use of the corresponding definition of type-P-
One-Way-Delay metric [2]. This section makes use of those parts of
the One-Way-Delay Draft that directly apply to the One-Way-i pdv
metric, or nmakes direct references to that Draft.

Metric nane

Type- P- One-way- i pdv

2.2. Metric paraneters

+ Src, the I P address of a host

+ Dst, the IP address of a host

+ T1, atime

+ T2, atine

+ L, a packet length in bits. The packets of a Type P packet stream
fromwhich the singleton ipdv nmetric is taken MJST all be of the

same | ength.

+ F, a selection function defining unanbi guously the two packets
fromthe stream sel ected for the netric

+ 11,12, tinmes which mark that begi nning and ending of the interva
in which the packet stream from whi ch the singleton nmeasurenent is
t aken occurs.

+ P, the specification of the packet type, over and above the source
and destination addresses

2.3. Metric unit

The val ue of a Type-P-One-way-ipdv is either a real nunber of seconds
(positive, zero or negative) or an undefined nunmber of seconds.

2.4. Definition

We are given a Type P packet streamand |11 and |2 such that the first
Type P packet to pass neasurenent point MP1 after |1l is given index O
and the |l ast Type P packet to pass neasurerment point MP1 before 12 is
gi ven the hi ghest index nunber.

Type- P-One-way-i pdv is defined for two packets from Src to Dst
sel ected by the selection function F, as the difference between the
val ue of the type-P-One-way-delay fromSrc to Dst at T2 and the val ue
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of the type-P-One-Way-Delay fromSrc to Dst at T1. Tl is the wire-
time at which Scr sent the first bit of the first packet, and T2 is
the wire-tine at which Src sent the first bit of the second packet.
This netric is derived fromthe One-Way-Delay netric.

Therefore, for a real nunber ddT "The type-P-one-way-ipdv fromSrc to
Dst at T1, T2 is ddT" nmeans that Src sent two packets, the first at
wire-time T1 (first bit), and the second at wire-time T2 (first bit)
and the packets were received by Dst at wire-tinme dT1+T1 (last bit of
the first packet), and at wire-tine dT2+T2 (last bit of the second
packet), and that dT2-dT1=ddT.

"The type-P-one-way-ipdv fromSrc to Dst at T1,T2 is undefined" means
that Src sent the first bit of a packet at T1 and the first bit of a
second packet at T2 and that Dst did not receive one or both packets.

Figure 1 illustrates this definition. Suppose that packets P(i) and
P(k) are sel ected.

11 P(i) P(j) P(k) |2
Y R i |
I [\ I\
|\ |\ |\
|\ [\ |\
|\ |\ |\
| dTi \ | dTj \ | dTk \
| <--->v | <--->v | <--->v
Y e I e |
11 P(i) P(j) P(k) |2
Figure 1: Illustration of the definition

Then ddT = dTk - dTi as defi ned above.
2.5. Discussion

This netric definition depends on a stream of Type-P- One-Way- Del ay

packets that have been neasured. |n general this can be a stream of
two or nore packets, delimted by the interval endpoints |1 and |2.

There nust be a stream of at |least two packets in order for a

singl eton i pdv measurenent to take place. The purpose of the

sel ection function is to specify exactly which two packets fromthe
streamare to be used for the singleton neasurenent. Note that the
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sel ection function may invol ve observing the one-way-delay of all the
Type P packets of the streamin the specified interval. Exanples of
a selection function are:

+

+

Consecutive Type-P packets within the specified interva

Type- P packets with specified indices within the specified
i nterval

Type-P packets with the min and max one-way-del ays within the
specified interva

Type-P packets with specified indices fromthe set of all defined
(i.e., non-infinite) one-way-del ays Type-P packets within the
specified interval

The followi ng practical issues have to be considered:

Being a differential measurenent, this metric is |l ess sensitive to
cl ock synchronization problenms. This issue will be nore carefully
exam ned in section 5 of this neno. It is pointed out that, if
the relative clock conditions change in tine, the accuracy of the
measurenent will depend on the tine interval 12-11 and the
magni t ude of possible errors will be discussed bel ow

A given nethodol ogy will have to include a way to determ ne

whet her a delay value is infinite or whether it is nmerely very

| arge (and the packet is yet to arrive at Dst). As noted by
Mahdavi and Paxson, sinple upper bounds (such as the 255 seconds
theoretical upper bound on the lifetines of |P packets [Postel
RFC 791]) coul d be used, but good engi neering, including an
under st andi ng of packet lifetines, will be needed in practice.
Comment: Note that, for many applications of these netrics, the
harmin treating a large delay as infinite mght be zero or very
small. A TCP data packet, for exanple, that arrives only after
several multiples of the RTT may as well have been | ost.

As with other 'type-P nmetrics, the value of the metric may depend
on such properties of the packet as protocol, (UDP or TCP) port
nunber, size, and arrangenent for special treatnment (as with IP
precedence or with RSVP)

ddT is derived fromthe start of the first bit out froma packet
sent out by Src to the reception of the last bit received by Dst.
Delay is correlated to the size of the packet. For this reason,
the packet size is a paraneter of the nmeasurenent and nust be
reported along with the neasurenent.
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+ |f the packet is duplicated along the path (or paths!) so that
mul tiple non-corrupt copies arrive at the destination, then the
packet is counted as received, and the first copy to arrive
determ nes the packet’s One-\Way- Del ay.

+ |f the packet is fragnented and if, for whatever reason,
re-assenbly does not occur, then the packet will be deemed | ost.

In this docunment it is assumed that the Type-P packet streamis
generated according to the Poi sson sanpling nethodol ogy described in

[1].

The reason for Poisson sanpling is that it ensures an unbi ased and
uniformy distributed sanpling of tinmes between |1 and 12. However,
al ternate sanpling nethodol ogi es are possible. For exanple,

conti nuous sanpling of a constant bit rate stream (i.e., periodic
packet transm ssion) is a possibility. However, in this case, one
must be sure to avoid any "aliasing" effects that may occur with
peri odi ¢ sanpl es.

2. 6. Methodol ogi es

As with other Type-P-* netrics, the detail ed nethodol ogy will depend
on the Type-P (e.g., protocol nunber, UDP/TCP port nunber, size,
pr ecedence).

The neasurenent met hodol ogy described in this section assunes the
measur enent and determ nation of ipdv in real-tinme as part of an
active nmeasurenent. Note that this can equally well be done a
posteriori, i.e., after the one-way-del ay neasurenent is conpleted

General ly, for a given Type-P, the methodol ogy woul d proceed as
follows: Note that this nethodology is based on synchroni zed cl ocks.
The need for synchronized clocks for Src and Dst will be discussed

| ater.

+ Start after time 11. At the Src host, select Src and Dst IP
addresses, and formtest packets of Type-P with these addresses
according to a given technique (e.g., the Poisson sanpling
technique). Any 'padding portion of the packet needed only to
make the test packet a given size should be filled with random zed
bits to avoid a situation in which the neasured delay is | ower
than it would otherwi se be due to conpression techni ques al ong the
pat h.

+ At the Dst host, arrange to receive the packets.
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+ At the Src host, place a tine stanp in the Type-P packet, and send
it towards Dst.

+ |f the packet arrives within a reasonable period of tine, take a
time stanp as soon as possi ble upon the receipt of the packet. By
subtracting the two tine stanps, an estinmate of One-Way-Del ay can
be comput ed.

+ |f the packet neets the selection function criterion for the first
packet, record this first delay value. Oherw se, continue
generating the Type-P packet stream as above until the criterion
is met or 12, whichever conmes first.

+ At the Src host, packets continue to be generated according to the
gi ven net hodol ogy. The Src host places a time stanp in the Type-P
packet, and send it towards Dst.

+ |If the packet arrives within a reasonable period of time, take a
time stanp as soon as possi ble upon the receipt of the packet. By
subtracting the two tine stanps, an estimte of One-Way-Del ay can
be comput ed.

+ |f the packet neets the criterion for the second packet, then by
subtracting the first value of One-Way-Delay fromthe second val ue
the i pdv value of the pair of packets is obtained. O herw se,
packets continue to be generated until the criterion for the
second packet is fulfilled or 12, whichever comes first.

+ |If one or both packets fail to arrive within a reasonabl e period
of time, the ipdv is taken to be undefi ned.

2.7. Errors and Uncertainties
In the singleton netric of ipdv, factors that affect the neasurenent
are the sane as those affecting the One-Way-Del ay neasurenent, even
if, inthis case, the influence is different.

The Framewor k document [1] provides general guidance on this point,
but we note here the follow ng specifics related to delay netrics:

+ FErrors/uncertainties due to uncertainties in the clocks of the Src
and Dst hosts.

+ Errors/uncertainties due to the difference between "wire tinme’ and
"host tine’.

Each of these errors is discussed in nore detail in the follow ng
par agr aphs.
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2.7.1. Errors/Uncertainties related to C ocks

If, as a first approximation, the error that affects the first
measur enent of One-Way-Del ay were the sane as the one affecting the
second neasurenent, they will cancel each other when cal cul ating

i pdv. The residual error related to clocks is the difference of the
errors that are supposed to change fromtinme T1l, at which the first
measurenent is performed, to tinme T2 at which the second neasurenent
is performed. Synchronization, skew, accuracy and resolution are
here considered with the foll ow ng notes:

+ FErrors in synchronization between source and destination clocks
contribute to errors in both of the delay measurenments required
for cal cul ating ipdv.

+ The effect of drift and skew errors on ipdv measurenents can be
quantified as foll ows: Suppose that the skew and drift functions
are known. Assune first that the skew function is linear in tine.
Clock offset is then also a function of tinme and the error evol ves
as e(t) = Kt + O where Kis a constant and Ois the offset at

time 0. In this case, the error added to the subtraction of two
different tinme stanps (t2 > t1) is e(t2)-e(tl) = K*(t2 - t1) which
will be added to the tinme difference (t2 - t1). |If the drift

cannot be ignored, but we assune that the drift is a linear
function of time, then the skewis given by s(t) = M(t**2) + N-t
+ SO0, where Mand N are constants and SO is the skew at tinme O.
The error added by the variable skew drift process in this case
becones e(t) = O+ s(t) and the error added to the difference in
time stanps is e(t2)-e(tl) = N*(t2-t1) + M{(t2-t1)**2}.

It is the claimhere (see remarks in section 1.3) that the effects
of skew are rather small over the time scales that we are

di scussing here, since tenperature variations in a systemtend to
be slow relative to packet inter-transm ssion tinmes and the range
of drift is so small.

+ As far as accuracy and resolution are concerned, what is noted in
the one-way-del ay document [2] in section 3.7.1, applies also in
this case, with the further consideration, about resolution, that
in this case the uncertainty introduced is two tinmes the one of a
singl e delay neasurenment. FErrors introduced by these effects are
often larger than the ones introduced by the drift.
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2.7.2. Errors/uncertainties related to Wre-tine vs Host-tine

The content of sec. 3.7.2 of [2] applies also in this case, with the
followi ng further consideration: The difference between Host-tine and
Wre-tinme can be in general deconposed into two conponents, of which
one is constant and the other is variable. Only the variable
components will produce neasurement errors, while the constant one

wi Il be cancel ed while cal culating ipdv.

However, in nost cases, the fixed and variabl e conponents are not
known exactly.

3. Definitions for Sanples of One-way-ipdv
The goal of the sanple definition is to nake it possible to conmpute
the statistics of sequences of ipdv neasurenents. The singleton
definition is applied to a stream of test packets generated according
to a pseudo-random Poi sson process with average arrival rate | anbda
If necessary, the interval in which the streamis generated can be
divided into sub-intervals on which the singleton definition of ipdv
can be applied. The result of this is a sequence of ipdv
measurenents that can be anal yzed by various statistical procedures
Starting fromthe definition of the singleton netric of one-way-ipdv,
we define a sanple of such singletons. 1In the follow ng, the two
packets needed for a singleton nmeasurenent will be called a "pair".
3.1. Metric nane
Type- P- One-way- i pdv- Poi sson- stream
3.2. Paraneters
+ Src, the I P address of a host
+ Dst, the IP address of a host
+ TO, atime
+ Tf, atime
+ lanbda, a rate in reciprocal seconds
+ L, a packet length in bits. The packets of a Type P packet stream

fromwhich the sample ipdv netric is taken MJST all be of the same
| engt h.
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+ F, a selection function defining unanbi guously the packets from
the stream sel ected for the metric.

+ 1(i),I(i+1l), i >=0, pairs of tinmes which mark the begi nning and
ending of the intervals in which the packet stream from which the
measurenent is taken occurs. [(0) >= TO and assuming that nis

the largest index, I(n) <= Tf.

+ P, the specification of the packet type, over and above the source
and destination addresses

3.3. Metric Units:

A sequence of triples whose el enments are:

+ T1, T2,times

+ dT a real nunber or an undefined number of seconds
3.4. Definition

A pseudo-random Poi sson process is defined such that it begins at or
before TO, with average arrival rate |anbda, and ends at or after Tf.
Those tinme values T(i) greater than or equal to TO and | ess than or
equal to Tf are then selected for packet generation tines.

Each packet falling within one of the sub-intervals I(i), I(i+l) is
tested to deternmine whether it neets the criteria of the selection
function F as the first or second of a packet pair needed to conpute
i pdv. The sub-intervals can be defined such that a sufficient nunber
of singleton samples for valid statistical estimtes can be obtai ned.

The triples defined above consist of the transmission tines of the
first and second packets of each singleton included in the sample,
and the ipdv in seconds.

3. 5. Discussion

Note first that, since a pseudo-random nunber sequence is enployed,
the sequence of tinmes, and hence the val ue of the sanple, is not
fully specified. Pseudo-random nunber generators of good quality
wi Il be needed to achieve the desired qualities.

The sanple is defined in terms of a Poisson process both to avoid the
effects of self-synchronization and al so capture a sanple that is
statistically as unbiased as possible. There is, of course, no claim
that real Internet traffic arrives according to a Poisson arriva
process.
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The sanple metric can best be explained with a couple of exanples:

For the first exanple, assume that the selection function specifies
the "non-infinite" max and m n one-way-del ays over each sub-interval
We can define contiguous sub-intervals of fixed specified | ength and
produce a sequence each of whose elenents is the triple <transni ssion
time of the max del ay packet, transmi ssion tine of the mn delay
packet, D(max)-D(m n)> which is collected for each sub-interval. A
second exanple is the selection function that specifies packets whose
i ndi ces (sequence nunbers) are just the integers below a certain
bound. In this case, the sub-intervals are defined by the

transm ssion tinmes of the generated packets and the sequence produced
is just <T(i), T(i+l1l), D(i+1)-D(i)> where D(i) denotes the one-way-
delay of the ith packet of a stream

This definition of the sanple netric encompasses both the definition
proposed in [9] and the one proposed in [10].

3. 6. Methodol ogy

Si nce packets can be lost or duplicated or can arrive in a different
order than the order sent, the pairs of test packets should be marked
with a sequence nunber. For duplicated packets only the first

recei ved copy shoul d be consi der ed.

O herwi se, the nethodology is the sanme as for the singleton
measurenent, with the exception that the singleton neasurenment is
repeated a number of tines.

3.7. Errors and uncertainties

The sane considerations apply that have been nade about the singleton
metric. Additional error can be introduced by the pseudo-random

Poi sson process as discussed in [2]. Further considerations will be
given in section 5

4. Statistics for One-way-ipdv
Sone statistics are suggested which can provide useful information in
anal yzi ng the behavi or of the packets flowing fromSrc to Dst. The
statistics are assuned to be conputed from an ipdv sanpl e of
reasonabl e size

The purpose is not to define every possible statistic for ipdv, but
ones whi ch have been proposed or used.

Dem chelis & Chinmento St andards Track [ Page 14]



RFC 3393 | P Packet Delay Variation Noverber 2002

4.1. Lost Packets and ipdv statistics

The treatnent of |ost packets as having "infinite" or "undefined"
del ay conplicates the derivation of statistics for ipdv.

Speci fically, when packets in the nmeasurenent sequence are | ost,
sinple statistics such as sanple nmean cannot be conputed. One
possi bl e approach to handling this problemis to reduce the event
space by conditioning. That is, we consider conditional statistics;
nanely we estimate the nean ipdv (or other derivative statistic)
conditioned on the event that selected packet pairs arrive at the
destination (within the given tineout). Wile this itself is not

wi t hout probl ens (what happens, for exanple, when every other packet
is lost), it offers a way to make sone (valid) statements about ipdv,
at the sane tine avoiding events wth undefined outcones.

In practical terns, what this nmeans is throwi ng out the sanples where
one or both of the sel ected packets has an undefined delay. The
sanpl e space is reduced (conditioned) and we can conpute the usua
statistics, understanding that formally they are conditi onal

4.2. Distribution of One-way-ipdv val ues

The one-way-ipdv values are limted by virtue of the fact that there
are upper and | ower bounds on the one-way-del ay val ues.

Speci fically, one-way-delay is upper bounded by the value chosen as
t he maxi mum beyond which a packet is counted as lost. It is |ower
bounded by propagation, transm ssion and nodal transit del ays
assuning that there are no queues or variable nodal delays in the
path. Denote the upper bound of one-way-delay by U and the | ower
bound by L and we see that one-way-ipdv can only take on values in
the (open) interval (L-U, UL).

In any finite interval, the one-way-delay can vary nonotonically
(non-increasing or non-decreasing) or of course it can vary in both
directions in the interval, within the limts of the half-open
interval [L,U). Accordingly, within that interval, the one-way-ipdv
val ues can be positive, negative, or a mixture (including 0).

Since the range of values is limted, the one-way-ipdv cannot

i ncrease or decrease indefinitely. Suppose, for exanple, that the

i pdv has a positive 'run’ (i.e., a long sequence of positive val ues).
At sonme point in this 'run’, the positive values nmust approach 0 (or
becone negative) if the one-way-delay remains finite. Oherw se, the
one-way-del ay bounds would be violated. |If such a run were to
continue infinitely Iong, the sanple nmean (assum ng no packets are

| ost) woul d approach 0 (because the one-way-ipdv val ues nust approach
0). Note, however, that this says nothing about the shape of the
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distribution, or whether it is symretric. Note further that over
significant intervals, depending on the width of the interval [L,U),
that the sanple nean one-way-ipdv could be positive, negative or O.

There are basically two ways to represent the distribution of val ues
of an ipdv sanple: an empirical pdf and an enpirical cdf. The
enpirical pdf is npost often represented as a hi stogram where the
range of values of an ipdv sample is divided into bins of a given

| ength and each bin contains the proportion of values falling between
the two limts of the bin. (Sonetinmes instead the nunber of val ues
falling between the two limts is used). The enpirical cdf is sinply
the proportion of ipdv sanple values less than a given value, for a
sequence of values selected fromthe range of ipdv val ues.

4.3. Type-P-One-way-i pdv-percentile

G ven a Type-P One-Way-i pdv sanple and a given percent X between 0%
and 100% The Xth percentile of all ipdv values is in the sanple.
Therefore, then 50th percentile is the nedian.

4. 4. Type-P-One-way-i pdv-inverse-percentile

G ven a Type-P-One-way-i pdv sanple and a given value Y, the percent
of ipdv sanple values |less than or equal to Y.

4.5. Type-P-One-way-ipdv-jitter

Al t hough the use of the term"jitter" is deprecated, we use it here
following the authors in [8]. |In that docunent, the selection
function specifies that consecutive packets of the Type-P stream are
to be selected for the packet pairs used in ipdv conputation. They
then take the absolute value of the ipdv values in the sanple. The
authors in [8] use the resulting sanple to conpare the behavi or of
two di fferent scheduling algorithns.

An alternate, but related, way of conmputing an estimate of jitter is
given in RFC 1889 [11]. The selection function there is inplicitly
consecutive packet pairs, and the "jitter estimate" is computed by
taking the absolute values of the ipdv sequence (as defined in this
docunent) and applying an exponential filter with parameter 1/16 to
generate the estinmate (i.e., j_new = 15/16* j old + 1/16*] new).

4.6. Type-P-One-way- peak-t o-peak-i pdv
In this case, the selection function used in collecting the Type-P-
One-Way-i pdv sanple specifies that the first packet of each pair to

be the packet with the maxi mum Type- P- One-Way-Del ay i n each
subi nterval and the second packet of each pair to be the packet with
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the m ni num Type- P- One-WAay-Del ay in each sub-interval. The resulting
sequence of values is the peak-to-peak delay variation in each
subi nterval of the measurenent interval

5. Discussion of clock synchronization

Thi s section gives sonme considerations about the need for having
synchroni zed cl ocks at the source and destination, although in the
case of unsynchroni zed cl ocks, data fromthe neasurenents thensel ves
can be used to correct error. These considerations are given as a
basis for discussion and they require further investigation

5.1. Effects of synchronization errors

Clock errors can be generated by two processes: the relative drift
and the relative skew of two given clocks. W should note that drift
is physically linmted and so the total relative skew of two cl ocks
can vary between an upper and a | ower bound.

Suppose then that we have a neasurenment between two systens such that
the clocks in the source and destination systenms have at time 0 a
relative skew of s(0) and after a neasurenent interval T have skew
s(T). W assune that the two cl ocks have an initial offset of O
(that is letter O.

Now suppose that the packets travel from source to destination in
constant tine, in which case the ipdv is zero and the difference in
the tine stanps of the two clocks is actually just the relative

of fset of the clocks. Suppose further that at the begi nning of the
measurenent interval the ipdv value is calculated froma packet pair
and at the end of the neasurenent interval another ipdv value is
cal cul ated from anot her packet pair. Assunme that the tine interva
covered by the first measurenment is t1 and that the tinme interva
covered by the second neasurenent is t2. Then

i pdvl s(0)*tl1 + t1*(s(T)-s(0))/T

ipdv2 = s(T)*t2 + t2*(s(T)-s(0))/T
assuning that the change in skewis linear in tine. In nost
practical cases, it is clainmed that the drift will be close to zero

in which case the second (correction) termin the above equations
di sappears.
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Note that in the above discussion, other errors, including the

di fferences between host tine and wire tinme, and externally-caused
clock discontinuities (e.g., clock corrections) were ignored. Under
these assunptions the maxi mumclock errors will be due to the maxi mum
rel ati ve skew acting on the largest interval between packets.

5.2. Estimating the skew of unsynchroni zed cl ocks

If the skewis linear (that is, if s(t) =S * t for constant S), the
error in ipdv values will depend on the tinme between the packets used

in calculating the value. [If ti is the tinme between the packet pair,
then let Ti denote the sanple nean tine between packets and the
average skewis s(Ti) = S* Ti. |In the event that the delays are

constant, the skew parameter S can be estimated fromthe estimate T
of the tine between packets and the sanpl e nean ipdv value. Under
these assunptions, the ipdv values can be corrected by subtracting
the estimated S * ti.

W observe that the displacement due to the skew does not change the
shape of the distribution, and, for exanple the Standard Devi ation
remai ns the sane. Wat introduces a distortion is the effect of the
drift, also when the nean value of this effect is zero at the end of
the neasurenent. The value of this distortionis limted to the
effect of the total skew variation on the em ssion interval

6. Security Considerations

The one-way-ipdv netric has the same security properties as the one-
way-delay nmetric [2], and thus they inherit the security

consi derations of that docunent. The reader should consult [2] for a
nmore detailed treatnment of security considerations. Nevertheless,
there are a few things to highlight.

6.1. Denial of service

It is still possible that there could be an attenpt at a denial of
service attack by sendi ng many neasurenent packets into the network
In general, legitimte neasurenents nmust have their parameters

carefully selected in order to avoid interfering with normal traffic.
6.2. Privacy/Confidentiality

The packets contain no user information, and so privacy of user data
is not a concern.
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6.3. Integrity

There could al so be attenpts to disrupt neasurenents by diverting
packets or corrupting them To ensure that test packets are valid
and have not been altered during transit, packet authentication and
integrity checks may be used.
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