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1. Introduction

This docunent is the result of the Network Hierarchy and
Survivability Techni ques Design Team established within the Traffic
Engi neering Wirking G oup. This teamcollected and docunented
current and near termrequirements for survivability and hierarchy in
service provider environnments. For clarity, an expanded set of
definitions is included. The teamdeterm ned that there appears to
be a need to define a small set of interoperable survivability
approaches in packet and non-packet networks. Suggested approaches

i ncl ude pat h-based as well as one that repairs connections in
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proximty to the network fault. They operate primarily at a single
network layer. For hierarchy, there did not appear to be a driving
near-termneed for work on "vertical hierarchy,” defined as

conmmuni cati on between network | ayers such as Tine Division

Mul tiplexed (TDM/optical and Milti-Protocol Label Switching (MPLS)
In particular, instead of direct exchange of signaling and routing
bet ween vertical |ayers, some |ooser form of coordination and
communi cati on, such as the specification of hold-off tiners, is a
nearer termneed. For "horizontal hierarchy" in data networks, there
are several pressing needs. The requirenent is to be able to set up
many Label Switched Paths (LSPs) in a service provider network with
hi erarchical Interior Gateway Protocol (1GP). This is necessary to
support layer 2 and layer 3 Virtual Private Network (VPN) services
that require edge-to-edge signaling across a core network.

Thi s docunent presents a proposal of the near-termand practica
requirenents for network survivability and hierarchy in current
service provider environments. Wth feedback fromthe working group
solicited, the objective is to help focus the work that is being
addressed in the TEWS (Traffic Engi neering Worki ng G oup), CCAMP
(Comon Control and Measurenent Pl ane Wbrking Group), and other

wor ki ng groups. A main goal of this work is to provide sone

expedi ence for required functionality in multi-vendor service

provi der networks. The initial focus is primarily on intra-domain
operations. However, to nmintain consistency in the provision of
end-to-end service in a nulti-provider environment, rules governing
the operations of survivability mechani sns at domai n boundaries nust
al so be specified. Wile such issues are raised and di scussed, where
appropriate, they will not be treated in depth in the initial rel ease
of this docunent.

The docurent first develops a set of definitions to be used later in
this document and potentially in other documents as well. It then
addresses the requirenents and i ssues associated with service
restoration, hierarchy, and finally a short discussion of
survivability in hierarchical context.

Here is a summary of the findings:
A. Survivability Requirenents

0 need to define a small set of interoperable survivability
approaches in packet and non-packet networks
0 suggested survivability nechani sns include
- 1:1 path protection with pre-established backup capacity (non-
shar ed)
- 1:1 path protection with pre-planned backup capacity (shared)
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B

- local restoration with repairs in proximty to the network
faul t

- path restoration through source-based rerouting

timng bounds for service restoration to support voice call cutoff

(140 nmsec to 2 sec), protocol timer requirenents in prem um data

services, and mssion critical applications

use of restoration priority for service differentiation

Hi erarchy Requirenents
1. Horizontally Oriented Hierarchy (Intra-Donain)

ability to set up many LSPs in a service provider network with
hi erarchical 1GP, for the support of layer 2 and | ayer 3 VPN
services

requirenents for nulti-area traffic engineering need to be
devel oped to provide gui dance for any necessary protoco

ext ensi ons

2. Vertically Oriented Hierarchy

The followi ng functionality for survivability is conmon on nost
routing equi pnment today.

(]

Lai ,

near-termneed is sone | oose formof coordination and

comruni cati on based on the use of nested hold-off tiners, instead
of direct exchange of signaling and routing between vertical

| ayers

means for an upper layer to imediately begin recovery actions in
the event that a |l ower layer is not configured to performrecovery

Survivability Requirements in Horizontal Hi erarchy

protection of end-to-end connection is based on a concatenated set
of connections, each protected within their area

mechani sms for connection routing may include (1) a network

el ement that participates on both sides of a boundary (e.g., OSPF
ABR) - note that this is a common point of failure; (2) a route
server

need for inter-area signaling of survivability information (1) to
enable a "l east common denom nator" survivability mechanismat the
boundary; (2) to convey the success or failure of the service
restoration action; e.g., if a part of a "connection" is down on
one side of a boundary, there is no need for the other side to
recover fromfailures
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2. Term nol ogy and Concepts
2.1 Hierarchy

Hi erarchy is a technique used to build scal abl e conpl ex systens. It

i s based on an abstraction, at each |evel, of what is nost
significant fromthe details and internal structures of the |levels
further away. This approach makes use of a general property of al

hi erarchi cal systens conposed of related subsystens that interactions
bet ween subsystens decrease as the | evel of comruni cation between
subsyst ens decreases.

Net work hierarchy is an abstraction of part of a network’s topol ogy,
routing and signaling mechani sms. Abstraction may be used as a
mechanismto build |arge networks or as a technique for enforcing
adm ni strative, topological, or geographic boundaries. For exanple,
networ k hi erarchy mght be used to separate the nmetropolitan and

| ong- haul regions of a network, or to separate the regional and
backbone sections of a network, or to interconnect service provider
networks (with BGP which reduces a network to an Autonomous Systemn

In this docunment, network hierarchy is considered fromtwo
perspectives:

(1) Vertically oriented: between two network technol ogy | ayers.
(2) Horizontally oriented: between two areas or administrative
subdi vi sions within the same network technol ogy | ayer

2.1.1 Vertical Hierarchy

Vertical hierarchy is the abstraction, or reduction in information,
whi ch woul d be of benefit when comunicating information across
networ k technol ogy | ayers, as in propagating information between
optical and router networks.

In the vertical hierarchy, the total network functions are
partitioned into a series of functional or technol ogical |layers with
clear |ogical, and maybe even physical, separation between adjacent

| ayers. Survivability mechanisns either currently exist or are being
devel oped at multiple layers in networks [3]. The optical layer is
now beconi ng capabl e of providing dynam c ring and nesh restoration
functionality, in addition to traditional 1+1 or 1:1 protection. The
Synchronous Digital Hi erarchy (SDH)/Synchronous Optical NETwork
(SONET) | ayer provides survivability capability with automatic
protection switching (APS), as well as self-healing ring and nmesh
restoration architectures. Simlar functionality has been defined in
the Asynchronous Transfer Mdde (ATM Layer, with work ongoing to al so
provi de such functionality using MPLS [4]. At the IP |ayer,
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rerouting is used to restore service continuity following link and
node outages. Rerouting at the IP layer, however, occurs after a
period of routing convergence, which may require a few seconds to
several mnutes to conplete [5].

2.1.2 Horizontal Hierarchy

Hori zontal hierarchy is the abstraction that allows a network at one
technol ogy | ayer, for instance a packet network, to scale. Exanples
of horizontal hierarchy include BGP confederations, separate

Aut ononous Systens, and nulti-area OSPF.

In the horizontal hierarchy, a large network is partitioned into
multiple smaller, non-overl appi ng sub-networks. The partitioning
criteria can be based on topol ogy, network function, admnistrative
policy, or service donmmin denarcation. Two networks at the *sane*

hi erarchical |evel, e.g., two Autononous Systens in BGP, may share a
peer relation with each other through some |oose form of coupling.
On the other hand, for routing in large networks using nmulti-area
OSPF, abstraction through the aggregation of routing information is
achi eved through a hierarchical partitioning of the network.

2.2 Survivability Term nol ogy

In al phabetical order, the following terns are defined in this
secti on:

backup entity, sane as protection entity (section 2.2.2)
extra traffic (section 2.2.2)

non-revertive node (section 2.2.2)

normal i zati on (section 2.2.2)

preenptable traffic, same as extra traffic (section 2.2.2)
preenption priority (section 2.2.4)

protection (section 2.2.3)

protection entity (section 2.2.2)

protection switching (section 2.2.3)

protection switch time (section 2.2.4)

recovery (section 2.2.2)

recovery by rerouting, sane as restoration (section 2.2.3)
recovery entity, same as protection entity (section 2.2.2)
restoration (section 2.2.3)

restoration priority (section 2.2.4)

restoration time (section 2.2.4)

revertive node (section 2.2.2)

shared risk group (SRG (section 2.2.2)

survivability (section 2.2.1)

working entity (section 2.2.2)
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2.2.1 Survivability

Survivability is the capability of a network to maintain service
continuity in the presence of faults within the network [6].
Survivability mechani sns such as protection and restoration are

i npl emented either on a per-link basis, on a per-path basis, or

t hroughout an entire network to alleviate service disruption at

af fordabl e costs. The degree of survivability is determ ned by the
network’s capability to survive single failures, nmultiple failures,
and equi pnent failures.

2.2.2 Ceneric QOperations

Thi s docunent does not discuss the sequence of events of how network
failures are nonitored, detected, and mitigated. For nore detail of
this aspect, see [4]. Also, the repair process following a failure
is out of the scope here.

A working entity is the entity that is used to carry traffic in
normal operati on node. Depending upon the context, an entity can be
a channel or a transmission link in the physical |ayer, an Labe
Switched Path (LSP) in MPLS, or a |logical bundle of one or nore LSPs.

A protection entity, also called backup entity or recovery entity, is
the entity that is used to carry protected traffic in recovery
operation node, i.e., when the working entity is in error or has

fail ed.

Extra traffic, also referred to as preenptable traffic, is the
traffic carried over the protection entity while the working entity
is active. Extra traffic is not protected, i.e., when the protection
entity is required to protect the traffic that is being carried over
the working entity, the extra traffic is preenpted.

A shared risk group (SRG is a set of network elenents that are
collectively inpacted by a specific fault or fault type. For
exanmpl e, a shared risk link group (SRLG is the union of all the
links on those fibers that are routed in the same physical conduit in
a fiber-span network. This concept includes, besides shared conduit,
ot her types of conprom se such as shared fiber cable, shared right of
way, shared optical ring, shared office w thout power sharing, etc.
The span of an SRG such as the length of the sharing for conpronised
outside plant, needs to be considered on a per fault basis. The
concept of SRG can be extended to represent a "risk domain" and its
associ ated capabilities and sunmarization for traffic engineering
purposes. See [7] for further discussion
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Normal i zation is the sequence of events and actions taken by a
network that returns the network to the preferred state upon
completing repair of a failure. This could include the swtching or
rerouting of affected traffic to the original repaired working
entities or new routes. Revertive node refers to the case where
traffic is automatically returned to a repaired working entity (al so
call ed switch back).

Recovery is the sequence of events and actions taken by a network
after the detection of a failure to maintain the required performance
| evel for existing services (e.g., according to service |eve
agreenents) and to allow normalization of the network. The actions
include notification of the failure foll owed by two parall el
processes: (1) a repair process with fault isolation and repair of
the failed conponents, and (2) a reconfiguration process using

survivability nmechanisns to maintain service continuity. In
protection, reconfiguration involves switching the affected traffic
froma working entity to a protection entity. |In restoration,

reconfiguration involves path selection and rerouting for the
affected traffic.

Revertive node is a procedure in which revertive action, i.e., switch
back fromthe protection entity to the working entity, is taken once
the failed working entity has been repaired. |In non-revertive node,

such action is not taken. To minim ze service interruption, swtch-
back in revertive node should be performed at a tinme when there is
the |l east inpact on the traffic concerned, or by using the make-

bef or e- break concept.

Non-revertive node is the case where there is no preferred path or it
may be desirable to mninmize further disruption of the service
brought on by a revertive switching operation. A switch-back to the
original working path is not desired or not possible since the
original path may no longer exist after the occurrence of a fault on
t hat path.

2.2.3 Survivability Techni ques

Protection, also called protection switching, is a survivability
techni que based on predeterm ned failure recovery: as the working
entity is established, a protection entity is also established.
Protection techni ques can be inpl enented by several architectures:
1+1, 1:1, 1:n, and mn. In the context of SDH SONET, they are
referred to as Automatic Protection Swtching (APS)

In the 1+1 protection architecture, a protection entity is dedicated

to each working entity. The dual -feed nmechanismis used whereby the
working entity is permanently bridged onto the protection entity at
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the source of the protected domain. In normal operation node,
identical traffic is transmtted sinmultaneously on both the working
and protection entities. At the other end (sink) of the protected
dommi n, both feeds are nonitored for alarns and nai ntenance signals.
A sel ection between the working and protection entity is nmade based
on sone predetermined criteria, such as the transm ssion performance
requi renents or defect indication

In the 1:1 protection architecture, a protection entity is also

dedi cated to each working entity. The protected traffic is normally
transmtted by the working entity. Wen the working entity fails,
the protected traffic is switched to the protection entity. The two
ends of the protected domain nust signal detection of the fault and
initiate the swtchover.

In the 1:n protection architecture, a dedicated protection entity is
shared by n working entities. |In this case, not all of the affected
traffic nmay be protected.

The mn architecture is a generalization of the 1:n architecture.
Typically m<=n, where mdedi cated protection entities are shared by
n working entities.

Restoration, also referred to as recovery by rerouting [4], is a
survivability technique that establishes new paths or path segnments
on demand, for restoring affected traffic after the occurrence of a
fault. The resources in these alternate paths are the currently
unassi gned (unreserved) resources in the sane |ayer. Preenption of
extra traffic may al so be used if spare resources are not avail abl e
to carry the higher-priority protected traffic. As initiated by
detection of a fault on the working path, the selection of a recovery
path may be based on prepl anned configurations, network routing
policies, or current network status such as network topol ogy and
fault information. Signaling is used for establishing the new paths
to bypass the fault. Thus, restoration involves a path selection
process followed by rerouting of the affected traffic fromthe
working entity to the recovery entity.

2.2.4 Survivability Performance

Protection switch tine is the tine interval fromthe occurrence of a
network fault until the conpletion of the protection-swtching
operations. It includes the detection time necessary to initiate the
protection switch, any hold-off time to allow for the interworking of
protection schenes, and the switch conpletion tine.
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Restoration tinme is the tine interval fromthe occurrence of a
network fault to the instant when the affected traffic is either
completely restored, or until spare resources are exhausted, and/or
no nore extra traffic exists that can be preenpted to nake room

Restoration priority is a nethod of giving preference to protect

hi gher-priority traffic ahead of lower-priority traffic. |Its useis
to help determ ne the order of restoring traffic after a failure has
occurred. The purpose is to differentiate service restoration time
as well as to control access to avail able spare capacity for
different classes of traffic.

Preenption priority is a method of determining which traffic can be
di sconnected in the event that not all traffic with a higher
restoration priority is restored after the occurrence of a failure.

2.3 Survivability Mechani sns: Conpari son

In a survivabl e network design, spare capacity and diversity nust be
built into the network fromthe beginning to support some degree of
sel f-heal i ng whenever failures occur. A common strategy is to
associ ate each working entity with a protection entity having either
dedi cat ed resources or shared resources that are pre-reserved or
reserved- on-demand. According to the nethods of setting up a
protection entity, different approaches to providing survivability
can be classified. Generally, protection techniques are based on
havi ng a dedi cated protection entity set up prior to failure. Such
is not the case in restoration techniques, which mainly rely on the
use of spare capacity in the network. Hence, in terns of trade-offs,
protection techniques usually offer fast recovery fromfailure with
enhanced availability, while restoration techniques usually achieve
better resource utilization.

A 1+1 protection architecture is rather expensive since resource
duplication is required for the working and protection entities. It
is generally used for specific services that need a very high
availability.

A 1:1 architecture is inherently slower in recovering fromfailure
than a 1+1 architecture since comunicati on between both ends of the
protection domain is required to performthe switch-over operation
An advantage is that the protection entity can optionally be used to
carry lowpriority extra traffic in normal operation, if traffic
preenption is allowed. Packet networks can pre-establish a
protection path for later use with pre-planned but not pre-reserved
capacity. That is, if no packets are sent onto a protection path,
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3.

then no bandwi dth is consumed. This is not the case in transm ssion
networks |ike optical or TDM where path establishnent and resource
reservati on cannot be decoupl ed.

In the 1:n protection architecture, traffic is normally sent on the
working entities. Wen multiple working entities have fail ed

si mul taneously, only one of themcan be restored by the conmmon
protection entity. This contention could be resolved by assigning a
different preenptive priority to each working entity. As in the 1:1
case, the protection entity can optionally be used to carry
preenptable traffic in nornmal operation

While the mn architecture can i nprove systemavailability with snal
cost increases, it has rarely been inplenented or standardized.

When conpared with protection nmechani sns, restoration nechani sns are
generally nore frugal as no resources are conmitted until after the
fault occurs and the location of the fault is known. However,
restorati on nechani sns are inherently slower, since nore nust be done
followi ng the detection of a fault. Also, the time it takes for the
dynanmi c sel ection and establishment of alternate paths may vary,
dependi ng on the anount of traffic and connections to be restored,
and is influenced by the network topol ogy, technol ogy enpl oyed, and
the type and severity of the fault. As a result, restoration tine
tends to be nore variable than the protection switch tine needed with
pre-sel ected protection entities. Hence, in using restoration
mechani snms, it is essential to use restoration priority to ensure
that service objectives are nmet cost-effectively.

Once the network routing algorithns have converged after a fault, it
may be preferable in sone cases, to reoptinize the network by
performng a reroute based on the current state of the network and
net wor k polici es.

Survivability

3.1 Scope

I nt eroper abl e approaches to network survivability were determined to
be an immedi ate requirenent in packet networks as well as in

SDH SONET framed TDM networks. Not as pressing at this tinme were
techni ques that woul d cover all-optical networks (e.g., where fram ng
i s unknown), as the control of these networks in a nulti-vendor

envi ronment appeared to have some other hurdles to first deal wth.

Al so, not of inmmediate interest were approaches to coordinate or
explicitly comunicate survivability nmechani sns across network | ayers
(such as froma TDM or optical network to/froman | P network).
However, a capability should be provided for a network operator to
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performfault notification and to control the operation of
survivability nechani sns anong different |ayers. This may require
the devel opnent of corresponding OAM functionality. However, such
i ssues and those related to OAM are currently outside the scope of
this docunment. (For proposed MPLS OAM requirenents, see [8, 9]).

The initial scope is to address only "backhoe failures" in the
inter-office connections of a service provider network. A link
connection in the router layer is typically conprised of multiple
spans in the lower |ayers. Therefore, the types of network failures
that cause a recovery to be perforned include |ink/span failures.
However, linecard and node failures may not need to be treated any
differently than their respective link/span failures, as a router
failure may be represented as a set of simultaneous link failures.

Dependi ng on the actual network configuration, drop-side interface
(e.g., between a custoner and an access router, or between a router
and an optical cross-connect) nmay be considered either inter-donmain
or inter-layer. Another inter-donain scenario is the use of intra-
office links for interconnecting a netro network and a core network,
wi th both networks being adnmi nistered by the sanme service provider.
Failures at such interfaces may be simlarly protected by the
mechani sms of this section

O her nore conpl ex failure mechani sms such as systematic control -
pl ane failure, configuration error, or breach of security are not
within the scope of the survivability mechani snms di scussed in this
docunent. Network inpairnment such as congestion that results in

| ower throughput are al so not covered.

3.2 Required initial set of survivability nechani sns
3.2.1 1:1 Path Protection with Pre-Established Capacity

In this protection node, the head end of a working connection
establishes a protection connection to the destination. There should
be the ability to maintain relative restoration priorities between
wor ki ng and protection connections, as well as between different

cl asses of protection connections.

In normal operation, traffic is only sent on the worki ng connection,
though the ability to signal that traffic will be sent on both
connections (1+1 Path for signaling purposes) would be valuable in
non- packet networks. Sone distinction between working and protection
connections is likely, either through explicit objects, or preferably
through inplicit nmethods such as general classes or priorities. Head
ends need the ability to create connections that are as failure

di sjoint as possible fromeach other. This requires SRG information
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that can be generally assigned to either nodes or |inks and
propagat ed through the control or managenment plane. |In this
mechani sm capacity in the protection connection is pre-established,
however it should be capable of carrying preenptable extra traffic in
non- packet networks. \When protection capacity is called into service
during recovery, there should be the ability to pronote the
protection connection to working status (for non-revertive node
operation) with some form of make-before-break capability.

3.2.2 1:1 Path Protection with Pre-Planned Capacity

Simlar to the above 1:1 protection with pre-established capacity,
the protection connection in this case is also pre-signaled. The
difference is in the way protection capacity is assigned. Wth pre-
pl anned capacity, the mechani smsupports the ability for the
protection capacity to be shared, or "doubl e-booked". Operators need
the ability to provision different amounts of protection capacity
according to expected failure nbdes and service | evel agreenents.
Thus, an operator may wi sh to provision sufficient restoration
capacity to handle a single failure affecting all connections in an
SRG, or may wish to provision |l ess or nore restoration capacity.
Mechani sns shoul d be provided to allow restoration capacity on each
link to be shared by SRGdisjoint failures. In a sense, thisis 1:1
froma path perspective; however, the protection capacity in the
network (on a link by link basis) is shared in a 1:n fashion, e.g.,
see the proposals in [10, 11]. |If capacity is planned but not

al | ocated, sonme formof signaling could be required before traffic
may be sent on protection connections, especially in TDM networ ks

The use of this approach inproves network resource utilization, but
may require nore careful planning. So, initial deploynent night be
based on 1:1 path protection with pre-established capacity and the
| ocal restoration nmechanismto be described next.

3.2.3 Local Restoration

Due to the tine inpact of signal propagation, dynanic recovery of an
entire path may not meet the service requirenments of sonme networks
The solution to this is to restore connectivity of the link or span
in immediate proximty to the fault, e.g., see the proposals in [12,
13]. At a mininum this approach should be able to protect against
connectivity-type SRGs, though protecting agai nst node-based SRGs

m ght be worthwhile. Also, this approach is applicable to support
restoration on the inter-domain and inter-1layer interconnection
scenarios using intra-office links as described in the Scope Section
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Head end systenms nust have sone control as to whether their
connections are candidates for or excluded fromlocal restoration

For exanple, best-effort and preenptable traffic may be excluded from
| ocal restoration; they only get restored if there is bandw dth

avail able. This type of control may require the definition of an

obj ect in signaling.

Since local restoration may be suboptinmal, a nmeans for head end
systens to | ater perform path-|evel re-groom ng nust be supported for
thi s approach.

3.2. 4 Pat h Restoration

In this approach, connections that are inmpacted by a fault are
rerouted by the originating network el ement upon notification of
connection failure. Such a source-based approach is efficient for
networ k resources, but typically takes | onger to acconplish

restoration. |t does not involve any new nmechanisns. It nerely is a
mention of another common approach to protecting against faults in a
net wor k.

3.3 Applications Supported

Wth service continuity under failure as a goal, a network is
"survivable" if, in the face of a network failure, connectivity is
interrupted for a "brief" period and then recovered before the
network failure ends. The length of this interrupted period is
dependent upon the application supported. Here are sone typica
applications and considerations that drive the requirenents for an
acceptable protection switch tinme or restoration tine:

- Best-effort data: recovery of network connectivity by rerouting at
the 1P layer would be sufficient

- Premiumdata service: need to neet TCP tineout or application
protocol tinmer requirenents

- Voice: call cutoff is in the range of 140 nsec to 2 sec (the tine
that a person waits after interruption of the speech path before
hanging up or the tinme that a tel ephone switch will disconnect a
call)

- Oher real-tinme service (e.g., streanm ng, fax) where an
i nterruption would cause the session to termnate

- Mssion-critical applications that cannot tolerate even brief
interruptions, for exanple, real-tine financial transactions
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3.4 Timng Bounds for Survivability Mechani sns

The approach to picking the types of survivability mechani sns
recomended was to consider a spectrum of nechani sns that can be used
to protect traffic with varying characteristics of survivability and
speed of protection/restoration, and then attenpt to select a few
general points that provide sone coverage across that spectrum The
focus of this work is to provide requirenments to which a small set of
detail ed proposals may be devel oped, allow ng the operator sone
(limted) flexibility in approaches to neeting their design goals in
engi neering multi-vendor networks. Requirenents of different
applications as listed in the previous sub-section were di scussed
general ly, however none on the teamwould likely attest to the
scientific merit of the ability of the tim ng bounds bel ow to neet
any specific application’s needs. A few assunptions incl ude:

1. Approaches in which protection switch wi thout propagation of
information are likely to be faster than those that do require
some formof fault notification to sone or all elenents in a
net wor k.

2. Approaches that require sone formof signaling after a fault will
also likely suffer sonme tinming inpact.

Proposed tim ng bounds for different survivability mechani snms are as
follows (all bounds are exclusive of signal propagation):

1:1 path protection with pre-established capacity: 100-500 ns

1:1 path protection with pre-planned capacity: 100- 750 ns
Local restoration: 50 ns
Path restoration: 1-5 seconds

To ensure that the service requirenents for different applications
can be met within the above tining bounds, restoration priority nust
be inplenented to deternmine the order in which connections are
restored (to nmininize service restoration time as well as to gain
access to avail abl e spare capacity on the best paths). For exanple,
m ssion critical applications may require high restoration priority.
At the fiber layer, instead of specific applications, it may be
possible that priority be given to certain classifications of
custoners with their traffic types enclosed within the custoner
aggregate. Preenption priority should only be used in the event that
not all connections can be restored, in which case connections with
| ower preenption priority should be rel eased. Depending on a service
provider’s strategy in provisioning network resources for backup,
preenption may or may not be needed in the network.
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3.5 Coordination Anmong Layers

A common design goal for networks with nultiple technol ogical |ayers
is to provide the desired | evel of service in the nost cost-effective
manner. Miltilayer survivability may allow the optim zation of spare
resources through the inprovenent of resource utilization by sharing
spare capacity across different |ayers, though further investigations
are needed. Coordination during recovery anong different network

| ayers (e.g., |P, SDH SONET, optical |ayer) mght necessitate

devel opment of vertical hierarchy. The benefits of providing
survivability nechanisns at nmultiple layers, and the optinization of
the overall approach, must be weighed with the associ ated cost and
service inpacts.

A default coordination mechanismfor inter-layer interaction could be
the use of nested tinmers and current SDH SONET fault nonitoring, as
has been done traditionally for backward conpatibility. Thus, when
| ower -1 ayer recovery happens in a |longer tinme period than higher-

| ayer recovery, a hold-off timer is utilized to avoid contention
between the different single-layer survivability schemes. In other
words, multilayer interaction is addressed by having successively
hi gher nmultiplexing levels operate at a protection/restoration tine
scal e greater than the next | owest layer. This can inpact the
overall tine to recover service. For exanple, if SDH SONET
protection switching is used, MPLS recovery tiners nust wait unti
SDH SONET has had tine to switch. Setting such tinmers involves a
tradeoff between rapid recovery and creation of a race condition
where nultiple layers are responding to the sane fault, potentially
all ocating resources in an inefficient manner.

In other configurations where the |ower |ayer does not have a
restoration capability or is not expected to protect, say an
unprotected SDH SONET linear circuit, then there nust be a nechani sm
for the lower layer to trigger the higher |ayer to take recovery
actions inmmediately. This difference in network configuration neans
that inplementations nust allow for adjustment of hold-off tiner

val ues and/or a neans for a lower layer to imediately indicate to a
hi gher layer that a fault has occurred so that the higher |ayer can
take restoration or protection actions.

Furthernore, faults at higher layers should not trigger restoration
or protection actions at |ower |layers [3, 4].

It was felt that the current approach to coordi nation of
survivability approaches currently did not have significant
operational shortfalls. These approaches include protecting traffic
solely at one |ayer (e.g., at the IP layer over linear WDM or at the
SDH SONET | ayer). \Where survivability mechani snms might be depl oyed
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at several layers, such as when a routed network rides a SDH SONET
protected network, it was felt that current coordination approaches
were sufficient in many cases. One exception is the hold-off of MPLS
recovery until the conpletion of SDH SONET protection swtching as
descri bed above. This linmts the recovery tine of fast MPLS
restoration. Also, by design, the operations and nmechanisnms within a
given layer tend to be invisible to other |ayers.

3.6 Evolution Toward I P Over Optica

As nore pressing requirenents for survivability and horizontal

hi erarchy for edge-to-edge signaling are net with technica

proposals, it is believed that the benefits of merging (in sone
manner) the control planes of nmultiple layers will be outlined. Wen
these benefits are self-evident, it would then seemto be the right
time to review whether vertical hierarchy nechanisns are needed, and
what the requirenents mght be. For exanple, a future requirenent

m ght be to provide a better match between the recovery requirenments
of IP networks with the recovery capability of optical transport.

One such proposal is described in [14].

4. Hierarchy Requirenents

Efforts in the area of network hierarchy should focus on nechani sns
that woul d all ow nore scal abl e edge-to-edge signaling, or signaling
across networks with existing network hierarchy (such as nmulti-area
OSPF). This appears to be a nore urgent need than nechani sns that
m ght be needed to interconnect networks at different |ayers.

4.1 Historical Context

One reason for horizontal hierarchy is functionality (e.g., netro

ver sus backbone). Geographic "islands" or partitions reduce the need
for interoperability and nmake adnministration and operations |ess
complex. Using a sinpler, nore interoperable, survivability schene
at metro/ backbone boundaries is natural for many provi der network
architectures. |In transnission networks, creating geographic islands
of different vendor equi pnent has been done for a long time because
mul ti-vendor interoperability has been difficult to achieve.
Traditionally, providers have to coordinate the equi pnent on either
end of a "connection," and naking this interoperable reduces
conmplexity. A provider should be able to concatenate survivability
mechani sms in order to provide a "protected Iink" to the next higher

I evel . Think of SDH SONET rings connecting to TDM DXCs with 1+1
line-layer protection between the ADM and the DXC port. The TDM
connection, e.g., a DS3, is protected but usually all equi pnent on
each SDH SONET ring is froma single vendor. The DXC cross
connections are controlled by the provider and the ports are
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physically protected resulting in a highly avail able design. Thus,
concat enati on of survivability approaches can be used to cascade
across a horizontal hierarchy. While not perfect, it is workable in
the near to mid-termuntil multi-vendor interoperability is achieved.

Wil e the problens associated with nmulti-vendor interoperability may
necessitate horizontal hierarchy as a practical matter in the near to
md-term (at |east this has been the case in TDM networks), there
shoul d not be a technical reason for it in the standards devel oped by
the | ETF for core networks, or even npost access networks.

Establi shing interoperability of survivability mechani sns bet ween

mul ti-vendor equi pnment in core IP networks is urgently required to
enabl e adoption of IP as a viable core transport technology and to
facilitate the traffic engineering of future nulti-service IP
networks [3].

Sone of the |argest service provider networks currently run a single
areal/level IGP. Sone service providers, as well as many |arge
enterprise networks, run nulti-area Open Shortest Path First (OSPF)
to gain increases in scalability. Oten, this was froman origina
design, so it is difficult to say if the network truly required the
hi erarchy to reach its current size

Sone proposal s on inproved nmechani sns to address network hierarchy
have been suggested [15, 16, 17, 18, 19]. This docunent ains to
provi de the concrete requirenents so that these and ot her proposals
can first aimto neet some limted objectives.

4.2 Applications for Horizontal Hi erarchy

A primary driver for intra-domain horizontal hierarchy is signaling
capabilities in the context of edge-to-edge VPNs, potentially across
traffic-engineered data networks. There are a nunber of different
approaches to layer 2 and layer 3 VPNs and they are currently being
addressed by different energing protocols in the provider-provisioned
VPNs (e.g., virtual routers) and Pseudo Wre Edge-to-Edge Emul ation
(PWE3) efforts based on either MPLS and/or |IP tunnels. These may or
may not need explicit signaling fromedge to edge, but it is a comon
perception that in order to neet SLAs, sone form of edge-to-edge
signaling may be required

Wth a |l arge nunber of edges (N), scalability is concerned with

avoi ding the Q(N*2) properties of edge-to-edge signaling. However,
the main issue here is not with the scalability of |arge anounts of
signaling, such as in QCN*2) nmeshes with a "connection"” between every
edge-pair. This is because, even if establishing and maintaining
connections is feasible in a large network, there m ght be an inpact
on core survivability nechani sns whi ch woul d cause
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protection/restoration tines to grow with N'2, which woul d be
undesirable. \While sone value of N may be inevitable, approaches to
reduce N (e.g. to pull in fromthe edge to aggregati on points) m ght
be of val ue.

Thus, nost service providers feel that QCN*2) nmeshes are not
necessary for VPNs, and that the nunber of tunnels to support VPNs
woul d be within the scalability bounds of current protocols and

i mpl ementations. That may be the case, as there is currently a | ack
of ability to signal MPLS tunnels fromedge to edge across |IGP

hi erarchy, such as OSPF areas. This may require the devel opnent of
signaling standards that support dynam c establishnment and
potentially the restoration of LSPs across a 2-1evel |GP hierarchy.

For routing scalability, especially in data applications, a nmajor
concern is the ambunt of processing/state that is required in the
variety of network elements. |f some nodes might not be able to
communi cate and process the state of every other node, it mght be
preferable to linmit the information. There is one school of thought
that says that the anmount of information contained by a horizonta
barrier should be significant, and that inpacts this m ght have on
optimality in route selection and ability to provide gl oba
survivability are accepted tradeoffs.

4.3 Horizontal Hi erarchy Requirenents

Mechani sns are required to allow for edge-to-edge signaling of
connections through a network. One network scenario includes nedi um
to large networks that currently have hierarchical interior routing
such as nulti-area OSPF or multi-level Internediate Systemto
Internediate System (1S-1S). The primary context of this is edge-
to-edge signaling, which is thought to be required to assure the SLAs
for the layer 2 and layer 3 VPNs that are being carried across the
networ k. Anot her possible context would be edge-to-edge signaling in
TDM SDH/ SONET networks with | P control, where netro and core networks
again mght be in a hierarchical interior routing donain.

To support edge-to-edge signaling in the above network scenari os
within the framework of existing horizontal hierarchies, current
traffic engineering (TE) nethods [20, 6] may need to be extended.
Requirenents for multi-area TE need to be devel oped to provide
gui dance for any necessary protocol extensions.

5. Survivability and Hi erarchy
When horizontal hierarchy exists in a network technol ogy |ayer, a

question arises as to how survivability can be provided along a
connection that crosses hierarchical boundari es.
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In designing protocols to neet the requirenments of hierarchy, an
approach to consider is that boundaries are either clean, or are of
m ni mal val ue. However, the concept of network el enents that
participate on both sides of a boundary m ght be a consideration
(e.g., OSPF ABRs). That would allow for devices on either side to
take an intra-area approach within their region of know edge, and for
the ABR to do this in both areas, and splice the two protected
connections together at a common point (granted it is a common point
of failure now). |If the [imtations of this approach start to appear
in operational settings, then perhaps it would be tinme to start

t hi nki ng about route-servers and signaling propagated directives.
However, one initial approach mght be to signal through a comon
border router, and to consider the service as protected as it

consi sts of a concatenated set of connections which are each
protected within their area. Another approach m ght be to have a

| east common denom nat or nechani smat the boundary, e.g., 1+1 port
protection. There should al so be sone standardi zed neans for a
survivability schenme on one side of such a boundary to conmunicate
with the schene on the other side regarding the success or failure of
the recovery action. For exanple, if a part of a "connection" is
down on one side of such a boundary, there is no need for the other
side to recover fromfailures

In summary, at this tinme, approaches as described above that allow
concatenati on of survivability schenes across hierarchical boundaries
seem sufficient.

6. Security Considerations

The set of SRGs that are defined for a network under a comon

adm ni strative control and the correspondi ng assi gnnent of these SRGs
to nodes and links within the adm nistrative control is sensitive
informati on and needs to be protected. An SRGis an acknow edgenent
that nodes and links that belong to an SRG are susceptible to a
common threat. An adversary with access to information contained in
an SRG coul d use that information to design an attack, determine the
scope of damage caused by the attack and, therefore, be used to
maxi m ze the effect of an attack

The | abel used to refer to a particular SRG nust allow for an
encodi ng such that sensitive information such as physical |ocation,
function, purpose, custoner, fault type, etc. is not readily

di scernabl e by unaut horized users.

SRG information that is propagated through the control and nmanagenent
pl ane should allow for an encryption nechanism An exanple of an
approach would be to use I PSEC [21] on all packets carrying SRG

i nformation.
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Appendi x A Questions used to hel p devel op requirenents

A

1.

Lai ,

Definitions

In deternmining the specific requirenents, the design team should
preci sely define the concepts "survivability", "restoration",
"protection", "protection switching", "recovery", "re-routing"

etc. and their relations. This would enable the requirenents doc
to describe precisely which of these will be addressed. In the
following, the term"restoration" is used to indicate the broad
set of policies and nmechani sns used to ensure survivability.

Net wor k types and protection nodes

VWhat is the scope of the requirenents with regard to the types of
net wor ks covered? Specifically, are the followi ng in scope:

Restoration of connections in nmesh optical networks (opaque or
transparent)

Restoration of connections in hybrid nesh-ring networks
Restoration of LSPs in MPLS networks (composed of LSRs overlaid on
a transport network, e.g., optical)

Any ot her types of networks?

I's commmonal ity of approach, or optimzation of approach nore

i mportant?

VWhat are the requirenments with regard to the protection nodes to
be supported in each network type covered? (Exanples of protection
nmodes include 1+1, M N, shared nmesh, UPSR, BLSR, newly defined
nmodes such as P-cycles, etc.)

VWhat are the requirements on |ocal span (i.e., link by link)
protection and end-to-end protection, and the interaction between
then? E.g.: what should be the granularity of connections for
each type (single connection, bundle of connections, etc).

Hi er archy

Vertical (between two network | ayers):

VWhat are the requirenents for the interaction between restoration
procedures across two network | ayers, when these features are
offered in both layers? (Exanple, MPLS network realized over pt-
to-pt optical connections.) Under such a case,

(a) Are there any criteria to choose which |ayer should provide
protection?
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(b) If both | ayers provide survivability features, what are the
requirenents to coordi nate these nechani sns?

(c) Howis lack of current functionality of cross-I|ayer
coordi nation currently hanpering operations?

(d) Wuld the benefits be worth additional conplexity associated
with routing isolation (e.g. VPN, areas), security, address
isolation and policy / authentication processes?

2. Horizontal (between two areas or adm nistrative subdivisions
within the sane network | ayer):

(a) What are the criteria that trigger the creation of protocol or
adm ni strative boundaries pertaining to restoration? (e.g.,
scalability? nmulti-vendor interoperability? what are the
practical issues?) nulti-provider? Should multi-vendor
necessitate hierarchical separation?

When such boundari es are defi ned:

(b) What are the requirenents on how protection/restoration is
performed end-to-end across such boundaries?

(c) If different restoration mechani snms are inplenented on two
si des of a boundary, what are the requirenents on their
i nteraction?

What is the primary driver of horizontal hierarchy? (select one)
- functionality (e.g. netro -v- backbone)
- routing scalability
- signaling scalability
- current network architecture, trying to layer on TE on top
of an already hierarchical network architecture
- routing and signalling

For signalling scalability, is it
manageabi l ity
- processing/state of network

- edge-to-edge N2 type issue

For routing scalability, is it
- processing/state of network
- are you flat and want to go hierarchica
- or already hierarchical?
- data or TDM application?
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D. Policy

1. What are the requirenents for policy support during
protection/restoration, e.g., restoration priority, preenption,
etc.

E. Signaling Mechanisns

1. What are the requirenents on the signaling transport mechani sm
(e.g., in-band over SDH SONET overhead bytes, out-of-band over an
I P network, etc.) used to comuni cate restoration protoco
messages between network el enents? What are the bandw dth and
ot her requirenments on the signaling channel s?

2. What are the requirenents on fault detection/localization
mechani sns (which is the prelude to perform ng restoration
procedures) in the case of opaque and transparent optica
net wor ks? What are the requirenents in the case of MPLS
restoration?

3. What are the requirements on signaling protocols to be used in
restoration procedures (e.g., high priority processing, security,
etc)?

4. Are there any requirenments on the operation of restoration
pr ot ocol s?

F. Quantitative

1. What are the quantitative requirenents (e.g., latency) for
compl eting restoration under different protection nodes (for both
| ocal and end-to-end protection)?

G Managenent

1. What information should be neasured/ nai ntai ned by the contro
pl ane at each network el enent pertaining to restoration events?

2. What are the requirenents for the correlation between contro
pl ane and data plane failures fromthe restoration point of view?
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