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Abstract

In this nmeno, we attenpt to give sone estimates for the probability
of undetected errors to facilitate the selection of an error
detection code for the Internet Protocol Small Conputer System
Interface (i SCSl).

W will also attenmpt to conpare Cyclic Redundancy Checks (CRCs) with
ot her checksumfornms (e.g., Fletcher, Adler, weighted checksuns), as
permtted by avail abl e data.

1. Introduction

Cyclic Redundancy Check (CRC) codes [Peterson] are shortened cyclic
codes used for error detection. A nunber of CRC codes have been
adopted in standards: ATM |EC, |EEE, CCITT, |IBM SDLC, and nore

[ Bai cheva] . The nost inportant expectation fromthis kind of code is
a very |low probability for undetected errors. The probability of
undetected errors in such codes has been, and still is, subject to
ext ensi ve studies that have included both anal ytical nodels and
simul ati ons. Those codes have been used extensively in
conmmuni cati ons and nmagnetic recording as they denonstrate good "burst
error" detection capabilities, but are al so good at detecting severa
i ndependent bit errors. Hardware inplenmentations are very sinple and
wel | known; their sinplicity has nade them popul ar wi th hardware
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devel opers for many years. However, algorithns and software for
effective inplementations of CRC are now al so wi dely avail able
[WIIians].

The probability of undetected errors depends on the pol ynom a
selected to generate the code, the error distribution (error nodel),
and the data | ength.

2. Error Mdels and Goal s
We will analyze the code behavi or under two conditions:

- noisy channel - burst errors with an average length of n bits
- Il ow noi se channel - independent single bit errors

Burst errors are the preval ent natural phenonenon on conmuni cation
lines and recording nedia. The nunbers quoted for themrevol ve
around the BER (bit error rate). However, those nunbers are
frequently nothing nore than a reflection of the Burst Error Rate

multiplied by the average burst length. 1In field engineering tests,
three nunbers are usually quoted together -- BER error-free-seconds
and severely-error-seconds; this illustrates our point.

Even beyond conmuni cation and recording nedia, the effects of errors
will be bursty. An exanple of this is a nmenory error that wll

affect nmore than a single bit and the total effect will not be very
different fromthe comunication error, or software errors that occur
whi | e mani pul ating packets will have a burst effect. Software errors
also result in burst errors. 1In addition, serial interna
interconnects will rmake this type of error the nobst common within
machi nes as wel | .

We al so anal yze the effects of single independent bit errors, since
these may be caused by certain defects.

On burst, we assune an average burst error duration of bd, which at a
given transmission rate s, will result in an average burst of a =
bd*s bits. (E. g., an average burst duration of 3 ns at 1Gbs gives an
average burst of 3 bhits.)

For the burst error rate, we will take 10"-10. The nunbers quoted
for BER on wired conmmuni cation channels are between 107-10 to 107-12
and we consider the BER as burst-error-rate*average-burst-Iength.
Nevert hel ess, please keep in nmnd that if the channel includes
wireless links, the error rates may be substantially higher.

For independent single bit errors, we assunme a 10"-11 error rate.

Shei nwal d, et. al. I nf or mat i onal [ Page 2]



RFC 3385 i SCSI CRC Consi derations Sept enber 2002

Because the error detection nechanisns will have to transport |arge
anounts of data (petabytes=107"16 bits) wi thout errors, we will target
very |l ow probabilities for undetected errors for all block |engths
(at 10Gb/s that nuch data can be sent in |less than 2 weeks on a
single link).

Alternatively, as iSCSI has to performefficiently, we will require
that the error detection capability of a selected protection
mechani sm be very good, at |least up to block | engths of 8k bytes
(64kbits).

The error detection capability should keep the probability of
undetected errors at values that would be "next-to-inpossible". W
recogni ze, however, that such attributes are hard to quantify and we
resorted to physics. The value 10723 is the Avogadro number while
10745 is the nunber of atons in the known Universe (or it was nmany
years ago when we read about it) and those are the bounds of
incertitude we could live with. (10"-23 at worst and 107-45 if we
can afford it.) For 8k blocks, the per/bit equival ent would be
(10n7-28 to 107-50).

3. Background and Literature Survey

Each codeword of a binary (n,k) CRC code C consists of n = k+r bits.
The bl ock of r parity bits is conputed fromthe bl ock of k
information bits. The code has a degree r generator polynom al g(x).

The code is linear in the sense that the bitw se addition of any two
codewords yields a codeword

For the minimal msuch that g(x) divides (x*"nm)-1, either n=m and the
code C conprises the set D of all the nultiplications of g(x) nodulo
(x*m-1, or n<km and Cis obtained fromD by shortening each word in
the latter in mn specific positions. (This also reduces the nunber
of words since all zero words are then discarded and duplicates are
not mai ntai ned.)

Error detection at the receiving end is made by conputing the parity
bits fromthe received information bl ock, and conparing themw th the
received parity bhits.

An undetected error occurs when the received word ¢’ is a codeword,
but is different fromthe ¢ that is transmtted

This is only possible when the error pattern e=c’-c is a codeword by
itself (because of the linearity of the code). The performance of a
CRC code is neasured by the probability Pud of undetected channe
errors.
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Let Ai denote the nunber of codewords of weight i, (i.e., withi 1-
bits). For a binary symretric channel (BSC), wi th sporadic,

i ndependent bit error ratio of probability O<=epsilon<=0.5, the
probability of undetected errors for the code Cis thus given by:

Pud(C,epsilon) = Sigma[for i=d to n] (A *(epsilon®i)*(1-epsilon)”*(n-i))

where d is the distance of the code: the mnimal weight difference
bet ween two codewords in C which, by the linearity of the code, is
al so the mnimal weight of any codeword in the code. Pud can al so be
expressed by the weight distribution of the dual code: the set of
words each of which is orthogonal (bitw se AND yields an even nunber
of 1-bits) to every word of C. The fact that Pud can be conputed
using the dual code is extrenely inportant; while the nunmber of
codewords in the code is 27k, the nunmber of codewords in the dua
code is 2*r. k is in the orders of thousands, and r in the order of
16 or 24 or 32. If we use Bi to denote the nunber of codewords in
the dual code which are of weight i, then ([LinCostello]):

Pud (C epsilon) = 2*-r Sigma [for i=0 to n] Bi*(1-2*epsilon)”i -
(1-epsilon)™n

Wol f [Wol f940] introduced an efficient algorithmfor enunerating al
the codewords of a code and finding their weight distribution

Wl f [Wol f82] found that, counter to what was assuned, (1) there

exi st codes for which Pud(C, epsilon)>Pud(C, 0.5) for some epsilon
not=0.5 and (2) Pud is not always increasing for O<=epsilon<=0.5.

The val ue of what was assunmed to be the worst Pud is Pud(C, 0.5)=(2"-
r) - (2"-n). This stenms fromthe fact that with epsilon=0.5, all 2"n
received words are equally likely and out of them 2*(n-r)-1 will be
accepted as codewords of no errors, although they are different from
the codeword transmitted. Previously Pud had been assuned to equa
[2*(n-r)-1]/(2”n-1) or the ratio of the nunber of non-zero multiples
of the polynom al of degree |l ess than n (each such nultiple is

undet ected) and the nunber of possible error polynomals. Wth
either formula Pud approaches 1/2”r as n approaches infinity, but

Wl f's formula is nore accurate.

Wl f [Wolf94j] investigated the CCITT code of r=16 parity bits. This
code is a nenber of the famly of (shortened codes of) BCH codes of
length 27(r-1) -1 (r=16 in the CCITT 16-bit case) generated by a

pol ynom al of the formg(x) =(x+1)p(x) with p(x) being a printive
pol ynom al of degree r-1 (=15 in this case). These codes have a BCH
design distance of 4. That is, the mniml distance between any two
codewords in the code is at least 4 bits (which is earned by the fact
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that the sequence of powers of al pha, the root of p(x), which are
roots of g(x), includes three consecutive powers -- al pha”0, al pha™l,
al phan2). Hence, every 3 single bit errors are detectable.

Wl f found that different shortened versions of a given code, of the
same codeword | ength, performthe sanme (independent of which specific
i ndexes are omitted fromthe original code). He also found that for
the unshortened codes, all primtive polynom als yield codes of the
same performance. But for the shortened versions, the choice of the
primtive polynonm al does make a difference. WIf [WIf94j] found a
primtive polynonial which (when nultiplied by x+1) yields a
generating polynonial that outperforns the CCITT one by an order of
magni tude. For 32-bit redundancy bits, he found an exanple of two
polynom als that differ in their probability of undetected burst of

I ength 33 by 4 orders of nagnitude.

It so happens, that for sone shortened codes, the m ni num di stance,
or the distribution of the weights, is better than for others derived
fromdifferent unshortened codes.

Bai cheva, et. al. [Baicheva]l] nade a conprehensive conparison of
different generating polynom als of degree 16 of the formg(x) =
(x+1)p(x), and of other forms. They conputed their Pud for code

Il engths up to 1024 bits. They neasured their "goodness" -- if

Pud(C, epsilon) <= Pud(C, 0.5) and being "well-behaved" -- if

Pud(C, epsilon) increases with epsilon in the range (0,0.5). The
paper gives a conprehensive table that lists which of the polynomals
is good and which is well-behaved for different |ength ranges.

For a single burst error, WIf [WIlf94J] suggested the nodel of (b:p)
burst -- the errors only occur within a span of b bits, and within
that span, the errors occur randomy, with a bit error probability 0O
<=p <= 1.

For p=0.5, which used to be considered the worst case, it is well
known [ Wl f94J] that the probability of undetected one burst error of
length b <= r is 0, of length b=r+1 is 2*-(r-1), and of b > r+1, is
27"-r, independently of the choice of the prinitive pol ynonial

Wth WIf’'s definition, where p can be different fromO0.5, indeed it

was found that for a given b there are values of p, different from
0.5 which maxim ze the probability of undetected (b:p) burst error
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Wl f proved that for a given code, for all b in the range r < b < n,
the conditional probability of undetected error for the (n, n-r)
code, given that a (b:p) burst occurred, is equal to the probability
of undetected errors for the sane code (the sane generating

pol ynom al ), shortened to block length b, when this shortened code is
used with a binary symmetric channel with channel (sporadic,

i ndependent) bit error probability p

For the | EEE-802.3 used CRC32, Fujiwara et al. [Fujiwara89] neasured
the weights of all words of all shortened versions of the | EEE 802. 3
code of 32 check bits. This code is generated by a prinmitive

pol ynom al of degree 32

g(x) = x"32 + x"26 + x"23 + x"22 + xM16 + x"12 + x"M11 + xM10 + x"8 +
X7 + xX"5 + xM + x*2 + x + 1 and hence the designed distance of it
is only 3. This distance holds for codes as |long as 2"32-1

However, the frame format of the MAC (Media Access Control) of the
data link layer in | EEE 802.3, as well as that of the data |ink | ayer
for the Ethernet (1980) forbid | engths exceeding 12,144 bits. Thus,
only such bounded |l engths are investigated in [Fujiwara89]. For
short ened versions, the mni mum di stance was found to be 4 for

| engths 4096 to 12,144; 5 for lengths 512 to 2048; and even 15 for

| engths 33 through 42. A chart of results of calculations of Pud is
presented in [Fujiwara89] fromwhich we can see that for codes of

I ength 12,144 and BSC of epsilon = 107-5 - 107-4,
Pud(12, 144, epsil on)= 10"-14 - 107-13 and for epsilon = 10"-4 - 107-3,
Pud(512, epsilon) = 107-15, Pud(1024, epsilon) = 10"-14,

Pud( 2048, epsi |l on) = 107-13, Pud(4096, epsilon) = 107-12 - 107-11, and
Pud(8192, epsilon) = 107-10 which is rather close to 2*-32.

Castagnoli, et. al. [Castagnoli 93] extended Fujiwara' s technique for
efficiently cal cul ati ng the m ni num di stance through the wei ght
distribution of the dual code and explored a | arge nunber of CRC
codes with 24 and 32 redundancy bit. They explored several codes
built as a multiplication of several |ower degree irreducible

pol ynomi al s.

In the popul ar class of (x+1)*deg31l-irreducible-polynom al they
expl ored 47000 pol ynom als (not all the possible ones). The best
they found has d=6 up to block lengths of 5275 and d=4 up to 2731-1
(bits).

The investigation was done in 1993 with a special purpose processor

By conparison, the | EEE-802 code has d=4 up to at |east 64,000 bits
(Fujikura stopped | ooking at 12,144) and d=3 up to 2732-1 hits.
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4.

CRC32/4 (we will refer to it as CRC32C for the remainder of this
meno) is 11EDC6F41; | EEE-802 CRC is 104Cl11DB7, denoting the
coefficients as a bit vector

[ Stone98] eval uated the performance of CRC (the AALS CRC that is the
sane as | EEE802) and the TCP and Fl et cher checksuns on | arge anobunts
of data. The results of this experinment indicate a serious weakness
of the checksuns on real-data that stens fromthe fact that checksuns
do not spread the "hot spots” in input data. However, the results
show that Fl etcher behaves by a factor of 2 better than the regul ar
TCP checksum

Probability of Undetected Errors - Burst Error

4.1 CRC32C (Derivations from[Wlf94)])

Wol f [Wol f94j] found a 32-bit polynomal of the formg(x) = (1+x)p(x)
for which the conditional probability of undetected error, given that
a burst of length 33 occurred, is at nost (i.e., maxim zed over al
possi bl e channel bit error probabilities within the burst) 4 * 10/-
10.

We will now figure the probability of undetected error, given that a
burst of length 34 occurred, using the result derived in this paper,
namely that for a given code, for all b in the range 32 < b < n, the
conditional probability of undetected error for the (n, n-32) code,
given that a (b:p) burst occurred, is equal to the probability of
undetected errors for the sane code (the sane generating pol ynom al),
shortened to block length b, when this shortened code is used with a
bi nary symetric channel with channel (sporadic, independent) bit
error probability p

The approxi mation forrmula for Pud of sporadic errors, if the weights
Ai are distributed binomally, is:

Pud(C, epsilon) =~= Sigma[for i=d to n] ((n choose i) [/ 2"r )*(1-
epsilon)”(n-i) * epsilon”i

Assuming a very small epsilon, this expression is dom nated by i=d.
From [ Fujiwara89] we know that for 32-bit CRC, for such small n,
d=15. Thus, when n grows from33 to 34, we find that the

approxi mati on of Pud grows by (34 choose 15) / (33 choose 15) =
34/ 19; when n grows further to 35, Pud grows by another 35/20.

Taking, fromWIlf [WIf94j], the nbst generous conditiona
probability, conputed with the bit error probability p* that
maxi m zes Pub(p|b), we derive: Pud(p*|33) =4 x 107{-10}, vyielding
Pud(p*|34) = 7.15 x 107{-10} and Pud(p*|35) = 1.25 x 10°{-9}.
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For the density function of the burst length, we assume the Rayl ei gh
density function (the discretization thereof to integers), which is
the density of the absol ute values of conpl ex nunmbers of Gauss

di stribution:

f(x) =x/ ar2 exp {-x*2 /] 2ar2} , x>0 .

This density function has a peak at the parameter a and it decreases
snoot hly as x increases.

We take three consecutive bits as the npst conmon burst event once an
error does occur, and thus a=3.

Now, the probability that a burst of length b occurs in a specific
position is the burst error rate, which we estimte as 107°{- 10},
times f(b). Calculating for b=33 we find f(33) = 1.94 x 107{-26}.
Toget her, we found that the probability that a burst of |ength 33
occurred, starting at a specific position, is 1.94 x 10"{-36}.

Mul tiplying this by the generous upper bound on the probability that
this burst error is not detected, Pud(p*|33), we get that the
probability that a burst occurred at a specific position, and is not
detected, is 7.79 x 10 ~{-46}.

Goi ng again along this path of calculations, this time for b=34 we
find that f(34) = 4.85*107{-28}. Miltiplying by 107{-10} and by
Pud(p*|34) = 7.15*10"{-10} we find that the probability that a burst
of length 34 occurred at a specific position, and is not detected, is
3. 46*107{- 47} .

Last, conputing for b=35, we get 1*107{-29} * 107{-10} * 1.25*107{-9}
= 1.25%10"{-48}.

It |ooks like the total can be approximated at 10"-45 which is within
t he bounds of what we are | ooking for

Wen we nultiply this by the length of the code (because thus far we
calculated for a specific position) we have 10"-45 * 6.5*10"4 =

6. 5*107-41 as an upper bound on the probability of undetected burst
error for a code of |ength 8K Bytes.

We can also apply this overestimtion for | EEE 802. 3.

Comment: 2°{-32} = 2.33*10{-10}.
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5. Probability of Undetected Errors - |Independent Errors
5.1 CRC (Derivations from [ Castagnoli93])

It is reported in [Castagnoli 93] that for BER = epsilon=10"-6, Pud
for a single bit error, for a code of Iength 8KB, for both cases,

| EEE- 802.3 and CRC32C is 107{-20}. They also report that CRC32C has
di stance 4, and |EEE either 3 or 4 for this code length. Fromthis,
and the mni num di stance of the code of this |ength, we conclude that
with our estimation of epsilon, nanely 107{-11}, we should nmultiply
the reported result by {10"{-5}}"4 = 10"{-20} for CRC32C, and either
10~{-15} or 107{-20} for | EEE802. 3.

5.2 Checksuns

For independent bit errors, Pud of CRC is approximtely 12,000 better
than Fl etcher, and 22,000 better than Adler. For burst errors, by
the sinmple exanples that exist for three consecutive values that can
produce an undetected burst, we take the factor to be at |east the
sarre.

If in three consecutive bytes, the error values are x, -2x, X then
the error is undetected. Even for this error pattern alone, the
conditional probability of undetected error, assuming a uniform
distribution of data, is 2~-16 = 1.5 * 10~-5. The probability that a
burst of length 3 bytes occurs, is f(24) = 3*107-14. Together:
4.5*10"-19. Miltiplying this by the length of the code, we get close
to 4.5*107-16, way worse than the vicinity of 107-40.

The nunbers in the table in Section 7 belowreflect a nore "tolerant™
di fference (10*4).

6. Incremental CRC Updates

In sone protocols the packet header changes frequently. If the CRC
i ncludes the changing part, the CRC will have to be recomputed. This
rai ses two issues:

- the conplete conputation is expensive
- the packet is not protected agai nst unwanted changes
bet ween the | ast check and the reconputation

Fortunately, changes in the header do not inply a need for conpleted
CRC computation. The reason is the linearity of the CRC function
Nanely, with 11 and 12 denoting two equal -1 ength bl ocks of
information bits, CRC(lI) denoting the CRC check bits cal cul ated for
I, and + denoting bitwi se nbdul 0-2 addition, we have CRC(I1+l2) =

CRO(1 1) +CRC( 1 2) .
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Hence, for an | P packet, made of a header h followed by data d
followed by CRC bits ¢ = CRC(h d), arriving at a node, which updates
header h to become h’, the inplied update of ¢ is an addition of
CRC(h’-h 0), where 0 is an all 0 block of the length of the data

bl ock d, and addition and subtraction are bitw se nmodulo 2

We know that a predeterm ned pernutation of bits does not change

di stance and wei ght statistics of the codewords. It follows that
such a transformati on does not change the probability of undetected
errors.

We can then conceive the packet as if it was built fromdata d

foll owed by header h, conpute the CRC accordingly, c¢=CRC(d h), and
update at the node with an addition of CRC(0O h'-h)=CRC(h’-h), but on
transm ssion, send the header part before the data and the CRC bits.
This will allow a faster conputation of the CRC, while still letting
the header part |ead (no change to the protocol).

Error detection, i.e., conmputing the CRC bits by the data and header
parts that arrive, and conparing themw th the CRC part that arrives
together with them can be done at the final, end-target node only,

and the detected errors will include unwanted changes introduced by
the internedi ate nodes.

The anal ysis of the undetected error probability remains valid
according to the follow ng rationale:

The packet started its way as a codeword. On its way, severa
codewords were added to it (any information followed by the
corresponding CRC is a codeword). Let e denote the totality of
errors added to the packet, on its long, multi-hop journey. Because
the code is linear (i.e., the sumof tw codewords is also a
codeword) the packet arriving to the end-target node is sone codeword
+ e, and hence, as in our preceding analysis, e is undetected if and
only if it is a codeword by itself. This fact is the basis of our
above anal ysis, and hence that analysis applies here too. (See a
detail ed discussion at [braun0l1].)

7. Complexity of Hardware |nplenmentation

Conparing the cost of various CRC polynom als, we used a tool

avail abl e at http://ww. easi cs. conf webt ool s/crctool to inplenment CRC
gener at ors/ checkers for various CRC polynom als. The program gives
either Verilog or VHDL code after specifying a polynom al, as well as
the nunber of data bits, k, to be handled in one clock cycle. For a
serial inplenentation, k would be one.
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The cost for either one generator or checker is shown in the

foll owi ng table.

The nunber of 2-input XOR gates,

required for various val ues of k:

| k=64 | k=128
| 740 | 1430
| 1390 | 2518
| 1444 | 2534
| 1470 | 2490

for an un-optim zed inplenmentation,

After optim zing (sharing terns) and in ternms of Cells (4 cells per 2
input AND, 7 cells per 2 input XOR, 3 cells per inverter) the cost
for two candidate polynomials is shown in the follow ng table.

. +
| Pol ynoni al k=32 | k=64 |
T T T pu +
| CCOTT-CRC32 | 1855 | 3572 |
o e e e e e e e e e e e e e o m o +
| CRC32C 4784 | 7111 |
O +

For 32-bit datapat h,

The total

cells.

CCl TT- CRC32 requires 40% of the number of cells
required by the CRC32C. For a 64-bit datapath,
50% of the number of cells.

CCl TT- CRC32 requires

size of one of our smaller chips is roughly 1 nmillion
The fraction represented by the CRC circuit is less than 1%

8. Inplementation of CRC32C

8.1 A Serial

A seri al

and division by the CRC32C pol ynoni al

I npl enentation in Hardware

i mpl ementation that processes one data bit at a tinme and
performs sinultaneous nultiplication of the data polynom al by x"32

Veril og [ieeel364] code.

Shei nwal d,

et.

al .

I nf or mat i onal

is described in the follow ng

[ Page 11]



RFC 3385 i SCSI CRC Consi derations Sept enber 2002

FEEEEEEEErrr bbb bbb bbb rrrrrrr
[IFile: CRC32_D1.v

[/ Date: Tue Feb 26 02:47:05 2002

I

/] Copyright (C 1999 Easics NV.

/1 This source file nmay be used and distributed without restriction
[l provided that this copyright statement is not renoved fromthe file
/land that any derivative work contains the original copyright notice
/land the associ ated discl ai nmer.

I

/[/TH' S SOURCE FILE | S PROVIDED "AS | S* AND W THOUT ANY EXPRESS

/1 OR | MPLI ED WARRANTI ES, | NCLUDI NG W THOUT LI M TATION, THE | MPLI ED
/ / WARRANTI ES OF MERCHANTI BI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE.
I

/I Purpose: Verilog nodul e containing a synthesizable CRC function

[1* polynomial: (012457 8 10 11 12 16 22 23 26 32)

/[1* data width: 1

11

/1l nfo: jand@asics. be (Jan Decal uwe)

[1http://ww. easics.com

LEEELEEEEEEr bbb
nmodul e CRC32_D1;

/1 polynomal: (012457 8 10 11 12 16 22 23 26 32)

/] data width: 1

function [31: 0] next CRC32_D1;

i nput Dat a;

i nput [31:0] CRC

reg [0:0] D

reg [31:0] C

reg [31: 0] NewCRC;

begin

D 0] = Dat a;

C = CRGC

NewCRC[ 0] = D[ O] ~ ([ 31];
NewCRC[ 1] = D[O] ~ (O] ~ ([31];
NewCRC[ 2] = D[O] ~ (1] ~ C[31];
NewCR( 3] = (2] ;

NewCR( 4] = D[0] ~ ([3] ™ (31];
NewCRC 5] = D[0] ~ C[4] ™ (31];
NewCR( 6] = ([ 5] ;

NewCRC[ 7] = D[O] ~ (6] ~ ([31];
NewCRC[ 8] = D[O] ~ (7] ~ C[31];
NewCRC 9] = ([ 8];

NewCR( 10] = D[0] ~ (9] " (31];
NewCRC[ 11] = Dj0] ~ CJ10] ~ C31];
NewCRC[ 12] = D[ 0] ~ C[11] ~ C31];
NewCRC[ 13] = ([ 12];

NewCRC[ 14] = ([ 13];
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NewCRC[ 15] = ( 14];

NewCRC[ 16] = D[0] ~ C15] ~ C31];
NewCRC[ 17] = ([ 16];

NewCRC[ 18] = () 17];

NewCRC[ 19] = ([ 18];

NewCRC[ 20] = ([ 19];

NewCR(C[ 21] = ( 20];

NewCRC[ 22] = D[0] ~ C21] ~ C31];
NewCRC[ 23] = D[0] ~ CJ22] ~ (31];
NewCR(C[ 24] = (] 23];

NewCR(C[ 25] = (] 24];

NewCRC[ 26] = D0] ~ C[25] ~ (31];
NewCR(C[ 27] = (] 26];

NewCR(C[ 28] = ( 27];

NewCRC[ 29] = (] 28];

NewCRC[ 30] = ([ 29];

NewCR(C[ 31] = ([ 30];

next CRC32_D1 = NewCRC,

end

endf uncti on

endnodul e

8.2 A Parallel Inplenmentation in Hardware

A parallel inplenmentation that processes 32 data bits at a tine is
described in the following Verilog [ieeel364] code. In software

i npl ement ations, the next state logic is typically inplenmented by
means of tables indexed by the input and the current state.

FEEEETEE bbb bbb bbb rrrrrr
//File: CRC32_D32.v

/I Date: Tue Feb 26 02:50: 08 2002

/1

/] Copyright (C 1999 Easics NV.

/1 This source file nay be used and distributed without restriction

/I provided that this copyright statenment is not renoved fromthe file
/land that any derivative work contains the original copyright notice
/land the associated discl ai nmer.

/1

/[/TH' S SOURCE FILE | S PROVIDED "AS | S* AND W THOUT ANY EXPRESS

/1 OR | MPLI ED WARRANTI ES, | NCLUDI NG, W THOUT LI M TATION, THE | MPLI ED

/1 WARRANTI ES OF MERCHANTI BI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
11

/I Purpose: Verilog nodul e containing a synthesizable CRC function

/1* polynomal: p(0 to 32) := "100000101111011000111011011110001"
//* data width: 32
/1

/1l nfo: jand@asics. be (Jan Decal uwe)

Shei nwal d, et. al. I nf or mat i onal [ Page 13]



RFC 3385 i SCSI CRC Consi derations Sept enber 2002

[Ihttp://ww. easics.com

FEEEEIEE P b rr b r b r bbb rri
modul e CRC32_D32;

// polynomal: p(0to 32) := "100000101111011000111011011110001"
/] data width: 32

/1 convention: the first serial data bit is D[31]

function [31: 0] next CRC32_D32;

i nput [31:0] Data;

i nput [31:0] CRC

reg [31:0] D

reg [31:0] C

reg [31: 0] NewCRC;

begin
D = Dat a;
C = CRC,

NewCRC[ 0] = D[31] ~ D{30] ~ D[28] A~ D[27] ~ D[26] ~ D[ 25] ~ D[ 23]

Df21] ~ D[18] ~ Df17] ~ D[16] ~ D[12] ~ D{9] ~ D8 "

of7] ~o6] ~ OS5 ~0O4 ~ DO ~ 0] ~ 4] ~ 5] *

ae] ~ v ~ds8] ~ do9] ~ 12] ~ d16] ~ 17]

qi18] ~ 21] ~ d23] ~ (25] ~ 26] ~ g27] ~ 28] 7

30] ~ C31];

NewCRJ 1] = D[31] ~ D[29] ~ D[28] ~ D[27] ~ D[26] ~ D[ 24] * D22]

Df19] ~ D(18] ~ Df17] ~ D[13] ~ D[10] ~ D[9] ~ D8 "

ofr7] ~o6] ~ 05 ~0O1 ~d1 ~ ds] ~ 6] ~ 7] »

as] ~ d9] ~ dqio] ~ 13] ~ 17] ~ 18] ~ C19] *

c22] ~ Cf24] ~ q26] ~ 27] ~ (28] ~ 29] "~ (31];

NewCRC] 2] = D[30] ~ D[29] ~ D[28] ~ D[27] ~ D[25] ~ D[ 23] ~ D[20]

Df19] ~ D[18] ~ Df14] ~ D[11] ~ D[10] ~ D[9] ~ D8 *

of7] ~0oe6] ~0O2 ~dz ~de ~ddr7 ~d8 ~ 9 *

di1o] ~ q11] ~ q14] ~ (18] ~ 19] ~ 20] ~ 23] 7

c25] ~ C27] ~ 28] ~ C29] ~ C[30];

NewCRC] 3] = D[31] ~ D[30] ~ D[29] ~ D[ 28] ~ D[26] ~ D[ 24] * D[21]

Df20] ~ D(19] ~ Df15] ~ D[12] ~ D[11] ~ D{10] ~ D[9] "

o8] ~ o7 ~0O3 ~d3 ~dr7 ~d8 ~ 9 ~ q10] »

q11i] ~ q12] ~ q15] ~ (19] ~ 20] ~ 21] ~ C[24] »

c26] ~ 28 ~d29 "~ 30] ~ C31];

NewCRC 4] = D[31] ~ D[30] ~ D[29] ~ D[ 27] ~ D[25] ~ D[ 22] ~ D[21]

Df20] ~ Df16] ~ D{13] ~ D[12] ~ D[ 11] ~ D{10] ~ D[9] *

o8] ~ D4 ~d4 ~ds8 ~ dq9] ~ 10] ~ d11] *

di1z] ~ q13] ~ q16] ~ (20] ~ 21] ~ d22] ~ ([25] *

q2v] ~ 29 ~ q30] ~ 31];

NewCR] 5] = D[31] ~ D[30] ~ D[28] ~ D[26] ~ D[23] ~ D[ 22] ~ D[21]
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of17] ~ D(14] ~ Df13] ~ D[12] ~ D 11] ~ D{10] ~ D[9] "

o5 ~ 5] ~ 9 ~ dqio] ~ 11] ~ d12] ~ 13] *

q14] ~ q17] ~ d21] ~ 22] ~ 23] ~ d26] ~ 28] 7

30] ~ C31];

NewCRC 6] = D[30] ~ D[29] ~ D[28] ~ D[26] ~ D[25] ~ D[24] * D22]

of21] ~ D 17] ~ D16] ~ D[15] ~ Df14] ~ D{13] ~ D[11] ~*

of10] ~ Df9] ~ D8] ~ 7] ~ OS5 ~ 04 ~ DO] ~ 0] ~

q4] ~ ds] ~dqr7 ~ds] ~ q9] ~ (10] ~ q11] *

i3] ~ C14] ~ 15] ~ Cf16] ~ C17] ~ (21] ~ C[22] »

24] ~ 25 ~ d26] ~ 28] ~ C[29] ~ (30];

NewCR] 7] = D[31] ~ D[30] ~ D[29] ~ D 27] ~ D[26] ~ D[25] ~ D[ 23]

D 22] ~ O18] ~ Df17] ~ Of16] ~ Df15] ~ Of14] ~ Of12] *

O11] ~ 10l ~ 9] ~ D8 ~Oe6 ~Oos ~ o1 "

qi] ~ ds5] ~de] ~ds ~d9] ~ Ji1o] » q11] »

qiz] ~ d14] ~ (15| ~ d16] ~ d17] ~ (18] ~ (22]

q23] ~ 25| ~ dz26] ~ Jq27] ~ Jq29] ~ 30] ~ (31];

NewCRC[ 8] = D[ 25] ~ D[24] ~ D[21] ~ D[19] ~ D[ 15] ~ D[ 13] ~ Df11]

op10] ~ D8] ~ 051 ~ D4 ~ 02 ~ DO ~do] ~dz »

4] ~ ds5] ~ (s8] ~ dq1o] ~ d11] ~ g13] ~ (15 *

cf19] ~ C21] ~ 24] » (25];

NewCRC[9] = D[31] ~ D[30] ~ D[ 28] ~ D[27] ~ D[ 23] » D[22] ~ D[21]

D 20] ~ 18] ~ Of17] ~ Of14] ~ Of11] ~ Of8 ~ o7] *

D4 ~ o3 ~ o1 ~pHo ~qo ~dqi] ~ g3 * J4 *

qr7 ~ds] ~dl1l] ~ q14] ~ d17] ~ 18] ~ (20] »

q21] ~ 22| ~ 23] ~ q27] ~ 28] ~ (30] ~ (31];
NewCRC[ 10] = D[ 30] ~ D[29] ~ D[27] ~ D[ 26] ~ D[25] ~ D[24] »
o 22] »

D19] ~ O17] ~ Of16] ~ Of15] ~ Of7] ~ Of6] ~ Of2] *

o1 ~ ool ~qgqo] ~dqi] ~ gz ~de ~J7v] ~ (15 *
qaie] ~ d17] ~ 19] ~ (22] ~ (24] ~ (25] ~ (26] »
q27] » d29] ~ J30];

NewCRC 11] = Of21] ~ Df20] ~ Of12] ~ Of9] ~ Of6] ~ O[5 ~ DOf4] "
O3] ~ o2 ~0Ooi ~0©Hol ~go] ~di] ~ gz ~ J3] "

q4] ~ 5] ~ 6] ~ 9] ~ d12] ~ d20] ~ (21];
NewCRC[ 12] = D 22] Df21] ~ D[13] ~ D[10] ~ D(7] ~ D 6] ~ O5 ~
D4 ~ O3] ~ 02 ~0O1 ~d1i ~dqz2 ~ds3 "~ J4 »

qas5] ~de] ~ d7 ~ d10] ~ d13] ~ J21] ~ (22];
NewCRC[ 13] = O 31] D[30] ~ D[28] ~ D[27] ~ D[26] ™~ D[25] ~
o 22] ~

D 21] ~ 18] ~ Oy17] ~ Of16] ~ Df14] ~ Of12] ~ O 11] *

Dol ~ O3 ~0Ooz2 ~0po ~go ~dz ~d3 ~Jd9 "
qii] ~ di1z] ~ q14] ~ d16] ~ dq17] ~ (18] ~ (21]
q22] ~ (25| ~ dqz26] ~ q27] ~ 28] ~ 30] ~ J31];
NewCRC 14] = D[ 30] ~ D[29] ~ D[25] ~ D[22] ~ D[21] ~ D[19] ~

>

> > > > > >
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o 16] *

O 15] ~ Oy13] ~ Of10] ~ Of9] ~ Of8] ~ 7] ~ Ofe] *

oS5 ~ o3 ~0o1 ~pol ~go ~di] ~ g3 ~ds] "

qae] ~dr7 ~ds] ~do9] ~dlo] ~ q13] ~ (15] »

qie] ~ q19] ~ 21] ~ q22] ~ 25] ~ (29] *~ J30];
NewCRC 15] = D{31] ~ D30] ~ D[26] ~ D[ 23] ~ D[22] ~ D 20] ~
o17] »

o16] ~ Oy14] ~ O11] ~ Of10] ~ Of9] ~ Ofg ~ 7] *

o6l ~ o4 ~ D2 ~0o1 ~di ~qz ~J4 "~ Je *

qr7 ~ds] ~do9] ~di1o] ~ d11] ~ 14] ~ (16] »

q17] ~ dq20] ~ q22] ~ 23] ~ 26] ~ 30] ~ J31];
NewCRC 16] = D[ 31] ~ D[ 27] ~ D[24] ~ D[ 23] ~ D21] ~ D[ 18] ~
o17] »

O 15] ~ Oy12] ~ Of11] ~ Of10] ~ Of9] ~ Ofg ~ Of7] *

OS] ~ O3] ~H2 ~qz2 ~ds3 ~ds] ~dq7 ~Jg "

qo] ~ dio] ~ d11] ~ d12] ~ 15 ~ (17] ~ (18] 7

q21] ~ 23] » qz24] ~ q27] ~ J31];

NewCRC 17] = D[ 28] ~ D[ 25] ~ D[24] ~ D[ 22] ~ D[19] ~ D[ 18] ~
o 16] *

O 13] ~ O12] ~ Of11] ~ Of10] ~ Of9] ~ D{8 "~ Of6] "

D4 ~ O3 ~q3 ~d4 ~de ~dsg ~ J9 ~ (Jio] *
qii] ~ 1z ~ q13] ~ (16] ~ 18] ~ (19] ~ (22] »
q24] ~ J25] ~ (28],

NewCRC[ 18] = D[ 31] ~ D[30] ~ D[29] ~ D[28] ~ D27] ~ D[ 21] ~
O 20] *

Dp19] ~ Oy18] ~ Of16] ™~ Of14] ~ Of13] ~ Of11] ~ Of10] *

o8l ~ o6 ~Ooo ~dgo ~ge ~(dsg ~Jio ~ q1ii] *
qis] ~ d14] ~ d16] ~ (18] ~ (19] ~ C(20] ~ (21]
q27] ~ dz8] ~ J29] ~ (30] ~ (31];

NewCRC[ 19] = D[ 29] ~ D[ 27] ~ D[26] ~ D[25] ~ D[23] ~ D[22] ~
O 20] *

Dp19] ~ Oy18] ~ Of16] ™~ Of15] ~ Df14] ~ Of11] ~ D8] *

o6l ~ Oosl ~ 04 ~0O1 ~pHo ~qo ~dqi] ~ g4 »

qas5] ~de6] ~ds] ~di1l] ~ d14] ~ (15 ~ (16] »

qis] ~ d19] ~ (20] ~ (22| ~ 23] ~ (25 ~ (26] »
q27] ~ J29];

NewCRC[ 20] = D{31] ~ D[ 25] ~ D[24] ~ D[20] ~ D[19] ~ D[ 18] ~
o 15] »

o8l ~ o4 ~ D2 ~0Hi ~0po ~do ~qi] ~Jqz] *

q4] ~ ds8] ~ d15] ~ (18] ~ (19] ~ (20] ~ (24 »

q25] ~ d31];

NewCRC 21] = D 26] ~ D[ 25] ~ D[ 21] ~ D20] ~ D[19] ~ D[ 16] "~ D[ 9]

o5 ~ O3] ~ 02 ~0O1 ~d1 ~dqz2 ~ q3] ~ 5] »

a9 ~ di1e] ~ 19] ~ q20] ~ (21] ~ 25 * ( 26];
NewCRC[22] = D[31] ~ D[30] ~ D[28] » D[25] ~ D[23] ~ D[22] ~
D 20] ~

ofi8] ~ pf16] ~ Df12] ~ Df10] ~ O[9] ~ D8] ~ D[7] "
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o5 ~ O3] ~ 02 ~ Do ~do] ~dqz2 ~ 3] ~ 5] »

dr7 ~ deg] ~d9] ~ d1o] ~ d12] ~ C(f16] ~ (18] *

qz20] ~ d22] ~ 23] ~ (25] ~ 28] *~ (30] N (31];
NewCRC[ 23] = D[30] ~ D[29] ~ D[28] ~ D[27] ~ D[25] ~ D[24]
o 19] »

of18] ~ Dpf16] ~ Df13] ~ Df12] ~ D/ 11] ~ Df10] ~ D[ 7] "

o5 ~ O3] ~ o1 ~0poo ~do] ~dq1i ~ d3] ~ 5] »

drv7 ~ dio] ~ 11] ~ q12] ~ 13] ~ C[16] ~ (18] *

q19] ~ (24] ~ 25 ~ (27] ~ 28] ~ (29] ~ (30];
NewCRC[24] = D[31] ~ D[30] ~ D[29] ~ D[28] ~ D[26] ~ D[25]
D 20] ~

Df19] ~ D(17] ~ D{14] ~ D[13] ~ D[ 12] ~ D{11] ~ D[ 8] *

op6e] ~ of4 ~ 02 ~0O1 ~d1 ~dqz2 ~ q4 ~ (6] *

as] ~ dqii] ~ 12] ~ q13] ~ q14] ~ 17] ~ 19] »

q20] ~ 25 ~ gz26] ~ 28] ~ d29] ~ (30] N (31];
NewCRC[25] = D[29] ~ D[ 28] ~ D[25] ~ D{23] ~ D[20] ~ D[17] ~
D 16] ~

Df15] ~ D[14] ~ D{13] ~ D[8] ~ D{6] ~ Df4] ~ O3] "

of2] ~ oo ~dqo ~dz ~d3 ~d4 ~ el ~ 8] »
q13] ~ 14] ~ q15] ~ f16] ~ 17] ~ d20] ~ 23] »
q2s5] ~ 28] " J29];

NewCRC[26] = D[31] ~ D[29] ~ D[28] ~ D[27] ~ D[25] ~ D[24] *
O 23] »

Df15] ~ D[14] ~ Df12] ~ D[8] ~ D{6] ~ Df3] ~ Of1] "

opo] ~ o] ~ dq1 ~ 3 ~de] ~ 8] ~ 12] » (14] *
q1s5] ~ 23] ~ d24] ~ (25] ~ 27] ~ 28] ~ 29] »
q31l;

NewCRC[27] = D[31] ~ D[29] ~ D[27] ~ D{24] ~ D[23] ~ D[21] ~
o 18] ~

of17] ~ D(15] ~ D[13] ~ D[12] ~ D8] ~ D[ 6] ™~ D[5] "

of2] ~ o1 ~ oo ~dgo ~d1i ~ dqz2 ~ 5] ~ (6] *

as] ~ di1z] ~ 13] ~ 15 ~ q17] ~ 18] ~ (21] *

q23] ~ 24] ~ q27] ~ 29] ~ (31];

NewCRC[ 28] = D[31] ~ D[27] ~ D[26] ~ D{24] ~ D[23] ~ D[22] ~
O 21] »

Df19] ~ D(17] ~ Df14] ~ D[13] ~ D[12] ~ D{8] ~ D5 "

o4 ~ O3] ~ 02 ~0o1 ~ Dpo] ~dqo] ~ 1] ~ 2] »

ds3] ~ d4] ~ ds] ~ s8] ~ 12] ~ 13] ~ (14]

qi7] ~ q19] ~ d21] ~ (22] ~ 23] ~ (24] ~ 26] *
qz2v] ~ 31];

NewCRC[29] = D[28] ~ D[27] ~ D[25] ~ D{24] ~ D[23] ~ D[22] ~
D 20] ~

Df18] ~ D[15] ~ D{14] ~ D[13] ~ D[9] ~ D[ 6] ~ D[5] "

o4 ~ O3] ~ 02 ~0O1 ~d1i ~dqz2 ~ 3] ~ 4 »

das] ~ de] ~ d9] ~ d13] ~ d14] ~ C15] ~ 18] *

c20] ~ C22] ~ 23] ~ ([24] ~ (25 ~ (27] ~ C28];
NewCRC[30] = D[29] ~ D[ 28] ~ D[26] ~ D[25] ~ D[24] ~ D[23] ~
o 21] »

Shei nwal d, et. al. I nf or mat i onal [ Page 17]



RFC 3385 i SCSI CRC Consi derations Sept enber 2002

Df19] ~ D[16] ~ Df15] ~ D[14] ~ D[10] ~ D[7] ~ D[ 6] "
o5 ~ D04 ~ O3 ~0O2 ~dz2 ~d3] ~d4 ~ 5] »
gae] ~ 7] ~ dlo] ~ 14] ~ 15 ~ q16] ~ C[19] *
c21] ~ 23] ~ g24] ~ C[25] ~ C26] ~ (28] " ([29];
NewCRC[ 31] = D{30] ~ D29] ~ D27] ~ D26] ~ D 25] ™~ O24] ~
o 22] »

Df20] ~ D(17] ~ Df16] ~ D[15] ~ D[11] ~ D{8] ~ D[ 7] "
op6] ~ 05 ~ 04 ~ D3 ~d3] ~ d4 ~ 5] ~ 6] *
dr7 ~ de] ~ dqii] ~ 1s] ~ 16 ~ q17] ~ [20] »
C22] ~ Cf24] ~ 25] ~ C[26] ~ (27] ~ 29] "~ C[30];
next CRC32_D32 = NewCRC;

end

endf uncti on

8.3 Sone Hardware |nplementation Conments

The i SCSI spec specifies that the nost significant 32 bits of the
data be conplenented prior to performng the CRC conputation. For
nmost i npl enentati ons of the CRC algorithm such as the ones descri bed
here, which perform sinmultaneous multiplication by x*32 and di vi si on
by the CRC polynom al, this is equivalent to initializing the CRC
regi ster to ones regardless of the CRC polynomal. For other

i npl ementations, in particular one that only perforns division by the
CRC pol ynomi al (and for which the prescribed multiplication by x"32
is performed externally) initializing the CRC register to ones does
not have the sane effect as conplementing the nost significant 32
bits of the nessage. Wth such inplenmentations, for the CRC32c
polynom al, initializing the CRC register to 0x2a26f826 has the sane
ef fect as conplenmenting the nost significant 32 bits of the data.

See reference [ Tui kov&Cavanna] for nore details.

8.4 Fast Hardware | nplementation References

Fast hardware inplenmentations start froma canonic schene (as the one
presented in 7.2) and optimze it based on different criteria. Two
classic papers on this subject are [ Al bertengol990] and [d ai sel1997].
A nore nodern (and systenmatic) approach can be found in [ Shie2001]
and [ Sprachman2001] .

9. Summary and Concl usi ons

The following table is a summary of the error detection capabilities
of the different codes analyzed. |In the table, d is the mninal

di stance at block length block (in bits), i/byte - software
instructions/byte, Table size (if table | ookup needed), T-1ook number
of | ookups/byte, Pudb - Pud burst and Puds - Pud sporadic:
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10.

11.

| Gode [l Biock |i/Byte] Tsize| T-1ook| Pudb | Puds |
| Fletchers2i3l 2010 | 2 | - [ - | 10n37 | 1036 |
| Adlersz 13 219 13 1 - 1 - | 10nas | 10n35 |
| IEEE 802 [3] 2016 | 2.75 | 2°18] 0.5/b] 10841 | 10°-40 |
| ORe32C |3 2031-1] 2.75 | 2°18] 0.5/b] 10841 | 10°-40 |
o m o m o m e e +

The probabilities for undetected errors in the above table are
comput ed assuming uniformy distributed data. For real data - that
can be biased - [Stone98], checksunms behave substantially worse than
CRCs.

Consi dering the protection level it offers, the lack of sensitivity
for biased data and the large block it can protect, we think that
CRC32C is a good choice as a basic error detection nechanismfor

i SCSI .

Pl ease observe also that burst errors characterized by a fixed
average time will have a higher inpact on error detection capability
as the speed of the channels (nachi nes and networks) increases. The
only way to keep the Pud within bounds for the long-termis to reduce
the BER by using better coding of |ower |evels of the channel

Security Considerations

These codes detect unintentional changes to data such as those caused
by noise. In an environnent where an attacker can change the data, it
can al so change the error-detection code to match the new dat a.
Therefore, the error-detection codes overviewed here do not provide
protection agai nst attacks. |ndeed, these codes are not intended for
security purposes; they are neant to be used within sonme application,
and the application’s threat nodel and security design control the
security considerations for the use of the CRC
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