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Abst r act
This meno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in TCP/|P-based internets.

In particular, it defines objects for managi ng networks using Layer 2
Tunnel i ng Protocol (L2TP).
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1.0 I ntroduction

This nmeno defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet Comunity.
In particular, it describes nmanaged objects used for managi ng L2TP
devi ces.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.0 The SNWP Managemrent Framewor k

The SNMP Managenment Framework presently consists of five mgjor
component s:

0 An overall architecture, described in RFC 2571 [ RFC2571] .

o Mechani sms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215
[ RFC1215]. The second version, called SMv2, is described in STD
58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580].
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0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNVP nmessage protocol, which is not an Internet standards track
protocol, is called SNWPv2c and described in RFC 1901 [ RFC1901] and
RFC 1906 [ RFC1906]. The third version of the nmessage protocol is
call ed SNMPv3 and described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572] and RFC 2574 [ RFC2574].

o0 Protocol operations for accessing nmanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [ RFC1157]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ RFC1905] .

0 A set of fundanental applications described in RFC 2573 [ RFC2573]
and the vi ew based access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNVP Managenent Franmework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, terned
t he Managenment |Information Base or MB. (Objects in the MB are
defined using the nmechani snms defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onmtted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of the
M B.
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3.0 Overview

The objects defined in this MB are to be used when descri bing Layer
Two Tunneling Protocol (L2TP) tunnels. The L2TP protocol is defined
in [RFC2661]. This MB consists of seven groups briefly described
bel ow.

| 2t pConfi gG oup
| 2t pSt at sG oup
These two groups of objects provide information on the

configuration, state and statistics of the L2TP protocol, its
tunnel s and sessions. These groups are nandatory for inplenmentors
of this MB.

| 2t pDormai nGr oup
Thi s optional group of objects provides configuration, state and
statistical information for L2TP tunnel endpoint domains. A L2TP
tunnel endpoint domain is considered to be a collection of L2TP
devices typically belonging to a conmon admi ni strative domain or
geogr aphi c | ocati on.

| 2t pMappi ngGr oup
Thi s optional group contains mapping tables to assist nmanagenent
applications to map between protocol identifiers and table
i ndi ces.

| 2t pl pUdpG oup
This group provides the state and statistics information for L2TP
tunnel s which are being transported by UDP/IP. This group is
mandatory for L2TP inpl ementations that support L2TP over UDP/I P.

| 2t pSecurityG oup
This group is optional for SNWP agents which support both
aut hentication and privacy of SNVWP nessages for the managenent of
L2TP keys.

| 2t pTrapG oup
This group contains the notifications that could be generated by a
L2TP i nmpl enent ati on.

| 2t pHCPacket Gr oup
This group is optional for L2TP inplenmentations that could
potentially overflow the L2TP Dormain tables 32-bit statistics
counters in |ess than an hour.
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3.1 Relationship to the Interface MB

This section clarifies the relationship of this MB to the Interfaces
M B [ RFC2863]. Several areas of correlation are addressed in the
foll owi ng subsections. The inplenentor is referred to the Interfaces
M B docunent in order to understand the general intent of these

ar eas.

3.1.1 Layering Mbodel

This M B contains several tables which are extensions to the IP
Tunnel M B described in [RFC2667] which itself defines extensions to
the Interface M B [ RFC2863]. An L2TP tunnel is represented as a
separate identifiable |ogical interface sub-layer. The tunnel stack
| ayering nodel is described in [ RFC2667].

In addition to that described in [ RFC2667] an L2TP tunnel will not be
at the top of the ifStack on a L2TP device that is acting as a L2TP
Network Server (LNS). In this case PPP interfaces will be |layered on
top of the tunnel interface.

Caves, et. al. St andards Track [ Page 5]



RFC 3371

In the exanpl e di agram bel ow,
m ght appear at the LNS

L2TP Managenent

I nformati on Base

August 2002

the interface layering is shown as it
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The ifStackTable is used to describe the layering of the interface

sub- | ayers.
may appear as foll ows:

For the exampl e given above the ifTable and ifStackTabl e

i flndex ifType Tunnel M B tables Descri ption
1 et her net Csmacd( 6) Et hernet interface
2 tunnel (131) tunnel I f Tabl e Tunnel interface
| 2t pTunnel Confi gTabl e
| 2t pTunnel St at sTabl e
3 ppp(23) PPP interface #1
4 ppp(23) PPP interface #2
5 ppp(23) PPP interface #3
6 ppp(23) PPP interface #4
7 m ppp(108) M_LPPP i nterface
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The corresponding ifStack table entries would then be:
i fStackTabl e Entries

Hi gher Layer LowerLayer

N~NOORrRWNREFLPOOO
A OWONNNNREFRPONO O

L2TP Access Concentrator (LAC) tunnel interfaces on the other hand
appear at the top of the interface |layering stack. |In this case the
| ayering nmodel is as described in [ RFC2667].

However in order to support the tunneling of packets received from

interfaces carrying framed PPP packets on the LAC to the LNS (and the
propagati on of decapsul ated PPP packets to that interface) additional
configuration is required. This is further described in section 3.4.

3.1.2 Interface M B bjects

Except where noted in the tables below, all objects MIST be supported
fromthe ifGeneral Informati onG oup and one of the followi ng three
groups:

o i fPacket G oup OR
o0 i f HCPacket Group OR
o i f VHCPacket Group
dependi ng on the particul ar inplenentation.
The foll owi ng tables describe how objects fromthe
i fGeneral I nformati onGroup and i fPacket Group (simlar support should
be provided for the high and very high capacity packet groups) are to
be interpreted and supported for L2TP tunnel interfaces.
3.1.2.1 L2TP Tunnel Interfaces

Al Interface MB objects not listed in the above groups for L2TP
tunnel interfaces MJST be supported as described in [ RFC2863].
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Interface M B hj ect

i f Tabl e. i f Descr
i f Tabl e. i f Type
ifTable.ifMu

i f Tabl e. i f Speed

i f Tabl e. i f PhyAddr ess

i f Tabl e. i f Adm nSt at us

i f Tabl e. i f Oper St at us

ifTable.iflnCctets

i fTabl e.ifl nUcast Pkts

et. al.

L2TP Managenent

St andards Track

I nformati on Base August 2002

Support Description

Refer to the Interface MB.
tunnel (131).

Dependent on the tunnel transport |ayer.
For UDP/IP transports the MIU shoul d
be 65467 (65535-60(1P)-8(UDP)).

Return zero.

The assigned tunnel identifier.

Setting i fAdm nStatus to "up’ injects a
"Local Open’ request into the tunnel FSM
Setting i fAdm nStatus to 'down’ injects
a 'Tunnel Cose’ event into the tunnel
FSM  Setting ifAdnminStatus to 'testing’
is not currently defined but could be
used to test tunnel connectivity.

i fOperStatus values are to be interpreted
as foll ows:

"up’ - tunnel is established.

" down’ - adnministratively down
or peer unreachabl e.

"testing - in some test node.

" unknown’ - status cannot be
determined for sone
reason.

" dor mant’ - operational but

waiting for |ocal or
renote trigger to bring
up the tunnel.
configuration m ssing.
down due to state of

| ower -1 ayer
interface(s).

' not Present’ -
" | ower Layer Down’

The total nunber of octets received on the
tunnel including control and payl oad
octets.

The total nunber of packets received on
the tunnel including control and payl oad
packets.
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i f Tabl e.

i f Tabl e.

i f Tabl e.

i f Tabl e.

i f Tabl e.

i f Tabl e.

i f Tabl e.
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i flnD scards

iflnErrors

The total nunber of received packets that
wer e di scarded on both control and payl oad
channel s.

The total nunber of packets received in
error including control and payl oad
packets.

i f1 nUnknownPr ot os

ifQutCctets

i f Qut Ucast Pkts

i fQut Di scards

ifQutErrors

i f XTabl e. i f Nane

i f XTabl e.

i f XTabl e.

i f XTabl e.

i f XTabl e.

i f XTabl e.

i f XTabl e.

et.

al .

Return zero.

The total nunber of octets transmtted
fromthe tunnel including control and
payl oad octets.

The total nunber of packets transnmitted
fromthe tunnel including control and
payl oad packets.

The total nunber of discarded packets that
were requested to be transmtted including
control and payl oad packets.

The total nunber of packets that were
requested to be transmitted that were in
error including control and payl oad
packets.

Refer to the Interface M B.

iflnMul ticastPkts

Return zero.

i fI nBroadcast Pkts

Return zero.

i fQut Mul ti cast Pkts

Return zero.

i f Qut Br oadcast Pkt s

Return zero.

i f Qut Br oadcast Pkt s

Return zero.

i fLi nkUpDownTr apEnabl e

Default set to enabl ed(1l).
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i f XTabl e. i f H ghSpeed Return zero.

i f XTabl e. i f Prom scuoushMbde
Set to fal se(2)

i f XTabl e. i f Connect or Pr esent
Set to false(2)

3.2 Relationship to other MBs
3.2.1 Relationship to the IP Tunnel MB

The | P Tunnel M B [ RFC2667] describes tunnel interfaces that have an
i f Type of tunnel (131). The IP Tunnel MB is considered to contain a
coll ection of objects common to all 1P tunneling protocols, including
L2TP. In addition to the IP Tunnel M B, tunnel encapsul ation
specific MBs (like this MB) extend the IP Tunnel MB to further
descri be encapsul ation specific information. |nplenentation of the

I P Tunnel MBis required for L2TP tunnels over IP

3.3 L2TP Tunnel Creation

Tunnel creation is detailed for tunnels over IP in the |IP Tunnel MB.
The creation of a tunnellfEntry in [ RFC2667] when the encapsul ation
method is "lI2tp" will have the side effect of creating entries in the
| 2t pTunnel Confi gTabl e, | 2t pTunnel St at sTabl e and t he

| 2t pUdpSt at sTabl e’ s

The creation of L2TP tunnel interfaces over transports other than IP
is expected to be defined in the MB definition for that specific
L2TP tunnel transport.

3.4 L2TP Sessi on Mappi ng

The | 2t pSessi onMapTabl e tabl e al | ows managenent applications to
determi ne which session within a tunnel a particular interface
(either a PPP or DSO interface) is mapped to. On the LAC it also
provi des a managenent application the ability to nmap a particul ar
physical or virtual interface terminating a PPP link to a particul ar
L2TP tunnel. This is required since the interface stacking as
performed (and instrunented by the ifStackTable) on the LNS cannot be
applied at the LAC
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The following diagramillustrates the conceptual
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bi ndi ng that occurs.

The stacking of the individual interface stacks would be described by

the ifStackTabl e.
4.0 L2TP Cbject Definitions
L2TP-M B DEFI NI TIONS ::= BEG N

| MPORTS

I nt eger 32, Unsi gned32, Counter32, Gauge32
Count er 64, transm ssion, MODULE-| DENTI TY,
OBJECT- TYPE, NOTI FI CATI ON- TYPE

FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, RowSt at us, Trut hVal ue
St or ageType

FROM SNWPv2- TC
SnipAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B

3

OBJECT- GROUP, MODULE- COVPLI ANCE, NOTI FI CATI ON- GROUP

FROM SNIVPv2- CONF
I nterfacel ndex

FROM | F- M B;

| 2tp MODULE- | DENTI TY
LAST- UPDATED "200208230000Z2" -- 23 Aug
ORGANI ZATI ON "I ETF L2TP Worki ng G oup”

CONTACT- | NFO
"Evan Caves
Post al : Occam Net wor ks
77 Robin Hi |l Road
Sant a Barbara, CA, 93117
Tel : +1 805692 2900
Email: evan@ccamet wor ks. com

Pat R Cal houn

Caves, et. al. St andards Track

ust 2002
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Postal : Bl ack Storm Networks
110 Nortech Parkway
San Jose, CA, 95143
Tel : +1 408 941- 0500
Enmai | : pcal houn@st or met wor ks. com

Ross Wheel er
Post al : Doubl eW de Software, |nc.
2953 Bunker Hill Lane

Suite 101

Santa Cl ara, CA 95054
Tel : +1 6509260599
Email: ross@loubl ewi desoft. com

Layer Two Tunneling Protocol Extensions WG

Wor ki ng Group Area: I nt er net

Wor ki ng Group Nane: | 2t pext

General Discussion: | 2t p@ 2t p. net "
DESCRI PTI ON

"The M B nodul e that descri bes managed objects of
general use by the Layer Two Transport Protocol."

-- revision | og
REVI SI ON "200208230000Z" -- 23 August 2002
DESCRI PTI ON

"First revision, published as RFC 3371."

o= { transmission 95 }

Textual Conventi ons

i Seconds ::= TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d-3"

STATUS current
DESCRI PTI ON

"A period of time neasured in units of .001 of seconds
when used in conjunction with the DI SPLAY-HI NT wil |

2002

show seconds and fractions of second with a resol ution

of .001 of a second."
SYNTAX I nteger32 (0..2147483646)

Definitions of significant branches
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| 2t pNoti fi cati ons OBJECT | DENTI FI ER ={ 12tp 0}
| 2t pObj ect s OBJECT | DENTI FI ER ={ 12tp 1}
| 2t pTransports OBJECT | DENTI FI ER ={ l2tp 3}
| 2t pConf or mance OBJECT | DENTI FI ER ={ 12tp 4 }

-- Definitions of significant branches under |2tpQCbjects

| 2t pScal ar OBJECT | DENTI FI ER ={ | 2tpojects 1}
| 2t pConfi g OBJECT | DENTI FI ER ={ |2tpScalar 1}
| 2t pStats OBJECT | DENTI FI ER ={ | 2tpScalar 2 }

-- Definitions of significant branches under |2tpTransports

-- Note that future transports of L2TP (e.g.: Frane rel ay)
-- shoul d create their own branch under |2tpTransports.

| 2t pTransport| pUdp OBJECT | DENTI FI ER
| 2t pl pUdpQbj ect s OBJECT | DENTI FI ER
| 2t pl pUdpTr aps OBJECT | DENTI FI ER

{ I2tpTransports 1 }
{ I2tpTransportlipUdp 1 }
{ I2tpTransportlpUdp 2 }

-- The L2TP Scal ar Confi guration G oup

-- This group of objects is used to manage configuration
-- of the L2TP protocol environnent.

| 2t pAdmi nSt at e OBJECT- TYPE
SYNTAX | NTECER ({
enabl ed(1),
di sabl ed( 2)
}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Thi s object defines the administrative state of
the L2TP protocol. Setting this object to
"di sabl ed” causes all tunnels to be imediately
di sconnected and no further tunnels to be either
initiated or accepted. The value of this object
must be mai ntained in non-volatile nenory."
:={ |I2tpConfig 1}

| 2t pDr ai nTunnel s OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
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DESCRI PTI ON
"Setting this object to 'true’ will prevent any new

tunnel s and/or sessions to be either initiated or
accepted but does NOT di sconnect any active
tunnel s/ sessions. Setting this object to true(1)
causes all dommins and their respective tunnels
to transition to the draining state. Note that
when this occurs the ’'xxxDraining status objects
of the domains and their tunnels should reflect
that they are 'draining’. Setting this object has
no affect on the domains or their tunnels
" xxxDrai nTunnel s’ configuration objects. To cancel
a drain this object should be set to false(2).
The obj ect |2t pDrai ni ngTunnel s reflects
the current L2TP draining state. The val ue of
this object nust be nmaintained in non-volatile
menory. "

o= { |2tpConfig 2 }

-- The L2TP Scal ar Status and Statistics G oup

-- This group of objects describe the current state and
-- statistics of L2TP.

| 2t pPr ot ocol Ver si ons OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE( 2. . 256))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Vector of supported L2TP protocol version and

revi sion nunbers. Supported versions are identified

via a two octet pairing where the first octet indicates

the version and the second octet contains the revision."
:={ | 2tpStats 1}

| 2t pVendor Name OBJECT- TYPE
SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies the Vendor nane of the L2TP
prot ocol stack."
:={ I 2tpStats 2 }

| 2t pFi r mnar eRev OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"This object defines the firmvare revision for the
L2TP protocol stack."
:={ | 2tpStats 3 }

| 2t pDr ai ni ngTunnel s OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates if the local L2TP is draining
of f sessions fromall tunnels."
:={ I 2tpStats 4 }

-- The L2TP Domai n Confi guration Tabl e

| 2t pDormai nConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2t pDomai nConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The L2TP Domain configuration table. This table
contains objects that can be used to configure
the operational characteristics of a tunnel
domain. There is a 1-1 correspondence between
conceptual rows of this table and concept ual
rows of the | 2t pDonai nSt at sTable. "

= 12tpQbjects 2 }

| 2t pDorai nConfi gEntry OBJECT- TYPE

SYNTAX L2t pDomai nConfi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An L2TP Domai n configuration entry. An entry in this
tabl e may correspond to a single endpoint or a group
of tunnel endpoints."

I NDEX { | 2t pDonai nConfigld }

::={ |2t pDomai nConfigTable 1 }

L2t pDomai nConfi gEntry ::=
SEQUENCE {
| 2t pDorai nConfi gl d
SnnpAdmi nStri ng,
| 2t pDomai nConf i gAdmi nSt at e
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| NTECGER,
| 2t pDorai nConfi gDr ai nTunnel s
Tr ut hVal ue,
| 2t pDormai nConfi gAut h
| NTEGER,
| 2t pDomai nConf i gSecr et
SnnpAdmi nStri ng,
| 2t pDomai nConfi gTunnel Security

| NTEGER,

| 2t pDormai nConfi gTunnel Hel | ol nt
I nt eger 32,

| 2t pDomai nConfi gTunnel | dl eTO
I nt eger 32,

| 2t pDorrai nConf i gCont r ol RAS
I nt eger 32,

| 2t pDormai nConf i gCont r ol MaxRet x
I nt eger 32,

| 2t pDomai nConf i gCont r ol MaxRet xTO
I nt eger 32,

| 2t pDormai nConf i gPayl oadSeq
| NTEGER,

| 2t pDormai nConf i gReassenbl yTO
L2t pM | |'i Seconds,

| 2t pDomai nConf i gPr oxy PPPAut h
Tr ut hVal ue,

| 2t pDormai nConfi gSt or ageType
St or ageType,

| 2t pDorai nConfi gSt at us
RowSt at us

}

| 2t pDormai nConfi gl d OBJECT- TYPE

Caves,

et.

SYNTAX SnnpAdmi nString (SIZE (1..80))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The identifier, usually in the formof a Domain

Name (full or partial), describing a single tunnel
endpoi nt or a domain of tunnel endpoints. This is
typically used as a "handle’ to identify the
tunnel configuration requirenents for both i ncom ng
and out goi ng tunnel connection attenpts. Both the
LAC and LNS could use information provided in the
Host Name AVP attribute however the tunnel initiator
coul d use other neans not specified to identify
the domain’s tunnel configuration requirenents.
For exanple; three rows in this table have
| 2t pDomai nConfigld val ues of ’'lacl.isp.com,
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"isp.comi and 'comi. A tunnel endpoint then identifies
itself as 'lacl.isp.comi which would match the
"lacl.isp.comi entry in this table. A second tunne
endpoint then identifies itself as ’'lac2.isp.com.
This endpoint is then associated with the 'isp.com
entry of this table."

::={ |2t pDonmai nConfi gEntry 1 }

| 2t pDorai nConf i gAdm nSt at e OBJECT- TYPE

SYNTAX | NTECER ({
enabl ed(1),
di sabl ed(2)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object defines the adm nistrative state of this
tunnel domain. Setting this object to disabled(2)
causes all tunnels to be i mediately disconnected
and no further tunnels to be either initiated or
accepted. Note that all columar objects corresponding
to this conceptual row cannot be nodified when
the administrative state is enabl ed EXCEPT t hose
obj ects which specifically state otherw se."

DEFVAL { enabl ed }
::={ |2t pDormai nConfi gEntry 2 }

| 2t pDorai nConfi gDr ai nTunnel s OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Setting this object to "true’ will prevent any new
tunnel s and/or sessions frombeing either initiated
or accepted but does NOT di sconnect any active
tunnel s/ sessions for this tunnel domain. Setting
this object to true(1l) causes all tunnels within
this domain to transition to the draining state.
Note that when this occurs the
| 2t pTunnel St at sDr ai ni ngTunnel status objects of
all of this domain’s tunnels should reflect that
they are '"draining’. Setting this object has no
effect on this domain’s associ ated tunnels
| 2t pTunnel Confi gDrai nTunnel configuration objects.
To cancel a drain this object should be set to
false(2). Setting this object to false(2) when
the L2TP object | 2tpDrai nTunnels is true(1l) has
no affect, all domains and their tunnels wll
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continue to drain."
DEFVAL { false }
::={ |2t pDormai nConfigEntry 3 }

| 2t pDormai nConfi gAut h OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
simpl e(2),
chal | enge(3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object describes how tunnel peers bel ongi ng
to this domain are to be authenticated. The val ue
sinmple(2) indicates that peers are authenticated
sinmply by their host nanme as described in the Host
Nane AVP. The val ue challenge(3) indicates that
all peers are challenged to prove their identification
Thi s mechanismis described in the L2TP protocol ."
REFERENCE " RFC 2661 Section 5.1"
DEFVAL { none }
::={ |2t pDormai nConfi gEntry 4 }

| 2t pDomai nConfi gSecret  OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object is used to configure the shared secret
used during the tunnel authentication phase of
tunnel establishnent. This object MJIST be accessible
only via requests using both authentication and
privacy. The agent MJST report an enpty string in
response to get, get-next and get-bul k requests.”

::={ |2t pDomai nConfi gEntry 5 }

| 2t pDormai nConfi gTunnel Security OBJECT- TYPE

SYNTAX I NTEGER {
none(1),
ot her(2),
i pSec(3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object defines whether this tunnel domain
requires that all tunnels are to be secured. The
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val ue of ipsec(3) indicates that all tunnel packets,
control and session, have |IP Security headers. The
type of IP Security headers (AH, ESP etc) and how
they are further described is outside the scope of
this docunent."

DEFVAL { none }

::={ |2t pDonmai nConfi gEntry 6 }

| 2t pDormai nConfi gTunnel Hel | ol nt OBJECT- TYPE

SYNTAX I nteger32 (0..3600)
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object defines the interval in which Hello
(or keep-alive) packets are to be sent by |oca
peers belonging to this tunnel donain. The val ue
zero effectively disables the sending of Hello
packets. This object may be nodified when the
adm nistrative state is enabled for this conceptua
row. "

DEFVAL { 60 }
::={ |2t pDormai nConfigEntry 7 }

| 2t pDomai nConfi gTunnel | dl eTO OBJECT- TYPE

SYNTAX I nteger32 (-1..86400)
UNI TS "seconds"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object defines the period of tine that an
est abli shed tunnel belonging to this tunne
domain with no active sessions will wait before
di sconnecting the tunnel. A value of zero indicates
that the tunnel will disconnect imediately after the
| ast session disconnects. A value of -1 | eaves the
tunnel up indefinitely. This object nay be nodified
when the administrative state is enabled for this
conceptual row. "
DEFVAL { 0 }
::={ |2t pDorai nConfi gEntry 8 }

| 2t pDomai nConfi gCont r ol RN OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object defines the control channel receive
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wi ndow si ze for tunnels belonging to this domain. It
speci fies the maxi mum nunber of packets the tunne
peer belonging to this domain can send w thout waiting
for an acknow edgenent fromthis peer."

DEFVAL { 4}

::={ |2t pDomai nConfi gEntry 9 }

| 2t pDormai nConfi gCont r ol MaxRet x OBJECT- TYPE

SYNTAX I nteger32 (0..32)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object defines the maxi mum nunber of retransm ssions
whi ch the L2TP stack will attenpt for tunnels bel ongi ng
to this domain before assum ng that the peer is no
| onger responding."

DEFVAL { 5}
::={ |2t pDomai nConfi gEntry 10 }

| 2t pDorrai nConf i gCont r ol MaxRet xTO OBJECT- TYPE

SYNTAX I nteger32 (1..32)
UNI TS "seconds"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object defines the maxi mumretransm ssion tinmeout
interval which the L2TP stack will wait for tunnels
bel onging to this domain before retransmtting a
control packet that has not been acknow edged."
DEFVAL { 16 }
c:={ |2t pDomai nConfi gEntry 11 }

| 2t pDorai nConf i gPayl oadSeq OBJECT- TYPE

SYNTAX | NTECER ({
onDenmand( 1),
never(2),
al ways(3)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object determi nes whether or not session payl oad
packets will be requested to be sent with sequence
nunbers fromtunnel peers belonging to this domain.
The val ue onDemand(1) allows the L2TP i npl enentati on
to initiate payl oad sequenci ng when necessary based
on local information (e.g: during LCP/NCP negotiations
or for CCP). The val ue never(2) indicates that L2TP
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will never initiate sequencing but will do sequencing
i f asked. The val ue always(3) indicates that L2TP
wi Il send the Sequencing Required AVP during session
establ i shnment . "

DEFVAL { onDenand }

::={ |2t pDomai nConfi gEntry 12 }

| 2t pDorai nConf i gReassenbl yTO OBJECT- TYPE

SYNTAX L2tpM I | i Seconds
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object defines the nunmber of milliseconds that
| ocal peers of this tunnel domain will wait before

processi ng payl oad packets that were received out of
sequence (which are waiting for the packet(s) to put
themin sequence). A |low value increases the chance
of delayed packets to be discarded (which MAY cause
the PPP deconpression engine to reset) while a high
val ue may cause nore queui ng and possibly degrade
throughput if packets are truly lost. The default
value for this object is zero which will result in
al | del ayed packets being lost."

DEFVAL { 0}

::={ |2t pDomai nConfi gEntry 13 }

| 2t pDorai nConf i gPr oxy PPPAut h OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is used to configure the sending
or acceptance of the PPP Proxy Authentication
AVP's on the LAC or LNS."

DEFVAL { true }
::={ |2t pDomai nConfi gEntry 14 }

| 2t pDorai nConfi gSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.

Conceptual rows having the value ’permanent’ nust
allow wite-access at a mninmmto:

- | 2t pDorai nConf i gAdmi nSt at e and
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| 2t pDomai nConfi gDrai nTunnel s at all tines
- |1 2t pDormai nConfi gSecret if |2t pDomai nConfi gAuth
has been configured as ’chall enge’

It is an inplenentation issue to decide if a SET for

a readOnly or pernmanent row is accepted at all. In sone

contexts this may nake sense, in others it may not. I|f

a SET for a readOnly or permanent row is not accepted

at all, then a "wongValue error nust be returned."
::={ |2t pDormai nConfigEntry 15 }

| 2t pDormai nConfi gStatus OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this Domain entry. Colunmmar objects
corresponding to this conceptual row may be nodified
according to their description clauses when this
RowSt at us object is "active' ."

::={ |2t pDormai nConfi gEntry 16 }

- - The L2TP Domain Status and Statistics Table

| 2t pDormai nSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2t pDommi nSt at seEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The L2TP Domain Status and Statistics table. This
tabl e contains objects that can be used to describe
the current status and statistics of a tunnel domain.
There is a 1-1 correspondence between concept ual
rows of this table and conceptual rows of the
| 2t pDomai nConfi gTabl e. "

:={ 12tpObjects 3}

| 2t pDorai nSt at sentry OBJECT- TYPE

SYNTAX L2t pDonai nSt at seEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An L2TP Domain Stats entry. An entry in this table
may correspond to a single endpoint or a group of
tunnel endpoints."”

AUGMVENTS { | 2t pDomai nConfi gEntry }
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::={ |2t pDormai nSt atsTable 1 }

SEQUENCE {

| 2t pDorai nSt at sTot al Tunnel s
Count er 32,

| 2t pDomai nSt at sFai | edTunnel s
Count er 32,

| 2t pDomai nSt at sFai | edAut hs
Counter 32,

| 2t pDorai nSt at sActi veTunnel s
Gauge32,

| 2t pDomai nSt at sTot al Sessi ons
Count er 32,

| 2t pDorai nSt at sFai | edSessi ons
Counter 32,

| 2t pDorai nSt at sAct i veSessi ons
Gauge32,

| 2t pDonmai nSt at sDr ai ni ngTunnel s
Trut hVal ue,

| 2t pDorai nSt at sCont r ol RxCct et s
Counter 32,

| 2t pDorai nSt at sCont r ol RxPkt s
Count er 32,

| 2t pDonmai nSt at sControl TxCct et s
Count er 32,

| 2t pDorai nSt at sCont r ol TxPkt s
Count er 32,

| 2t pDorai nSt at sPayl oadRxCct et s
Count er 32,

| 2t pDomai nSt at sPayl oadRxPkt s
Count er 32,

| 2t pDorai nSt at sPayl oadRxDi scs
Count er 32,

| 2t pDorai nSt at sPayl oadTxCct et s
Count er 32,

| 2t pDomai nSt at sPayl oadTxPkt s
Count er 32,

| 2t pDorai nSt at sCont r ol HCRxCct et s
Count er 64,

| 2t pDorai nSt at sCont r ol HCRxPkt s
Count er 64,

| 2t pDomai nSt at sCont r ol HCTxCct et s
Count er 64,

| 2t pDorrai nSt at sCont r ol HCTxPkt s
Count er 64,

| 2t pDorai nSt at sPayl oadHCRxCct et s

Count er 64,

al .
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| 2t pDonai nSt at sPayl oadHCRx Pkt s
Count er 64,

| 2t pDorai nSt at sPayl oadHCRxDi scs
Count er 64,

| 2t pDorai nSt at sPayl oadHCTxCct et s
Count er 64,

| 2t pDonmai nSt at sPayl oadHCTx Pkt s
Count er 64

}

| 2t pDorai nSt at sTot al Tunnel s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object returns the total nunber of tunnels

that have successfully reached the established
state for this tunnel domain."

c:={ | 2tpDomai nStatsEntry 1 }

| 2t pDorai nSt at sFai | edTunnel s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of tunnels that
failed (eg: connection timeout, unsupported
or malforned AVP's etc) to reach the established
state for this tunnel domain."

::={ |2t pDormai nStatsentry 2 }

| 2t pDorai nSt at sFai | edAut hs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object returns the nunber of failed tunnel
connection attenmpts for this domai n because the
tunnel peer failed authentication.”

::={ |2t pDormai nStatseEntry 3 }

| 2t pDorai nSt at sActi veTunnel s OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of tunnels that
are currently active for this donmain."

Caves, et. al. St andards Track
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::={ I 2tpDomai nSt atsentry 4 }

| 2t pDorai nSt at sTot al Sessi ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the total nunber of sessions
that have successfully reached the established
state for this tunnel domain."

::={ |2t pDormai nStatsentry 5 }

| 2t pDorrai nSt at sFai | edSessi ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the number of sessions that
failed (eg: connection tineout, unsupported
or malforned AVP's etc) to reach the established
state for this tunnel domain."

::={ |2t pDormai nSt at sentry 6 }

| 2t pDorai nSt at sActi veSessi ons OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of sessions that
are currently active for this domain."
c:={ | 2tpDonmai nStatsEntry 7 }

| 2t pDorai nSt at sDr ai ni ngTunnel s OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates if this domain is draining
of f sessions fromall tunnels.™
::={ |2t pDormai nStat sentry 8 }

| 2t pDorai nSt at sCont r ol RxCct et s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of control channel
octets received for this tunnel domain."
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c:={ | 2tpDonmai nStatsEntry 9 }

| 2t pDorai nSt at sCont r ol RxPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of control packets
received for this tunnel domain."
::={ |2t pDormai nStatsentry 10 }

| 2t pDorai nSt at sCont rol TxCct et s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of control channel
octets that were transmtted to tunnel endpoints
for this domain."

::={ |2t pDormai nSt at sentry 11 }

| 2t pDomai nSt at sCont r ol TxPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of control packets
that were transmtted to tunnel endpoints for
this domain."

.= { | 2tpDomai nStatsEntry 12 }

| 2t pDorai nSt at sPayl oadRxCct et s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of payl oad channel
octets that were received for this tunnel domain."
::={ |2t pDormai nSt at sentry 13 }

| 2t pDorai nSt at sPayl oadRxPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of payl oad packets
that were received for this tunnel domain."
.= { | 2tpDomai nStat sentry 14 }
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| 2t pDorai nSt at sPayl oadRxDi scs OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

"Thi s object
packets that were discarded by this tunne

Count er 32
read-only
current

August 2002

returns the nunber of received payl oad

::={ |2t pDormai nSt at sentry 15 }

| 2t pDorai nSt at sPayl oadTxCct et s OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

"Thi s object
octets that were transmtted to tunne

Count er 32
read-only
current

domai n.

returns the nunmber of payl oad channe

within this tunnel donmain."
c:={ | 2tpDonmai nStatsentry 16 }

| 2t pDorai nSt at sPayl oadTxPkt s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"Thi s object
that were transmtted to tunne
this tunnel

Count er 32
read-only
current

peers

returns the nunber of payl oad packets

domai n. "

::={ |2t pDormai nStatsentry 17 }

-- High Capacity Counter objects.

-- 64 bit versions of the above 32-bit counters.

-- objects all have the sanme basic semantics as their
-- 32-bit counterparts, however, their syntax has been

-- extended to 64 bits.

| 2t pDorai nSt at sCont r ol HCRxCOct et s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"Thi s object

Count er 64
read-only
current

is a 64-bit version of

| 2t pDorrai nSt at sCont r ol RxCct et s. ™
::={ |2t pDormai nSt at sentry 18 }

| 2t pDorai nSt at sCont r ol HCRxPkt s OBJECT- TYPE

SYNTAX

Caves, et. al.
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorai nSt at sCont r ol RxPkts. "
2= { | 2tpDomai nStatsentry 19 }

| 2t pDorai nSt at sCont r ol HCTxCOct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorrai nSt at sCont rol TxCctets. ™
::={ |2t pDormai nSt at sentry 20 }

| 2t pDorai nSt at sCont r ol HCTxPkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorai nSt at sCont rol TxPkts. "
.= { | 2tpDomai nStat sentry 21 }

| 2t pDorai nSt at sPayl oadHCRxCOct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorrai nSt at sPayl oadRxCct et s. ™
::={ |2t pDormai nSt at sentry 22 }

| 2t pDorai nSt at sPayl oadHCRxPkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorai nSt at sPayl oadRxPkt s. "
::={ |2t pDonmai nStat sentry 23 }

| 2t pDorai nSt at sPayl oadHCRxDi scs OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This object is a 64-bit version of
| 2t pDorrai nSt at sPayl oadRxDi scs. "
::={ |2t pDormai nSt at sentry 24 }

| 2t pDorai nSt at sPayl oadHCTxCOct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDorai nSt at sPayl oadTxCct et s. ™
2= { | 2tpDomai nStat sentry 25 }

| 2t pDorai nSt at sPayl oadHCTxPkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is a 64-bit version of
| 2t pDomai nSt at sPayl oadTxPkt s. "
::={ |2t pDormai nSt at sentry 26 }

-- The L2TP Tunnel Configuration Tabl e

| 2t pTunnel Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2t pTunnel Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The L2TP tunnel configuration table. This
tabl e contains objects that can be used to
(re)configure the operational characteristics
of a single L2TP tunnel. There is a 1-1
correspondence between conceptual rows of
this table and conceptual rows of the
| 2t pTunnel St at sTable. Entries in this table
have the same persistency characteristics as
that of the tunnel ConfigTable."

REFERENCE " RFC 2667"
i={ 12tpQbjects 4}

| 2t pTunnel Confi gEntry OBJECT- TYPE

SYNTAX L2t pTunnel Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"A L2TP tunnel interface configuration entry.
Entries in this table come and go as a result
of protocol interactions or on managenent
operations. The latter occurs when a row is
instantiated in the tunnel ConfigTable row
and the encapsul ation nethod is 'I2tp’."

REFERENCE " RFC 2667"
I NDEX { | 2t pTunnel Confi gl flndex }

{ 1 2tpTunnel ConfigTable 1 }

L2t pTunnel Confi gEntry ::=
SEQUENCE {

| 2t pTunnel Confi gl f | ndex
I nt erfacel ndex,

| 2t pTunnel Confi gDomai nl d
SnnpAdmi nString,

| 2t pTunnel Confi gAut h
| NTEGER

| 2t pTunnel Confi gSecr et
SnnpAdmi nStri ng,

| 2t pTunnel Confi gSecurity

| NTEGER
| 2t pTunnel Confi gHel | ol nt erva
| nt eger 32,
| 2t pTunnel Confi gl dl eTi meout
I nt eger 32,
| 2t pTunnel Confi gCont r ol RAS
I nt eger 32,
| 2t pTunnel Confi gCont r ol MaxRet x
| nt eger 32,
| 2t pTunnel Confi gContr ol MaxRet xTO
| nt eger 32,
| 2t pTunnel Confi gPayl oadSeq
| NTEGER

| 2t pTunnel Confi gReassenbl yTO
L2t pM | | i Seconds,
| 2t pTunnel Confi gTransport

| NTEGER,
| 2t pTunnel Confi gDrai nTunne
Tr ut hval ue,
| 2t pTunnel Confi gPr oxyPPPAuUt h
Tr ut hval ue
}
| 2t pTunnel Confi gl f 1 ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
al . St andards Track
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DESCRI PTI ON
"This value for this object is equal to the value
of iflndex of the Interfaces MB for tunne
interfaces of type L2TP."
::={ |2t pTunnel ConfigEntry 1 }

| 2t pTunnel Confi gDormai nl d OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (1..80))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The tunnel domain that this tunnel bel ongs

to. A LNS tunnel endpoint will typically inherit
this value fromthe endpoint domain table. A

LAC may be provided with this information during
tunnel setup. Wen a zero length string is returned
this tunnel does not belong belong to any particul ar
domai n. "

1= { |2tpTunnel ConfigEntry 2 }

| 2t pTunnel Confi gAut h OBJECT- TYPE

SYNTAX | NTECER {
none(1),
sinmpl e(2),
chal | enge(3)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object describes how L2TP tunnel peers are
to be authenticated. The value 'sinple’ indicates
that peers are authenticated sinply by their host
nane as described in the Host Nanme AVP. The val ue
"chal l enge’ indicates that all peers are chall enged
to prove their identification. This nmechanismis
described in the L2TP protocol. This object cannot
be nodified when the tunnel is in a connecting or
connected state.”

DEFVAL { none }
::={ |2t pTunnel ConfigEntry 3 }

| 2t pTunnel Confi gSecret OBJECT- TYPE

SYNTAX SnimpAdmi nString (SIZE (0..255))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object is used to configure the shared secret
used during the tunnel authentication phase of
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tunnel establishnent. This object cannot be nodified
when the tunnel is in a connecting or connected
state. This object MJST be accessible only via
requests using both authentication and privacy.
The agent MJST report an enpty string in response
to get, get-next and get-bul k requests.”

1= { |2tpTunnel ConfigEntry 4 }

| 2t pTunnel Confi gSecurity OBJECT- TYPE

SYNTAX | NTECER ({
none(1),
other(2),
i psec(3)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Thi s object defines whether this tunnel is to be
secured. The value of ’ipSec’ indicates that all
tunnel packets, control and session, have IP
Security headers. The type of IP Security headers
(AH, ESP etc) and how they are further described
is outside the scope of this docunent. This object
cannot be nodified when the tunnel is in a connecting
or connected state."

DEFVAL { none }
::={ | 2tpTunnel ConfigEntry 5 }

| 2t pTunnel Confi gHel | ol nterval OBJECT- TYPE

SYNTAX I nteger32 (0..3600)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object defines the interval in which Hello
(or keep-alive) packets are to be sent to the
tunnel peer. The value zero effectively disables
the sending of Hello packets. Modifications to this
obj ect have i mmedi ate effect.”
DEFVAL { 60 }
::={ |2t pTunnel ConfigEntry 6 }

| 2t pTunnel Confi gl dl eTi neout OBJECT- TYPE

SYNTAX I nteger32 (-1..86400)
UNI TS "seconds"”

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
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"Thi s object defines the period of tine that an
established tunnel with no sessions will wait
bef ore di sconnecting the tunnel. A value of
zero indicates that the tunnel will disconnect
imedi ately after the | ast session disconnects.
A value of -1 |leaves the tunnel up indefinitely.
Modi fications to this object have i mediate
effect.”

DEFVAL { 0 }
::={ |2t pTunnel ConfigEntry 7 }

| 2t pTunnel Confi gCont r ol RWN6 OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object defines the control channel receive
wi ndow size. It specifies the maxi mum nunber of
packets the tunnel peer can send wi thout waiting
for an acknow edgenment fromthis peer. This object
cannot be nodified when the tunnel is in a con-
necting or connected state."
DEFVAL { 4}
::={ |2t pTunnel ConfigEntry 8 }

| 2t pTunnel Confi gCont r ol MaxRet x OBJECT- TYPE

SYNTAX I nteger32 (0..32)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Thi s object defines the nunber of retransm ssions
which the tunnel will attenpt before assum ng that

the peer is no |onger responding. A value of zero
indicates that this peer will not attenpt to
retransmt an unacknow edged control packet.
Modi fications to this object have i mediate
effect.”

DEFVAL { 5}

::={ |2t pTunnel ConfigEntry 9 }

| 2t pTunnel Confi gCont r ol MaxRet xTO OBJECT- TYPE

Caves,

et.

SYNTAX Integer32 (1..32)
UNI TS "seconds"

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

2002

"This object defines the maxi mumretransm ssion tineout

interval which the tunnel will wait before retrans-
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mtting a control packet that has not been acknow edged.
Modifications to this object have i medi ate effect."”
DEFVAL { 16 }
::={ | 2tpTunnel ConfigEntry 10 }

| 2t pTunnel Confi gPayl oadSeq OBJECT- TYPE

SYNTAX I NTEGER {
onDemand( 1),
never (2),
al ways(3)
}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Thi s object determ nes whether or not session payl oad
packets will be requested to be sent with sequence
nunbers fromtunnel peers belonging to this domain.
The val ue onDenmand(1l) allows the L2TP i npl ementati on
to initiate payl oad sequenci ng when necessary based
on local information (e.g: during LCP/NCP negotiations
or for CCP). The val ue never(2) indicates that L2TP
will never initiate sequencing but will do sequencing
i f asked. The value always(3) indicates that L2TP
will send the Sequencing Required AVP during session
establishment. Mddifications to this object have
i medi ate effect.”

DEFVAL { onDenand }
::={ | 2tpTunnel ConfigEntry 11 }

| 2t pTunnel Confi gReassenbl yTO OBJECT- TYPE

SYNTAX L2t pM I 1i Seconds
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object defines the nunber of mlliseconds that
this tunnel will wait before processing payl oad packets
that were received out of sequence (which are waiting
for the packet(s) to put themin sequence). A |ow value
i ncreases the chance of del ayed packets to be di scarded
(whi ch MAY cause the PPP deconpression engine to
reset) while a high value nmay cause nore queui ng and
possi bly degrade throughput if packets are truly | ost.
The default value for this object is zero which wll
result in all delayed packets being lost. Modifications
to this object have inmedi ate effect.™

DEFVAL { 0 }
::={ | 2tpTunnel ConfigEntry 12 }
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| 2t pTunnel Confi gTransport OBJECT- TYPE

SYNTAX I NTEGER {
other(1),
none(2),
udpl p(3),
franeRel ay(4),
at m( 5)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"This object defines the underlying transport nedia

that is in use for this tunnel entry. Different tunne
transports nmay define M B extensions to the L2TP tunne
table to realize the transport |ayer. For exanple if the
val ue of this object is "udplp then the value of iflndex
for this table may be used to determne state fromthe

| 2t pUdpSt at sTabl e. Thi s obj ect cannot be nodified when
the tunnel is in a connecting or connected state."

{ 12tpTunnel ConfigEntry 13 }

| 2t pTunnel Confi gDrai nTunnel OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

DEF

"Setting this object to "true’ will prevent any new
session frombeing either initiated or accepted but
does NOT di sconnect any active sessions for this
tunnel. Note that when this occurs the
| 2t pTunnel St at sDr ai ni ngTunnel status object of
this tunnel should reflect that it is ’'draining
To cancel a drain this object should be set to
false(2). Setting this object to false(2) when
the L2TP objects |2t pDrai nTunnel s or
| 2t pDomai nConfi gDrai nTunnel s is true(1l) has
no affect, this tunnels will continue to drain."

VAL { false }

{ 12tpTunnel ConfigEntry 14 }

| 2t pTunnel Confi gPr oxyPPPAuUt h OBJECT- TYPE

Caves,

SYNTAX Tr ut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

al .

"This object is used to configure the sending
or acceptance of the session PPP Proxy
Aut hentication AVP's on the LAC or LNS."
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DEFVAL { true }
::={ | 2tpTunnel ConfigEntry 15 }

The L2TP Tunnel Status and Statisticss Table

| 2t pTunnel St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2t pTunnel StatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The L2TP tunnel status and statistics table. This
tabl e contains objects that can be used to describe
the current status and statistics of a single L2TP
tunnel. There is a 1-1 correspondence between
conceptual rows of this table and conceptual rows of
the | 2t pTunnel Confi gTabl e. "

:={ 12tpObjects 5}

| 2t pTunnel St at sentry OBJECT- TYPE

SYNTAX L2t pTunnel St at seEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An L2TP tunnel interface stats entry."
AUGMENTS { | 2t pTunnel Confi gEntry }
::={ | 2tpTunnel StatsTable 1 }

L2t pTunnel StatsEntry :: =

Caves,

et.

SEQUENCE {

| 2t pTunnel St at sLocal TI D
I nt eger 32,

| 2t pTunnel St at sRenot eTl D
I nt eger 32,

| 2t pTunnel St at sSt at e
| NTEGER,

| 2t pTunnel Statslnitiated
| NTEGER,

| 2t pTunnel St at sRenot eHost Nane
SnnpAdmi nStri ng,

| 2t pTunnel St at sRenot eVendor Nane
SnnpAdmi nStri ng,

| 2t pTunnel St at sRenot eFi r mwar eRev
I nt eger 32,

| 2t pTunnel St at sRenot ePr ot ocol Ver
CCTET STRI NG
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| 2t pTunnel St at sl ni ti al Renot eRWS
I nt eger 32,

| 2t pTunnel St at sBear er Caps
| NTEGER,

| 2t pTunnel St at sFram ngCaps
| NTEGER

| 2t pTunnel St at sCont r ol RxPkt s
Count er 32,

| 2t pTunnel St at sCont r ol RxZLB
Counter 32,

| 2t pTunnel St at sCont r ol Qut OF Seq
Count er 32,

| 2t pTunnel St at sCont r ol Qut OF W n
Count er 32,

| 2t pTunnel St at sCont r ol TxPkt s
Counter 32,

| 2t pTunnel St at sCont r ol TxZLB
Count er 32,

| 2t pTunnel St at sCont r ol AckTO
Count er 32,

| 2t pTunnel St at sCur r ent Renot eRWS
Gauge3?2,

| 2t pTunnel St at sTxSeq
| nt eger 32,

| 2t pTunnel St at sTxSeqAck
I nt eger 32,

| 2t pTunnel St at sSRxSeq
I nt eger 32,

| 2t pTunnel St at sRxSegqAck
| nt eger 32,

| 2t pTunnel St at sTot al Sessi ons
Count er 32,

| 2t pTunnel St at sFai | edSessi ons
Count er 32,

| 2t pTunnel St at sActi veSessi ons
Gauge32,

| 2t pTunnel St at sLast Resul t Code
| nt eger 32,

| 2t pTunnel St at sLast Er r or Code
I nt eger 32,

| 2t pTunnel St at sLast Err or Message
SnnpAdmi nStri ng,

| 2t pTunnel St at sDr ai ni ngTunne

Tr ut hVval ue
}
| 2t pTunnel St at sLocal TI D OBJECT- TYPE
SYNTAX I nteger32 (0..65535)
al . St andards Track
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the local tunnel ldentifier."
REFERENCE " RFC 2661, Section 3.1"
o= { | 2tpTunnel StatsEntry 1 }

| 2t pTunnel St at sRenot eTI D OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the renote tunnel ldentifier.'
REFERENCE "RFC 2661, Section 3.1"
::={ | 2tpTunnel StatsEntry 2 }

| 2t pTunnel StatsState OBJECT- TYPE
SYNTAX | NTEGER {
tunnel 1 dl e(1),
t unnel Connecti ng(2),
tunnel Est abl i shed(3),
tunnel Di sconnecti ng(4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field contains the current state of the
control tunnel."
::={ | 2tpTunnel StatsEntry 3 }

| 2t pTunnel Statslnitiated OBJECT- TYPE

SYNTAX I NTEGER {
| ocal ly(1),
renotel y(2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates whether the tunnel was
initiated locally or by the renote tunnel peer."
::={ | 2tpTunnel StatsEntry 4 }

| 2t pTunnel St at sRenot eHost Name OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Thi s object contains the host name as di scovered
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during the tunnel establishnent phase (via the Host
Nanme AVP) of the L2TP peer. If the tunnel is idle
this object should maintain its value fromthe | ast
time it was connected. "

::={ | 2tpTunnel StatsEntry 5 }

| 2t pTunnel St at sRenot eVendor Name OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object identifies the vendor nane of the peer’s
L2TP i nplenmentation. If the tunnel is idle this
obj ect should maintain its value fromthe last time
it was connected.”

::={ | 2tpTunnel StatsEntry 6 }

| 2t pTunnel St at sRenot eFi r mvar eRev OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the tunnel peer’s firnmnare
revision nunber. If the tunnel is idle this object
should maintain its value fromthe last tine it
was connected."

::={ | 2tpTunnel StatsEntry 7 }

| 2t pTunnel St at sRenot ePr ot ocol Ver OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(2))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object describes the protocol version and
revision of the tunnel peers inplenentation. The
first octet contains the protocol version. The
second octet contains the protocol revision."

::={ | 2tpTunnel StatsEntry 8 }

| 2t pTunnel St at sl niti al Renot eRWs OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the initial renote peer’s
recei ve wi ndow size as indicated by the tunnel peer
(in the RWs AVP) during the tunnel establishnent
phase. If the tunnel is idle this object should
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maintain its value fromthe last tine it was
connected. "
2= { | 2tpTunnel StatsEntry 9 }

| 2t pTunnel St at sBear er Caps OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
digital (2),
anal og(3),
di gi t al Anal og(4)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object describes the Bearer Capabilities of
the tunnel peer. If the tunnel is idle this object
should maintain its value fromthe last tine it was
connected. "

c:={ | 2tpTunnel StatsEntry 10 }

| 2t pTunnel St at sFram ngCaps OBJECT- TYPE

SYNTAX I NTEGER {
none(1),
sync(2),
async(3),
syncAsync(4)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object describes the Franming Capabilities of
the tunnel peer. If the tunnel is idle this object
should maintain its value fromthe last tinme it was
connected. "

::={ | 2tpTunnel StatsEntry 11 }

| 2t pTunnel St at sCont r ol RxPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the nunber of control packets
received on the tunnel."
::={ | 2tpTunnel StatsEntry 12 }

| 2t pTunnel St at sCont r ol RxZLB OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"This object returns a count of the nunmber of Zero
Length Body control packet acknow edgenent packets
that were received."
::={ | 2tpTunnel StatsEntry 13 }

| 2t pTunnel St at sCont r ol Qut Of Seq OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns a count of the nunber of
control packets that were not received in the
correct order (as per the sequence nunber)
on this tunnel including out of w ndow
packets."

c:={ | 2tpTunnel StatsEntry 14 }

| 2t pTunnel St at sCont r ol Qut OF W n OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the nunber of control
packets that were received outside of the
of fered receive window. It is inplenentation
specific as to whether these packets are queued
or discarded.”

::={ | 2tpTunnel StatsEntry 15 }

| 2t pTunnel St at sCont r ol TxPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the nunber of control
packets that were transmitted to the tunnel
peer."

::={ | 2tpTunnel StatsEntry 16 }

| 2t pTunnel St at sCont rol TxZLB OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the nunber of Zero Length
Body control packets transnmitted to the tunnel
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peer."
::={ | 2tpTunnel StatsEntry 17 }

| 2t pTunnel St at sCont r ol AckTO OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns a count of the nunber of

control packet tineouts due to the lack of a

tinmely acknow edgenent fromthe tunnel peer."
::={ | 2tpTunnel StatsEntry 18 }

| 2t pTunnel St at sCur r ent Renot eRWS OBJECT- TYPE

SYNTAX Gauge32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the current renpte receive
wi ndow si ze as determ ned by the | ocal flow
control mechani sm enpl oyed. "

::={ | 2tpTunnel StatsEntry 19 }

| 2t pTunnel St at sTxSeq OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the next send sequence numrber
for the control channel."
c:={ |2tpTunnel StatsEntry 20 }

| 2t pTunnel St at sTxSeqAck OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the send sequence nunber that
the tunnel peer has acknow edged for the control
channel . The flow control state can be determ ned
by subtracting the |2tpTunnel StatsTxSeq from
| 2t pTunnel St at sTxSeqAck and conparing this val ue
to | 2t pTunnel St at sCurrent Renot eRWS (taking into
consi derati on sequence nunber wraps)."”

:={ | 2tpTunnel StatsEntry 21 }

| 2t pTunnel St at sRxSeq OBJECT- TYPE
SYNTAX I nteger32 (0..65535)
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the next receive sequence
nunber expected to be received on this contro
channel . "

c:={ | 2tpTunnel StatsEntry 22 }

| 2t pTunnel St at sSRxSeqAck OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the |last receive sequence
nunber that was acknow edged back to the tunnel
peer for the control channel."

::={ | 2tpTunnel StatsEntry 23 }

| 2t pTunnel St at sTot al Sessi ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains the total nunber of sessions

that this tunnel has successfully connected through

to its tunnel peer since this tunnel was created."
:={ | 2tpTunnel StatsEntry 24 }

| 2t pTunnel St at sFai | edSessi ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the total nunber of sessions
that were initiated but failed to reach the
est abl i shed phase. "

c:={ | 2tpTunnel StatsEntry 25 }

| 2t pTunnel St at sActi veSessi ons OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the total nunber of sessions
in the established state for this tunnel."
::={ | 2tpTunnel StatsEntry 26 }

| 2t pTunnel St at sLast Resul t Code OBJECT- TYPE
St andards Track
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SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the last value of the result
code as described in the Result Code AVP which
caused the tunnel to disconnect."”

:={ | 2tpTunnel StatsEntry 27 }

| 2t pTunnel St at sLast Err or Code OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the |last value of the error
code as described in the Result Code AVP which
caused the tunnel to disconnect."

::={ | 2tpTunnel StatsEntry 28 }

| 2t pTunnel St at sLast Err or Message OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Thi s object contains the |ast value of the optional
message as described in the Result Code AVP which
caused the tunnel to disconnect."”

::={ | 2tpTunnel StatsEntry 29 }

| 2t pTunnel St at sDr ai ni ngTunnel OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates if this tunnel is draining
of f sessions. This object will return false(2) when
the tunnel is not draining sessions or after the
| ast session has di sconnected when the tunnel is in
the draining state.™

::={ | 2tpTunnel StatsEntry 30 }

-- { I 2tpQhjects 6 } reserved for future use

-- The L2TP Session Status and Statistics Table
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| 2t pSessi onSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF L2t pSessi onStat seEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The L2TP session status and statistics table. This
tabl e contains the objects that can be used to
describe the current status and statistics of a
single L2TP tunnel ed session.”

= 12tpObjects 7 }

| 2t pSessi onSt at sEntry OBJECT- TYPE

SYNTAX L2t pSessi onSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An L2TP session interface stats entry."
I NDEX { | 2t pSessi onSt at sTunnel | f I ndex,
| 2t pSessi onSt at sLocal SID }
:={ | 2tpSessionStatsTable 1 }

L2t pSessionStatsEntry ::=

Caves,

et.

SEQUENCE {

| 2t pSessi onSt at sTunnel | f | ndex
I nt erfacel ndex,

| 2t pSessi onSt at sl f | ndex
I nt erfacel ndex,

| 2t pSessi onSt at sLocal SI D
I nt eger 32,

| 2t pSessi onSt at sRenot eSI D
I nt eger 32,

| 2t pSessi onSt at sUser Nare
SnnpAdmi nStri ng,

| 2t pSessi onStat sSt ate

| NTEGER,

| 2t pSessi onSt at sCal | Type
| NTEGER,

| 2t pSessi onSt at sCal | Seri al Nunber
Unsi gned32,

| 2t pSessi onSt at sTxConnect Speed
Unsi gned32,

| 2t pSessi onSt at sRxConnect Speed
Unsi ghed32,

| 2t pSessi onSt at sCal | Bear er Type
| NTEGER,

| 2t pSessi onSt at sFram ngType
| NTEGER,

| 2t pSessi onSt at sPhysChanl d
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Unsi ghed32,

| 2t pSessi onSt at sDNI S
SnnpAdmi nStri ng,

| 2t pSessi onSt at sCLI D
SnnpAdmi nStri ng,

| 2t pSessi onSt at sSubAddr ess
SnnpAdmi nStri ng,

| 2t pSessi onSt at sPri vat eG oupl D
SnnpAdmi nStri ng,

| 2t pSessi onSt at sProxylLcp

August 2002

Tr ut hval ue,
| 2t pSessi onSt at sAut hMet hod
| NTEGER,
| 2t pSessi onSt at sSequenci ngSt at e
| NTEGER,
| 2t pSessi onSt at sQut Sequence
Count er 32,
| 2t pSessi onSt at sReassenbl yTO
Count er 32,
| 2t pSessi onSt at sTxSeq
I nt eger 32,
| 2t pSessi onSt at sSRxSeq
I nt eger 32
}
| 2t pSessi onSt at sTunnel | f 1 ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This object identifies the session’s associated

L2TP tunnel iflndex val ue."
{ I 2tpSessionStatsEntry 1 }

| 2t pSessi onSt at sl f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object identifies the iflndex value of the

interface from which PPP packets are bei ng tunnel ed.

For exanple this could be a DSO iflndex on a

LAC or it would be the PPP iflndex on the LNS."

{ | 2tpSessionStatsEntry 2 }

| 2t pSessi onSt at sLocal SI D OBJECT- TYPE

Caves, et.
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STATUS current
DESCRI PTI ON
"This object contains the |ocal assigned session
identifier for this session."”
REFERENCE " RFC 2661, Section 3.1"
.= { | 2tpSessionStatsEntry 3 }

| 2t pSessi onSt at sRenot eSI D OBJECT- TYPE

SYNTAX Integer32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the renpte assigned session
identifier for this session. Wien a session is
starting this value may be zero until the renmpte
tunnel endpoint has responded."”

REFERENCE " RFC 2661, Section 3.1"
.= { | 2tpSessionStatsEntry 4 }

| 2t pSessi onSt at sUser Nane OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object identifies the peer session name on
this interface. This is typically the | ogin name
of the renote user. If the user name is unknown to
the | ocal tunnel peer then this object will contain
a null string."

.= { | 2tpSessionStatsEntry 5 }

| 2t pSessi onStat sSt at e OBJECT- TYPE
SYNTAX I NTEGER {
sessionldle(l),
sessi onConnecti ng(2),
sessi onEst abl i shed(3),
sessi onDi sconnecti ng(4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object contains the current state of the
session."

::={ | 2tpSessionStatsEntry 6 }
| 2t pSessi onSt at sCal | Type OBJECT- TYPE

SYNTAX I NTEGER {
| acl ncom ng(1),
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I nsl ncom ng(2),
| acQut goi ng( 3),
| nsQut goi ng( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the type of call and the
role this tunnel peer is providing for this
session. For exanple, laclncom ng(1l) indicates
that this tunnel peer is acting as a LAC and
generated a I ncom ng-Call-Request to the tunnel
peer (the LNS). Note that tunnel peers can be
bot h LAC and LNS si mul taneously."

:={ | 2tpSessionStatsEntry 7 }

| 2t pSessi onSt at sCal | Seri al Nunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the serial nunber that has
been assigned to this session.”
.= { | 2tpSessionStatsEntry 8 }

| 2t pSessi onSt at sTxConnect Speed OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "bits per second”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object returns the [ast known transmt
baud rate for this session.”
::={ | 2tpSessionStatsEntry 9 }

| 2t pSessi onSt at sRxConnect Speed OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "bits per second”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object returns the |ast known receive
baud rate for this session established."
::={ | 2tpSessionStatsEntry 10 }

| 2t pSessi onSt at sCal | Bear er Type OBJECT- TYPE

SYNTAX I NTEGER {
none(1),
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MAX- ACCESS
STATUS
DESCRI PTI ON

L2TP Managenent

I nformati on Base
digital (2),
anal og(3)

read-only
current

"Thi s object describes the bearer type of this

session. "

:={ | 2tpSessionStatsEntry 11 }

| 2t pSessi onSt at sFram ngType OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"Thi s object
session.”

I NTEGER {
none(1),
sync(2),
async(3)

read-only
current

describes the franming type of this

::={ | 2tpSessionStatsEntry 12 }

| 2t pSessi onSt at sPhysChanl d OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"Thi s object

Unsi gnhed32
read-only
current

contai ns the physical channel

identifier for the session."”
c:={ | 2tpSessionStatsEntry 13 }

| 2t pSessi onSt at sDNI S
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"Thi s object

OBJECT- TYPE
SnnpAdmi nStri ng
read-only
current

identifies the D al ed Nunber

Information String that the LAC obtained from

the network for the session.
provi ded then a null

If no DNI S was
string will be returned.”

.= { | 2tpSessionStatsEntry 14 }

| 2t pSessi onSt at sCLI D
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

Caves, et. al.
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"This object identifies the Calling Line ID
that the LAC obtained fromthe network for
the session. If no CLID was provided then a
null string will be returned."”

::={ | 2tpSessionStatsEntry 15 }

| 2t pSessi onSt at sSubAddr ess OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object identifies the Sub Address that
the LAC obtained fromthe network for the
session. If no Sub Address was provi ded then
a null string will be returned.”

::={ | 2tpSessionStatsEntry 16 }

| 2t pSessi onSt at sPri vat eG oupl D OBJECT- TYPE

SYNTAX SnipAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object identifies the Private G oup
Identifier used for this tunnel ed session.
If no Private Group ldentifier was provided
then a null string will be returned."”

:={ | 2tpSessionStatsEntry 17 }

| 2t pSessi onSt at sProxyLcp OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the LAC perfornmed proxy LCP
for this session."
c:={ | 2tpSessionStatsEntry 18 }

| 2t pSessi onSt at sAut hMet hod OBJECT- TYPE
SYNTAX I NTECER ({

none(1),
text (2),
pppChap(3),
pppPap(4),
pPppEap(5),
pppMsChapVi(6),
pppMsChapV2(7),
ot her (8)

Caves, et. al. St andards Track [ Page 50]



RFC 3371 L2TP Managenent | nformati on Base August 2002

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains the proxy authentication
met hod enpl oyed by the LAC for the session. If
| 2t pSessi onProxyLcp is false(2) this object
shoul d not be interpreted.”

:={ | 2tpSessionStatsEntry 19 }

| 2t pSessi onSt at sSequenci ngSt at e OBJECT- TYPE

SYNTAX I NTEGER {
none(1),
renote(2),
| ocal (3),
bot h(4)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object defines which tunnel peers have
request ed payl oad sequenci ng. The val ue of
bot h(4) indicates that both peers have requested
payl oad sequencing."

::={ | 2tpSessionStatsEntry 20 }

| 2t pSessi onSt at sQut Sequence OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the total nunber of packets
received for this session which were received out
of sequence.™

::={ | 2tpSessionStatsEntry 21 }

| 2t pSessi onSt at sReassenbl yTO OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object returns the nunber of reassenbly
ti meouts that have occurred for this session."
c:={ | 2tpSessionStatsEntry 22 }

| 2t pSessi onSt at sTxSeq OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This object contains the next send sequence numnber
for for this session.”
::={ | 2tpSessionStatsEntry 23 }

| 2t pSessi onSt at sRxSeq OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the next receive sequence
nunber expected to be received on this session."
:={ | 2tpSessionStatsEntry 24 }

-- The L2TP Tunnel WMappi ng Tabl e

| 2t pTunnel MapTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF L2t pTunnel MapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The L2TP Tunnel index mapping table. This table
is intended to assist managenent applications
to quickly determ ne what the iflndex value is
for a given local tunnel identifier."

= { 12tpObjects 8 }

| 2t pTunnel MapEnt ry OBJECT- TYPE

SYNTAX L2t pTunnel MapEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An L2TP tunnel index nmap entry."
I NDEX { | 2t pTunnel MapLocal TID }
o= { | 2tpTunnel MapTable 1 }

L2t pTunnel MapEntry ::=
SEQUENCE {
| 2t pTunnel MapLocal TI D
I nt eger 32,
| 2t pTunnel Mapl f I ndex
I nterfacel ndex

}
| 2t pTunnel MapLocal TID  OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object contains the local tunnel ldentifier.'
REFERENCE " RFC 2661, Section 3.1"
o= { | 2tpTunnel MapEntry 1 }

| 2t pTunnel Mapl f | ndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This value for this object is equal to the value
of iflndex of the Interfaces MB for tunnel
interfaces of type L2TP."

::={ |2t pTunnel MapEntry 2 }

-- The L2TP Sessi on Mappi ng Tabl e

| 2t pSessi onMapTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF L2t pSessi onMapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The L2TP Session index mapping table. This table
is intended to assist managenent applications
to map interfaces to a tunnel and session
identifier."

= 12tpQbjects 9 }

| 2t pSessi onMapEnt ry OBJECT- TYPE
SYNTAX L2t pSessi onMapEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An L2TP Session index map entry."
I NDEX { | 2t pSessi onMapl f 1 ndex }
::={ |2tpSessi onMapTable 1 }

L2t pSessi onMapEntry :: =
SEQUENCE {
| 2t pSessi onMapl f | ndex
I nterfacel ndex,
| 2t pSessi onMapTunnel | f | ndex
I nt erfacel ndex,
| 2t pSessi onMvapLocal SI D
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I nt eger 32,
| 2t pSessi onMapSt at us
RowSt at us

}

| 2t pSessi onMapl f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object identifies the iflndex value of the

interface which is receiving or sending its packets
over an L2TP tunnel. For example this could be a DSO
iflndex on a LAC or a PPP iflndex on the LNS."

c:={ | 2tpSessi onMapEntry 1 }

| 2t pSessi onMapTunnel | f I ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object identifies the sessions associated
L2TP tunnel iflndex value. Wen this object is
set it provides a binding between a particul ar
interface identified by |2tpSessi onMapl fl ndex
to a particular tunnel."

1= { | 2tpSessi onMapEntry 2 }

| 2t pSessi onMapLocal SID OBJECT- TYPE

SYNTAX I nteger32 (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains the |ocal assigned session
identifier for this session."”
REFERENCE " RFC 2661, Section 3.1"
::={ 1 2tpSessi onMapEntry 3 }

| 2t pSessi onMapSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this session map entry."
2= { | 2tpSessi onMapEntry 4 }

-- { I'2tpl pUdphjects 1 } reserved for future use

Caves, et. al. St andards Track [ Page 54]



RFC 3371 L2TP Managenent | nformati on Base August 2002

-- The L2TP UDP/ I P Transport Status and Statistics Table

| 2t pUdpSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF L2t pUdpStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The L2TP UDP/I P transport stats table. This table
contains objects that can be used to describe the
current status and statistics of the UDP/IP L2TP
tunnel transport."”

i={ 1 2tpl pUdpObj ects 2 }

| 2t pUdpSt at sEntry OBJECT- TYPE
SYNTAX L2t pUdpSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An L2TP UDP/IP transport stats entry."
I NDEX { |2t pUdpStatslflndex }
:={ |2tpUdpStatsTable 1 }

L2t pUdpSt at sEntry :: =
SEQUENCE {

| 2t pUdpSt at sl f I ndex
I nt erfacel ndex,

| 2t pUdpSt at sPeer Por t
| nt eger 32,

| 2t pUdpSt at sLocal Port
I nt eger 32

}

| 2t pUdpSt at sl f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This value for this object is equal to the
val ue of iflndex of the Interfaces MB for
tunnel interfaces of type L2TP and which have
a L2TP transport of UDP/IP."
:={ 1 2tpUdpStatsEntry 1 }

| 2t pUdpSt at sPeer Por t OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"This object reflects the peer’s UDP port number
used for this tunnel. Wien not known a val ue of
zero should be returned.”
:={ I2tpUdpStatsEntry 2 }

| 2t pUdpSt at sLocal Port OBJECT- TYPE

SYNTAX I nt eger32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object reflects the local UDP port numnber
that this tunnel is bound to."
:={ 1 2tpUdpStatsEntry 3 }

-- Definition of generic L2TP notifications

| 2t pTunnel Aut hFai | ure NOTI FI CATI ON- TYPE

OBJECTS
| 2t pTunnel Statslniti at ed,
| 2t pTunnel St at sRenpt eHost Nane
}

STATUS current

DESCRI PTI ON

"A | 2t pTunnel AuthFailure trap signifies that an
attenpt to establish a tunnel to a renote peer
has failed authentication."

:={ |2tpNotifications 1 }

- - conformance i nfornation

| 2t pG oups OBJECT | DENTI FI ER ::
| 2t pConpl i ances OBJECT | DENTI FI ER ::

{ I 2t pConformance 1 }
{ 12t pConformance 2 }

-- conpliance statenents

| 2t pM BFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"When this MB is inplenmented with support for
read-create and read-wite, then such an
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i mpl erentation can claimfull conpliance. Such
an i npl ementation can then be both nonitored
and configured with this MB."

MODULE -- this nodul e

-- uncondi tionally mandatory groups
MANDATORY- GROUPS {
| 2t pConfi gG oup,
| 2t pSt at sG oup,
| 2t pTrapG oup

-- conditionally mandatory groups
GROUP | 2t pl pUdpG oup
DESCRI PTI ON
"This group is mandatory for inplenentations that
support L2TP over UDP/IP."

-- optional groups
GROUP | 2t pDormai nGr oup
DESCRI PTI ON
"This group is optional for L2TP devi ces that
group tunnel endpoints into tunnel donains."

-- optional Mapping G oup
GROUP | 2t pMappi ngG oup
DESCRI PTI ON
"This group is optional for L2TP devi ces that
provi de i ndex mappi ng."

-- optional Security Goup
GROUP | 2t pSecurityG oup
DESCRI PTI ON
"This group is optional for SNVP agents which support
bot h aut hentication and privacy of SNMP nessages for
t he managenent of L2TP keys."

-- optional Hi gh Capacity G oup
GROUP | 2t pHCPacket G oup
DESCRI PTI ON
"This group is mandatory for inplenentations that
support the |2t pDormai nGroup AND coul d potentially
overflow the L2TP Domain 32-bit counters is |ess
t han one hour."

::={ | 2tpConpliances 1}

| 2t pM BReadOnl yConpl i ance MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON
"When this MB is inplemented without support for
read-create and read-wite (i.e. in read-only node),
then such an i nplenentation can clai mread-only
conmpliance. Such an inpl enentati on can then be
moni tored but can not be configured with this MB."

MODULE -- this nodul e

-- uncondi tionally nandatory groups
MANDATORY- GROUPS {
| 2t pConfi gG oup,
| 2t pSt at sG oup,
| 2t pTrapG oup

OBJECT | 2t pAdni nSt ate
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT | 2t pDrai nTunnel s
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT | 2t pTunnel Confi gDomai nl d
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gHel I ol nt er val
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gl dl eTi neout
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pTunnel Confi gCont r ol R\S
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pTunnel Confi gCont r ol MaxRet x
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M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT | 2t pTunnel Confi gCont r ol MaxRet xTO
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gPayl oadSeq
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gReassenbl yTO
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gTr ansport
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pTunnel Confi gDrai nTunnel
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pTunnel Confi gPr oxyPPPAut h
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

-- conditionally mandatory groups
GROUP | 2t pl pUdpG oup
DESCRI PTI ON
"This group is mandatory for inplenmentations that
support L2TP over UDP/IP."

-- optional groups
GROUP | 2t pDormai nGr oup
DESCRI PTI ON
"This group is optional for L2TP devi ces that
group tunnel endpoints into tunnel domains."

OBJECT | 2t pDonai nConf i gAdmi nSt at e
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not required."

OBJECT | 2t pDonmai nConfi gDr ai nTunnel s
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pDomai nConfi gTunnel Hel | ol nt
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pDomai nConfi gTunnel 1 dl eTO
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pDonmai nConf i gCont r ol R\S
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pDomai nConfi gCont r ol MaxRet x
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pDonai nConf i gCont r ol MaxRet xTO
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pDonai nConf i gPayl oadSeq
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pDomai nConf i gReassenbl yTO
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pDonmai nConf i gPr oxyPPPAut h
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT | 2t pDonai nConfi gSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT | 2t pDomai nConfi gSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

-- optional Mapping G oup
GROUP | 2t pMappi ngG oup
DESCRI PTI ON
"This group is optional for L2TP devi ces that
provi de i ndex mappi ng."

OBJECT | 2t pSessi onMapTunnel | f 1 ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT | 2t pSessi onMapSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

-- optional Security Goup
GROUP | 2t pSecurityG oup
DESCRI PTI ON
"This group is optional for SNWP agents which support
bot h aut henticati on and privacy of SNMP nessages for
the managenment of L2TP keys."

OBJECT | 2t pDonai nConfi gAut h
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT | 2t pDonmai nConfi gSecr et
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT | 2t pDomai nConfi gTunnel Security
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT | 2t pTunnel Confi gAut h
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT | 2t pTunnel Confi gSecr et
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT | 2t pTunnel Confi gSecurity
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

-- optional Hi gh Capacity G oup
GROUP | 2t pHCPacket Gr oup
DESCRI PTI ON
"This group is mandatory for inplenentations that
support the | 2t pDomai nGroup AND coul d potentially
overflow the L2TP Domain 32-bit counters is |ess
t han one hour."

o= { |2tpConpliances 2}
-- units of conformance

| 2t pConfi gG oup OBJECT- GROUP
OBJECTS {
| 2t pAdmi nSt at e,
| 2t pDr ai nTunnel s,
| 2t pTunnel Confi gDomai nl d,
| 2t pTunnel Confi gHel | ol nt erval
| 2t pTunnel Confi gl dl eTi neout,
| 2t pTunnel Confi gCont r ol R\,
| 2t pTunnel Confi gCont r ol MaxRet X,
| 2t pTunnel Confi gCont r ol MaxRet xTO,
| 2t pTunnel Confi gPayl oadSeq,
| 2t pTunnel Confi gReassenbl yTQO,
| 2t pTunnel Confi gTransport,
| 2t pTunnel Confi gDr ai nTunnel ,
| 2t pTunnel Confi gPr oxyPPPAut h

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration
i nformati on of the L2TP protocol, tunnels and
sessions. "
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i={ 12tpGoups 1}

| 2t pSt at sG oup OBJECT- GROUP
OBJECTS {
| 2t pPr ot ocol Ver si ons,
| 2t pVendor Nane,
| 2t pFi r mnar eRev,
| 2t pDr ai ni ngTunnel s,
| 2t pTunnel St at sLocal TI D,
| 2t pTunnel St at sRenot eTl D,
| 2t pTunnel St at sSt at e,
| 2t pTunnel Statslniti at ed,
| 2t pTunnel St at sRenot eHost Nane,
| 2t pTunnel St at sRenot eVendor Narme,
| 2t pTunnel St at sRenot eFi r mvar eRev,
| 2t pTunnel St at sRenot ePr ot ocol Ver,
| 2t pTunnel St at sl ni ti al Renot eRWS,
| 2t pTunnel St at sBear er Caps,
| 2t pTunnel St at sFram ngCaps,
| 2t pTunnel St at sCont r ol RxPkt s,
| 2t pTunnel St at sCont r ol RxZLB,
| 2t pTunnel St at sCont r ol Qut O Seq,
| 2t pTunnel St at sCont r ol Qut OF W n,
| 2t pTunnel St at sCont r ol TxPkt s,
| 2t pTunnel St at sCont r ol TxXZLB,
| 2t pTunnel St at sCont r ol AckTO,
| 2t pTunnel St at sCur r ent Renot eRWS,
| 2t pTunnel St at sTxSeq,
| 2t pTunnel St at sTxSegAck,
| 2t pTunnel St at sRxSeq,
| 2t pTunnel St at sSRxSeqAck,
| 2t pTunnel St at sTot al Sessi ons,
| 2t pTunnel St at sFai | edSessi ons,
| 2t pTunnel St at sActi veSessi ons,
| 2t pTunnel St at sLast Resul t Code,
| 2t pTunnel St at sLast Er r or Code,
| 2t pTunnel St at sLast Err or Message,
| 2t pTunnel St at sDr ai ni ngTunnel
| 2t pSessi onSt at sl f | ndex,
| 2t pSessi onSt at sRenot eS| D,
| 2t pSessi onSt at sUser Nanre,
| 2t pSessi onSt at sSt at e,
| 2t pSessi onSt at sCal | Type,
| 2t pSessi onSt at sCal | Seri al Nunber,
| 2t pSessi onSt at sTxConnect Speed,
| 2t pSessi onSt at sRxConnect Speed,
| 2t pSessi onSt at sCal | Bear er Type,
| 2t pSessi onSt at sFram ngType,
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| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi
| 2t pSessi

}

STATUS
DESCRI PTI ON
"A collection of objects providing status and

I nformati on Base

onSt at sPhysChanl d,
onSt at sDNI S,

onSt at sCLI D,

onSt at sSubAddr ess,
onSt at sPrivat eG oupl D,
onSt at sProxylLcp,

onSt at sAut hvet hod,
onSt at sSequenci ngSt at e,
onSt at sCut Sequence,
onSt at sReassenbl yTO,
onSt at sTxSeq,

onSt at sRxSeq

current

August 2002

statistics of the L2TP protocol, tunnels and
sessions. "

i={ |2tpGoups 2}

| 2t pl pUdpG oup OBJECT- GROUP
OBJECTS {
| 2t pUdpSt at sPeer Port
| 2t pUdpSt at sLocal Port

}

STATUS
DESCRI PTI ON
"A collection of objects providing status and

statistics of the L2TP UDP/IP transport |ayer."
:={ 12tpGoups 3}

current

| 2t pDormai NG oup OBJECT- GROUP
OBJECTS {

Caves,

et.

al .

| 2t pDonai
| 2t pDonai
| 2t pDomai
| 2t pDorai
| 2t pDorrai
| 2t pDorrai
| 2t pDonai
| 2t pDonai
| 2t pDorai
| 2t pDorai
| 2t pDorrai
| 2t pDorrai
| 2t pDonai
| 2t pDonai
| 2t pDorai

nConf i gAdm nSt at e,
nConfi gDrai nTunnel s,
nConfi gTunnel Hel | ol nt,
nConfi gTunnel | dl eTQ,
nConf i gCont r ol RS,
nConf i gCont r ol MaxRet x,
nConf i gCont r ol MaxRet xTQ,
nConf i gPayl oadSeq,
nConfi gReassenbl yTO,
nConf i gPr oxyPPPAut h,
nConf i gSt or ageType,
nConf i gSt at us,

nSt at sTot al Tunnel s,
nSt at sFai | edTunnel s,
nSt at sFai | edAut hs,
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| 2t pDomai nSt at sActi veTunnel s,

| 2t pDorai nSt at sTot al Sessi ons,

| 2t pDorai nSt at sFai | edSessi ons,
| 2t pDorai nSt at sAct i veSessi ons,
| 2t pDorai nSt at sDr ai ni ngTunnel s,
| 2t pDomai nSt at sCont r ol RxCct et s,
| 2t pDomai nSt at sCont r ol RxPkt s,

| 2t pDorai nSt at sCont r ol TxCct et s,
| 2t pDorai nSt at sCont r ol TxPkt s,

| 2t pDorai nSt at sPayl oadRxCct et s,
| 2t pDorai nSt at sPayl oadRxPkt s,

| 2t pDomai nSt at sPayl oadRxDi scs,
| 2t pDomai nSt at sPayl oadTxCct et s,
| 2t pDorai nSt at sPayl oadTxPkt s

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration,
status and statistics of L2TP tunnel donains."
= 12tpGoups 4}

| 2t pMappi ngG oup OBJECT- GROUP
OBJECTS {
| 2t pTunnel Mapl f | ndex,
| 2t pSessi onMapTunnel | f I ndex,
| 2t pSessi onMapLocal SI D,
| 2t pSessi onMapSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing index mapping."
= 12tpGoups 5}

| 2t pSecurityG oup OBJECT- GROUP
OBJECTS {
| 2t pDonmai nConf i gAut h,
| 2t pDomai nConfi gSecr et ,
| 2t pDorai nConfi gTunnel Security,
| 2t pTunnel Confi gAut h,
| 2t pTunnel Confi gSecret,
| 2t pTunnel Confi gSecurity

}
STATUS current
DESCRI PTI ON
"A collection of objects providing L2TP security
configuration."
:={ 12tpGoups 6 }
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| 2t pTrapG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
| 2t pTunnel Aut hFai | ure

}
STATUS current
DESCRI PTI ON
"A collection of L2TP trap events as specified
i n NOTI FI CATI ON- TYPE constructs. ™
= 12tpGoups 7 }

| 2t pHCPacket G- oup OBJECT- GROUP
OBJECTS {

| 2t pDomai nSt at sCont r ol HCRxCct et s,
| 2t pDorrai nSt at sCont r ol HCRx Pkt s,
| 2t pDorrai nSt at sCont r ol HCTxCct et s,
| 2t pDomai nSt at sCont r ol HCTx Pkt s,
| 2t pDorai nSt at sPayl oadHCRxCct et s,
| 2t pDomai nSt at sPayl oadHCRx Pkt s,
| 2t pDomai nSt at sPayl oadHCRxDi scs,
| 2t pDorrai nSt at sPayl oadHCTxCct et s,
| 2t pDorai nSt at sPayl oadHCTxPkt s

}
STATUS current
DESCRI PTI ON
"A collection of objects providing H gh Capacity
64-bit counter objects."
:={ 12tpGoups 8}

END
5.0 Security Considerations

This M B contains readabl e obj ects whose val ues provide information
related to L2TP tunnel interfaces. There are also a nunber of

obj ects that have a MAX- ACCESS cl ause of read-wite and/or read-
create, such as those which allow an adninistrator to dynamcally
configure tunnels.

VWi | e unaut hori zed access to the readable objects is relatively

i nnocuous, unauthorized access to the wite-able objects could cause
a denial of service, or could cause unauthorized creation and/or
mani pul ati on of tunnels. Hence, the support for SET operations in a
non- secure environnment w thout proper protection can have a negative
ef fect on network operations.
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SNWPv1l by itself is such an insecure environment. Even if the
network itself is secure (for exanple by using | PSec [ RFC2401]), even
then, there is no control as to who on the secure network is all owed
to access and SET (change/create/delete) the objects in this MB.

If the agent allows configuring keys (for exanple the

| 2t pDormai nConfi gSecret object) via SNMP, for use by L2TP, then the
security of L2TP is at best only as secure as SNWP. For this reason,
all objects in the | 2t pSecurityG oup MJST NOT be accessible via
unencrypted nessages. It is also recommended that keys not be made
vi si bl e through SNVMP GET (or GET- NEXT or CET-BULK) nessages, even if
encryption is used.

It is recomrended that the inplementers consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [ RFC2574] and the Vi ew
based Access Control Model RFC 2575 [ RFC2575] is recomended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to this MB, is properly configured to give
access to those objects only to those principals (users) that have
legitimate rights to access them

6.0 Acknow edgenent s

Many thanks to the L2TP worki ng group nmenmbers who provi ded val uabl e
input into the content and structure of this M B.

7.0 References

[ RFC2571] Harrington, D., Presuhn, R and B. Wjnen, "An Architecture
for Describing SNMP Managenment Franmewor ks", RFC 2571, April
1999.

[ RFC1155] Rose, M and K. MO oghrie, "Structure and ldentification
of Managenent Information for TCP/ | P-based Internets", STD
16, RFC 1155, May 1990.

[ RFC1212] Rose, M and K. MO oghrie, "Concise MB Definitions",
STD 16, RFC 1212, March 1991.

[ RFC1215] Rose, M, "A Convention for Defining Traps for use with
the SNWP', RFC 1215, March 1991.

[ RFC2578] Mcd oghrie, K., Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wl dbusser, "Structure of Managenent
Information Version 2 (SMv2)", STD 58, RFC 2578, April
1999.

Caves, et. al. St andards Track [ Page 67]



RFC 3371

[ RFC2579]

[ RFC2580]

[ RFC1157]

[ RFC1901]

[ RFC1906]

[ RFC2572]

[ RFC2574]

[ RFC1905]

[ RFC2573]

[ RFC2575]

[ RFC2570]

[ RFC2661]

Caves, et. al.

L2TP Managenent | nformati on Base August 2002

Mcd oghrie, K, Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wal dbusser, "Textual Conventions for
SMv2", STD 58, RFC 2579, April 1999.

Mcd oghrie, K, Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wl dbusser, "Conformance Statenents for
SMv2", STD 58, RFC 2580, April 1999.

Case, J., Fedor, M, Schoffstall, M and J. Davin,
"Si npl e Network Managenent Protocol", STD 15, RFC 1157,
May 1990.

Case, J., Mdoghrie, K, Rose, M and S. Wl dbusser,
"Introduction to Conmmuni ty-based SNWPv2", RFC 1901,
January 1996.

Case, J., Mdoghrie, K, Rose, M and S. Wl dbusser,
"Transport Mppings for Version 2 of the Sinple Network
Management Protocol (SNWPv2)", RFC 1906, January 1996.

Case, J., Harrington D., Presuhn R and B. Wjnen,
"Message Processing and Dispatching for the Sinple
Net wor k Managenent Protocol (SNWP)", RFC 2572, April
1999.

Bl umenthal, U and B. Wjnen, "User-based Security Mbdel
(USM for version 3 of the Sinple Network Managenent
Protocol (SNWPv3)", RFC 2574, April 1999.

Case, J., Mdoghrie, K, Rose, M and S. Wl dbusser,
"Protocol Operations for Version 2 of the Sinple Network
Management Protocol (SNWPv2)", RFC 1905, January 1996.

Levi, D., Meyer, P. and B. Stewart, "SNMPv3 Applications",
RFC 2573, April 1999.

Wjnen, B., Presuhn, R and K. Md oghrie, "View based
Access Control Mbdel (VACM for the Sinple Network
Managenent Protocol (SNWP)", RFC 2575, April 1999.

Case, J., Mundy, R, Partain, D. and B. Stewart,
"Introduction to Version 3 of the Internet-standard
Net wor k Management Framewor k", RFC 2570, April 1999.

Townsl ey, W, Valencia, A, Rubens, A, Pall, G, Zorn, G

and B. Palter, "Layer Two Tunneling Protocol - L2TP', RFC
2661, August 1999.

St andards Track [ Page 68]



RFC 3371 L2TP Managenent | nformati on Base

[ RFC2863] M:d oghrie, K. and F. Kastenhol z,

M B", RFC 2863, June 2000.

August 2002

"The I nterfaces Goup

[ RFC2667] Thaler, D., "IP Tunnel MB", RFC 2667, August 1999.

[ RFC2401] Kent, S. and R Atkinson, "Security Architecture for the

Internet Protocol", RFC 2401, Novenber

8.0 Aut hors’ Addresses

Evan Caves

Cccam Net works | nc.

77 Robin H Il Road
Sant a Barbara, CA 93117

EMui | : evan@ccanmmet wor ks. com

Pat Cal houn

Bl ack St orm Net wor ks
110 Nortech Par kway
San Jose, CA 95134

EMai | : pcal houn@st or met wor ks. com
Ross Wheel er

Doubl eW de Software, |nc.

2953 Bunker Hill Lane

Suite 101

Santa C ara, CA 95054

Emai |l : ross@oubl ewi desoft.com

Caves, et. al. St andards Track

[ Page 69]



RFC 3371 L2TP Managenent | nformati on Base August 2002

9.0 Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
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