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Abstract

Thi s docunent specifies a nmechani smof dual stack hosts using a
techni que call ed "Bunp-in-the-API"(BIA) which allows for the hosts to
comuni cate with other 1 Pv6 hosts using existing | Pv4d applications.
The goal of this mechanismis the same as that of the Bunp-in-the-
stack nechani sm but this mechani sm provides the translation nethod
between the IPv4 APIs and I Pv6 APIs. Thus, the goal is sinply

achi eved without |P header translation.
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1. Introduction

RFC2767 [BI S] specifies a host translation mechani smusing a

techni que called "Bunp-in-the-Stack". It translates |IPv4 into |Pv6,
and vice versa using the I P conversion nmechanismdefined in [SIIT].
BIS all ows hosts to communicate with other | Pv6 hosts using existing
| Pv4 applications. However, this approach is to use an API
translator which is inserted between the TCP/IP nodul e and network
card driver, so that it has the same linmitations as the [SIIT] based
| P header translation nmethods. 1In addition, its inplenmentation is
dependent upon the network interface driver

Thi s docunent specifies a new nechani sm of dual stack hosts called
Bunp-in-the-API (Bl A) technique. The BlIA technique inserts an API
transl ator between the socket APl nodul e and the TCP/IP nodule in the
dual stack hosts, so that it translates the |Pv4 socket APl function
into | Pv6 socket APl function and vice versa. Wth this nechanism
the translation can be sinplified without |IP header translation
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Using BI A, the dual stack host assunes that there exists both
TCP(UDP) /1 Pv4 and TCP(UDP) /I Pv6 stacks on the | ocal node.

When | Pv4 applications on the dual stack communicate with other |Pv6
hosts, the APl translator detects the socket APl functions from|Pv4
applications and invokes the | Pv6 socket APl functions to comunicate
with the 1 Pv6 hosts, and vice versa. |n order to support

communi cati on between | Pv4 applications and the target |Pv6 hosts,
pool ed | Pv4 addresses will be assigned through the name resolver in
the APl translator.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

Thi s docunent uses terns defined in [IPv6],[ TRANS-MECH and [BIS].
2. Applicability and Di scl ai mer
2.1 Applicability

The main purposes of BIA are the sane as BIS[BIS]. It nakes |Pv4
applications communicate with I Pv6 hosts w thout any nodification of
those 1 Pv4 applications. However, while BISis for systems with no
I Pv6 stack, BIAis for systens with an I Pv6 stack, but on which some
applications are not yet available on I Pv6 and source code is not
avai l abl e preventing the application frombeing ported. 1t’s good
for early adopters who do not have all applications handy, but not
for mai nstream producti on usage.

There is an issue about a client node running BIA trying to contact a
dual stack node on a port number that is only associated with an | Pv4
application (see section 5.5). There are 2 approaches.

- The client application SHOULD cycle through all the addresses and
end up trying the | Pv4d one.

- BI A SHOULD do the work.
It is not clear at this tine which behavior is desirable (it may very

wel | be application dependent), so we need to get feedback from
experinentation.
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2.2 Discl ai mer

Bl A SHOULD NOT be used for an | Pv4 application for which source code
is available. W strongly recomrend that application programmers
SHOULD NOT use this nechani sm when application source code is
available. As well, it SHOULD NOT be used as an excuse not to port
sof tware or del ay porting.

3. Dual Stack Host Architecture Using Bl A

Figure 1 shows the architecture of the host in which BIAis
i nstall ed.

I I
I I
I I
I I
[ R e + |
| o + |
| | Socket APl (I Pv4, 1Pv6) | |
[T R e R + |
| +[ APl translator]------------------------ + |
| | +----------- + Fo-mmmaa + Fommmm e + ] |
| | | Nane | | Address | | Function | | |
| | | Resolver | | Mapper | | Mapper | | |
| | +----------- S I I S S SIS + ] |
[T R e R + |
I R S R e + |
| | | | | |
| | TCP(UDP) / | Pv4 | | TCP(UDP) / | Pv6 | |
| | [ | [ |
| o e e e o - - S TS + |
oo o e e e e e e meee e +

Figure 1 Architecture of the dual stack host using BIA

Dual stack hosts defined in RFC2893 [ TRANS- MECH] need appli cati ons,
TCP/ 1 P nmodul es and addresses for both IPv4 and I Pv6. The proposed
hosts in this docunment have an APl translator to comunicate with
other I Pv6 hosts using existing | Pv4d applications. The AP

transl ator consists of 3 nodul es, a nanme resolver, an address mapper
and a function mapper.

3.1 Function Mapper

It translates an | Pv4 socket APl function into an | Pv6 socket API
function, and vice versa.
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When detecting the |1 Pv4 socket APl functions from | Pv4 applications,
it intercepts the function call and invokes new | Pv6 socket AP
functions which correspond to the I Pv4 socket APl functions. Those
I Pv6 APl functions are used to comunicate with the target |Pv6
hosts. When detecting the | Pv6 socket APl functions fromthe data
received fromthe IPv6 hosts, it works symmetrically in relation to
the previous case.

3.2 Nane Resol ver

It returns a proper answer in response to the IPv4 application’s
request .

When an | Pv4 application tries to resolve nanmes via the resol ver
library (e.g. gethostbynane()), BIA intercept the function call and
instead call the IPv6 equivalent functions (e.g. getnaneinfo()) that
will resolve both A and AAAA records

If the AAAA record is available, it requests the address napper to
assign an | Pv4 address corresponding to the | Pv6 address, then
creates the A record for the assigned | Pv4 address, and returns the A
record to the application

3.3 Address Mapper

It internally maintains a table of the pairs of an | Pv4 address and
an | Pv6 address. The | Pv4 addresses are assigned froman |Pv4
address pool. It uses the unassigned |Pv4 addresses

(e.g., 0.0.0.1 ~ 0.0.0.255).

When the nane resol ver or the function mapper requests it to assign
an | Pv4 address corresponding to an | Pv6 address, it selects and
returns an | Pv4 address out of the pool, and registers a new entry
into the table dynamcally. The registration occurs in the follow ng
2 cases:

(1) When the nane resol ver gets only an ' AAAA" record for the target
host name and there is not a mapping entry for the |Pv6 address.

(2) When the function mapper gets a socket APl function call fromthe
data received and there is not a mapping entry for the | Pv6
sour ce address.

NOTE: This is the same as that of the Address Mapper in [BIS].
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4. Behavi or Exanpl es

Thi s section describes behaviors of the proposed dual stack host
call ed "dual stack", which comunicates with an | Pv6 host called
"host 6" using an | Pv4 application.

In this section, the neanings of arrows are as foll ows:

---> A DNS nessage for nane resolving created by the applications
and the nane resolver in the APl translator.

+++> An | Pv4 address request to and reply fromthe address napper
for the name resol ver and the function mapper.

===> Data flow by socket API functions created by the
applications and the function napper in the APl translator.

4.1 Oiginator Behavi or

Thi s sub-section describes the behavior when the "dual stack" sends
data to "host6".

VWhen an | Pv4 application sends a DNS query to its nane server, the
nane resol ver intercepts the query and then creates a new query to
resol ve both A and AAAA records. Wen only the AAAA record is

resol ved, the nanme resolver requests the address napper to assignh an
| Pv4 address corresponding to the | Pv6 address.

The nane resol ver creates an A record for the assigned | Pv4 address
and returns it to the 1 Pv4 applications.

In order for the IPv4 application to send | Pv4 packets to host6, it
calls the I Pv4 socket API function

The function mapper detects the socket APl function fromthe
application. |If the result is fromIPv6 applications, it skips the
translation. 1In the case of IPv4 applications, it requires an |Pv6
address to invoke the | Pv6 socket APl function, thus the function
mapper requests an | Pv6 address to the address mapper. The address
mapper selects an | Pv4 address fromthe table and returns the
destination I Pv6 address. Using this |IPv6 address, the function
mapper invokes an | Pv6 socket APl function corresponding to the |Pv4
socket API function.

When the function mapper receives an | Pv6 function call,it requests
the 1 Pv4 address to the address napper in order to translate the |Pv6
socket APl function into an |IPv4 socket APl function. Then, the
function mapper invokes the socket APl function for the |Pv4d
appl i cations.
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Figure 2 illustrates the behavi or described above:
"dual stack” "host 6"
| Pv4 Socket | [ APl Transl ator ] | TCP(UDP)/IP Nane
appli- APl | Nare Address Function| (v6/v4) Server
cation | Resol ver  Mapper Mapper |

I
<<Resol ve an | Pv4 address for "host6".>> | |
| | | | | | |
|-------- [------- > Query of "A records for hosté6. |
I

|--on--- |- | --oo e | -e o |------ >
Query of 'A records and ' AAAA" for host6

|
Reply with the ' AAAA" record.
I I I

<<The ' AAAA" record is resolved. >>

I
I
|
I
I
I
I
| +++++++>| Request one | Pv4 address
|
I
I
I
I
I
|

| <<Assi gn one | Pv4 address. >>

<+++++++| Reply with the | Pv4 address.

<<Create 'A record for the | Pv4 address.>>

I
S |-------- | Reply with the "A record.| |

Fi gure 2 Behavior of the originator (1/2)

I
I
I
I I

| |

I I

I I

I I

| |

| | corresponding to the I Pv6 address.
I I

I I

I I

I I

I I

|

I
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"dual stack"” "host 6"
| Pv4 Socket | [ APl Transl ator ] | TCP(UDP)/I1P
appli- APl | Namre Address Function| (v6/v4)

I

cation Resol ver  Mapper Mapper |

I I I I I I I
<<Cal |l 1Pv4 Socket APl function >> | | |

I I I
| ======== =======>| An | Pv4 Socket APl function Call
I I I
<+++++++| Request |Pv6 addresses|
| corresponding to the |
| 1 Pv4 addresses. |

+++++++>| Reply with the | Pv6 addresses.

I
I
I
I
I
I
I
I
| | <<Translate IPv4 into | Pv6. >>
I

An | Pv6 Socket APl functi

| | |
| | | <<Reply an | Pv6 data

l |
l |

| | | | to dual stack.>> |
I |
|

on call. | :::::::::l :::::::::::::>|

I I
An | Pv6 Socket APl function call

<<Translate IPv6 into | Pv4.>>

I

I

I I I |
I I

| | |
| <+++++++| Request | Pv4 addresses|
| | corresponding to the |
| | 1 Pv6 addresses. |
I I

I

I

|

I

+++++++>| Reply with the | Pv4 addresses.

I I I
========| An | Pv4 Socket function call.
I I I

Fi gure 2 Behavior of the originator (2/2)

4.2 Reci pi ent Behavi or

Thi s subsection describes the recipient behavior of "dual stack".
The communi cation is triggered by "host6"

"host 6" resolves the address of "dual stack"™ with ' AAAA" records
through its nanme server, and then sends an | Pv6 packet to the "dua
stack".

The |1 Pv6 packet reaches the "dual stack" and the function napper
detects it.
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The function mapper requests the I Pv4 address to the address napper
in order to invoke the | Pv4 socket APl function to communicate with
the 1 Pv4 application. Then the function mapper invokes the
correspondi ng | Pv4 socket APl function for the | Pv4 applications
corresponding to the I Pv6 functions.

Figure 3 illustrates the behavi or described above:

"dual stack” "host 6"
| Pv4 Socket | [ APl Transl ator ] | TCP(UDP)/IP

appli- APl | Nare Address Function| (v6/v4)

cation | R

esol ver Mapper Mapper |
I I I I I

<<Recei ve data from "host6".>> |

| | | |
An | Pv6 Socket function call.|<========
I I
| <+++++++| Request | Pv4 addresses|
| corresponding to the |IPv6
| addresses. |

+++++++>| Reply with the | Pv4 addresses.

I I I
| <<Translate I Pv6 into | Pv4. >>

I I
========| An | Pv4 function cal

<=—===== |
|
<<Reply an | Pv4 data to "host6".>> | | |
I
I

|
I
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
<

I I

| —======= :::::::>| An | Pv4 function call

I I I

| <<Translate I Pv4 into | Pv6.>>
I I I
<+++++++| Request | Pv6 addresses]|

| corresponding to the |IPv4

| addresses. |

I

+++++++>| Reply with the | Pv6 addresses.

| | |
An 1 Pv6 Socket function call.|=========| =============>|
I I I I I I

Fi gure 3 Behavi or of Receiving data from|Pv6 host
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5. Consi derations
5.1 Socket API Conversion

| Pv4 socket APl functions are translated into semantically the sane

| Pv6 socket APl functions and vice versa. See Appendix A for the API
list intercepted by BIA. | P addresses enbedded in application |ayer
protocols (e.g., FTP) can be translated in APl functions. |Its

i mpl ement ati on depends on operating systens.

NOTE: Basically, |Pv4 socket APl functions are not fully conpatible
with I Pv6 since the | Pv6 has new advanced feat ures.

5.2 | CWP Message Handl i ng

When an application needs | CMP nessages val ues (e.g., Type, Code,
etc.) sent froma network layer, |ICVMPv4 nessage val ues MAY be
translated into | CMPv6 nessage val ues based on [SIIT], and vice
versa. It can be inplenmented using raw socket.

5.3 I Pv4 Address Pool and Mappi ng Tabl e

The address pool consists of the unassigned | Pv4 addresses. This
pool can be inplenented at different granularity in the node e.g., a
singl e pool per node, or at sone finer granularity such as per user
or per process. However, if a nunber of |Pv4 applications

comruni cate with 1 Pv6 hosts, the avail abl e address spaces will be
exhausted. As aresult, it will be inpossible for IPv4 applications
to comunicate with | Pv6 nodes. It requires smart nanagenent

techni ques for address pool. For exanple, it is desirable for the
mapper to free the oldest entry and reuse the | Pv4 address for
creating a new entry. This issues is the same as [BIS]. In case of
a per-node address mapping table, it MAY cause a |l arger risk of
runni ng out of address.

5.4 Internally Assigned | Pv4 Addresses

The |1 Pv4 addresses, which are internally assigned to | Pv6 target

hosts out of the pool, are the unassigned |Pv4 addresses (e.g.,
0.0.0.1 ~ 0.0.0.255). There is no potential collision with another
use of the private address space when the | Pv4 address flows out from
t he host.
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5.5 Msnmatch between DNS result ( AAAA) and Peer Application
Ver si on(v4)

If a server application you are using does not support |IPv6 yet, but
runs on a nachine that supports other |Pv6 services and this is
listed with a AAAA record in the DNS, a client |Pv4 application using
BIA might fail to connect to the server application, because there is
a m smatch between DNS query result (i.e., AAAA) and a server
application version(i.e., IPv4). A solutionis totry all the
addresses listed in the DNS and just not fail after the first

attenpt. We have two approaches: the client application itself
SHOULD cycl e through all the addresses and end up trying the | Pv4d
one. O it SHOULD be done by sone extensions of nane resol ver and
APl translator in BIA. For this, BIA SHOULD do iterated jobs for
finding the working address used by the other application out of
addresses returned by the extended nane resolver. It may very wel

be application dependent. Note that BIA m ght be able to do the
iteraction over all addresses for TCP sockets, since BIA can observe
when the connect call fails. But for UDP sockets it is hard if not

i mpossible for BIA to know whi ch address worked, hence the
application nmust do the iteraction over all addresses until it finds
a wor ki ng addr ess.

Anot her way to avoid this type of problens is to nmake BI A only cone
into effect when no A records exist for the peer. Thus traffic from
an application using Bl A on a dual-stack host to a dual -stack host
woul d use | Pv4.

5.6 I nplenentation |ssues

Sone operating systens support the preload library functions, so it
is easy to inplement the APl translator by using it. For exanple,
the user can replace all existing socket APl functions w th user-
defined socket API functions which translate the socket APl function
In this case, every |Pv4 application has its own translation library
using a preloaded library which will be bound into the application
before executing it dynamically.

Sone ot her operating systems support the user-defined | ayered
protocol allow ng a user to devel op sone additional protocols and put
themin the existing protocol stack. |In this case, the API
translator can be inplenented as a | ayered protocol nodul e.

In the above two approaches, it is assuned that there exists both

TCP(UDP) /1 Pv4 and TCP(UDP) /I Pv6 stacks and there is no need to nodify
or to add a new TCP-UDP/| Pv6 stack
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6. Limtations

In conmmon with [ NAT-PT], BIA needs to translate | P addresses enbedded
in application |ayer protocols, e.g., FTP. So it may not work for
new appli cations which enbed addresses in payl oads.

Thi s mechani sm supports uni cast comuni cations only. |In order to
support multicast functions, some other additional functionalities
must be considered in the function mapper nodul e.

Since the I1Pv6 APl has new advanced features, it is difficult to
transl ate such kinds of IPv6 APIs into | Pv4 APls. Thus, |Pv6 inbound
communi cati on with advanced features may be di scarded.

7. Security Considerations

The security consideration of BIA nostly relies on that of [NAT-PT].
The differences are due to the address translation occurring at the
APl and not in the network layer. That is, since the mechani sm uses
the APl translator at the socket APl |evel, hosts can utilize the
security of the network |layer (e.g., |Psec) when they conmunicate
with IPv6 hosts using I Pv4d applications via the mechanism As well
there isn't a DNS ALG as in NAT-PT, so there is no interference with
DNSSEC

The use of address pooling nmay open a denial of service attack
vul nerability. So Bl A should enploy the same sort of protection
techni ques as [ NAT- PT] does.
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Appendix A : APl list intercepted by Bl A

The following functions are the APl list which SHOULD be intercepted
by Bl A nodul e.

The functions that the application uses to pass addresses into the
system are:

bi nd()
connect ()
sendnsg()
sendt o()

The functions that return an address fromthe systemto an
application are:

accept ()
recvfrom))
recvnsg()

get peer nane()
get socknane()

The functions that are related to socket options are:

get socket opt ()
set socket opt ()

The functions that are used for conversion of |IP addresses enbedded
in application |ayer protocol (e.g., FTP, DNS, etc.) are:

recv()
send()
read()
wite()

As well, raw sockets for |IPv4 and | Pv6 MAY be intercepted.

Most of the socket functions require a pointer to the socket address
structure as an argunment. Each IPv4 argunment is mapped into
correspondi ng an |1 Pv6 argunent, and vice versa

According to [ SOCK-EXT], the follow ng new | Pv6 basic APIs and
structures are required.
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| Pv4d new | Pv6

AF | NET AF_| NET6

sockaddr _in sockaddr _i n6

get host bynane() get addri nfo()

get host byaddr () get nanei nf o()
inet_ntoa()/inet_addr() inet_pton()/inet_ntop()
| NADDR_ANY i n6addr _any

BI A MAY intercept inet _ntoa() and inet_addr() and use the address
mapper for those. Doing that enables BIA to support literal IP
addr esses.

The gethostbyname() call return a list of addresses. Wen the name
resol ver function invokes getaddrinfo() and getaddrinfo() returns
multiple | P addresses, whether |1Pv4 or |IPv6, they SHOULD all be
represented in the addresses returned by gethostbyname(). Thus if
getaddrinfo() returns nultiple | Pv6 addresses, this inplies that
mul ti pl e address mappings will be created; one for each |Pv6 address.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
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