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Abstract

The REQ STER function is used in a Session Initiation Protocol (SIP)
systemprimarily to associate a tenporary contact address with an
address-of -record. This contact is generally in the formof a

Uni form Resource ldentifier (URI), such as Contact:
<sip:alice@c33.atlanta.conm> and is generally dynanic and associ at ed
with the I P address or hostnane of the SIP User Agent (UA). The
problemis that network topol ogy nmay have one or nore SIP proxies
between the UA and the registrar, such that any request traveling
fromthe user’s honme network to the regi stered UA nust traverse these
proxi es. The REGQ STER net hod does not give us a nechanismto

di scover and record this sequence of proxies in the registrar for
future use. This docunment defines an extension header field, "Path"
whi ch provides such a nmechani sm
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1. Background

3GPP established a requirenment for discovering intermnmedi ate proxies
during SIP registration and published this requirenent in [5].

Scenari o:
UA1----P1----- P2----- P3------ REGQ STRAR

UAL wishes to register with REG STRAR.  However, due to network

topol ogy, UA1l nust use Pl as an "outbound proxy", and all requests
bet ween UA1 and REGQ STRAR nust al so traverse P1, P2, and P3 before
reachi ng REG STRAR.  Li kewi se, all requests between REG STRAR and UAl
must al so traverse P3, P2, and P1 before reaching UAL.

UA1 has a standing relationship with REG STRAR. How UAL establishes
this relationship is outside the scope of this docunment. UAl

di scovers Pl as a result of configuration, DHCP assi gnnent or other
simlar operation, also outside the scope of this docunent.

REA STRAR has a simlar "default outbound proxy" relationship with
P3.
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Eventual |y, REG STRAR or a "home proxy" (a proxy serving as the

term nal point for routing an address-of-record) closely related to
it wll receive a request destined for UAL. It needs to know which
proxi es nust be transited by that request in order to get back to
UAL. In sonme cases, this information may be deducible from SIP
routing configuration tables or fromDNS entries. |In other cases,
such as that raised by 3GPP, the information is not readily avail able
outside of the SIP REGQ STER transaction

The Path extension header field allows accunulating and transnmitting
the list of proxies between UAL and REG STRAR. I nternedi ate nodes
such as P1 may statefully retain Path information if needed by
operational policy. This mechanismis in many ways sinmlar to the
operation of Record-Route in dialog-initiating requests. The routing
establi shed by the Path header field nechanismapplies only to
requests transiting or originating in the home donain.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [3].

3. Applicability Statenent

The Path nechani smis applicable whenever there are internedi ate
proxi es between a SIP UA and a SIP Registrar used by that UA where
the following conditions are true:

1. One or nore of the internmediate proxies are visited by
registration requests fromthe UA to the Registrar.

2. The sane internediate proxies or a set of proxies known to the
i ntermedi ate proxies nmust be traversed, in reverse order, by
requests sent through a home proxy to the UA. In the sinplest
form the route between the honme proxy and the UA is the exact
i nverse of the route between the UA and the route between the UA
and the registrar.

3. The network topology is such that the intermedi ate proxies which
must be visited are NOT inplied by SIP routing tables, DNS, or
sim |l ar mechanisns.

4. Path Header Field Definition and Syntax
The Path header field is a SIP extension header field with syntax
very simlar to the Record-Route header field. 1t is used in

conjunction with SIP REG STER requests and with 200 cl ass nessages in
response to REQ STER ( REGQ STER responses).
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A Path header field MAY be inserted into a REG STER by any SIP node
traversed by that request. Like the Route header field, sequential
Pat h header fields are evaluated in the sequence in which they are
present in the request, and Path header fields MAY be conbined into
conmpound Path header in a single Path header field. The registrar
reflects the accunul ated Path back into the REQ STER response, and

i nt ermedi at e nodes propagate this back toward the originating UA

The originating UAis therefore informed of the inclusion of nodes on
its registered Path, and MAY use that information in other capacities
out side the scope of this docunent.

The difference between Path and Record-Route is that Path applies to
REAQ STER and 200 cl ass responses to REG STER. Record-Route doesn’t,
and can’'t be defined in REG STER for reasons of backward
compatibility. Furthernmore, the vector established by Record-Route
applies only to requests within the dialog that established that
Record- Route, whereas the vector established by Path applies to
future dial ogs.

The syntax for Path is defined as foll ows:

Path = "Path" HCOLON pat h-val ue *( COMWA pat h-val ue )

pat h-val ue = nane-addr *( SEM rr-param)

Note that the Path header field values conformto the syntax of a
Route el ement as defined in [1]. As suggested therein, such val ues
MUST i nclude the | oose-routing indicator parameter ";Ilr" for ful
conpliance with [1].

The al | owabl e usage of header fields is described in Tables 2 and 3
of SIP[1]. The following additions to this table are needed for
Pat h.

Support for the Path header field MAY be indicated by a UA by
including the option-tag "path" in a Supported header field.

Addition of Path to SIP Table 3:

Header field wher e proxy ACK BYE CAN I NV OPT REG
Pat h R ar - - - - - o]
Pat h 2XX - - - - - - o]
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5. Usage of Path Header Field

5.1 Procedures at the UA

The UA executes its register operation as usual. The response MAY
contain a Path header field. The general operation of the UAis to
ignore the Path header field in the response. 1t MAY choose to

di splay the contents of the Path header field to the user or take
other action outside the scope of this docunent. The Path
information in the REGQ STER response |ets the UA know what

i ntermedi ate proxies were added during registration. Exani nation of
this information may be inportant froma security perspective, as
such inspection mght allowthe UA to detect internedi ate proxies
that have inappropriately added themnsel ves.

The UA SHOULD include the option tag "path" as a header field val ue
in all Supported header fields, and SHOULD i ncl ude a Supported header
field in all requests.

The UA MAY include a Path header field in a request. This is not
broadly applicable and caution nust be taken to insure proper
function, as the Path header field inserted by the UA nmay have
additional Path header field values appended by internediate proxies.
Such proxies are not aware that the Path header field val ue was
inserted by a UA, and will treat it as if it had been inserted by a
previously traversed proxy, which could result in unexpected routing
behavi or wherein the UA is asked to act as a proxy.

5.2 Procedures at I|nternedi ate Proxies

When a proxy processing a REA STER request w shes to be on the path
for future requests toward the UA originating that REG STER request,
the proxy inserts a URI for that proxy as the topnost value in the
Pat h header field (or inserts a new topnbst Path header) before
proxying that request. It is also possible for a proxy with specific
know edge of network topology to add a Path header field val ue

ref erenci ng anot her node, thereby allowi ng construction of a Path
which is discongruent with the route taken by the REGQ STER request.
Such a construction is inplenentation specific and outside the scope
of this docunent.

I ntermedi ate proxies SHOULD NOT add a Path header field to a request
unl ess the UA has indicated support for this extension with a
Supported header field value. |If the UA has indicated support and
the proxy requires the registrar to support the Path extension, then
the proxy SHOULD insert a Requires header field value for this
extension. |If the UA has not indicated support for the extension and
the proxy requires support for it in the registrar, the proxy SHOULD
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reject the request with a 421 response indicating a requirenent for
t he extensi on.

Proxi es processing a REA STER response SHOULD NOT alter any Path
header field values that may be present in the response. The

regi strar MAY protect the Path header field in the response by
including it in a protected S/M ME body, and alterations of the Path
by an intermedi ate proxy can therefore be detected by the UA as nan-
in-the-m ddl e attacks. Proxies SHOULD only consider altering the

val ue of a Path header field in the REG STER response if they have
the credentials to correctly alter the SSM M body to account for the
change.

5.3 Procedures at the Registrar

If a Path header field exists in a successful REGQ STER request, the
regi strar constructs an ordered list of route el enents (a path
vector) fromthe nodes listed in the Path header field val ues,
preserving the order as indicated in the Path header field val ues.
The registrar then stores this path vector in association with that
contact and the address-of-record indicated in the REG STER request
(the "binding" as defined in [1]). The registrar copies the Path
header field values into a Path header field in the successful (200
cl ass) REGQ STER response. In the event that the home proxy and
registrar are not co-located, the registrar MAY apply a locally-
determ ned transformation to the stored path vector.

If a registrar receives a REA STER request containing a Path header
field and there is no indication of support for the extension in the
UA (via a Supported header field), the registrar nust rely on |l oca
policy in determining howto treat this request. The reconmended
policy is for the registrar to reject the request with a 420 "Bad
Ext ensi on" response indicating the Path extension. This approach
allows the UA to detect that an internediate proxy has

i nappropriately added a Path header field. However, the Path
mechani sm shoul d technically work in the absence of UA support (at
some conprom se to security), so sone registrars MAY choose to
support the extension in the absence of a Supported header field
val ue in the request.

5.4 Procedures at the Honme Proxy

In the coomon SIP nodel, there is a home proxy associated with the
registrar for a user. Each incomng request targeted to the public
address-of-record for the user is routed to this proxy, which
consults the registrar’s database in order to determ ne the contact
to which the request should be retargeted. The hone proxy, inits
basi ¢ node of operation, rewites the request-URl fromthe incom ng
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request with the value of the registered contact and retransmits the
request.

Wth the addition of Path, the hone proxy al so copies the stored path
vector associated with the specific contact in the registrar database
into the Route header field of the outgoing request as a prel oaded
route. This causes the outgoing request to transit the proxies that
were included in the Path header field of the REG STER request.

In normal processing, the hone proxy is the "terminal point" for the
user’'s address-of-record (AOR). Consequentially, the Route header
field on the incom ng request will have been exhausted in reaching
the home proxy. If it isn't, then things get interesting. In the
nmost conmon case, the home proxy generates the outgoi ng Route header
field by inserting the stored path vector ahead of the Route header
field values contained in the incom ng request. This procedure may be
altered by a local policy at the hone proxy.

Loose routes may interact with routing policy in interesting ways.
The specifics of how the stored path vector integrates with any
locally required default route and | ocal policy are inplenmentation
dependent. For exanple, sone devices will use l|ocally-configured
explicit loose routing to reach a next-hop proxy, and others will use
a default outbound-proxy routing rule. However, for the result to
function, the conbination nust provide valid routing in the |oca
environment. In general, the stored path vector is appended to any

|l ocally configured route needed to egress the service cluster. The
service proxy (or registrar, as noted earlier) MAY also transformthe
stored path vector as needed to provide correct functionality.
Systens designers nmust natch the Path recording policy of their nodes
with the routing policy in order to get a workabl e system

5.5 Exanpl es of Usage
Not e that sonme header fields (e.g. Content-Length) and session
descriptions are onmitted to provide a shorter and hopefully nore
readabl e presentation. The node marked REG STRAR is a registrar and a
proxy and serves as a home proxy. Thus, in the DNS the domain
EXAMPLEHOME. COM poi nts to the same host as REG STRAR. EXAMPLEHOVE. COM
5.5.1 Exanpl e of Mechani smin REQ STER Transaction
As an example, we use the scenario fromthe Background section

UAL----Pl----- P2----P3----- REG STRAR
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In this exanple, UAl sends a REGQ STER request to REG STRAR  This
request transits its default outbound proxy P1, an internedi ate proxy
P2, and the firewall proxy for the home domain, P3, before reaching
REA STRAR. Due to network topol ogy and operational policy, P1 and
and P3 need to be transited by requests from REG STRAR or ot her nodes
in the home network targeted to UAL. P2 does not. P1 and P3 have
been configured to include thensel ves in Path header fields on

REAQ STER requests that they process. UAl has a current |P address of
"192.0.2.4".

Message sequence for REQ STER with Path:
F1 Register UA1 -> P1

REG STER si p: REG STRAR. EXAMPLEHOVE. COM SI P/ 2.0

Via: SIP/2.0/UDP 192. 0. 2. 4: 5060; branch=z9hG4bKnashds7
To: UALl <sip: UAL@GEXAMPLEHOVE. COV>

From UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Call -1 D: 843817637684230@®98sdasdh09

CSeq: 1826 REG STER

Contact: <sip:UAL1@92.0. 2. 4>

Supported: path

F2 Register P1 -> P2

REG STER si p: REG STRAR. EXAMPLEHOVE. COM SI P/ 2.0

Via: SIP/2.0/UDP 112.68. 155. 4: 5060; br anch=z29hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7

To: UAL <si p: UAL@EXAMPLEHOVE. COV>

From UALl <sip: UAL@XAMPLEHOVE. COVP; t ag=456248

Call -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip: UAL@92.0. 2. 4>

Supported: path

Pat h: <si p: P1. EXAMPLEVI SI TED. COM | r >

Not e: P1 has added itself to the Path.
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F3

F4

F5

Regi ster P2 -> P3

REG STER si p: REG STRAR EXAMPLEHOVE. COM SI P/ 2.0

Via: SIP/2.0/UDP 178.73.76.230: 5060; br anch=z9h&4bKi oki oukj u908
Via: SIP/2.0/UDP 112. 68. 155. 4: 5060; br anch=z9hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192. 0. 2. 4: 5060; branch=z9hG4bKnashds7

To: UAL <si p: UAL@EXAMPLEHOVE. COV>

From UAl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Call -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip:UAL@92.0. 2. 4>

Supported: path

Pat h: <si p: P1. EXAMPLEVI SI TED. COM | r >

Note: P2 did NOT add itself to the Path.
Regi ster P3 -> REGQ STRAR

REG STER si p: REG STRAR. EXAMPLEHOVE. COM SI P/ 2.0

Via: SIP/2.0/UDP 19.31.97. 3: 5060; branch=z9h&4bKp3wer 654363
Via: SIP/2.0/UDP 178.73.76.230: 5060; br anch=z9h&4bKi oki oukj u908
Via: SIP/2.0/UDP 112. 68. 155. 4: 5060; branch=z9hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192.0. 2. 4: 5060; branch=z9hG4bKnashds7

To: UAL <si p: UAL@EXAMPLEHOVE. COV>

From UAl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Call -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip: UAL@92.0. 2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOVE. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >

Note: P3 added itself to the Path.
REQ STRAR execut es Regi ster

REAQ STRAR St or es:

For UA1@EXAMPLEHOVE. COM

Contact: <sip: UAL@92.0. 2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOVE. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >
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F6 Regi ster Response REQ STRAR -> P3

SIP/2.0 200 K

Via: SIP/2.0/UDP 19.31.97. 3: 5060; branch=z9h&bKp3wer 654363
Via: SIP/2.0/UDP 178.73.76.230: 5060; br anch=z9h&4bKi oki oukj u908
Via: SIP/2.0/UDP 112.68. 155. 4: 5060; branch=z9hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7

To: UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=251077

From UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Cal | -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip: UAL@92. 0. 2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOME. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >

Note: The Path header field in the response is identical to the
one received in the REG STER request.

F7 Regi ster Response P3 -> P2

SIP/2.0 200 K

Via: SIP/2.0/UDP 178.73.76.230: 5060; br anch=z9h&4bKi oki oukj u908
Via: SIP/2.0/UDP 112.68. 155. 4: 5060; branch=z9hG4bK34ghi 7ab04
Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7

To: UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=251077

From UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Cal | -1 D: 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip: UAL@92. 0. 2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOME. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >

F8 Regi ster Response P2 -> P1

SIP/2.0 200 K

Via: SIP/2.0/UDP 112.68. 155. 4: 5060; br anch=z9hG4bK34ghi 7ab04

Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7

To: UALl <sip: UAL@GEXAMPLEHOVE. COW>; t ag=251077

From UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Call -1 D 843817637684230@98sdasdh09

CSeq: 1826 REG STER

Contact: <sip: UA1@92.0.2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOVE. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >
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F9 Regi ster Response P1 -> UAL

SIP/2.0 200 K

Via: SIP/2.0/UDP 192.0. 2. 4:5060; branch=z9hG4bKnashds7

To: UALl <sip: UAL@GEXAMPLEHOVE. COW>; t ag=251077

From UALl <sip: UAL@EXAMPLEHOVE. COW>; t ag=456248

Call -1 D: 843817637684230@®98sdasdh09

CSeq: 1826 REG STER

Contact: <sip:UA1@92.0. 2. 4>

Supported: path

Pat h: <si p: P3. EXAMPLEHOVE. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >

5.5.2 Exanpl e of Mechanismin INVITE Transaction

Thi s exanpl e shows the nessage sequence for an I NVITE transaction
originating fromUA2 eventually arriving at UAL. REGQ STRAR inserts a
prel oaded Route toward UAL and retargets the request by replacing the
request URI with the registered Contact. It then sends the
retargeted I NVITE along the Path towards UAl1. Note that this exanple
i ntroduces foreign user agent UA2 (address "71.91.180.10") and

forei gn domai n FOREI GN. ELSEWHERE. ORG. W have extended the diagram
fromthe previous exanpl e by addi ng UA2, and by show ng P2 out - of -
line indicating that it did not include itself in the path during
regi stration.

Scenari o

UAL----PLl--------- P3----- REG STRAR

Message sequence for I NVITE using Path:
F1 Invite UA2 -> REG STRAR

I NVI TE UAL@EXAMPLEHOVE. COM SI P/ 2.0

Via: SIP/2.0/UDP 71.91.180. 10: 5060; br anch=z9hG4bKe2i 95¢5st 3R
To: UALl <sip: UAL@GEXAMPLEHOVE. COV>

From UA2 <sip: UA2@ORElI GN. ELSEWHERE. ORG>; t ag=224497

Call-ID: 48273181116@r1.91.180. 10

CSeq: 29 INVITE

Contact: <sip:UA2@1.91.180. 10>
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F2 REG STRAR processing

REQ STRAR | ooks up nane " UA1@EXAMPLEHOMVE. COM' and ret urns:
- Contact = <sip: UAL@92.0.2.4>
- Path vector = <sip: P3. EXAMPLEHOVE. COM | r >,
<si p: P1. EXAMPLEVI SI TED. COM | r >

Note: The Contact replaces the request-URI. The path vector is
pushed onto the Route stack (prel oaded Route) of the outgoing

I NVI TE request. The topnobst Route is used for naking the
routing decision (in conjunction with |ocal policy).

F3 Invite REG STRAR -> P3

INVITE UAL@92.0.2.4 SIP/2.0

Via: SIP/2.0/UDP 143.70.6.83:5060; branch=z9h&4bKl j 25C107a7b176
Via: SIP/2.0/UDP 71.91.180. 10: 5060; br anch=z9hG4bKe2i 95¢5st 3R

To: UALl <si p: UAL@EXAMPLEHOVE. COV>

From UA2 <sip: UA2@ORElI GN. ELSEWHERE. ORG>; t ag=224497

Call -1 D 48273181116@1.91. 180. 10

CSeq: 29 INVITE

Contact: <sip: UA2@r1. 91. 180. 10>

Rout e: <si p: P3. EXAMPLEHOVE. COM | r >, <si p: P1. EXAMPLEVI SI TED. COM | r >

Note: In this exanpl e REG STRAR does not want to stay on the
Route and therefore does not insert a Record-Route.

F4 Invite P3 -> P1

I NVI TE UA1@92.0.2.4 SIP/2.0

Via: SIP/2.0/UDP 19. 31. 97. 3: 5060; br anch=z9h&4bKj asg7l i 7nc9e
Via: SIP/2.0/UDP 143.70. 6. 83:5060; branch=z9hG4bKl j 25C107a7b176
Via: SIP/2.0/UDP 71.91.180. 10: 5060; br anch=z9hG4bKe2i 95¢5st 3R
To: UALl <sip: UAL@GEXAMPLEHOVE. COV>

From UA2 <sip: UA2@ORElI GN. ELSEWHERE. ORG>; t ag=224497

Call-ID: 48273181116@r1.91.180. 10

CSeq: 29 INVITE

Contact: <sip: UA2@’1.91. 180. 10>

Recor d- Rout e: <si p: P3. EXAMPLEHOVE. COM | r >

Rout e: <si p: P1. EXAMPLEVI SI TED. COM | r >

Note: P3 has added a Record-Route entry, indicating that it wants
to be traversed by future nessages in this dialog.
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F5 Invite P1 -> UAlL

INVITE UAL@92.0.2.4 SIP/2.0

Via: SIP/2.0/UDP 112.68. 155. 4: 5060; br anch=z9hG4bKk5! 1833043p
Via: SIP/2.0/UDP 19. 31. 97. 3: 5060; br anch=z9h&4bKj asg7l i 7nc9e
Via: SIP/2.0/UDP 143. 70. 6. 83: 5060; br anch=z9h&4bKl j 25C107a7b176
Via: SIP/2.0/UDP 71.91.180. 10: 5060; branch=z9hG4bKe2i 95c¢5st 3R
To: UAl <sip: UAL@XAMPLEHOVE. COW>

From UA2 <sip: UA2@ORElI GN. ELSEWHERE. ORG>; t ag=224497

Cal | -1 D 48273181116@r1.91. 180. 10

CSeq: 29 INVITE

Contact: <sip:UA2@r1.91.180. 10>

Recor d- Rout e: <si p: P1. EXAMPLEVI SI TED. COM | r >

Recor d- Rout e: <si p: P3. EXAMPLEHOVE. COM | r >

Note: P1 has added a Record-Route entry, indicating that it wants
to be traversed by future nessages in this dialog.

6. Security Considerations

There are few security considerations for this docunent beyond those
in SIP[1]. Froma security perspective, the Path extension and its
usage are identical to the Record-Route header field of basic SIP
Note that the transparency of the user expectations are preserved by
returning the final Path to the originating UA -- that is, the UAis
i nformed whi ch additional proxies have been inserted into the path
for the registration associated with that response.

The Path header field accunul ates information in a hop-by-hop manner
during REG STER processing. The return information is essentially
end-to-end, that is, it is not altered by intermedi ate proxies. This
leads to two slightly different security approaches.

6.1 Considerations in REA STER Request Processing

I nformation accunul ated i n REG STER processi hg causes additiona
proxies to be included in future requests between the registrar’s

|l ocation and the UA. An attack that allowed an intruding proxy to
add itself to this chain would allow the attacker to intercept future
calls intended for the UA

An attacker could conceivably alter the Path either by altering data
"on the wire" or by other manipul ati ons (such as inpersonation) that
woul d cause it to be included in the SIP routing chain (a "node
insertion" attack). Altering data "on the wire" nmay be addressed
adequately by the use of transport-layer integrity protection
mechani sms such as TLS or I PSEC. Proxy insertion can be addressed by
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mut ual authentication at the proxy layer, which can al so be provided
by TLS or IPSEC. The "sips:" URl class defined in [1] provides a
mechani sm by which a UA may request that internediate proxies provide
integrity protection and nutual authentication

Systens using the Path nmechani sm SHOULD use appropri ate nechani sns
(TLS, IPSEC, etc.) to provide nessage integrity and mutual

aut hentication. UAs SHOULD use "sips:" to request transitive
protection.

The regi stering UA SHOULD use S/ M ME nechanisns to provide a
protected copy of the original request to the registrar. |In this
case, the UA SHOULD include a Supported header field with a val ue

i ndi cating support for the Path extension in the protected copy.

Regi strars receiving such as request MJST honor the Path extension
only if support is indicated in the protected header field. Further,
they SHOULD conpare the unprotected Supported header field with the
protected Supported header field and take appropriate action in the
event that an internediate has altered the nessage to indicate
support for Path when it was not indicated by the requesting UA

6.2 Considerations in REG STER Response Processing

The data returned to the UA by the Path header field in the response
to the REG STER request is there to provide openness to the UA. The
registrar is telling the UA, "These are the internediate proxies that
wi Il be included on future requests to you processed through me". By
i nspection of this header field, the UA may be able to detect node
insertion attacks that involve inserting a proxy into the SIP routing
chain. S/M ME techniques may be used to prevent alteration of this
header field by intermedi ate proxies during response processing.

As specified, there is no requirement for arbitrary proxies between
the UA and the registrar to nodify the Path header field in the

REAQ STER response. Consequently, we may use an end-to-end protection
technique. The S/M ME technique defined in [1] provides an effective
mechanism Using this technique, the registrar nakes a copy of the
compl ete response, signs it, and attaches it as a body to the
response. The UA may then verify this response, assuring an
unnodi fi ed Path header field is received.

In addition to the hop-by-hop integrity protection and nutual

aut henti cati on nmeasures suggested for REG STER request processing in
the precedi ng section, systenms using Path header fields SHOULD

i mpl ement end-to-end protection using SSMMe. More specifically,
registrars returning a Path header field SHOULD attach a signed

S/M ME of the response, and UAs receiving a REG STER response
containing a Path header field SHOULD validate the nessage using the
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S/M ME technique. Furthernore, UAs receiving a Path header field in
a REG STER response SHOULD render it to the user, or (where feasible)
check it programmatically.

7. | ANA Consi derations
Thi s docunment defines the SIP extension header field "Path", which
the 1 ANA has added to the registry of SIP header fields defined in
SIP[1].

Thi s docunent al so defines the SIP option tag "path" which | ANA has
added to the registry of SIP option tags defined in SIP [1].

The following is the registration for the Path header field:

RFC Nunber: RFC3327

Header Field Name: Path

Conpact Form none
The following is the registration for the path option tag:

RFC Number: RFC3327

Option Tag: path
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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