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Abstract

For creating services, it is often useful to know why a Session
Initiation Protocol (SIP) request was issued. This docunent defines
a header field, Reason, that provides this infornmation. The Reason
header field is also intended to be used to encapsulate a final
status code in a provisional response. This functionality is needed
to resolve the "Heterogeneous Error Response Forking Problen, or
HERFP.
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1. Introduction

The sane SIP [1] request can be issued for a variety of reasons. For
exanpl e, a SIP CANCEL request can be issued if the call has conpl eted
on anot her branch or was abandoned before answer. Wile the protoco
and system behavior is the same in both cases, nanely, alerting wll
cease, the user interface may well differ. |In the second case, the
call may be |l ogged as a missed call, while this would not be
appropriate if the call was picked up el sewhere.

Third party call controllers sonetines generate a SIP request upon
reception of a SIP response from another dialog. Gateways generate
SIP requests after receiving nessages froma different protocol than
SIP. In both cases the client nmay be interested in know ng what
triggered the SIP request.

SI P responses already offer a neans of informng the user of why a
request failed. The sinple nechanismin this docunent acconplishes
sonmet hing roughly sinilar for requests.

An I NVI TE can sonetinmes be rejected not because the session
initiation was declined, but because some aspect of the request was
not acceptable. |If the INVITE forked and resulted in a rejection,
the error response nay never be forwarded to the client unless al

the other branches also reject the request. This problemis known as
the "Heterogeneous Error Response Forking Problemt, or HERFP. It is
foreseen that a solution to this problem may invol ve encapsul ati ng
the final error response in a provisional response. The Reason header
field is a candidate to be used for such encapsul ation
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Initially, the Reason header field defined here appears to be nost
useful for BYE and CANCEL requests, but it can appear in any request
within a dialog, in any CANCEL request and in any response whose
status code explicitly allows the presence of this header field.

Note that the Reason header field is usually not needed in responses
because the status code and the reason phrase already provide
sufficient information.

Clients and servers are free to ignore this header field. It has no
i mpact on protocol processing.

1.1 Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[2] and indicate requirenent |evels for conpliant SIP

i mpl emrent ati ons.

2. The Reason Header Field

The Reason header field MAY appear in any request within a dialog, in
any CANCEL request and in any response whose status code explicitly
all ows the presence of this header field. The syntax of the header
field foll ows the standard SI P paraneter syntax.

Reason = "Reason" HCOLON reason-val ue *( COWA reason-val ue)
reason-val ue = protocol *(SEM reason-parans)
pr ot ocol = "SIP" / "Q 850" / token

prot ocol - cause / reason-text
/| reason-extension

"cause" EQUAL cause

1*DAT

"text" EQUAL quoted-string
generi c- param

reason- par ans

pr ot ocol - cause
cause
reason-t ext
reason- ext ensi on

The foll owi ng values for the protocol field have been defi ned:
SI P. The cause paraneter contains a SIP status code.

Q 850: The cause paraneter contains an I TU-T Q 850 cause val ue
in decimal representation.
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Exanpl es are:

Reason: SIP ;cause=200 ;text="Call conpl eted el sewhere”
Reason: Q 850 ; cause=16 ;text="Terni nated"

Reason: S|P ;cause=600 ;text="Busy Everywhere"

Reason: S|P ;cause=580 ;text="Precondition Failure"

Proxi es generating a CANCEL request upon reception of a CANCEL from
the previous hop that contains a Reason header field SHOULD copy it
into the new CANCEL request.

In normal SIP operation, a SIP status code in a response provides the
client with information about the request that triggered the
response, the session paraneters, or the user. For exanmple, a 405
(Met hod not all owed) response indicates that the request contained an
unsupported nethod. A 488 (Not Acceptable Here) indicates that the
session paraneters are unacceptable and a 486 (Busy Here) provides

i nformati on about the status of the user

Any SIP status code MAY appear in the Reason header field of a
request. However, status codes that provide information about the
user and about session paraneters are typically useful for

i mpl ementing services whereas status codes intended to report errors
about a request are typically useful for debuggi ng purposes.

A SI P nessage MAY contain nore than one Reason value (i.e., multiple
Reason lines), but all of them MJUST have different protocol val ues
(e.g., one SIP and another Q 850). An inplenentation is free to

i gnore Reason values that it does not understand.

3. Exanpl es

This section contains a nunber of exanples that illustrate the use of
t he Reason header field.

3.1 Call Conpl eted El sewhere
A proxy forks an I NVITE request and one of the branches returns a 200
(OK). The forking proxy includes this status code in a Reason header
field in the CANCEL request that it sends to the rest of the
branches.

3.2 Refusing an O fer that Cones in a Response
A client sends an enpty INVITE and receives an unacceptable offer in

a 200 (OK) response. The client sends an ACK with a correctly
formatted answer and i mredi ately sends a BYE to term nate the
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session. The client includes a 488 (Not Acceptable Here) status code
in a Reason header field.

3.3 Third Party Call Control

The third party call controller of figure 1 tries to establish a
session between A and B. However, user B is busy. The controller
sends a BYE with the status code 486 (Busy Here) in a Reason header
field.
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Figure 1: Third Party Call Contro
3.4 1 SUP interworking
The PSTN gateway of figure 2 generates an INVITE that has to be
CANCELed when a REL (rel ease) nessage is received fromthe | SUP side.

The CANCEL request contains the Q 850 cause value (16 Normal Cal
Clearing) of the REL nmessage.
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4.
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Figure 2: ISUP I nterworking
I ANA Consi derations

Thi s docunent defines a new SIP header field, "Reason", according to
Section 27 of RFC 3261.

Prot ocol values (and their associated protocol cause) to be used with
this header field are registered by the | ANA into a new sub-registry
under http://ww. iana. org/assi gnment s/ si p-paraneters, |abeled "Reason
Protocol s". Reason protocols MIST refer to either an ITU-T
Recomendati on nunber, an | ETF protocol nane or the recognized
protocol identifier from another standardization organization

Prot ocol cause describes the source of the 'cause’ field in the
Reason header field.

The only entries in the registry for the tine being are:

Pr ot ocol Val ue Pr ot ocol Cause Ref er ence
SIP St at us code RFC 3261
Q 850 Cause val ue in deci nal I TUT Q 850

representation
Security Considerations

Spoofing or renoving the Reason header field froma response in a
HERFP scenario can make it inpossible for a client to update properly
its previous request, making therefore session establishnent

i mpossi ble. Thus, it is RECOWENDED that this header field is
protected by a suitable integrity mechani sm
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properly its previous request, nmaking therefore session establishnent
i mpossi ble. Thus, it is RECOWENDED that this header field is
protected by a suitable integrity mechani sm
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The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Schul zrinne, et. al. St andards Track [ Page 8]






