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Abst r act
Thi s docunent describes the need for Quality of Service (QS) and

medi a aut hori zati on and defines a Session Initiation Protocol (SIP)
extension that can be used to integrate QoS adni ssion control wth

call signaling and hel p guard agai nst denial of service attacks. The

use of this extension is only applicable in adm nistrative domains,
or anong federations of admnistrative domains with previously
agr eed-upon policies, where both the SIP proxy authorizing the QS,
and the policy control of the underlying network providing the QS,
bel ong to that adm nistrative domain or federation of domains.
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1. Scope of Applicability

Thi s docunent defines a SIP extension that can be used to integrate
QS admi ssion control with call signaling and hel p guard agai nst
deni al of service attacks. The use of this extension is only
applicable in adm nistrative donai ns, or anpong federations of

adm nistrative donains with previously agreed-upon policies, where
both the SIP proxy authorizing the QS, and the policy control of the
under | yi ng network providing the QS, belong to that administrative
domai n or federation of domains. Furthernore, the nechanismis
generally inconpatible with end-to-end encrypti on of nessage bodies
that describe nmedia sessions.

This is in contrast with general Internet principles, which separate
data transport from applications. Thus, the solution described in
this docunment is not applicable to the Internet at |large. Despite
these Ilimtations, there are sufficiently useful specialized

depl oynents that neet the assunptions described above, and can accept
the limtations that result, to warrant informational publication of
this mechanism An exanpl e depl oynent woul d be a cl osed network,
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which ermul ates a traditional circuit swtched tel ephone network.
Thi s docunent specifies a private header, facilitating use in these
speci al i zed confi gurati ons.

2. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

3. Background and Motivation

Current | P tel ephony systens assune a perfect world in which there is
either an unlimted anmount of bandw dth, or network |layer Quality of
Service (QoS) is provided w thout any kind of policy control

However, the reality is that end-to-end bandwidth is not unlinited
and uncontroll ed access to QS, in general, is unlikely. The prinmary
reason for this is that QoS provides preferential treatnment of one
flow, at the expense of another. Consequently, it is inportant to
have policy control over whether a given flow shoul d have access to
Q@S. This will not only enable fairness in general, but can al so
prevent denial of service attacks.

In this docunment, we are concerned with providing QS for nedia
streans established via the Session Initiation Protocol (SIP) [3].
We assume an architecture that integrates call signaling with nmedia
aut horization, as illustrated in the Figure below The solid lines
(A and B) show interfaces, whereas the dotted line (C) illustrates
the QoS enabl ed nedia fl ow

R +
|  Proxy |
TS >|
| R +
| AN
A | B) |
I {1}
I I
| \Y;
\Y] +o-m - - +
SRR + O | Edge |
| UA |........ |router|......
Fome o m - + Fome o m - +

Figure 1 - Basic Architecture
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In this architecture, we assune a SIP UA connected to a Q@S enabl ed
network with an edge router acting as a Policy Enforcenent Point
(PEP) [6]. We further assume that a SIP UA that w shes to obtain QS
initiates sessions through a proxy which can interface with the QS
policy control for the data network being used. W will refer to
such a proxy as a QS enabled proxy. W assune that the SIP UA needs
to present an authorization token to the network in order to obtain
Quality of Service (C). The SIP UA obtains this authorization token
via SIP (A) fromthe QoS enabl ed proxy by neans of an extension SIP
header, defined in this docunent. The proxy, in turn, conmmunicates
either directly with the edge router or with a Policy Decision Point
(PDP - not shown) [6] in order to obtain a suitable authorization
token for the UA

Exanmpl es of access data networks, where such a QS enabl ed proxy
coul d be used, include DOCSI S based cabl e networks and 3rd generation
(3G wirel ess networks.

4. Overview

A session that needs to obtain QoS for the nmedia streans in
accordance with our basic architecture descri bed above goes through
the follow ng steps.

The SIP UA sends an INVITE to the QoS enabl ed proxy, which for each
resulting dialog includes one or nore nedia authorization tokens in
all wunreliable provisional responses (except 100), the first reliable
1xx or 2xx response, and all retransm ssions of that reliable
response for the dialog. Wen the UA requests QS, it includes the
medi a aut hori zation tokens with the resource reservation

A SIP UA may also receive an INVITE fromits QoS enabl ed proxy which
i ncl udes one or nore media authorization tokens. |n that case, when
the UA requests QS, it includes the nedia authorization tokens with
the resource reservation. The resource reservati on nechanismis not
part of SIP and is not described within the scope of this docunent.

5. Changes to SIP to Support Media Authorization

Thi s docunent defines a private SIP header extension to support a
nedi a authorization schenme. |In this architecture, a QS enabled SIP
proxy supplies the UA with one or nore authorization tokens which are
to be used in QS requests. The extension defined allows netwrk QS
resources to be authorized by the QS enabl ed SIP proxy.
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5.1 SI P Header Extension

A new P- Medi a- Aut hori zation general header field is defined. The P-
Medi a- Aut hori zation header field contains one or nore nedia

aut hori zati on tokens which are to be included in subsequent resource
reservations for the nedia fl ows associated with the session, that

is, passed to an independent resource reservation mechanism which is
not specified here. The nedia authorization tokens are used for

aut horizing QoS for the nedia strean(s). The P-Mdi a-Authorization
header field is described by the followi ng ABNF [4]:

P- Medi a- Aut hori zati on = "P-Medi a- Aut hori zati on" HCOLON
P- Medi a- Aut hori zat i on- Token
*( COMVA P- Medi a- Aut hori zat i on- Token)

P- Medi a- Aut hori zati on- Token = 1*HEXDI G

Table 1 below is an extension of tables 2 and 3 in [3] for the new
header field defined here. For informational purposes, this table
al so includes relevant entries for standards track extension nethods
published at the time this document was published. The INFQ PRACK,
UPDATE, and SUBSCRI BE and NOTI FY net hods are defined respectively in
[11], [9], [12], and [10].

Wiere proxy ACK BYE CAN INV OPT REG

P- Medi a- Aut hori zati on R ad 0 - - 0 - -

P- Medi a- Aut hori zati on 2XX ad - - - 0 - -

P- Medi a- Aut hori zation 101-199 ad - - - o] - -
Where proxy |INF PRA UPD SUB NOT

P- Medi a- Aut hori zati on R ad - 0 0 - -

P- Medi a- Aut hori zati on 2XX ad - 0 0 - -

Table 1. Summary of header fields.
The P- Medi a- Aut hori zation header field can be used only in SIP
requests or responses that can carry a SIP offer or answer. This
natural ly keeps the scope of this header field narrow
5.2 SI P Procedures
This section defines SIP [3] procedures for usage in nedia

aut hori zati on conpatible systens, fromthe point of view of the
aut hori zi ng QoS.
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5.2.1 User Agent dient (UAQ

The initial SIP INVITE message, md-call messages that result in

net wor k QoS resource changes, and mid-call changes in cal

destination should be authorized. These SIP nessages are sent
through the QoS enabl ed proxies to receive this authorization. In
order to authorize QS, the QoS enabled SIP proxy MAY need to inspect
message bodies that describe the nedia streams (e.g., SDP). Hence,
it is reconmended (as may be appropriate within the applicability
scope in Section 1 of this docunent) that such nessage bodi es not be
encrypted end-to-end.

The P- Medi a- Aut hori zati on- Token, which is contained in the P-Mdia-
Aut hori zation header, is included for each dialog in all unreliable
provi sional responses (except 100), the first reliable 1xx or 2xx
response, and all retransm ssions of that reliable response for the
di al og sent by the QoS enabled SIP proxy to the UAC

The UAC shoul d use all the P-Medi a-Aut hori zati on- Tokens from t he nost
recent request/response that contained the P-Medi a-Authorization
header when requesting QoS for the associated nedia strean(s). This
applies to both initial and subsequent refresh reservati on nessages
(for exanple, in an RSVP-based reservation systen). A reservation
function within the UAC should convert each string of hex digits into
binary, and utilize each result as a Policy-El enment, as defined in
RFC 2750 [5] (excluding Length, but including P-Type which is
included in each token). These Policy-El ements would typically
contain the authorizing entity and credentials, and be used in an
RSVP request for nedia data stream QoS resources

5.2.2 User Agent Server (UAS)

The User Agent Server receives the P-Media-Authorization-Token in an
INVITE (or other) nessage fromthe QoS enabled SIP proxy. |If the
response contains a nessage body that describes nedia streans for
which the UA desires QoS, it is recommended (as nmay be appropriate
within the applicability scope in Section 1 of this docunment) that
this message body not be encrypted end-to-end.

The UAS shoul d use all the P-Medi a-Aut hori zati on- Tokens from t he nost
recent request/response that contai ned the P-Medi a- Authori zation
header when requesting QoS for the associated nedia strean(s). This
applies both to initial and subsequent refresh reservati on nmessages
(for example, in an RSVP-based reservation systen). A reservation
function within the UAS should convert each string of hex digits into
binary, and utilize each result as a Policy-Elenent, as defined in
RFC 2750 [5] (excluding Length, but including P-Type which is
included in each token). These Policy-El enments would typically

Mar shal |, Ed. I nf or mat i onal [ Page 6]



RFC 3313 SI P Extensions for Media Authorization January 2003

contain the authorizing entity and credentials, and be used in an
RSVP request for media data stream QoS resources.

5.2.3 Originating Proxy (OP)

When the originating QoS enabl ed proxy (OP) receives an | NVITE (or
other) message fromthe UAC, the proxy authenticates the caller, and
verifies that the caller is authorized to receive QoS.

In cooperation with an originating Policy Decision Point (PDP-0), the
OP obtains and/ or generates one or nore nedia authorization tokens.
These contain sufficient infornmation for the UAC to get the

aut hori zed Q@S for the nedia streans. Each nedia authorization token
is formatted as a Policy-El enent, as defined in RFC 2750 [5]

(excl udi ng Length, but including P-Type which is included in each
token), and then converted to a string of hex digits to forma P-

Medi a- Aut hori zati on- Token. The proxy’s resource nmanagenent function
may i nspect nessage bodies that describe the nedia streams (e.g.,
SDP), in both requests and responses in order to decide what QoS to
aut hori ze.

For each dialog that results fromthe INVITE (or other) nessage
received fromthe UAC, the originating proxy nust add a P-Medi a-

Aut hori zati on header with the P-Medi a-Aut horization-Token in all
unrel i abl e provisional responses (except 100), the first reliable 1xx
or 2xx response, and all retransm ssions of that reliable response
the proxy sends to the UAC, if that response may result in network
QS changes. A response with an SDP may result in such changes.

5.2.4 Destination Proxy (DP)

The Destinati on QoS Enabl ed Proxy (DP) verifies that the called party
is authorized to receive QoS.

In cooperation with a terminating Policy Decision Point (PDP-t), the
DP obtai ns and/ or generates a nedia authorization token that contains
sufficient information for the UAS to get the authorized QS for the
medi a streans. The nedia authorization token is formatted as a

Pol i cy-El enent, as defined in RFC 2750 [5] (excluding Length, but

i ncluding P-Type which is included in each token), and then converted
to a string of hex digits to forma P-Medi a- Aut hori zati on-Token. The
proxy’s resource nanagenent function nmay inspect nessage bodies that
describe the nmedia streams (e.g., SDP), in both requests and
responses in order to decide what QS to authorize
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6

The Destination Proxy nust add the P-Media-Authorization header with
t he P-Medi a- Aut hori zati on- Token in the INVITE (or other) request that
it sends to the UAS if that nessage may result in network QS
changes. A nessage with an SDP body may result in such changes.

Exanpl es

6.1 Requesting Bandw dth via RSVP Messagi ng

Bel ow we provide an exanpl e of how the P-Medi a-Authorization header
field can be used in conjunction with the Resource Reservation
Protocol (RSVP) [7]. The exanple assunmes that an offer arrives in
the initial INVITE and an answer arrives in a reliable provisiona
response [9], which contains an SDP description of the media flow

6.1.1 User Agent Cient Side

Figure 2 presents a high-level overview of a basic call flowwth
medi a aut horization fromthe viewoint of the UAC. Sone policy
i nteractions have been onmitted for brevity.

When a user goes of f-hook and dials a tel ephone nunber, the UAC
collects the dialed digits and sends the initial (1)INVITE nmessage to
the originating SIP proxy.

The originating SIP proxy (OP) authenticates the user/UAC and
forwards the (2)I NVI TE nmessage to the proper SIP proxy.

Assuming the call is not forwarded, the term nating end-point sends a
(3)18x response to the initial INVITE via OP. Included in this
response is an indication of the negotiated bandw dth requirenent for
the connection (in the formof an SDP description [8]).

When OP receives the (3)18x, it has sufficient information regarding
the end-points, bandw dth and characteristics of the nedia exchange.
It initiates a Policy-Setup nessage to PDP-o, (4)AuthProfile.

The PDP-o0 stores the authorized nedia descriptioninits local store,
generates an authorization token that points to this description, and
returns the authorization token to the OP, (5)AuthToken
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| - - (8) PRACK- - - - >
| <-(9) 200 (PRACK)
<--(10)200 (PRACK)-----===cmmsemommmeaammma- |
I

UAC ER- o PDP- o oP

| (1) INVITE | | | dient Authentication
I e > and Call Authoriz.

| | | | (2)INVITE

I I I [------mmmmmees >

I I I | (3)18x

| | | (4)AuthProfile | <--------------

| | | <o |

| | | (5) Aut hToken |

| | I >| Auth. Token put into
| | | (6)18x | P-Medi a- Aut hori zation
S e | header extension.
[---(7)PRACK------- - e m e >|

I

|

I

I

I
| Copi es the RSVP policy object |

| fromthe P-Media-Authorization |

| (11) RSVP- PATH | |

[----------- > (12) REQ |

| I >| Using the Auth-Token and Authorized
| | (13)DEC | Profile that is set by the SIP Proxy
| I | the PDP nakes the decision

| | | | (14) RSVP- PATH
I
|
I

| Copi es the RSVP policy object |

| fromthe P-Media-Authorization |

| (16) RSVP- RESV | |

[----------- > (17)REQ I

| |[-------------- >| Using the Auth-Token and Authori zed
| | (18) DEC | Profile that is set by the SIP Proxy
| I | the PDP nmakes the decision

| | | | (19) RSVP- RESV
I
I
|
I

Figure 2 - Media Authorization with RSVP (UAC)

The OP includes the authorization token in the P-Medi a-Authorization
header extension of the (6)18x nessage.
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Upon receipt of the (6)18x nmessage, the UAC stores the nedia

aut hori zati on token fromthe P-Medi a-Authorization header. Also, the
UAC acknow edges the 18x nmessage by sending a (7)PRACK nessage, which
is responded to with (10) 200.

Bef ore sendi ng any nedia, the UAC requests QS by sendi ng an
(11) RSVP- PATH nmessage, which includes the previously stored P-Mdi a-
Aut hori zati on- Token as a Policy-El enent.

ER-o0, upon receipt of the (11) RSVP-PATH nessage, checks the

aut hori zati on through a PDP-o COPS nessage exchange, (12)REQ PDP-o0
checks the authorization using the stored authorized nedia
description that was linked to the authorization token it returned to
OP. If authorization is successful, PDP-o returns an "install"
Deci si on, (13)DEC

ER-o0 checks the adm ssibility for the request, and if admni ssion
succeeds, it forwards the (14) RSVP-PATH nessage.

Once UAC receives the (15) RSVP- PATH nessage from UAS, it sends the
(16) RSVP- RESV nessage to reserve the network resources.

ER-0, upon receiving the (16) RSVP-RESV nessage checks the

aut hori zati on through a PDP-o COPS nessage exchange, (17)REQ PDP-o0
checks the authorization using the stored authorized nedia
description that was linked to the authorization token it returned to
OP. If authorization is successful, PDP-o returns an "install™
Deci si on, (18)DEC

ER- o0 checks the adm ssibility for the request, and if admni ssion
succeeds, it forwards the (19)RSVP-RESV nessage.

Upon receiving the (20)RSVP-RESV nessage, network resources have been
reserved in both directions.

6.1.2 User Agent Server Side

Figure 3 presents a high-level overview of a call flow with nedia
aut hori zation fromthe viewoint of the UAS. Sone policy
i nteractions have been onitted for brevity.

Since the destination SIP proxy (DP) has sufficient information
regardi ng the endpoints, bandw dth, and characteristics of the nmedia
exchange, it initiates a Policy-Setup nessage to the term nating
Pol i cy Decision Point (PDP-t) on receipt of the (1)INVITE
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(1)1 \VI TE

I

| .

| Proxy Authentication
I

and Call Authoriz.

UAS ER-t PDP- t DP
|
I (2)Aut hProfile
|

I
|
I
I
|
| |-------------- >| Auth. Token put into
| | (4)INVITE | P-Medi a- Aut hori zati on
I e | header extension
I
| Copi es the RSVP policy object R >
| fromthe P-Media-Authorization |
| (7) RSVP- PATH | |
[EEREREERES > (8) REQ | |

I >| Using the Auth-Token and Authori zed

| (9)DEC | Profile that is set by the SIP Proxy

RS | the PDP nakes the decision

| | | (10) RSVP- PATH

I
I
I
|
| | | | (11) RSVP- PATH
I
I
I
I

I e e >
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm e —— ==
Copi es the RSVP policy object |
fromthe P-Media-Authorization |
(12) RSVP- RESV | |
[EREEEEEEES > | |
| | (13)REQ | ,
| I >| Using the Auth-Token and Authori zed
| | (14)DEC | Profile that is set by the SIP Proxy
| RS | the PDP nakes the decision
| | | | (15) RSVP- RESV
| | >
| | | | (16) RSVP- RESV
IR i T
| | | | <- (17) PRACK- - - - - - - --
| <--(18)PRACK ------mmmmmme e |
| ---(19)200 (PRACK) ---------mmmmmmma e m oo >|
|
I

| | | --(20) 200 (PRACK)-->
I I I

Figure 3 - Media Authorization with RSVP (UAS)

PDP-t stores the authorized nmedia description inits |ocal store,
generates an authorization token that points to this description, and
returns the authorization token to DP. The token is placed in the
(4) I NVI TE nessage and forwarded to the UAS.
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Assuming that the call is not forwarded, the UAS sends a (5)18x
response to the initial |INVITE nessage, which is forwarded back to
UAC. At the sane tinme, the UAS sends a (7)RSVP-PATH nmessage whi ch
i ncludes the previously stored P-Mdia-Authorization-Token as a
Pol i cy- El enent .

ER-t, upon receiving the (7)RSVP-PATH nessage checks the
aut hori zation through a PDP-t COPS nessage exchange. PDP-t checks
the aut horization using the stored authorized nmedi a description that

was |linked to the authorization token it returned to DP. |If
aut hori zation is successful, PDP-t returns an "install" Deci sion,
(9) DEC.

ER-t checks the adm ssibility for the request, and if adm ssion
succeeds, it forwards the (10) RSVP-PATH nessage.

Once the UAS receives the (11) RSVP-PATH nessage, it sends the
(12) RSVP- RESV nmessage to reserve the network resources.

ER-t, upon reception of the (12) RSVP-RESV nessage, checks the
aut hori zation through a PDP-t COPS nessage exchange. PDP-t checks
the aut horization using the stored authorized nedi a description that

was |linked to the authorization token that it returned to DP. |If
authori zation is successful, PDP-t returns an "install" Decision,
(14) DEC.

ER-t checks the adm ssibility for the request and if adm ssion
succeeds, it forwards the (15) RSVP-RESV nessage.

Upon receiving the (16) RSVP- RESV nmessage, network resources have been
reserved in both directions.

For compl et eness, we show the (17) PRACK message for the (5) 18x
response and the resulting (19) 200 response acknow edgi ng t he PRACK

7. Advantages of the Proposed Approach

The use of nedia authorization nmakes it possible to control the usage
of network resources. In turn, this makes | P Tel ephony nore robust
agai nst denial of service attacks and various kinds of service
frauds. By using the authorization capability, the nunber of fl ows,
and the ampunt of network resources reserved can be controll ed,

t hereby naking the I P Tel ephony system dependabl e in the presence of
scarce resources
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10.

Security Considerations

In order to control access to @S, a QS enabl ed proxy shoul d
authenticate the UA before providing it with a nedia authorization
token. Both the method and policy associated with such

aut hentication are outside the scope of this docunment, however it
could, for exanple, be done by using standard SIP authentication
mechani sms, as described in [3].

Medi a aut hori zation tokens sent in the P-Mdia-Authorization header
froma QoS enabled proxy to a UA MJST be protected from eavesdroppi ng
and tanpering. This can, for exanple, be done through a nmechani sm
such as | PSec or TLS. However, this will only provide hop-by-hop
security. |If there is one or nore internediaries (e.g., proxies),
between the UA and the QoS enabled proxy, these internediaries wll
have access to the P-Medi a-Aut horization header field value, thereby
conprom sing confidentiality and integrity. This will enable both
theft-of -service and deni al - of -servi ce attacks agai nst the UA
Consequent |y, the P-Media-Authorization header field MJST NOT be
available to any untrusted internediary in the clear or wthout
integrity protection. There is currently no mechanismdefined in SIP
that would satisfy these requirenents. Until such a nechani sm

exi sts, proxies MJST NOT send P-Medi a- Aut horization headers through
untrusted internediaries, which mght reveal or nodify the contents
of this header. (Note that S/ M Me-based encryption in SIP is not
avail abl e to proxy servers, as proxies are not allowed to add nessage
bodi es.)

QoS enabl ed proxi es may need to i nspect nessage bodi es descri bing
medi a streans (e.g., SDP). Consequently, such nmessage bodi es shoul d
not be encrypted. In turn, this will prevent end-to-end
confidentiality of the said message bodies, which | owers the overal
security possible.

| ANA Consi der ati ons

Thi s docunent defines a new private SIP header for nedia

aut hori zation, "P-Mdia-Authorization". This header has been
registered by the 1ANA in the SIP header registry, using the RFC
nunber of this docunent as its reference

Noti ce Regarding Intellectual Property Rights

The | ETF has been notified of intellectual property rights clainmed in
regard to sone or all of the specification contained in this
docunent. For nmore information consult the online list of clained
rights.
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