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A principal objective of this docunent is to describe the underlying
framewor k of m ddl ebox comunications (M DCOVW to enable conpl ex
applications through the niddl eboxes, seam essly using a trusted
third party. This docunment and a conpani on docunment on M DCOM
requirenents ([ REQMIS]) have been created as a precursor to
rechartering the M DCOM wor ki ng group

There are a variety of internmediate devices in the Internet today
that require application intelligence for their operation. Datagrans
pertaining to real-time stream ng applications, such as SIP and

H. 323, and peer-to-peer applications, such as Napster and Net Meeti ng,
cannot be identified by nerely exam ning packet headers. M ddl eboxes
i mplementing Firewall and Network Address Translator services
typically enbed application intelligence within the device for their
operation. The document specifies an architecture and franmework in
which trusted third parties can be delegated to assist the

m ddl eboxes to performtheir operation, without resorting to
enbeddi ng application intelligence. Doing this will allow a

m ddl ebox to continue to provide the services, while keeping the

m ddl ebox application agnostic.
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1.

I nt roducti on

I nternedi ate devices requiring application intelligence are the

subj ect of this docunment. These devices are referred to as

m ddl eboxes throughout the docunment. Many of these devices enforce
application specific policy based functions such as packet filtering,
VPN (Virtual Private Network) tunneling, Intrusion detection,
security and so forth. Network Address Transl ator service, on the
ot her hand, provides routing transparency across address real ns
(within IPv4 routing network or across V4 and V6 routing real ns),

i ndependent of applications. Application Level Gateways (ALGs) are
used in conjunction with NAT to exam ne and optionally nodify
appl i cation payl oad so the end-to-end application behavi or renmains
unchanged for many of the applications traversing NAT ni ddl eboxes.
There may be other types of services requiring enbedding application
intelligence in mddl eboxes for their operation. The discussion
scope of this docunent is however linmted to Firewall and NAT
services. Nonetheless, the MDCOM framework is designed to be
extensible to support the depl oynment of new services.

Ti ght coupling of application intelligence with m ddl eboxes makes

mai nt enance of m ddl eboxes hard with the advent of new applications.
Built-in application awareness typically requires updates of
operating systenms with new applications or newer versions of existing
applications. Operators requiring support for newer applications
will not be able to use third party software/ hardware specific to the
application and are at the nercy of their m ddl ebox vendor to make
the necessary upgrade. Further, enbedding intelligence for a |large
nunber of application protocols within the sanme m ddl ebox increases
conmplexity of the middlebox and is |likely to be error prone and
degrade in performance

Thi s docunent describes a framework in which application intelligence
can be noved from m ddl eboxes into external M DCOM agents. The
premise of the framework is to devise a M DCOM protocol that is
application independent, so the m ddl eboxes can stay focused on
services such as firewall and NAT. The framework docunent includes
some explicit and inplied requirenments for the M DCOM pr ot ocol
However, it nmust be noted that these requirenents are only a subset.
A separate requirenments docunent lists the requirenents in detail.

M DCOM agents with application intelligence can assist the

m ddl eboxes through the M DCOM protocol in permtting applications
such as FTP, SIP and H. 323. The conmuni cation between a M DCOM agent
and a m ddl ebox will not be noticeable to the end-hosts that take
part in the application, unless one of the end-hosts assunmes the role
of a M DCOM agent. Discovery of niddl eboxes or M DCOM agents in the

Srisuresh, et al. I nf or mat i onal [ Page 2]



RFC 3303 M DCOM Archi tecture and Franmework August 2002

path of an application instance is outside the scope of this
docunent. Further, any comunication anongst ni ddl eboxes is al so
out side the scope of this docunent.

Thi s docunment describes the framework in which m ddl ebox

communi cati on takes place and the various elenents that constitute
the framework. Section 2 describes the terns used in the document.
Section 3 defines the architectural framework of a m ddl ebox for
communi cati on with M DCOM agents. The remaini ng sections cover the
conmponents of the framework, illustration using sanple flows, and
operational considerations with the M DCOM architecture. Section 4
describes the nature of M DCOM protocol. Section 5 identifies
entities that could potentially host the M DCOM agent function
Section 6 considers the role of Policy server and its function with
regard to conmuni cati ng M DCOM agent aut horization policies. Section
7 is anillustration of SIP flows using a M DCOM framework in which
the M DCOM agent is co-resident on a SIP proxy server. Section 8
addresses operational considerations in deploying a protocol adhering
to the framework described here. Section 9 is an applicability
statenment, scoping the |ocation of m ddl eboxes. Section 11 outlines
security considerations for the m ddl ebox in view of the M DCOM

f ramewor k.

2. Term nol ogy
Bel ow are the definitions for the terns used throughout the docunent.
2.1. M ddl ebox function/service

A m ddl ebox function or a m ddl ebox service is an operation or nethod
performed by a network internediary that nay require application
specific intelligence for its operation. Policy based packet
filtering (a.k.a. firewall), Network address transl ation (NAT),

I ntrusi on detection, Load bal anci ng, Policy based tunneling and | Psec
security are all exanples of a middl ebox function (or service).

2.2. M ddl ebox
A M ddl ebox is a network intermedi ate device that inplenents one or
more of the m ddl ebox services. A NAT m ddl ebox is a m ddl ebox
i mpl ementing NAT service. A firewall mddlebox is a m ddl ebox
i mplementing firewall service

Traditi onal niddl eboxes enbed application intelligence within the

device to support specific application traversal. M ddl eboxes
supporting the M DCOM protocol will be able to externalize
application intelligence into MDCOM agents. In reality, sonme of the
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m ddl eboxes nmay continue to enbed application intelligence for
certain applications and depend on M DCOM protocol and M DCOM agents
for the support of remaining applications.

2.3. Firewal |

Firewall is a policy based packet filtering m ddl ebox function,
typically used for restricting access to/from specific devices and
applications. The policies are often termed Access Control Lists
(ACLs).

2. 4. NAT

Net wor k Address Translation is a method by which | P addresses are
mapped from one address real mto another, providing transparent
routing to end-hosts. Transparent routing here refers to nodifying
end- node addresses en-route and naintaining state for these updates
so that when a datagram | eaves one real mand enters another,
datagranms pertaining to a session are forwarded to the right end-host
in either realm Refer to [NAT-TERM for the definition of
Transparent routing, various NAT types, and the associated terns in
use. Two types of NAT are npbst common. Basic-NAT, where only an IP
address (and the related I P, TCP/UDP checksuns) of packets is altered
and NAPT (Network Address Port Translation), where both an I P address
and a transport layer identifier, such as a TCP/UDP port (and the
related I P, TCP/UDP checksuns), are altered

The term NAT in this docunment is very simlar to the | Pv4 NAT
described in [ NAT-TERM, but is extended beyond | Pv4 networks to
include the I Pv4-v6 NAT-PT described in [NAT-PT]. Wile the | Pv4d NAT
[ NAT-TERM transl ates one | Pv4 address into another |Pv4 address to
provi de routing between private V4 and external V4 address real s,

| Pv4-v6 NAT-PT [ NAT-PT] translates an | Pv4 address into an | Pv6
address, and vice versa, to provide routing between a V6 address

real mand an external V4 address realm

Unl ess specified otherwise, NAT in this docunent is a m ddl ebox
function referring to both I Pv4d NAT, as well as |Pv4-v6 NAT-PT.

2.5. Proxy

A proxy is an internediate relay agent between clients and servers of
an application, relaying application nessages between the two.
Proxi es use special protocol mechanisnms to communi cate with proxy
clients and relay client data to servers and vice versa. A Proxy
term nates sessions with both the client and the server, acting as
server to the end-host client and as client to the end-host server
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Applications such as FTP, SIP, and RTSP use a control session to
establish data sessions. These control and data sessions can take
di vergent paths. Wiile a proxy can intercept both the control and
data sessions, it mght intercept only the control session. This is
often the case with real-tine streanmi ng applications such as SIP and
RTSP.

2.6. ALG

Application Level Gateways (ALGs) are entities that possess the
application specific intelligence and know edge of an associ ated

m ddl ebox function. An ALG exam nes application traffic in transit
and assists the niddl ebox in carrying out its function

An ALG rmay be a co-resident with a m ddl ebox or reside externally,
conmmuni cating through a m ddl ebox communication protocol. It
interacts with a m ddl ebox to set up state, access control filters,
use m ddl ebox state information, nodify application specific payl oad,
or perform whatever else is necessary to enable the application to
run through the m ddl ebox.

ALGs are different fromproxies. ALGs are not visible to end-hosts,
unli ke the proxies which are relay agents termnating sessions with
both end-hosts. ALGs do not termi nate sessions with either end-host.
I nstead, ALGs examine, and optionally nodify, application payl oad
content to facilitate the flow of application traffic through a

m ddl ebox. ALGs are m ddl ebox centric, in that they assist the

m ddl eboxes in carrying out their function, whereas, the proxies act
as a focal point for application servers, relaying traffic between
application clients and servers.

ALGs are simlar to Proxies, in that, both ALGs and proxies
facilitate Application specific communication between clients and
servers.

2.7. End-Hosts

End- hosts are entities that are party to a networked application
instance. End-hosts referred to in this docunent, are specifically
those term nating Real -tine stream ng Voi ce-over-|P applications,
such as SIP and H. 323, and peer-to-peer applications such as Napster
and Net Meeti ng.

2.8. M DCOM Agents
M DCOM agents are entities performng ALG functions, logically

external to a m ddl ebox. M DCOM agents possess a conbi nati on of
appl i cati on awareness and know edge of the niddl ebox function. This
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combi nation enables the agents to facilitate traversal of the
m ddl ebox by the application’s packets. A M DCOM agent may i nteract
with one or nore m ddl eboxes.

Only "In-Path M DCOM agents" are considered in this docunment. In-
Path M DCOM agents are agents which are within the path of those

dat agranms that the agent needs to examine and/or nodify in fulfilling
its role as a M DCOM agent. "Wthin the path" here sinply neans that

the packets in question flow through the node that hosts the agent.
The packets may be addressed to the agent node at the IP |ayer.
Alternatively they nay not be addressed to the agent node, but nmay be
constrained by other factors to flow through it. 1In fact, it is
immaterial to the M DCOM protocol which of these is the case. Sone
exanpl es of In-Path M DCOM agents are application proxies, gateways,
or even end-hosts that are party to the application.

Agents not resident on nodes that are within the path of their
rel evant application flows are referred to as "Qut-of-Path (OOP)
M DCOM agents" and are out of the scope of this docunent.

2.9. M DCOM PDP

M DCOM Pol i cy Decision Point (PDP) is primarily a Policy Decision
Poi nt (PDP), as defined in [POL-TERM ; and al so acts as a policy
repository, holding MDCOM rel ated policy profiles in order to make
aut hori zati on decisions. [PO.-TERM defines a PDP as "a | ogi cal
entity that makes policy decisions for itself or for other network
el ements that request such decisions"; and a policy repository as
specific data store that holds policy rules, their conditions and
actions, and related policy data".

a

A m ddl ebox and a M DCOM PDP nay communi cate further if the M DCOM
PDP' s policy changes or if a m ddl ebox needs further information.
The M DCOM PDP may, at anytime, notify the nmiddl ebox to term nate
aut hori zation for an agent.

The protocol facilitating the comunication between a m ddl ebox and

M DCOM PDP need not be part of the M DCOM protocol. Section 6 in the
docunent addresses the M DCOM PDP interface and protocol framework

i ndependent of the M DCOM franmewor K.

Application specific policy data and policy interface between an
agent or application endpoint and a M DCOM PDP is out of bounds for
this docunment. The M DCOM PDP issues addressed in the docunent are
focused at an aggregate domain |level as befitting the m ddl ebox. For
exanple, a SIP M DCOM agent may choose to query a M DCOM PDP for the
adm nistrative (or corporate) domain to find whether a certain user
is allowed to make an outgoing call. This type of application
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specific policy data, as befitting an end user, is out of bounds for
the M DCOM PDP considered in this docunment. It is wthin bounds,
however, for the M DCOM PDP to specify the specific end-user
applications (or tuples) for which an agent is permitted to be an
ALG

2.10. M ddl ebox Communi cati on (M DCOM pr ot ocol

The protocol between a M DCOM agent and a mi ddl ebox all ows the M DCOM
agent to invoke services of the mddl ebox and allow the m ddl ebox to
del egate application specific processing to the M DCOM agent. The

M DCOM protocol allows the middl ebox to performits operation with
the aid of M DCOM agents, without resorting to enbeddi ng application
intelligence. The principal notivation behind architecting this
protocol is to enable conplex applications through m ddl eboxes,

seam essly using a trusted third party, i.e., a M DCOM agent.

This is a protocol yet to be devised.
2.11. M DCOM agent registration

A M DCOM agent registration is defined as the process of provisioning
agent profile information with the m ddl ebox or a M DCOM PDP. M DCOM
agent registration is often a nanual operation perforned by an
operator rather than the agent itself.

A M DCOM agent profile may include agent authorization policy (i.e.,
session tuples for which the agent is authorized to act as ALG,
agent - hosting-entity (e.g., Proxy, Gateway, or end-host which hosts
the agent), agent accessibility profile (including any host |evel

aut hentication information), and security profile (for the nmessages
exchanged between the niddl ebox and the agent).

2.12. M DCOM sessi on

A M DCOM session is defined to be a |asting association between a
M DCOM agent and a mi ddl ebox. The M DCOM session is not assumed to

inmply any specific transport |layer protocol. Specifically, this
shoul d not be construed as referring to a connection-oriented TCP
pr ot ocol .

2.13. Filter

Afilter is packet matching information that identifies a set of
packets to be treated a certain way by a mddl ebox. This definition
is consistent with [POL-TERM, which defines a filter as "A set of
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terns and/or criteria used for the purpose of separating or
categorizing. This is acconplished via single- or multi-field
mat chi ng of traffic header and/or payl oad data”

5-Tupl e specification of packets in the case of a firewall and 5-
tuple specification of a session in the case of a NAT m ddl ebox
function are exanples of a filter

2.14. Policy action (or) Action

Policy action (or Action) is a description of the m ddl ebox
treatnment/service to be applied to a set of packets. This definition
is consistent with [POL-TERM, which defines a policy action as
"Definition of what is to be done to enforce a policy rule, when the
conditions of the rule are net. Policy actions may result in the
execution of one or nore operations to affect and/or configure
network traffic and network resources"

NAT Address-BIND (or Port-BIND in the case of NAPT) and firewal
permt/deny action are exanples of an Action

2.15. Policy rule(s)

The conbination of one or nore filters and one or nore actions.
Packets matching a filter are to be treated as specified by the
associ ated action(s). The Policy rules may al so contain auxiliary
attributes such as individual rule type, tineout values, creating
agent, etc.

Policy rules are conmunicated through the M DCOM pr ot ocol

3.0 Architectural franework for m ddl eboxes

A m ddl ebox may i npl enent one or nore of the nmiddl ebox functions

sel ectively on multiple interfaces of the device. There can be a
variety of M DCOM agents interfacing with the m ddl ebox to

conmuni cate with one or nore of the middl ebox functions on an
interface. As such, the m ddl ebox comunication protocol rnust allow
for selective communication between a specific M DCOM agent and one
or nore mddl ebox functions on the interface. The follow ng di agram
identifies a possible layering of the service supported by a

m ddl ebox and a list of M DCOM agents that might interact with it.
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Figure 1: M DCOM agents interfacing with a m ddl ebox

Firewal | ACLs, NAT-BINDs, NAT address-maps and Session-state are a
few of the m ddl ebox function specific policy rules. A session state
may include m ddl ebox function specific attributes, such as tineout
val ues, NAT translation paraneters (i.e., NAT-BINDS), and so forth.
As Session-state may be shared across niddl ebox functions, a
Session-state may be created by a function, and term nated by a
different function. For exanmple, a session-state may be created by
the firewall function, but term nated by the NAT function, when a
session tiner expires.

Application specific M DCOM agents (co-resident on the mniddl ebox or
external to the niddl ebox) would exanine the I P datagranms and help
identify the application the datagram bel ongs to, and assist the

m ddl ebox in performng functions unique to the application and the
m ddl ebox service. For exanple, a M DCOM agent, assisting a NAT

m ddl ebox, m ght perform payl oad transl ati ons, whereas a M DCOM agent
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assisting a firewall mddl ebox might request the firewall to pernit
access to application specific, dynamically generated, session
traffic.

4. M DCOM Pr ot oco

The M DCOM protocol between a M DCOM agent and a mi ddl ebox allows the
M DCOM agent to invoke services of the m ddl ebox and all ow t he

m ddl ebox to del egate application specific processing to the M DCOV
agent. The protocol will allow M DCOM agents to signal the

m ddl eboxes, to |l et conplex applications using dynam c port based
sessions through them (i.e., mddl eboxes) seanl essly.

It is inportant to note that an agent and a m ddl ebox can be on the
same physical device. 1In such a case, they may comuni cate using a
M DCOM pr ot ocol message formats, but using a non-IP based transport,
such as | PC nessaging (or) they may conmuni cate using well -defined
APl /DLL (or) the application intelligence is fully enbedded into the
m ddl ebox service (as it is done today in many stateful inspection
firewal | devices and NAT devi ces).

The M DCOM protocol will consist of a session setup phase, run-tine
sessi on phase, and a session term nation phase.

Session setup nmust be preceded by registration of the M DCOM agent
with either the m ddl ebox or the M DCOM PDP. The M DCOM agent access
and authorization profile may either be pre-configured on the

m ddl ebox (or) listed on a M DCOM PDP; the m ddl ebox is configured to
consult. MDCOMshall be a client-server protocol, initiated by the
agent .

A M DCOM session may be ternminated by either of the parties. A

M DCOM session term nation may al so be triggered by (a) the m ddl ebox
or the agent going out of service and not being available for further
M DCOM operations, or (b) the M DCOM PDP notifying the m ddl ebox that
a particular M DCOM agent is no | onger authorized

The M DCOM protocol data exchanged during run-tine is governed
principally by the m ddl ebox services the protocol supports.
Firewal | and NAT mi ddl ebox services are considered in this docunent.
Nonet hel ess, the M DCOM framework is designed to be extensible to
support the depl oynent of other services as well.
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5.0. M DCOM Agents

M DCOM agents are |logical entities which may reside physically on
nodes external to a m ddl ebox, possessing a conbination of
appl i cati on awareness and know edge of nmiddl ebox function. A M DCOM
agent nmay conmuni cate with one or nore niddl eboxes. The issues of

m ddl eboxes di scovering agents, or vice versa, are outside the scope
of this docunent. The focus of the docunent is the framework in

whi ch a M DCOM agent comuni cates with a m ddl ebox usi ng M DCOMV
protocol, which is yet to be devised. Specifically, the focus is
restricted to just the In-Path agents.

I n-Path M DCOM agents are M DCOM agents that are |ocated naturally
within the nessage path of the application(s) they are associ ated
with. Bundl ed session applications, such as H 323, SIP, and RTSP
whi ch have separate control and data sessions, may have their

sessions take divergent paths. In those scenarios, |In-Path M DCOM
agents are those that find thenselves in the control path. 1In a
majority of cases, a middlebox will likely require the assistance of

a single agent for an application in the control path al one.
However, it is possible that a m ddl ebox function, or a specific
application traversing the m ddl ebox mght require the intervention
of nmore than a single M DCOM agent for the sane application, one for
each sub-session of the application.

Application Proxies and gateways are a good choice for In-Path M DCOM
agents, as these entities by definition, are in the path of an
application between a client and server. |n addition to hosting the
M DCOM agent function, these natively in-path application specific
entities nmay al so enforce application-specific choices locally, such
as droppi ng nessages infected with known viruses, or |acking user

aut hentication. These entities can be interjecting both the control
and data sessions. For exanple, FTP control and Data sessions are
interjected by an FTP proxy server

However, proxies may also be interjecting just the control session
and not the data sessions, as is the case with real-tine stream ng
applications, such as SIP and RTSP. Note, applications nmay not

al ways traverse a proxy and sone applications may not have a proxy
server avail abl e.

SI P proxi es and H. 323 gat ekeepers nmay be used to host M DCOM agent
functions to control m ddl eboxes inplementing firewall and NAT
functions. The advantage of using in-path entities, as opposed to
creating an entirely new agent, is that the in-path entities already
possess application intelligence. You will need to nerely enable the
use of the M DCOM protocol to be an effective M DCOM agent. Figure 2
below illustrates a scenari o where the in-path M DCOM agents
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interface with the m ddl ebox. Let us say, the M DCOM PDP has pre-
configured the in-path proxies as trusted M DCOM agents on the

m ddl ebox and the packet filter inplenments a 'default-deny packet
filtering policy. Proxies use their application-awareness know edge
to control the firewall function and selectively permt a certain
nunber of voice stream sessions dynanically using M DCOM protocol .

In the illustration below, the proxies and the M DCOM PDP are shown
inside a private domain. The intent however, is not to inply that
they be inside the private boundary alone. The proxies may al so
reside external to the domain. The only requirenent is that there be
a trust relationship with the ni ddl ebox.

o m e e e - +
| M DCOM |
| PDP I I
R + \
\
E - + \
| SIP | \
________ | Proxy | \ M ddl ebox \
/ S SRR +, o e e e e oo +
I | M DCOM | I I
| RTSP +--------- + [ | M DCOM | PCLICY |
SIP | | RISP |..... [t | PROTOCOL | INTER- |
|/ |  Proxy |___ | | INTERFACE | FACE |
| ] A + R |
| ] VN | | __SIP
| ] \ | __RTSP
| | - FI REWALL | --->--
R + [---] | ---<--
A +| Data streams [/ T +
R H|---------- >----// |
| end-hosts ||----------- <----- .
Fomemm oo + (RTP, RTSP data, etc.) |
Qutside the
Wthin a private domain | private domain
Legend: ---- Application data path datagrans

____Application control path datagrans
M ddl ebox Comuni cati on Protocol (M DCOM
~~~~ M DCOM PDP | nterface

I
I
Figure 2: In-Path M DCOM Agents for m ddl ebox Comuni cation

private domai n Boundary
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5.1. End-hosts as In-Path M DCOM agents

End- hosts are another variation of In-Path M DCOM agents. Unlike
Proxi es, End-hosts are a direct party to the application and possess
all the end-to-end application intelligence there is toit. End-
hosts presumably term nate both the control and data paths of an
application. Unlike other entities hosting M DCOM agents, end-host
is able to process secure datagrans. However, the problem would be
one of manageability - upgrading all the end-hosts running a specific
appl i cation.

6.0. M DCOM PDP functions

The functional deconposition of the M DCOM architecture assunmes the
exi stence of a logical entity, known as M DCOM PDP, responsible for
perform ng authorization and rel ated provisioning services for the
m ddl ebox as depicted in figure 1. The M DCOM PDP is a | ogica
entity which may reside physically on a m ddl ebox or on a node
external to the m ddl ebox. The protocol enployed for conmunication
bet ween the m ddl ebox and the M DCOM PDP is unrelated to the M DCOMV
pr ot ocol

Agents are registered with a M DCOM PDP for authorization to invoke
services of the niddl ebox. The M DCOM PDP maintains a |list of agents
that are authorized to connect to each of the niddl eboxes the M DCOM
PDP supports. In the context of the M DCOM Franework, the M DCOM PDP
does not assist a mddlebox in the inplenentation of the services it
provi des.

The M DCOM PDP acts in an advisory capacity to a middl ebox, to

aut horize or ternminate authorization for an agent attenpting
connectivity to the m ddl ebox. The primary objective of a M DCOM PDP
is to communi cate agent authorization information, so as to ensure
that the security and integrity of a m ddl ebox is not jeopardized.
Specifically, the M DCOM PDP shoul d associate a trust |evel with each
agent attenpting to connect to a niddl ebox and provide a security
profile. The M DCOM PDP shoul d be capabl e of addressi ng cases when
end- hosts are agents to the m ddl ebox.

6.1. Authentication, Integrity and Confidentiality

Host authenticity and individual nessage security are two distinct
types of security considerations. Host authentication refers to
credentials required of a M DCOM agent to authenticate itself to the
m ddl ebox and vice versa. \When authentication fails, the m ddl ebox
must not process signaling requests received fromthe agent that
failed authentication. Two-way authentication should be supported.
In sone cases, the 2-way authentication may be tightly linked to the

Srisuresh, et al. I nf or mat i onal [ Page 13]



RFC 3303 M DCOM Archi tecture and Franmework August 2002

est abli shnent of keys to protect subsequent traffic. Two-way
authentication is often required to prevent various active attacks on
the M DCOM protocol and secure establishnment of keying materi al

Security services such as authentication, data integrity,
confidentiality and replay protection nay be adapted to secure M DCOM
messages in an untrusted domain. Message authentication is the sane
as data origin authentication and is an affirmation that the sender
of the message is who it clains to be. Data integrity refers to the
ability to ensure that a nessage has not been accidentally,

mal i ciously or otherwi se altered or destroyed. Confidentiality is
the encryption of a nessage with a key, so that only those in
possession of the key can deci pher the nmessage content. Lastly,
replay protection is a formof sequence integrity, so when an

i ntruder plays back a previously recorded sequence of nessages, the
receiver of the replay nessages will sinply drop the replay nmessages
into bit-bucket. Certain applications of the M DCOM protocol night
require support for non-repudiation as an option of the data
integrity service. Typically, support for non-repudiation is
required for billing, service | evel agreenents, paynent orders, and
receipts for delivery of service

I Psec AH ([ I PSEC-AH]) offers data-origin authentication, data
integrity and protection fromnessage replay. |Psec ESP ([I|PSEC
ESP]) provides data-origin authentication to a | esser degree (sane as
IPsec AH if the M DCOM transport protocol turns out to be TCP or
UDP), message confidentiality, data integrity and protection from
replay. Besides the |IPsec based protocols, there are other security
options as well. TLS based transport |ayer security is one option
There are al so many application-layer security mechani snms avail abl e.
Si npl e Sour ce- address based security is a mininmal formof security
and should be relied on only in the nmost trusted environnents, where
those hosts will not be spoof ed.

The M DCOM nessage security shall use existing standards, whenever
the existing standards satisfy the requirenents. Security shall be
specified to mininize the inpact on sessions that do not use the
security option. Security should be designed to avoid introducing
and to mnimze the inpact of denial of service attacks. Sone
security nechani sns and al gorithns require substantial processing or
storage, in which case the security protocols should protect
thensel ves as wel|l as agai nst possible flooding attacks that
overwhel mthe endpoint (i.e., the m ddlebox or the agent) with such
processing. For connection oriented protocols (such as TCP) using
security services, the security protocol should detect premature
closure or truncation attacks.
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6.2. Registration and deregi stration of M DCOM agents

Prior to all owing M DCOM agents to invoke services of the m ddl ebox,
a registration process nust take place. Registration is a different
process than establishing a M DCOM session. The former requires

provi sioning agent profile information with the m ddl ebox or a M DCOM
PDP. Agent registration is often a nmanual operation performed by an
operator rather than the agent itself. Setting up M DCOM session
refers to establishing a M DCOM transport session and exchangi ng
security credentials between an agent and a mi ddl ebox. The transport
session uses the registered informati on for session establishnent.

Profile of a M DCOM agent includes agent authorization policy (i.e.
session tuples for which the agent is authorized to act as ALG
agent - hosting-entity (e.g., Proxy, Gateway or end-host which hosts
the agent), agent accessibility profile (including any host |eve
aut hentication information) and security profile (i.e., security
requirenents for nessages exchanged between the m ddl ebox and the
agent).

M DCOM agent profile may be pre-configured on a m ddl ebox.

Subsequent to that, the agent may choose to initiate a M DCOM sessi on
prior to any data traffic. For exanple, M DCOM agent authorization
policy for a mddl ebox service may be preconfigured by specifying the
agent in conjunction with a filter. |In the case of a firewall, for
exanple, the ACL tuple may be altered to reflect the optional Agent
presence. The revised ACL may | ook sonething |like the foll ow ng.

(<Session-Direction> <Source-Address>, <Destination-Address>, <IP-
Prot ocol >, <Source-Port>, <Destination-Port>, <Agent>)

The reader should note that this is an illustrative exanple and not
necessarily the actual definition of an ACL tuple. The forma
description of the ACL is yet to be devised. Agent accessibility

i nformati on should al so be provisioned. For a M DCOM agent,
accessibility information includes the | P address, trust |evel, host
aut henti cati on paraneters and nessage authenticati on paraneters.

Once a session is established between a m ddl ebox and a M DCOM agent ,
that session should be usable with nmultiple instances of the
application(s), as appropriate. Note, all of this could be captured
in an agent profile for ease of managenent.

The techni que described above is necessary for the pre-registration
of M DCOM agents with the m ddl ebox. The m ddl ebox provisioning may
remai n unchanged, if the m ddl ebox | earns of the registered agents
through a M DCOM PDP. In either case, the M DCOM agent shoul d
initiate the session prior to the start of the application. |If the
agent session is delayed until after the application has started, the
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agent m ght be unable to process the control
When a mi ddl ebox notices an inconing M DCOM sessi on,

dat a sessi ons.

m ddl ebox will
aut hori zati on,
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streamto pernit the

and the m ddl ebox has no prior profile of the M DCOM agent, the
its M DCOM PDP for authenticity,
and trust guidelines for the session.
7.0. M DCOM Franmework Illustration using an |In-Path agent
In figure 3 below, we consider SIP applications (Refer [SIP]) to

illustrate the operation of the M DCOM protocol .
application assunmes that a caller,

initiates the call.

edge of the private donmain.

Client/ Server)
calls from external
| ocat ed external

inside the private domain is capable of

to the private domain,
interior proxy is assuned for the call ee.

Specifically, the
external to a private donain,
The ni ddl ebox is assumed to be |ocated at the
A SI P phone (SIP User Agent

recei ving
The call er uses a SIP Proxy, node
as its outbound proxy. No

Lastly, the external SIP

SI P phones.

proxy node is designated to host the M DCOM agent function.

Arrows 1 and 8 in the figure belowrefer to a SIP call
bet ween t he external

refer to a SIP call
interior SIP phone,

setup exchange
SI P phone and the SIP proxy. Arrows 4 and 5
setup exchange between the SIP proxy and the

and are assuned to be traversing the m ddl ebox.

Arrows 2, 3, 6 and 7 below, between the SIP proxy and the m ddl ebox,

refer to M DCOM conmuni cati on.

traffic (Refer

Na and Nb represent RTP/RTCP nedia

represent nedia traffic inside the private domain.

I I
| External |
| SIP phone |
I I

[RTP]) path in the external network. Nc and Nd
---> SIP | <----- \
/ | Proxy | \
I l_ I I
1| |~ . 4
I N N I
| 8 2113 7|16 |5
I | | I
-/ vl v \->| |
Na | Nc | SIP Phone |
....... > M ddlebox |>------> within I
_______ <l |<------<| Pvt. domin|
Nb N I

Sri suresh,

Figure 3: MDCOM framework illustration with In-Path SIP Proxy

As for the SIP application, we make the assunption that the m ddl ebox
is pre-configured to accept SIP calls into the private SIP phone.
Specifically, this would inply that the m ddl ebox inplenenting
firewall service is pre-configured to pernit SIP calls (destination
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TCP or UDP port number set to 5060) into the private phone.

Li kewi se, m ddl ebox inpl ementi ng NAPT service woul d have been pre-
configured to provide a port binding, to permt incomng SIP calls to
be redirected to the specific private SIP phone. 1.e., the INVITE
fromthe external caller is not nade to the private |P address, but
to the NAPT external address.

The objective of the M DCOM agent in the following illustration is to
merely pernmit the RTP/RTCP nedia stream (Refer [RTP]) through the

m ddl ebox, when using the M DCOM protocol architecture outlined in
the docunent. A SIP session typically establishes two RTP/ RTCP nedi a
streams - one fromthe callee to the caller and another fromthe
caller to the callee. These nedia sessions are UDP based and wil |
use dynami c ports. The dynanmic ports used for the nedia stream are
specified in the SDP section (Refer [SDP]) of the SIP payl oad
message. The M DCOM agent will parse the SDP section and use the

M DCOM protocol to (a) open pinholes (i.e., pernt RTP/RTCP session
tuples) in a mddl ebox inplenmenting firewall service, or (b) create
PORT bi ndi ngs and appropriately nmodify the SDP content to pernit the
RTP/ RTCP streans through a mi ddl ebox inpl enmenting NAT service. The
M DCOM pr ot ocol should be sufficiently rich and expressive to support
the operations described under the tinelines. The exanples do not
show the tiners maintained by the agent to keep the m ddl ebox policy
rule(s) fromtimng out.

M DCOM agent Regi stration and connectivity between the M DCOM agent
and the m ddl ebox are not shown in the interest of restricting the
focus of the M DCOM transactions to enabling the mddlebox to let the
medi a streamthrough. M DCOM PDP is al so not shown in the diagram
bel ow or on the tinelines for the same reason.

The foll owi ng subsections illustrate a typical tinmeline sequence of
operations that transpire with the various elements involved in a SIP
t el ephony application path. Each subsection is devoted to a specific
instantiation of a mddl ebox service - NAPT (refer [ NAT-TERM, [ NAT-
TRAD] ), firewall and a conbination of both NAPT and firewall are
consi der ed.

7.1. Tineline flow - M ddl ebox inplenenting firewall service

In the followi ng exanple, we will assune a niddl ebox inplenenting a
firewall service. W further assune that the mddl ebox is pre-
configured to pernit SIP calls (destination TCP or UDP port number
set to 5060) into the private phone. The follow ng tineline
illustrates the operations perforned by the M DCOM agent, to permt
RTP/ RTCP nedi a stream t hrough the m ddl ebox.
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The INVITE fromthe caller (external) is assuned to include the SDP
You will note that the M DCOM agent requests the m ddl ebox
to pernmit the Private-to-external RTP/RTCP flows before the INVITE is
relayed to the callee. This is because, in SIP, the calling party
must be ready to receive the nedia when it sends the INVITE with a
session description. |If the called party (private phone) assunes
this and sends "early nedi a" before sending the 200 OK response, the

payl oad.

firewall

wi | |

have bl ocked t hese packets without this initial M DCOM

signaling fromthe agent.

SI P Phone SI P Proxy M ddl ebox SI P Phone
(External) (M DCOM agent) (FI REWALL (private)
| Servi ce)

----INMITE------ >

<---100Tryi ng----

paraneters (fromCaller’s
SDP) for the pri-to-Ext
RTP & RTCP sessi ons.
(RTP1, RTCP1)
I I
| +Permit RTP1l, RTCP1 +>|
| <+RTP1, RTCP1 OKed++++|

I

|

I

I

I I
Identify end-2-end |
I

|

I

I

[-------- INVITE-----------mmmmem oo - - - >

I I

| <----- 180 Ringing-------------------- |
<--180Ri ngi ng- - - - | | |

| <------- 200 OK-------mmmmme e - |

| | |
Identify end-2-end | |
paraneters (fromcallee' s | |
SDP) for the Ext-to-Pri | |
RTP and RTCP sessi ons. | |
(RTP2, RTCP2) | |
| | |

| +Permt RTP2, RTCP2 +>| |

| <+RTP2, RTCP2 OKed++++| |
I

I

I

|

I

I

<---200 K ------ [ [
| -one e ACK- - - - - -] |
| [-ommmmmmnnn ACK= == === mmmmmmmm e >
| |
| <===================R[P/ RTCP==========================>
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|

|

|

|

|

|

|

I

I

I I
| ++Cancel pernits to |
| RTP1, RTCP1l, RTP2, |
| and RTCP2 +++++++++>|
| <+RTP1, RTP2, RTCPl1 & |
| RTCP2 cancel | ed ++++|
I

|
<---200 OK------- [ [
| |

Legend: ++++ M DCOM control traffic
SIP control traffic
==== RTP/ RTCP nedia traffic

7.2. Tineline flow - M ddl ebox inpl enenti ng NAPT service

In the followi ng exanple, we will assunme a m ddl ebox inplenenting
NAPT service. W nake the assunption that the m ddl ebox is pre-
configured to redirect SIP calls to the specific private SIP phone
application. I.e., the INVITE fromthe external caller is not rmade
to the private | P address, but to the NAPT external address. Let us
say, the external phone’'s |IP address is Ea, NAPT mi ddl ebox external
Address is Ma, and the internal SIP phone's private address is Pa.
SIP calls to the private SIP phone will arrive as TCP/ UDP sessi ons,
with the destination address and port set to Ma and 5060
respectively. The middlebox will redirect these datagrams to the
internal SIP phone. The following tinmeline will illustrate the
operations necessary to be perforned by the M DCOM agent to permt
the RTP/ RTCP nedi a streamthrough the m ddl ebox.

As with the previous exanple (section 7.1), the INVITE fromthe
caller (external) is assuned to include the SDP payload. You will
note that the M DCOM agent requests the m ddl ebox to create NAT
session descriptors for the private-to-external RTP/RTCP fl ows before
the INVITE is relayed to the private SIP phone (for the sane reasons
as described in section 7.1). |If the called party (private phone)
sends "early nedi a" before sending the 200 OK response, the NAPT

m ddl ebox wi |l have bl ocked these packets without the initial M DCOM
signaling fromthe agent. Al so, note that after the 200 K is
received by the proxy fromthe private phone, the agent requests the
m ddl ebox to all ocate NAT session descriptors for the external -to-
private RTP2 and RTCP2 flows, such that the ports assigned on the Ma
for RTP2 and RTCP2 are contiguous. The RTCP stream does not happen
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with a non-contiguous port.
each nmedi a stream (RTP1, RTCP1, RTP2 and RTCP2)
tied to the single SIP control
session descriptors were being created.
i ssues a termnate session bundle command for the SIP session,
m ddl ebox is assuned to delete all

are all

aut omagi cal | y.

SI P Phone
(External)
| P Addr: Ea

s INVITE----- - >

<---100Tryi ng----

M DCOM Archi tecture and Franewor k

Lastly, you will

+
+

Query Port-BI ND
for (Ma, 5060) +++>|
Port-BIND reply |
for (M, 5060) ++++|
I
Query NAT Session |
Descriptor for |
Ea-to-Pa SIP fl owt+>|
Ea-to-Pa SIP flow |
Sessi on Descri ptor +|

+
+

N
+

N
+

Determ ne the Internal

sessi on,
Finally,

Sri suresh,

of the call ee.

I
Identify UDP port nunbers

on Ea (Eportl, Eportl+l)

sessions (RTP1,

RTCP1)

| ++Creat e NAT Sessi on
| descriptors for

RTP1, RTCP1; Set

I
I
I
I
|
for pri-to-ext RTP & RTCP |
I
I
I
I
I
I

parent session to

SIP-ctrl

session ++>|

descriptors created+|

et al.

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| | P address (Pa)
I

I

I

I

I

I

I

I

I

I I

| |

| | <+RTP1, RTCPl session |
I I

I I

I I

I
I

I nf or mat i onal
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note that even though

i s i ndependent, they
while their NAT
when t he agent
t he

associ ated nedi a stream sessi ons

SI P Proxy M ddl ebox SI P Phone
(M DCOM agent) ( NAPT (Private)
| Servi ce) | P addr: Pa
| P addr: Ma

..redirected..
_____________ >
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I
o I
<--180Ri ngi ng————} | |

I
Identify UDP port nunbers |
on Pa (Pport2, Pport2+1) |
for ext-to-pri RTP & RTCP |
sessions (RTP2, RTCP2) |
I I

| ++Creat e consecutive |

| port BINDs on Ma |
for (Pa, Pport2), |

(Pa, Pport2+l) ++++>|
<+Port BI NDs created++|

I
I
|
| ++Creat e NAT Sessi on
| descriptors for
| RTP2, RTCP2; Set
| parent session to
| SIP-ctrl session ++>
| <+RTP2, RTCP2 session
| descriptors created+
I
Modi fy the SDP
paraneters in "200 K"
with NAPT PORT- BI ND

I
I
I
I
I
I
I
I
I
|
for the RTP2 port on Ma. |
I
I
I
I
I
I
I
I
I
I

<---200 K ------ |
I

[------- ACK- - ---- >|
I I
| Modi fy | P addresses
| appropriately in the SIP
| header (e.g., To, from
| Via, contact fields)
| | ..redirected..
| [----------- ACK-------- [------------- >
I I I
I I I
| <:::::::::::::::::::RTP/ RTCP::::::::::::' > ]
I I I
[------- BYE------ >| |
I I I
| [----mmmmm e - [----- BYE- - - - - >
I I I
| [ <---------- 200 OK-------------------- |
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| +++Term nate the SIP |
| Sessi on bundl e +++>|
| <++SI P Sessi on bundl e |
| term nated ++++++++|

| |
<---200 OK------- [

Legend: ++++ M DCOM control traffic
SIP control traffic
==== RTP/ RTCP nedia traffic

7.3. Tineline flow - M ddl ebox inpl enenting NAPT and firewall

In the followi ng exanple, we will assunme a mi ddl ebox inplenmenting a
conbination of a firewall and a stateful NAPT service. W make the
assunption that the NAPT function is configured to translate the IP
and TCP headers of the initial SIP session into the private SIP
phone, and the firewall function is configured to permt the initial
SI P sessi on.

In the following tinme line, it nmay be noted that the firewall
description is based on packet fields on the wire (ex: as seen on the
external interface of the middlebox). |In order to ensure correct
behavi or of the individual services, you will notice that NAT

speci fic M DCOM operations precede firewall specific operations on
the M DCOM agent. This is noticeable in the tinme |ine bel ow when the
M DCOM agent processes the "200 OK* fromthe private SIP phone. The
M DCOM agent initially requests the NAT service on the mddl ebox to
set up port-BIND and session-descriptors for the media streamin both
directions. Subsequent to that, the M DCOM agent determ nes the
session paraneters (i.e., the dynamc UDP ports) for the media
stream as viewed by the external interface and requests the firewall
service on the mddl ebox to pernit those sessions through.

SI P Phone SI P Proxy M ddl ebox SI P Phone
(Ext ernal) (M DCOM agent) (NAPT & (Private)
| P Addr: Ea firewall | P addr: Pa
Servi ces)
| P addr: Ma
----INVITE------ >

<---100Tryi ng----

++ Query Port-BIND

I
I
I
I
I
I
I
|
| for (Ma, 5060) +++>
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<--180Ri ngi ng- - - -

et al.
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| <+ Port-BIND reply |
| for (M, 5060) ++++|
| |
| ++ Query NAT Session |
| Descriptor for |
| Ea-to-Pa SIP fl owt+>|
| <+ Ea-to-Pa SIP flow |
| Sessi on Descri ptor +|
| |
Det erm ne the | nternal |
| P address (Pa) |
of the callee. |
I I
Identify UDP port numbers |
on Ea (Eportl, Eportl+1l) |
for pri-to-ext RTP & RTCP |
sessions (RTP1, RTCP1) |
I I
| ++Creat e NAT Session |
| descriptors for |
RTP1, RTCP1l; Set the]|
parent session to |
point to SIP fl ow++>|
<+RTP1, RTCPl session |
descriptors created+|

|

I

I

I

I

I I
| ++Permt RTP1 & RTCP1 |
| sessions External to
| mddl ebox, nanely |
| Ma to Ea:Eportl, |
| M to Ea:Eportl+l |
| Sessi ons ++++++++++>|
| <+Ma to Ea: Eport1, |
| Ma to Ea:Eportl+l |
| sessions OKed ++++++|
I
I

[-------- INVI TE-------- |
| |
| <----- 180Ri ngi ng-------
I I
I I
| <------- 200 OK---------
I

I
Identify UDP port numbers |
on Pa (Pport2, Pport2+1) |
for ext-to-pri RTP & RTCP |
sessions (RTP2, RTCP2) |

I nf or mat i onal
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..redirected..
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I I
| ++Creat e consecutive |
| port BINDs on Ma |
| for (Pa, Pport2), |
| (Pa, Pport2+l) ++++>|
| <+Port BINDs created |
| on Ma as (Moort?2, |
| Nbort2+1) ++++++++++
| |
| ++Creat e NAT Session |
| descriptors for |
| RTP2, RTCP2; Set the|
| parent session to |
| point to SIP flow++>|
| <+RTP2, RTCP2 session |
| descriptors created+|
I I
Modi fy the SDP
paraneters in "200 CK"
wi th NAPT PORT- Bl ND
for RTP2 port on Ma.

I
I
I
|
I I
| ++Permit RTP2 & RTCP2 |
| sessions External |
| mddl ebox, nanely |
| Ea to Ma:Mport?2, |
| Ea to Ma:Mport2+1 |
| sessions +++++ttt+t>|
| <+Ea to Ma: Mport 2, |
| Ea to Ma:Moort?2 |
| sessions OKed ++++++|
I

<---200 K ------ | |
| |
|------- ACK- - - - - - >| I
| | | ..redirected..
| EEEEETTEES ACK- === nnn- EEEPPRERR >
| | |
| | |
| <===================RTP/ RTCP::::::::::::l —==—=—=—=—=—=—=—====>
| | |
[ BYE- - - - - - >| |
| |
[ -mmmmm e [----- BYE----- >

N

]

1

1

1

1

1

1

1

1

1
N
o
o
R

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

| +++Termi nate the SIP | |
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| Sessi on bundl e +++>
| <++SI P Sessi on bundl e

| term nated ++++++++|
I I
| ++Cancel pernits to

| sessions External |
| mddl ebox, nanely |
| Ma to Ea:Eport1, |
| Ma to Ea:Eportil+l |
| Ea to Ma:Mort 2, |
| Ea to Ma:NMport2+1 |
| sessions +++++ttttt>
| <+Renoved permits to

| sessions listed ++++|
|

|
<---200 OK------- | |

Legend: ++++ M DCOM control traffic
- SIP control traffic
==== RTP/ RTCP nedia traffic

8.0. Qperational considerations
8.1. Multiple MDCOM sessions between agents and mi ddl ebox

A m ddl ebox cannot be assuned to be a sinple device inplenenting just
one niddl ebox function and no nore than a couple of interfaces.

M ddl eboxes often conbine nultiple internediate functions into the
same device and have the ability to provision individual interfaces
of the same device with different sets of functions and varied

provi sioning for the sane function across the interfaces.

As such, a M DCOM agent ought to be able to have a single M DCOM
session with a m ddl ebox and use the M DCOM i nterface on the
m ddl ebox to interface with different services on the sane m ddl ebox.

8. 2. Asynchronous notification to M DCOM agents

Asynchronous notification by the m ddl ebox to a M DCOM agent can be
useful for events such as Session creation, Session termnation,

M DCOM prot ocol failure, mddlebox function failure or any other
significant event. |Independently, |ICVMP error codes can al so be
useful to notify transport layer failures to the agents.

In addition, periodic notification of various forns of data, such as

statistics update, would al so be a useful function that would be
beneficial to certain types of agents.
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8.3. Timers on ni ddl ebox consi dered usefu

When supporting the M DCOM protocol, the mddlebox is required to
al | ocate dynam c resources, as specified in policy rule(s), upon
request fromagents. Explicit release of dynam cally allocated
resour ces happens when the application session is ended or when a
M DCOM agent requests the nmiddl ebox to rel ease the resource.

However, the mi ddl ebox should be able to recover the dynamically

al | ocated resources, even as the agent that was responsible for the
all ocation is not alive. Associating a lifetime for these dynamc
resources and using a timer to track the lifetinme can be a good way
to acconplish this.

8.4. M ddl eboxes supporting nmultiple services

A m ddl ebox could be inplenenting a variety of services (e.g. NAT and
firewall) in the same box. Some of these services mght have inter-
dependency on shared resources and sequence of operation. Ohers nmay
be i ndependent of each other. Generally speaking, the sequence in
whi ch these function operations may be perfornmed on datagrans is not
within the scope of this docunent.

In the case of a mddl ebox inplenmenting NAT and firewal|l services, it
is safe to state that the NAT operation on an interface will precede
a firewall on the egress and will follow a firewall on the ingress.
Further, firewall access control lists, used by a firewall, are
assuned to be based on session paraneters, as seen on the interface
supporting firewall service.

8.5. Signaling and Data traffic

The cl ass of applications the M DCOM architecture addresses focus
around applications that have a conbi nation of, one or nore,
signaling and data traffic sessions. The signaling may be done out-
of -band, using a dedicated stand-al one session or may be done in-
band, within a data session. Alternately, signaling may al so be done
as a conbi nati on of both stand-al one and i n-band sessi ons.

SIP is an exanple of an application based on distinct signaling and
data sessions. A SIP signaling session is used for call setup
between a caller and a callee. A M DCOM agent may be required to
exani ne/ nodi fy SIP payl oad content to adninister the middl ebox so as
to let the nedia streanms (RTP/ RTCP based) through. A M DCOM agent is
not required to intervene in the data traffic.
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Signaling and context specific Header information is sent in-band,
within the sane data stream for applications such as HITP enbedded
appl i cations, sun-RPC (enbedding a variety of NFS apps), Oracle
transactions (enbeddi ng oracle SQ.+, M5 ODBC, Peoplesoft) etc.

H. 323 is an exanple of an application that sends signaling in both
dedi cat ed stand-al one sessions, as well as in conjunction wi th data.
H. 225.0 call signaling traffic traverses m ddl eboxes by virtue of
static policy, no MDCOM control needed. H. 225.0 call signaling also
negotiates ports for an H 245 TCP stream A M DCOM agent is required
to exani ne/nodify the contents of the H 245 so that H. 245 can
traverse it.

H. 245 traverses the m ddl ebox and al so carries Open Logi cal Channe
information for media data. So, the M DCOM agent is once again
required to exam ne/ nodify the payl oad content needs to let the nedia
traffic flow.

The M DCOM architecture takes into consideration, supporting
applications with i ndependent signaling and data sessions as well as
applications that have signaling and data communi cated over the sane
sessi on.

In the cases where signaling is done on a single stand-al one session,
it is desirable to have a M DCOM agent interpret the signaling stream
and programthe mddl ebox (that transits the data stream so as to
let the data traffic through uninterrupted.

9. Applicability Statenent

M ddl eboxes may be stationed in a nunber of topologies. However, the
signaling framework outlined in this document may be limted to only
those ni ddl eboxes that are located in a DVZ (De-MIlitarized Zone) at
the edge of a private donain, connecting to the Internet.
Specifically, the assunption is that you have a single m ddl ebox
(running NAT or firewall) along the application route. Discovery of
a m ddl ebox al ong an application route is outside the scope of this
docunent. It is conceivable to have m ddl eboxes | ocated between
departnents within the same domain or inside the service provider’s
domain and so forth. However, care nust be taken to revi ew each

i ndi vi dual scenario and deternmine the applicability on a case-by-case
basi s.

The applicability may also be illustrated as follows. Real-time and
stream ng applications, such as Voice-Over-1P, and peer-to-peer
applications, such as Napster and Netneeting, require admnistering
firewal I s and NAT mi ddl eboxes to let their media streanms reach hosts
inside a private domain. The requirenents are in the form of
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establishing a "pin-hole" to permit a TCP/UDP session (the port
paraneters of which are dynanically deternined) through a firewall or
retain an address/port bind in the NAT device to pernit sessions to a
port. These requirenents are net by current generation m ddl eboxes
usi ng adhoc net hods, such as enbeddi ng application intelligence
within a mddl ebox to identify the dynam ¢ session paraneters and

adm ni stering the mddlebox internally as appropriate. The objective
of the M DCOM architecture is to create a unified, standard way to
exercise this functionality, currently existing in an ad-hoc fashion,
in some of the m ddl eboxes.

By adopting M DCOM architecture, niddl eboxes will be able to support
newer applications they have not been able to support thus far

M DCOM ar chi tecture does not, and nust not in anyway, change the
fundamental characteristic of the services supported on the

m ddl ebox.

Typi cally, organizations shield a majority of their corporate
resources (such as end-hosts) fromvisibility to the external network
by the use of a De-Mlitarized Zone (DVZ) at the domain edge. Only a
portion of these hosts are allowed to be accessed by the externa
worl d. The remaining hosts and their nanes are unique to the private
domain. Hosts visible to the external world and the authoritative
nane server that maps their nanes to network addresses are often
configured within a DV (De-Mlitarized Zone) in front of a firewall
Hosts and m ddl eboxes within DW are referred to as DVWZ nodes

Figure 4 belowillustrates the configuration of a private domain with
a DVZ at its edge. Actual configurations may vary. Internal hosts
are accessed only by users inside the donmain. M ddl eboxes, |ocated
in the DMZ may be accessed by agents inside or outside the domain
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Figure 4. DMZ network configuration of a private donain.
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11. Security Considerations

Di scussed bel ow are security considerations in accessing a m ddl ebox.
Wt hout M DCOM protocol support, the prem se of a m ddl ebox operation
fundanentally requires the data to be in the clear, as the ni ddl ebox
needs the ability to inspect and/or nodify packet headers and

payl oad. This conprom ses the confidentiality requirenent in sone
environments. Further, updating transport headers and rewiting
application payl oad data, in some cases, by NAT prevents the use of
integrity protection on sonme data streans traversing NAT ni ddl eboxes.
Clearly, this can pose a significant security threat to the
application in an untrusted transport donain.

The M DCOM protocol framework renoves the need for a m ddl ebox to

i nspect or mani pul ate transport payload. This allows applications to
better protect thenselves end-to-end with the aid of a trusted M DCOM
agent. This is especially the case when the agent is a resident on
the end-host. Wen an agent has the same end-to-end ability as the
end-host to interpret encrypted and integrity protected data,
transiting a m ddl ebox can be encrypted and integrity protected. The
M DCOM agent will still be able to interpret the data and sinply
notify the m ddl ebox of open holes, install NAT table entries, etc.
Not e, however, the M DCOM franework does not help with the probl em of
NAT breaking | Psec since in this case the niddlebox still nmodifies IP
and transport headers.

Security between a M DCOM agent and a m ddl ebox has a nunber of
conponents. Authorization, authentication, integrity and
confidentiality. Authorization refers to whether a particul ar agent
is authorized to signal a mddl ebox with requests for one or nore
applications, adhering to a certain policy profile. Failing the

aut hori zati on process might indicate a resource theft attenpt or
failure due to adm nistrative and/or credential deficiencies. In
either case, the niddl ebox shoul d take the proper neasures to
audit/l og such attenpts and consult its designhated M DCOM PDP for the
required action if the mddlebox is configured with one.

Al ternatively, the niddl ebox nay resort to a default service deny
policy when a M DCOM agent fails to pronpt the required credentials
Section 6 discusses the mi ddl ebox to M DCOM PDP interactions in view
of policy decisions.

Aut hentication refers to confirmng the identity of an originator for
all datagrans received fromthe originator. Lack of strong
credentials for authentication of M DCOM nessages between an agent
and a m ddl ebox can seriously jeopardi ze the fundanental service
rendered by the m ddl ebox. A consequence of not authenticating an
agent woul d be that an attacker could spoof the identity of a
"legitimate" agent and open holes in the firewall. Another would be
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that it could otherwi se mani pul ate the state on a niddl ebox, creating
a deni al -of -service attack by cl osing needed pinholes or filling up a
NAT table. A consequence of not authenticating the m ddl ebox to an
agent is that an attacker could pose as a m ddl ebox and respond to
NAT requests in a nmanner that would divert data to the attacker
Failing to subnmit the required/valid credentials, once challenged,
may indicate a replay attack, in which case a proper action is
required by the m ddl ebox such as auditing, |ogging, or consulting
its designated M DCOM PDP to reflect such failure. A consequence of
not protecting the m ddl ebox against replay attacks would be that a
specific pinhole nay be reopened or closed by an attacker at wll,

t her eby bonbardi ng end hosts with unwarranted data or causing denia
of service

Integrity is required to ensure that a M DCOM nessage has not been
accidentally or maliciously altered or destroyed. The result of a

| ack of data integrity enforcenent in an untrusted environnment could
be that an inmposter will alter the nessages sent by an agent and
bring the middl ebox to a halt or cause a denial of service for the
application the agent is attenpting to enabl e.

Confidentiality of M DCOM nessages ensure that the signaling data is
accessible only to the authorized entities. Wen a m ddl ebox agent
is deployed in an untrusted environment, |ack of confidentiality wll
allow an intruder to performtraffic flow analysis and snoop the

m ddl ebox. The intruder could cannibalize a | esser secure M DCOMV
session and destroy or conprom se the middl ebox resources he
uncovered on other sessions. Needless to say, the | east secure

M DCOM session will becone the achilles heel and make the m ddl ebox
vul nerable to security attacks.

Lastly, there can be security vulnerability to the applications
traversing a m ddl ebox when a resource on a mddlebox is controlled
by multiple external agents. A mddl ebox service may be disrupted
due to conflicting directives fromnultiple agents associated with

di fferent m ddl ebox functions but applied to the sane application
session. Care must be taken in the protocol design to ensure that
agents for one function do not abruptly step over resources inpacting
a different function. Alternately, the severity of such

mani f est ati ons coul d be | essened when a single M DCOM agent is
responsi bl e for supporting all the m ddl ebox services for an
application, due to the reduced conplexity and synchroni zation effort
i n managi ng the niddl ebox resources.

Srisuresh, et al. I nf or mat i onal [ Page 31]



RFC 3303

Ref er ences

[SIP]

[ SDP]

[ H. 323]

[ RTP]

[ RTSP]

[ FTP]

[ NAT- TERM

[ NAT- TRAD]

[ NAT- PT]

[ 1 Psec- AH|

[ 1 Psec- ESP]

[TLS]

[ POL- TERM

M DCOM Archi tecture and Franmework August 2002

Rosenberg, J., Shulzrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, Schooler, E.,
"SI P: Session Initiation Protocol", RFC 3261, June 2002.

Handl ey, M and V. Jacobson, "SDP: Session Description
Protocol ", RFC 2327, April 1998.

| TUT Recomrendati on H. 323. "Packet-based Miltinedi a
Conmuni cati ons Systens," 1998.

Schul zrinne, H., Casner, S., Frederick, R and V.
Jacobson, "RTP: A Transport Protocol for Real-Tinme
Applications”, RFC 1889, January 1996.

Schul zrinne, H, Rao, A and R Lanphier: "Real Tine
Stream ng Protocol (RTSP)", RFC 2326, April 1998.

Postel, J. and J. Reynolds, "File Transfer Protocol", STD
9, RFC 959, Cctober 1985.

Srisuresh, P. and M Hol drege, "IP Network Address
Transl ator (NAT) Term nol ogy and Consi derations", RFC
2663, August 1999.

Srisuresh, P. and K Egevang, "Traditional |IP Network
Address Translator (Traditional NAT)", RFC 3022, January
2001.

Tsirtsis, G and P. Srisuresh, "Network Address
Translation - Protocol Translation (NAT-PT)", RFC 2766,
February 2000.

Kent, S. and R Atkinson, "IP Authentication Header", RFC
2402, Novenber 1998.

Kent, S. and R Atkinson, "IP Encapsul ating Security
Payl oad (ESP)", RFC 2406, Novenber 1998.

Dierks, T. and C. Allen, "The TLS Protocol Version 1.0",
RFC 2246, January 1999.

Westerinen, A, Schnizlein, J., Strassner, J., Scherling,
M, Qinn, B., Herzog, S., Huynh, A, Carlson, M, Perry,
J. and S. Wl dbusser, "Term nology for Policy-Based
Managenent", RFC 3198, Novenber 2001.

Srisuresh, et al. I nf or mat i onal [ Page 32]



RFC 3303 M DCOM Archi tecture and Franmework August 2002

[ REQVITS] Swale, R P., Mart, P. A, Sijben, P., Brim S. and M
Shore, "M ddl ebox Conmmuni cati ons (m dcon) Protocol
Requi renents", RFC 3304, August 2002.

Aut hors’ Addr esses

Pyda Srisuresh

Kuokoa Networ ks, |nc.

475 Potrero Ave.

Sunnyval e, CA 94085

EMai | : srisuresh@ahoo. com

Jiri Kut han

Fraunhof er Institute FOKUS
Kai seri n- August a- Al | ee 31
D- 10589 Berlin, Gernmany
EMai | : kut han@ okus. f hg. de

Jonat han Rosenberg

dynani csof t

72 Eagl e Rock Avenue

Fi rst Fl oor

East Hanover, NJ 07936

U S A

EMai | : jdrosen@ynani csoft.com

Andrew Mlitor

Aravox technol ogi es

4201 Lexi ngton Avenue North, Suite 1105
Arden Hills, M 55126

U S A
voi ce: (651) 256-2700
EMail : anolitor@isi.com

Abdal | ah Rayhan

W NCORE Lab

El ectrical and Conputer Engi neering

Ryerson University

350 Victoria Street

Toronto, ON MbB 2K3

EMai | : rayhan@e. ryerson. ca, ar_rayhan@ahoo. ca

Srisuresh, et al. I nf or mat i onal [ Page 33]



RFC 3303 M DCOM Archi tecture and Franmework August 2002

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Srisuresh, et al. I nf or mat i onal [ Page 34]






