Net wor k Wor ki ng G oup G Klyne
Request for Comments: 3297 Clearswi ft Corporation
Cat egory: Standards Track R Iwazaki
Toshi ba TEC

D. Crocker

Br andenbur g | nt er net Wr ki ng

July 2002

Content Negotiation for Messaging Services based on Email
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2002). Al Rights Reserved.
Abstract

This nmenpo describes a content negotiation nmechanismfor facsimle,
voi ce and ot her nessagi ng services that use Internet enmil.

Services such as facsimle and voi ce nmessagi ng need to cope with new
message content formats, yet need to ensure that the content of any
gi ven nessage is renderable by the receiving agent. The mechani sm
described here ains to neet these needs in a fashion that is fully
conpatible with the current behavi our and expectations of I|nternet
emai | .
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1.

Ful | Copyright Statement......... ... .. .. . i 46
I ntroduction

This meno descri bes a nechani smfor enmai|l based content negotiation
whi ch provides an Internet fax facility conparable to that of
traditional facsinmle, which nay be used by other nessagi ng services
that need simlar facilities.

"Extended Facsimle using Internet Mail" [1] specifies the transfer
of inmage data using Internet enmail protocols. "Indicating Supported
Medi a Features Using Extensions to DSN and MDN' [2] describes a
mechani smfor providing the sender with the details of a receiver’s
capabilities. The capability information thus provided, if stored by
the sender, can be used in subsequent transfers between the sane
sender and receiver.

Many comuni cations are one-off or infrequent transfers between a
gi ven sender and receiver, and cannot benefit fromthis "do better
next tinme" approach.

An alternative facility available in email (though not widely

i npl emented) is for the sender to use 'nmultipart/alternative’ [15] to
send a nmessage in several different formats, and allow the receiver
to choose. Apart fromthe obvi ous drawback of network bandw dth use,
this approach does not of itself allow the sender to truly tailor its
message to a given receiver, or to obtain confirmtion that any of
the alternatives sent was usabl e by the receiver

This menp descri bes a nechanismthat allows better-than-baseline data
formats to be sent in the first comruni cati on between a sender and
receiver. The sane nechani sm can al so achi eve a usabl e nessage
transfer when the sender has based the initial transm ssion on
incorrect information about the receiver’s capabilities. It allows
the sender of a nessage to indicate availability of alternative
formats, and the receiver to indicate that an alternative formt
shoul d be provided to replace the nmessage data originally
transmtted.

Wien the sender does not have the correct information about a
receiver’'s capabilities, the nmechani smdescri bed here nmay incur an
addi tional nessage round trip. An inportant goal of this mechani sm
is to allow enough information to be provided to determ ne whether or
not the extra round trip is required.
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1.1 Structure of this docunent
The main part of this neno addresses the foll ow ng areas:

Section 2 describes sone of the background, and sets out sone
specific goals that are addressed in this specification

Section 3 describes the proposed content negotiation franmework,
indicating the flow of information between a sender and receiver

Section 4 contains a detailed description of the ' Content-
alternative' header that is used to convey infornmation about
alternative available formats. This description is intended to stand
i ndependently of the rest of this specification, with a view to being
usabl e in conjunction with other content negotiation protocols.

Section 5 describes a new mail nessage header, ' Oiginal - Message-1D
which is used to correlate alternative data sent during negotiation
with the original nmessage data, and to distinguish the continuation
of an ol d message transaction fromthe start of a new transaction.

Section 6 describes extensions to the Message Disposition
Notification (MDN) framework [4] that support negotiation between the
communi cating parties.

1.2 Docunent termni nol ogy and conventions
1.2.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [22].

Capabi l ity exchange
An exchange of information between conmunicating parties
i ndicating the kinds of information they can generate or consune.

Capability identification
Provision of information by the a receiving agent that indicates
the kinds of nessage data that it can accept for presentation to a
user.

Content negotiation
An exchange of information (negotiation nmetadata) which |leads to
sel ection of the appropriate representation (variant) when
transferring a data resource.
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Message transaction

A sequence of exchanges between a nessage sender and receiver that
acconplish the transfer of nessage data.

RFC 2703 [17] introduces several other terns related to content
negoti ati on.

1.2.2 Design goals

In discussing the goals for content negotiation, {1}, {2}, {3}
notation is used, per RFC 2542, "Terninology and Goals for Internet
Fax" [3]. The meani ngs associated with these notations are:

{1} there is general agreement that this is a critica
characteristic of any definition of content negotiation for
I nternet Fax.

{2} nmost believe that this is an inportant characteristic of
content negotiation for Internet Fax.

{3} there is general belief that this is a useful feature of
content negotiation for Internet Fax, but that other factors
m ght override; a definition that does not provide this
el ement is acceptable.

1.2.3 O her docunment conventions

2

NOTE: Comments |like this provide additional nonessential infornmation
about the rationale behind this docunment. Such information is not
needed for building a conformant inplenentation, but may hel p those
who wi sh to understand the design in greater depth.

Background and goal s

2.1 Background

2.1.1 Fax and emi |

One of the goals of the work to define a facsimle service using
Internet nmail has been to deliver benefits of the traditional Goup 3
Fax service in an email environnent. Traditional G oup 3 Fax | eans
heavily on the idea that an online exchange of information discloses
a receiver’'s capabilities to the sender before any nmessage data is
transmtted.
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By contrast, Internet mail has been devel oped to operate in a
different fashion, wi thout any expectation that the sender and
receiver will exchange information prior to nessage transfer. One
consequence of this is that all mail nessages nmust contain sone kind
of nmeani ngful nessage data: nessages that are sent sinply to elicit
informati on froma receiving nessage handli ng agent are not generally
acceptable in the Internet nmail environnent.

To guarantee some |level of interoperability, Goup 3 Fax and Internet
mail rely on all receivers being able to deal with sonme baseline
format (i.e., a basic image format or plain ASCI| text,
respectively). The role of capability exchange or content
negotiation is to permt better-than baseline capabilities to be

enpl oyed where avail abl e.

One of the chall enges addressed by this specification is how to adapt
the emai|l environment to provide a fax-like service. A sender nust
not make any a priori assunption that the receiver can recognize
anything other than a sinple email nessage. There are some inportant
uses of email that are fundanentally inconpatible with the fax node
of message passing and content negotiation (notably mailing lists).
So we need to have a way of recogni zi ng when content negotiation is
possi bl e, wi thout breaking the existing email nodel.

2.1.2 Current facilities in Internet Fax

"Extended Facsimle using Internet Mail" [1] provides for a limted
provi sion of receiver capability information to the sender of a
message, using an extension to Message Disposition Notifications
[2,4], enploying nmedia feature tags [5] and nedia feature expressions
[6].

Thi s mechani sm provi des for receiver capabilities to be disclosed
after a nmessage has been received and processed. This information
can be used for subsequent transm ssions to the sane receiver. But
many conmuni cations are one-off nmessages froma given sender to a
gi ven receiver, and cannot benefit fromthis.

2.2 dosing the | oop

Classic Internet mail is an "open | oop" process: no information is
returned back to the point fromwhich the message is sent. This has
been unkindly --but accurately-- characterized as "send and pray",
since it lacks confirmtion

Sendi ng a nessage and obtaining confirmation that the nessage has

been received is a "closed | oop" process: the confirmation sent back
to the sender creates a | oop around which information is passed.
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Many Internet email agents are not designed to participate in a

cl osed | oop process, and thus have no responsibility to respond to
recei pt of a message. Later additions to Internet standards, notably
Delivery Service Notification [18] and Message Disposition
Notification [4], specify neans for certain confirmati on responses to
be sent back to the sender, thereby closing the | oop. However
conformance to these enhancenents is optional and full deploynent is
in the future.

DSN rmust be fully inplenented by the entire infrastructure; further
when support is |acking, the nessage is still sent on in open-I|oop
fashi on. Sonetines, transm ssion and delivery should instead be
aborted and the fact be reported to the sender.

Due to privacy considerations for end-users, MDN usage is entirely
vol untary.

Content negotiation is a closed |loop function (for the purposes of
this proposal -- see section 2.3, item(f)), and requires that the
reci pi ent of a nessage nake sone response to the sender. Since
content negotiation nmust retro-fit a closed-1oop function over
Internet nmail’s voluntary and high-latency environnment, a chall enge
for content negotiation in email is to establish that consenting
parties can recogni ze a closed | oop situation, and hence recogni ze
their responsibilities to close the |oop

Three different |oops can be identified in a content negotiation

Sender Recei ver
Initiallnessage ------ > L
( ll) """""""" <--- Request al !t ernative data
Send aItLrnative ------ >oceeeeas (2)
(L) ----------- <------ Cbnfirnlreceipt

of usable data

(1) Sender receives acknow edgenent that negotiable content has
been received

(2) Recei ver receives confirmation that its request for data has
been received.

(3) Sender receives confirmation that received data is processabl e,
or has been processed.
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Al t hough the content negotiation process is initiated by the sender,
it is not established until loop (1) is closed with an indication
that the receiver desires alternative content.

If content sent with the original nessage fromthe sender is
processabl e by the receiver, and a confirmation is sent, then the
entire process is reduced to a sinple send/confirmloop

Sender Recei ver
I I
Initial nessage ------ P R %
I I
(3) ------------ <------ Confirmreceipt

of usabl e data
2.3 Goals for content negotiation

The primary goal {1} is to provide a nechanismthat allows arbitrary
enhanced content features to be used with Internet fax systems. The
mechani sm shoul d {2} support introduction of new features over tinme,
particularly those that are adopted for Goup 3 fax.

Further goals are:

(a) Must {1} interwork with existing sinple node Internet fax
syst ens.

(b) Must {1} interwork with existing email clients.

The term "interwork" used above nmeans that the mechani sm nust
be introduced in a way that nay be ignored by existing systens,
and systens enhanced to use the negotiation mechani snms will
behave in a fashion that is expected by existing systens.
(I.e., existing clients are not expected in any way to
participate in or be aware of content negotiation.)

(c) Must {1} avoid transm ssion of "adninistrative non nessages”
(I.e., only nessages that contain meani ngful content for the
end user may be sent unless it is known that the receiving

systemw || interpret them and not attenpt to display them)
Thi s requirenment has been stated very strongly by the emil
comuni ty.

This means that a sender nust not assune that a receiver can
under stand the capability exchange protocol elements, so nust
al ways start by sending sone neani ngful nessage data.
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(f)
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(h)

(i)
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(k)

Klyne, et.

Content Negotiation for Messagi ng Services July 2002

Avoid {1} multiple renderings of a nessage. In situations
where nultiple versions of a nessage are transferred, the
receiver nust be able to reliably decide on a single version to
be di spl ayed.

M nimze {2} round trips needed to conplete a transm ssion
Ideally {3} every enhanced transm ssion will result in sinply
sendi ng data that the recipient can process, and receiving a
confirmation response.

The sol ution adopted should not {3} transmt nultiple versions
of the same data. |In particular, it must not {1} rely on
routinely sending multiple instances of the sane data in a

si ngl e message.

Thi s does not prohibit sending nultiple versions of the sane
data, but it nmust not be a requirenment to do so. A sender may
choose to send multiple versions together (e.g., plain text and
some other format), but the capability exchange nechani sm

sel ected nust not depend on such behavi our.

The sol ution adopted should {2} be consistent with and
applicable to other Internet enail based applications; e.g.,
regul ar email, voice nessaging, unified nessaging, etc.

Allow for a graceful recovery fromstale cache information. A
sender mght use historic information to send non-baseline data
with an initial nessage. |If this turns out to be unusable by
the recipient, it should still be possible {3} for the baseline
data, or sone other acceptable format, to be sel ected and
transferred.

The nmechani sm defined should {2} operate cleanly in conjunction
with the mechani sns al ready defined for extended node | nternet
fax (extended DSN and MDN [ 2], etc.).

As much as possible, existing email mechani sms should {3} be
used rather than inventing new ones. (It is clear that some
new nechani sns will be needed, but they should be defined
cautiously.)

The nmechani sm should {2} be inplenmentable in | ow nmenory

devices. That is, it should not depend on any party being able
to buffer arbitrary anounts of message data

al . St andards Track [ Page 9]
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(I't may not be possible to conpletely satisfy this goal in a
sendi ng system But if the sender does not have enough nenory
to buffer some given nessage, it can choose to not offer
content negotiation.)

3. Franmework for content negotiation

Thi

s section starts with an outline of the negotiation process, and

provi des greater detail about each stage in foll ow ng sub-sections.

1.

Kl yne,

Sender sends initial nmessage data with an indication of
alternative formats available (section 3.1). Initial data MAY be
a baseline or sonme other guess of what the recipient can handl e.

The receiver has three main options:

(a) Does not recognize the optional alternative formats, and
passively accepts the data as sent (section 3.2.1).

(b) Does recogni ze the alternatives offered, and actively
accepts the data as sent (section 3.2.2).

(c) Recogni zes the alternatives offered, and determines that it
prefers to receive an alternative format. An MDN response
is sent (i) indicating that the original data was not
processed, and (ii) containing receiver capability
informati on so that the sender may select a suitable
alternative (section 3.2.3).

Note that only recipients named in "to:’, 'cc:’ or 'bcc:
headers in the original nmessage may request alternative data
formats in this way. Recipients not named in the origina
message headers MJUST NOT attenpt to initiate content
negoti ati on.

NOTE: the prohibition on initiation of negotiation by

reci pients other than those explicitly addressed is to avoid
the sender from having to deal with negotiation requests
from unexpected parti es.

On receipt of an MDN response indicating preference for an
alternative data format, the sender MJST select and transmit
message data matched to the receiver’'s declared capabilities, or
send an indication that the receiver’s request cannot be honoured.
When sending alternative data, the sender suppresses the
indication that alternative data is available, so the negotiation
process cannot | oop.
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4. On receipt of final data fromthe sender, the receiver sends an
MDN response indicating acceptance (or otherw se) of the data
recei ved.

NOTE: the receiver does not choose the particular data fornmat
to be received; that choice rests with the sender. W find
that this approach is sinpler than having the receiver choose
an alternative, because it builds upon existing nechanisns in
email, and follows the sane pattern as a traditional Goup 3
fax. Further, it deals with situations where the range of
alternatives may be difficult to describe

This approach is simlar to server driven negotiation in HITP
usi ng "Accept"” headers [13]. This is distinct to the agent-
driven style of negotiation provided for HITP as part of
Transparent Content Negotiation [14], or which mght be
constructed in email using "nmultipart/alternative" and
"message/ ext ernal - body" M ME types [15].

3.1 Send data with an indication of alternatives

A sender that is prepared to provide alternative nessage data formats
MUST send the follow ng nmessage el enents:

(a) a default message data format,
(b) message identification, in the formof a Message-|1D header

(c) appropriate 'Content-features’ header(s) [7] describing the
default nessage data sent,

(d) a request for Message Disposition Notification [4],

(e) an indication that it is prepared to send different nessage
data, using an 'Alternative-available’ NMDN option field [9],
and

(f) an indication of the alternative data formats available, in the
formof "Content-alternative header(s) [8]. Note: nore than
one Content-alternative header MAY be specified; see section
3.1.3 for nmore infornation.

Having indicated the availability of alternative data formats, the
sender is expected to hold the necessary information for sone tine,
all owing the receiver an opportunity to request such data. But,
unless it so indicates (see [9]), the sender is not expected to hold
this information indefinitely; the exact length of tinme such

i nformati on should be held is not specified here. Thus, the

Klyne, et. al. St andards Track [ Page 11]



RFC 3297 Content Negotiation for Messagi ng Services July 2002

possibility exists that a request for alternative information nmay
arrive too late, and the sender will then send an indication that the
data is no longer available. |If message transference is being
conpleted within a predetermned tine interval (e.g., using [21]),
then the sender should normally naintain the data for at |east that
peri od.

3.1.1 Choice of default data fornat

The normal default format is text/plain. This is the format sent

unl ess the sender has prior know edge or expectation of other content
formats supported by the recipient. Sonme uses of emmil presune sone
other default format (e.g. Intenet fax [1] has TIFF profile S [11] as
its default format; see section 7 of this document).

"Extended Facsimle Using Internet Mail" [1] and "Indicating
Supported Medi a Features Using Extensions to DSN and MDN' [ 2]

i ndi cate a possi bl e nechanismfor a sender to have prior know edge of
receiver capabilities. This specification builds upon the nechani sm
descri bed there.

As al ways, the sender may gather information about the receiver in
ot her ways beyond the scope of this docunent (e.g., a directory
service or the suggested RESCAP protocol).

3.1.2 MDN request indicating alternate data formats

When a sender is indicating preparedness to send alternative nessage
data, it MJST request a Message Disposition Notification (MDN) [4].

It indicates its readiness to send alternative nessage data by
including the MDN option "Alternative-available’ [9] with the MDN
request. Presence of this MDN request option sinply indicates that
the sender is prepared to send sone different data format if it has
nore accurate or up-to-date information about the receiver’s
capabilities. O itself, this option does not indicate whether the
alternatives are likely to be better or worse than the default data
sent -- that information is provided by the "Content-alternative"
header (s) [8].

When using the "Alternative-available’ option in an MDN request, the
message MJST al so contain a ' Message-1D:’ header with a unique
message identifier.
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3.1.3 Information about alternative data fornats

A sender can provide information about the alternative nessage data
avai |l abl e by applying one or nore 'Content-alternative headers to
nmessage body parts for which alternative data is avail able, each
indicating nedia features [5,6] of an available alternative.

The purpose of this information is to allow a receiver to decide
whet her any of the available alternatives are preferable, or likely
to be preferable, to the default nessage data provided.

Not every available alternative is required to be described in this
way, but the sender should include enough information to allow a
receiver to determ ne whether or not it can expect nore usefu
message data if it chooses to indicate a preference for some
alternative that matches its capabilities

Alternative formats will often be variations of the content-type
originally sent. When different content-types can be provided, they
shoul d be indicated in a corresponding content-alternative header
using the "type’ nedia feature tag [24]. (See exanple 8.4.)

NOTE: the sender is not necessarily expected to describe every
single alternative format that is available -- indeed, in cases
where content is generated on-the-fly rather than sinply selected
froman enuneration of possibilities, this may be infeasible. The
sender is expected to use one or nore 'Content-alternative

headers to reasonably indicate the range of alternative formats
avai | abl e.

The final format actually sent will always be selected by the
sender, based on the receiver’s capabilities. The ’'Content-
alternative’ headers are provided here sinmply to allow the
receiver to nmake a reasonabl e deci sion about whether to request an
alternative format that better matches its capabilities

ALSO NOTE: this header is intended to be usabl e independently of
the MDN extension that indicates the sender is prepared to send
alternative formats. It could be used with a different protoco
havi ng nothing to do with email or MDN. Thus, the 'Content-
alternative' header provides information about alternative data
formats without actually indicating if or how they might be
obt ai ned.

Further, the 'Content-alternative’ header applies to a M ME body

part, where the MDN 'Alternative-available option applies to the
nmessage as a whol e.
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The exanpl e sections of this meno show how the ' Content-features:’
and 'Content-alternative:’ MM headers may be used to describe the
content provided and available alternatives.

3.2 Receiver options

A negotiation-aware systemreceiving nessage data wi thout an
indication of alternative data formats MJST process that nessage in
the sanme way as a standard Internet fax systemor emmil user agent.

G ven an indication of alternative data format options, the receiver
has three prinary options:

(a) do not recognize the alternatives: passively accept what is
provi ded,

(b) do not prefer the alternatives: actively accept what is
provi ded, or

(c) prefer some alternative format.
3.2.1 Alternatives not recogni zed

This corresponds to the case that the receiver is a sinple node
Internet fax recipient [12], or a traditional enail user agent.

The recei ver does not recognize the alternatives offered, or chooses
not to recogni ze them and sinply accepts the data as sent. A
standard MDN response [4] or an extended MDN response [2] MAY be
generated at the receiver’s option.

3.2.2 Alternative not desired

The recei ver does recognize the alternatives offered, but
specifically chooses to accept the data originally offered. An NMDN
response SHOULD be sent indicating acceptance of the data and al so
containing the receiver’'s capabilities.

This is the sane as the defi ned behavi our of an Extended | nternet Fax
receiver [1,2].

3.2.3 Alternative preferred
Thi s case extends the behavi our of Extended Internet Fax [1,2] to
all ow an alternative formof data for the current nessage to be

transferred. This option may be followed ONLY if the origina
nmessage contains an 'Alternative-available’ NMDN option (alternative
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data re-sends may not use this option). Further, this option may be
followed ONLY if the recipient is explicitly addressed in the nessage
headers ('to:’, 'cc:’ or 'bcc:’).

The receiver recognizes that alternative data is avail able, and based
on the information provi ded deternines that an alternative format
woul d be preferable. An MDN response [4] is sent, which MJST contain
the foll ow ng:

0 an 'Alternative-preferred disposition nodifier [9] indicating
that sone data format other than that originally sent is
preferred,

0 an 'Original-Message-ID:’ field [4] with the nessage identifier
fromthe received nessage, and

0 receiver capabilities, per RFC 2530 [2].

On sending such an MDN response, the receiver MAY discard the nessage
data provided, in the expectation that some alternative will be sent.
But if the sender has indicated a |limted lifetime for the
alternative data, and the original data received is within the
receiver’'s capability to display, the receiver SHOULD NOT discard it.
Lacking sufficient nemory to hold the original data for a period of
time within which alternative data woul d reasonably be received, the
recei ver SHOULD accept and display the original data. |In the case
that the original data is not within the receiver’s capability to
display then it SHOULD di scard the original data and request an
alternative format.

NOTE: the above rules are neant to ensure that the content
negoti ati on framework does not result in the |loss of data that
woul d ot herwi se be received and di spl ayed.

Havi ng requested alternative data and not displayed the origina
data, the receiver MJST renenber this fact and be prepared to take
corrective action if alternative data is not received within a
reasonable time (e.g., if the MDN response or transm ssion of
alternative data is lost in transit).

Corrective action mght be any of the follow ng:

(a) re-send the MDN response, and continue waiting for an
alternative,

(b) present the data originally supplied (if it is still
avai | abl e), or
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(c) generate an error response indicating | oss of data.

On concluding that alternative data is not forthcomng, the preferred
option is (b), but this my not be possible for receivers with
limted nmenory.

See Appendix A for further discussion of receiver behavi our options.

NOTE: A cache control indicator on recipient capabilities has
been considered, but is not included in this specification
(Sonetines, a recipient nay want to offer certain capabilities
only under certain circunstances, and does not wish themto be
remenbered for future use; e.g., not wanting to receive col our
i mages for routine communications.)

NOTE: the receiver does not actually get to select any specific
data format offered by the sender. The final choice of data
format is always made by the sender, based on the receiver’'s
decl ared capabilities. This approach

(a) more closely matches the style of T.30 content negoti ati on,

(b) provides for clean integration with the current extended
nmode | nternet fax specification,

(c) bui |l ds upon existing email mechanisns in a consistent
fashi on, and

(d) all ows for cases (e.g., dynamcally generated content) where
it is not feasible for the sender to enunerate the
al ternatives avail abl e.

3.3 Send alternative nessage data

Havi ng offered to provide alternative data by including an
"Alternative-available’ option with the original MDN request, and on
recei pt of an MDN response indicating 'Alternative-preferred , the
sender SHOULD transmt alternative nessage data that best nmatches the
receiver’s declared capabilities. (In the exceptional case that the
response requesting an alternative data format does not contain
receiver capabilities, a baseline format should be sel ected.)

If any part of the best avail able nessage data natching the receiver
capabilities is the sane as that originally sent, it MJST still be
re-transmtted because the receiver may have di scarded the origina
data. Any data sent as a result of receiving an 'Alternative-
preferred’ response should include an MDN request but SHOULD NOT
include an "Alternative-availabl e’ disposition notification nodifier
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If the sender is no longer able to send nmessage data for any reason,
it MUST send a nessage to the receiver indicating a failed transfer.
It SHOULD al so generate a report for the receiver indicating the
failure, containing an MDN request and including an 'Alternative-
not - avail abl e’ di sposition notification nodifier

Any nessage sent to a receiver in response to a request for
alternative data MJUST include an ' Ori gi nal - Message-1 D:’ header [23]
containing the Oiginal -nmessage-1D value fromthe received

di sposition notification message (which is the "Message-1D:’ fromthe
original nessage). This header serves to correlate the re-send (or
failure nessage) with the original nmessage, and al so to distinguish a
re-send froman original nmessage

3.4 Confirmrecei pt of resent nessage data

When resent data is received (indicated by presence of an 'original-
message-1D:.’ header field), the receiver processes that data and
generates an MDN response indicating the final disposition of the
data received, and also indicating capabilities that my be used for
future nmessages, per RFC 2530 [2] and RFC 2532 [1].

If the re-send indicates that alternative data is no | onger avail able
(by including an 'Alternative-not-avail abl e’ disposition notification
nmodi fier), and the receiver still holds the original data sent, it
shoul d di splay or process the original data and send an MDN response
indicating the final disposition of that data. Thus, the response to
an 'Alternative-not-available indication may be a successfu

di sposition notification

If the re-send indicates that alternative data is no | onger avail able
(by including an " Alternative-not-avail abl e’ disposition notification
modi fier), and the receiver has discarded the original data sent, it
SHOULD:

(a) di splay or process the failure nessage received, OR

(b) construct and di splay a nessage indicating that nessage data
has been lost, preferably indicating the sender, tinme, subject,
message identifier and other information that may help the
reci pient user to identify the m ssing nessage.

and send a nessage disposition response indicating a final nessage
di sposition of "del eted".
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4. The Content-al ternative header

The 'Content-alternative:’ header is a M ME header that can be
attached to a M ME body part to indicate availability of sone
alternative formof the data it contains. This header does not, of
itself, indicate how the alternative formof data may be accessed

Usi ng the ABNF notation of RFC 2234 [10], the syntax of a ' Content-
alternative header is defined as:

Content-al ternative-header =
"Content-alternative" ":" Alternative-feature-expression
Al ternative-feature-expression =
<As defined for "Filter’ by RFC 2533 [6]>

More than one 'Content-alternative:’ header nay be applied to a MM
body part, in which case each one is taken to describe a separate
alternative data format that is avail able.

A content-alternative header is used with some M ME-encapsul at ed
data, and is interpreted in that context. The intent is to indicate
possi bl e variations of that data, and it is not necessarily expected
to be a conplete free-standing description of a specific available
data. Enough information should be provided for a receiver to be
abl e to deci de whether or not the alternative thus described (a) is
likely to be an inprovenent over the actual data provided, and (b) is
likely to be processable by the receiver

Thus, when interpreting a Content-alternative header value, a
receiver may assune that features not explicitly nentioned are not
different in the indicated alternative fromthe supplied data. For
exanple, if a Content-alternative header does not nention an
alternative M ME content-type, the receiver nmay assune that the
avail abl e alternative uses the same content-type as the supplied
dat a.

See al so the exanple in section 8.4.

5. The Oiginal - Message-| D nessage header
The ' Origi nal - Message-1 D header is used to correl ate any nessage
response or re-send with the original nessage to which it relates
(see also sections 3.2.3, 3.3). Are-send is distinct fromthe

original nessage, so it MJST have its own uni que Message-1D val ue
(per RFC 2822, section 3.6.4).
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The syntax for this header is:
"Original - Message-1D" ":" nmsg-id

where 'nsg-id is defined by RFC 2822 as:
meg-id = "<" id-left "@ id-right ">"

The 'nmsg-id’ value given nust be identical to that supplied in the
Message- |1 D. header of the original nessage for which the current
nmessage i s a response or re-send.

6. MDN extension for alternative data

Here, we define two extensions to the Message Disposition
Notification (MDN) protocol [4] to allow a sender to indicate
readi ness to send alternative nessage data formats, and to allow a
receiver to indicate a preference for sone alternative fornmat.

I ndi cation of what alternatives may be available or preferred are not
covered here. This functionality is provided by the ' Content-
alternative’ MM header [8] and "Indicating Supported Medi a Features
Usi ng Extensions to DSN and MDN' [2].

6.1 Indicating readiness to send alternative data

A sender wishing to indicate its readiness to send alternative
nmessage data formats nust request an MDN response using the NMDN
"Di sposition-Notification-To:' header [4].

The MDN request is acconpanied by a 'Disposition-Notification-
Options:’ header containing the paraneter 'Alternative-avail abl e’
with an inportance value of 'optional’. (The significance of
"optional’ is that receiving agents unaware of this option do not
generate inappropriate failure responses.)

This specification defines a value for "attribute’ to be used in an
MDN ' Di sposition-Notification-Options:’ header [4]:

attribute =/ "Alternative-avail abl e"

Thus, a sender includes the follow ng headers to indicate that
alternative nessage data is avail abl e:

Di sposition-Notification-To:
<sender - addr ess>
Di sposition-Notification-Options:
Al ternative-avail abl e=optional ,<lifetinme>
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where <lifetine> is "transient" or "permanent", indicating whether
the alternative data will be nade available for just a short while,

or for an indefinite period. A value of "permanent" indicates that
the data is held on long termstorage and can be expected to be

avail abl e for at |east several days, and probably weeks or nonths. A
val ue of "transient" indicates that the alternative data nmay be

di scarded at any tine, though it would normally be held for the
expected duration of a message transaction

NOTE: the <lifetinme> paraneter is provided to help | ow nenory
receivers (which are unable to store received data) avoid | oss of

i nformati on through requesting an alternative data fornmat that may
becone unavail abl e.

A nmessage sent with a request for an MDN with an "Alternative-
avai l abl e’ option MJST al so contain a 'Message-ID:’ header field
[ 20].

6.2 Indicating a preference for alternative data

The MDN specification [4] defines a nunber of nessage disposition
options that may be reported by the receiver of a nessage:

di sposition-type = "di spl ayed"
"di spat ched"
"processed"
"del et ed”
"deni ed"
"failed"

~ Y~ Y~~~

di sposition-nodifier = ( "error" / "warning" )
[ ( "superseded" / "expired" /
"mai | box-term nated" )

/ disposition-nodifier-extension

This specification defines an additional value for ’disposition-
nodi fi er-extension’:

di sposi tion-nodifier-extension =/
"Alternative-preferred"

When a receiver requests that an alternative format be sent, it sends
a nessage di sposition notification message containing the follow ng
di sposition field:

Di sposition

<acti on- node>/ <sendi ng- node>,
del eted/alternative-preferred
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For exanple, an automatically generated response m ght contain:

Di sposition
aut omati c-acti on/ MDN-sent - aut omatical |l y,
del eted/alternative-preferred

An MDN response containing an 'alternative-preferred’ disposition
nmodi fi er MIUST al so contain an ' Original -message-1D:’ field [4] with
the "Message-ID:’ value fromthe original nessage.

An MDN response containing an "alternative-preferred’ disposition
nmodi fier SHOULD al so contain a ' Medi a-accept-features:’ field [2]
indicating the capabilities that the sender should use in selecting
an alternative formof message data. |If this field is not supplied,
the sender should assunme sone baseline feature capabilities.

Recei ver capabilities supplied with an alternative-preferred

di sposition notification MUST NOT be cached: they nay apply to the
current transaction only.

6.3 Indicating alternative data is no | onger avail abl e

A sender that receives a request for alternative data that is no

| onger available, or is unable to provide alternative data natching
the receiver’'s capabilities, MJST respond with an indication of this
fact, sending a nessage containing data describing the failure.

Such a nessage MUST specify the MDN ' Disposition-Notification-To:
header [4], acconpanied by a 'Disposition-Notification-Options:’
header containing the paraneter 'Alternative-not-available’ with an
i mportance val ue of 'required’

This specification defines a value for "attribute’ to be used in an
MDN ' Di sposition-Notification-Options:’ header [4]:

attribute =/ "Alternative-not-avail abl e"

Thus, a sender includes the follow ng headers to indicate that the
alternative nmessage data previously offered is no | onger avail abl e:

Di sposition-Notification-To:
<sender - addr ess>
Di sposition-Notification-Options:
Al ternative-not-avail abl e=requi red, ( TRUE)

A nmessage sent with a request for an MDN with an ' Alternative-not-
avai l abl e’ option MJUST al so contain an ' Oiginal -nmessage-1D:’ header
[23] containing the value fromthe ' Message-I1D:’ header of the
original message
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6.4 Indicating |oss of original data

Thi s specification defines an additional value for ’disposition-
nodi fi er - extension’:

di sposi tion-nodifier-extension =/
"original-lost"

VWhen a receiver | oses message data because it |acks nmenory to store
the original while waiting for an alternative to be sent, it sends a
nmessage di sposition notification containing the follow ng field:

Di sposition
<acti on- mbde>/ <sendi ng- nnde>,
del et ed/ ori gi nal - | ost

For exanple, an automatically generated response m ght contain:

Di sposition
aut omati c-acti on/ MDN- sent - aut onati cal |l y,
del et ed/ ori gi nal - | ost

An MDN response containing an 'original-lost’ disposition nodifier
MUST al so contain an ' Oiginal-nmessage-ID:’ field [4] with the
"Message-1 D’ value fromthe resent message, or fromthe origina
message (if no re-send has been received).

6.5 Automatic sending of MDN responses

In sending an MDN response that requests alternative data, the
security concerns stated in RFC 2298 [4] (sections 2.1 and 6. 2)
regardi ng automati c MDN responses mnmust be respected. In particular,
a system capabl e of perform ng content negotiation MJUST have an
option for its user to disable negotiation responses, either
generally, on a per-nmessage basis, or both.

7. Internet Fax Consi derations

Internet fax is an application that uses email to exchange docunent
i mges (see RFC RFC 2305 [12] and RFC 2532 [1]).

Bot h sender and receiver parts of this specification involve the use

of media feature expressions. |In the context of Internet fax, any
such expressions SHOULD enpl oy feature tags defined by "Content
feature schema for Internet fax" [16]. 1In a wider email context, any

valid nedia features MAY be used
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8.

For Internet fax [12], "image/tiff" is the assuned content-type for
message data. In particular, all Internet fax devices are presuned
to be capabl e of sending and receiving the TIFF profile S
capabilities (Section 3 of [11]). Wen comunication is between
Internet fax devices, this capability may be assuned. But when
dealing with devices that go beyond these capabilities defined for
Internet fax (e.g. generic enmnil agents with fax capabilities) it
woul d be better not to assune fax capabilities, and for the
negotiating parties to be explicit with respect to all their
capabilities.

It would be better if even Internet fax devices do not assune that
they are conmunicating with other such devices. Wen using Internet
email, there is no reliable way to establish this fact. Therefore,
for any Internet fax device that may reasonably be expected to
exchange nessages with any other email agent, it is RECOVMENDED t hat
Internet fax capabilities (such as image/tiff baseline format
handl i ng) are not assumed but stated explicitly.

In particular, the ' Medi a- Accept-Features:’ header in receiver NDN
responses SHOULD explicitly indicate (type="inmage/tiff") and baseline
TIFF capabilities, rather than just assum ng that they are
under st ood.

Exanpl es

8.1 Sendi ng enhanced Internet Fax inmage

An Internet fax sender has a profile-F (A4, 400x400dpi, MVR) inmge to
send to a receiver. The baseline for Internet fax is 200x200dpi and
IVH i mage conpressi on.

Sender’s initial nessage:

Date: Wed, 20 Sep 1995 00: 18: 00 ( EDT) - 0400
From Jane Sender <Jane_Sender @xanpl e. con>
Message-1d: <199509200019. 12345@xanpl e. con®
Subj ect: Internet FAX Full Mbde Content Negotiation
To: Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Di sposition-Notification-To: Jane_Sender @xanpl e. com
Di sposition-Notification-Options:

Al ternative-avail abl e=opti onal , per manent
M ME-Version: 1.0
Cont ent - Type: mul ti part/ m xed;

boundar y="RAA14128. 773615765/ exanpl e. cont
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--RAA14128. 773615765/ exanpl e. com
Content-type: inmage/tiff
Cont ent - Tr ansf er - Encodi ng: base64
Cont ent - f eat ur es:
(& (col or=Bi nary)

(image-file-structure=TIFF-m ni mal)

(dpi =200)

(dpi -xyratio=1)

(paper -si ze=A4)

(i mage- codi ng=MH)

( MRC- node=0)

(ua- nedi a=stationery) )
Content-alternative

(& (col or=Bi nary)

(image-file-structure=TIFF-1imted)

(dpi =400)

(dpi -xyratio=1)

(paper-si ze=A4)

(i mage- codi ng=MVR)

( MRC- node=0)

(ua- nedi a=stationery) )

[TIFF-FX Profil e-S message goes here]

--RAA14128. 773615765/ exanpl e. com -

Recei ver sends MDN response to initial nessage:

Kl yne,

Dat e: Wed, 20 Sep 1995 00: 19: 00 ( EDT)-0400
From Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Message-1d: <199509200020. 12345@xanpl e. or g>
Subject: Re: Internet FAX Full Mdde Content Negotiation
To: Jane Sender <Jane_Sender @xanpl e. conp
M ME-Version: 1.0
Content-Type: multipart/report;
report-type=di sposition-notification;
boundar y="RAA14128. 773615766/ exanpl e. org"

--RAA14128. 773615766/ exanpl e. org
The nessage sent on 1995 Sep 20 at 00:18:00 (EDT) -0400 to
Tom Reci pi ent <Tom Reci pi ent @xanpl e. org> with subject "Internet

FAX Full Mbde Content Negotiation" has been received. An
alternative formof the nessage data is requested
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--RAA14128. 773615766/ exanpl e. org
Cont ent - Type: message/ di sposition-notification

Reporting- UA: Tons-pc. cs. exanpl e.org; | FAX-Ful |l Mode
Original -Recipient: rfc822; Tom Reci pi ent @xanpl e. org
Fi nal - Reci pi ent: rfc822; Tom Reci pi ent @xanpl e. org
Oigi nal - Message-1 D: <199509200019. 12345@xanpl e. con®
Di sposition: automatic-action/MDN-sent-automatically;
del eted/alternative-preferred
Medi a- Accept - Feat ur es:
(& (type="inmage/tiff")
(col or=Bi nary)
(image-file-structure=TIFF)
(| (& (dpi=200) (dpi-xyratio=200/100) )
(& (dpi =200) (dpi-xyratio=1) )
(& (dpi =400) (dpi-xyratio=1) ) )
(| (image-codi ng=[ VH, MR, MVR] )
(& (image-codi ng=JBI G
(i mage- codi ng- const rai nt =JBI G T85)
(JBI G stripe-size=128) ) )
( MRC- node=0)
(paper-si ze=[ A4, B4])
(ua- nedi a=stationery) )

--RAA14128. 773615766/ exanpl e. or g- -

Sender’ s nessage with enhanced content:

Kl yne,

Date: Wed, 20 Sep 1995 00: 21: 00 (EDT) - 0400
From Jane Sender <Jane_Sender @xanpl e. con>
Message-1d: <199509200021. 12345@xanpl e. con®
Origi nal - Message-1d: <199509200019. 12345@xanpl e. conr
Subj ect: Internet FAX Full Mbde | nage Transm ssion
To: Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Di sposition-Notification-To: Jane_Sender @xanpl e. com
M ME-Version: 1.0
Cont ent - Type: rmul ti part/ m xed;
boundar y="RAA14128. 773615768/ exanpl e. cont

--RAA14128. 773615768/ exanpl e. com
Content-type: inmage/tiff

Cont ent - Transf er - Encodi ng: base64

[ TIFF-FX profil e-F message goes here]

--RAA14128. 773615768/ exanpl e. com -
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Recei ver sends MDN confirmati on of enhanced nessage content:

Kl yne,

Dat e: Wed, 20 Sep 1995 00: 22: 00 ( EDT)-0400
From Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Message- 1 d: <199509200022. 12345@xanpl e. or g>
Subject: Re: Internet FAX Full Mde |Image Transm ssion
To: Jane Sender <Jane_Sender @xanpl e. con>
M ME- Version: 1.0
Content - Type: multipart/report;
report-type=di sposition-notification;
boundar y="RAA14128. 773615769/ exanpl e. org"

--RAA14128. 773615769/ exanpl e. org

The nessage sent on 1995 Sep 20 at 00: 21:00 (EDT) -0400 to Tom
Reci pi ent <Tom Reci pi ent @xanpl e.org> with subject " Internet FAX
Ful | Mbde I mage Transnission" has been processed in Internet FAX
Ful I Mode.

--RAA14128. 773615769/ exanpl e. org
Cont ent - Type: message/ di sposition-notification

Reporting- UA: Tons-pc. cs. exanpl e.org; | FAX-Ful | Mode
Oiginal -Recipient: rfc822; Tom Reci pi ent @xanpl e.org
Fi nal - Reci pi ent: rfc822; Tom Reci pi ent @xanpl e. org
Origi nal - Message- 1 D <199509200021. 12345@xanpl e. cone
Di sposition: automatic-action/ MDN-sent-automatically; processed
Medi a- Accept - Feat ur es:
(& (type="inmage/tiff")
(col or=Bi nary)
(image-file-structure=TIFF)
(| (& (dpi=200) (dpi-xyratio=200/100) )
(& (dpi =200) (dpi-xyratio=1) )
(& (dpi =400) (dpi-xyratio=1) ) )
(| (image-codi ng=[ VH, MR, MVR] )
(& (image-codi ng=JBI G
(i mage- codi ng- const rai nt =JBI G T85)
(JBI G stripe-size=128) ) )
( MRC- node=0)
(paper-si ze=[ A4, B4])
(ua- nedi a=stationery) )

--RAA14128. 773615769/ exanpl e. or g- -
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8.2 Internet fax with initial data usable

July 2002

Thi s exanpl e shows how the second and subsequent transfers between

the systens in the previous exanple m ght be conduct ed.
know edge gai ned fromthe previ ous exchange, the sender

profile-F data with its first contact.
Sender’s initial nessage:
Date: Wed, 20 Sep 1995 00: 19: 00 ( EDT) - 0400

From Jane Sender <Jane_Sender @xanpl e. conp
Message-1d: <199509200019. 12345@xanpl e. cone

Subj ect: Internet FAX Full Mde Content Negotiation

To: Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>

Di sposition-Notification-To: Jane_Sender @xanpl e. com

Di sposition-Notification-Qptions:

Al ternative-avail abl e=opti onal , per manent
M ME-Version: 1.0
Cont ent - Type: mul ti part/ m xed;

boundar y="RAA14128. 773615765/ exanpl e. cont

--RAA14128. 773615765/ exanpl e. com
Content-type: inage/tiff
Cont ent - Transf er - Encodi ng: base64
Cont ent - f eat ur es:
(& (col or=Bi nary)

(image-file-structure=TIFF-1imted)

(dpi =400)

(dpi -xyratio=1)

(paper -si ze=A4)

(i mage- codi ng=MVR)

( MRC- node=0)

(ua- nedi a=stationery) )
Content-alternative

(& (col or=Bi nary)

(image-file-structure=TIFF-m ni mal)

(dpi =200)

(dpi -xyratio=1)

(paper -si ze=A4)

(i mage- codi ng=MH)

( MRC- node=0)

(ua- nedi a=stationery) )

[TIFF-FX Profil e-F message goes here]

--RAA14128. 773615765/ exanpl e. com -
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Recei ver sends MDN confirmation of received nessage content:

Kl yne,

Dat e: Wed, 20 Sep 1995 00: 22: 00 ( EDT)-0400
From Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Message- 1 d: <199509200022. 12345@xanpl e. or g>
Subject: Re: Internet FAX Full Mde |Image Transm ssion
To: Jane Sender <Jane_Sender @xanpl e. con>
M ME- Version: 1.0
Content - Type: multipart/report;
report-type=di sposition-notification;
boundar y="RAA14128. 773615769/ exanpl e. org"

--RAA14128. 773615769/ exanpl e. org

The nessage sent on 1995 Sep 20 at 00:19: 00 (EDT) -0400 to Tom
Reci pi ent <Tom Reci pi ent @xanpl e. org> with subject "Internet FAX
Ful | Mbde I mage Transnission" has been processed in Internet FAX
Ful I Mode.

--RAA14128. 773615769/ exanpl e. org
Cont ent - Type: message/ di sposition-notification

Reporting- UA: Tons-pc. cs. exanpl e.org; | FAX-Ful | Mode
Oiginal -Recipient: rfc822; Tom Reci pi ent @xanpl e.org
Fi nal - Reci pi ent: rfc822; Tom Reci pi ent @xanpl e. org
Origi nal - Message- 1 D <199509200021. 12345@xanpl e. cone
Di sposition: automatic-action/ MDN-sent-automatically; processed
Medi a- Accept - Feat ur es:
(& (type="inmage/tiff")
(col or=Bi nary)
(image-file-structure=TIFF)
(| (& (dpi=200) (dpi-xyratio=200/100) )
(& (dpi =200) (dpi-xyratio=1) )
(& (dpi =400) (dpi-xyratio=1) ) )
(| (image-codi ng=[ VH, MR, MVR] )
(& (image-codi ng=JBI G
(i mage- codi ng- const rai nt =JBI G T85)
(JBI G stripe-size=128) ) )
( MRC- node=0)
(paper-si ze=[ A4, B4])
(ua- nedi a=stationery) )

--RAA14128. 773615769/ exanpl e. or g- -
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In this example, the sender has incorrectly assumed that the receiver
has a hi gher capability, and nust re-send | ower capability data in
response to the receiver’s response showi ng | esser capability.

An Internet fax sends a profile-F (A4, 400x400dpi, MVWR) inmage. When
the receiver cannot handle this, it falls back to baseline profile-S
As this is a baseline format, it is not necessary to declare that

capability with the original nessage. Wen a receiver is faced with
data it cannot process froma negotiating sender, it can do no better
than to respond with a description of its actual capabilities and | et

t he sender determ ne the outcone.
Sender’s initial nessage:

Date: Wed, 20 Sep 1995 00: 18: 00 ( EDT) - 0400
From Jane Sender <Jane_Sender @xanpl e. con>
Message-1d: <199509200019. 12345@xanpl e. con®
Subj ect: Internet FAX Full Mbde Negotiate Down
To: Tom Reci pi ent <Tom Reci pi ent @xanpl e. or g>
Di sposition-Notification-To: Jane_Sender @xanpl e. com
Di sposition-Notification-Options:

Al ternative-avail abl e=opti onal , per manent
M ME-Version: 1.0
Cont ent - Type: mul ti part/ m xed;

boundar y="RAA14128. 773615765/ exanpl e. cont

--RAA14128. 773615765/ exanpl e. com
Content-type: inage/tiff
Cont ent - Transf er - Encodi ng: base64
Cont ent - f eat ur es:
(& (col or=Bi nary)
(image-file-structure=TIFF-1imted)
(dpi =400)
(dpi -xyratio=1)
(paper -si ze=A4)
(i mage- codi ng=MVR)
( MRC- node=0)
(ua- nedi a=stationery) )

[ TIFF-FX Profile-F message goes here]

--RAA14128. 773615765/ exanpl e. com -
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Recei ver sends MDN response to initial nessage:

Dat e: Wed, 20 Sep 1995 00: 19: 00 ( EDT)-