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Status of this Menp
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet

Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2002). Al Ri ghts Reserved.

Abst r act
This meno specifies the encapsul ation of GSMP (CGeneral Switch
Managenent Protocol) packets in ATM (Asynchronous Transfer Mode),
Et hernet and TCP (Transmi ssion Control Protocol).

Speci fication of Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [7].

1. Introduction
GSMP nmessages are defined in [1] and MAY be encapsul ated in severa
different protocols for transport. This nmenp specifies their

encapsul ation in ATM AAL-5, in Ethernet or in TCP. O her
encapsul ati ons may be defined in future specifications.
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2. ATM Encapsul ati on

GSWP packets are variable Iength and for an ATM data |ink |ayer they
are encapsul ated directly in an AAL-5 CPCS-PDU [3][4] with an
LLC/ SNAP header as illustrated:
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(The convention in the docunentation of Internet Protocols [5] is to
express numbers in decimal. Nunbers in hexadecimal format are
specified by prefacing themw th the characters "0x". Numbers in
binary format are specified by prefacing themw th the characters
"Ob". Data is pictured in "big-endian" order. That is, fields are
described left to right, with the nost significant byte on the left
and the least significant byte on the right. Whenever a di agram
shows a group of bytes, the order of transm ssion of those bytes is
the normal order in which they are read in English. Wenever a byte
represents a nuneric quantity the left nost bit in the diagramis the
hi gh order or nost significant bit. That is, the bit labelled 0 is
the nost significant bit. Simlarly, whenever a nulti-byte field
represents a nuneric quantity the left nost bit of the whole field is
the most significant bit. Wen a nulti-byte quantity is transmitted,
the nmost significant byte is transmtted first. This is the sane
codi ng convention as is used in the ATM | ayer [2] and AAL-5 [3][4].)

The LLC/ SNAP header contains the bytes: OxAA OxAA 0x03 0x00 0x00 0x00
0x88 0Ox0C. (0x880C is the assigned Ethertype for GSMP.)

The maxi mumtransnission unit (MIU) of the GSMP Message field is 1492
byt es.
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The virtual channel over which a GSMP session is established between
a controller and the switch it is controlling is called the GSMP

control channel. The default VPI and VCI of the GSMP control channel
for LLC/ SNAP encapsul ated GSMP nessages on an ATM data |ink |ayer is:

VPI
VCl

0
15.

The GSMP control channel MAY be changed using the GSMP M B.
3. Ethernet Encapsul ation

GSWP packets MAY be encapsul ated on an Ethernet data link as
illustrated:

0 1 2 3

01234567890123456789012345678901
B S i ks e S S i i i S S S S e e e e
Desti nati on Address |
il s ST I S S I S T T S
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L }
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Et hertype (0x88-00C) | |
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|

I

GSMP Message
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Pad |
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Frame Check Sequence |
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+—+—+—+—+— 1 —+— +— +7— +

Destination Address
For the SYN nessage of the adjacency protocol the Destination
Address is the broadcast address OxFFFFFFFFFFFF. (Alternatively,
it is also valid to configure the node with the unicast 48-bit
| EEE MAC address of the destination. |In this case the configured
uni cast Destination Address is used in the SYN nmessage.) For all
ot her nessages the Destination Address is the unicast 48-bit
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| EEE. MAC address of the destination. This address may be
di scovered fromthe Source Address field of nmessages received
during synchroni sation of the adjacency protocol

Sour ce Address
For all nessages, the Source Address is the 48-bit | EEE MAC
address of the sender.

Et hertype
The assigned Ethertype for GSMP i s 0x880C

GSMP Message
The maxi mumtransnission unit (MIU) of the GSMP Message field is
1492 bytes.

Sender |nstance
The Sender |nstance nunber for the |ink obtained fromthe
adj acency protocol. This field is already present in the
adj acency protocol nessage. It is appended to all non-adjacency
GSMP nmessages in the Ethernet encapsulation to offer additiona
protection against the introduction of corrupt state.

Recei ver |nstance
The Receiver Instance nunber is what the sender believes is the
current instance nunber for the link, allocated by the entity at
the far end of the link. This field is already present in the
adj acency protocol nessage. It is appended to all non-adjacency
GSWP nmessages in the Ethernet encapsulation to offer additiona
protection against the introduction of corrupt state.

Pad
After adjacency has been established the mninumlength of the
data field of an Ethernet packet is 46 bytes. |f necessary,
paddi ng shoul d be added such that it neets the m ni num Et her net
franme size. This padding should be bytes of zero and is not to be
consi dered part of the GSMP nessage

Frame Check Sequence
The Frame Check Sequence (FCS) is defined in | EEE 802.3 [6] as
fol | ows:

Note: This section is included for informational and historica
purposes only. The normative reference can be found in | EEE
802.3 Standard [6].

"A cyclic redundancy check (CRC) is used by the transmt and

receive algorithns to generate a CRC value for the FCS field.
The frame check sequence (FCS) field contains a 4-byte (32-bit)
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cyclic redundancy check (CRC) value. This value is conputed as
a function of the contents of the source address, destination
address, length, LLC data and pad (that is, all fields except
the preanble, SFD, FCS and extension). The encoding is defined
by the followi ng generating pol ynoni al

G X) =XN32+XN26+XN23+XN 224X N L6 +X N 12+X N 11 +X M 10+X A 8+XA
THXNSHXN 44X 24X,

The procedure for the CRC calculation can be found in [6].

After the adjacency protocol has achi eved synchronisation, for every
GSMP nmessage received with an Et hernet encapsul ation, the receiver
must check the Source Address fromthe Ethernet MAC header, the
Sender Instance, and the Receiver Instance. The incom ng GSMP
message nust be discarded if the Sender |Instance and the Source
Address do not match the values of the Sender |nstance and the Sender
Nane stored by the "Update Peer Verifier" operation of the GSMP

adj acency protocol. The incom ng GSMP nessage rust al so be di scarded
if it arrives over any port other than the port over which the
adj acency protocol has achieved synchronisation. |In addition, the

i ncom ng nessage nust also be discarded if the Receiver Instance
field does not match the current value for the Sender |nstance of the
GSWP adj acency pr ot ocol

4. TCP/ 1P Encapsul ati on

When GSMP nessages are transported over an | P network, they MJST be
transported using the TCP encapsul ation. TCP provides reliable
transport, network flow control, and end-system flow control suitable
for networks that may have high | oss and variable or unpredictable
del ay.

For TCP encapsul ati ons of GSMP nessages, the controller runs the
client code and the switch runs the server code. Upon
initialisation, the server is |listening on GSMP' s TCP port nunber:
6068. The controller establishes a TCP connection with each switch
it manages. The switch under control MJUST be a multi-connection
server (PORT 6068) to allow creation of nmultiple control sessions
fromN GSMP control ler instances. Adjacency protocol nessages, which
are used to synchronise the controller and switch and maintain
handshakes, are sent by the controller to the switch after the TCP
connection is established. GSMP nessages other than adjacency

prot ocol nessages MJST NOT be sent until after the adjacency protoco
has achi eved synchroni sation. The actual GSMP nessage flow will
occur on other ports.
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4.1 Message Formats

GSMP messages are sent over a TCP connection. A GSMP nessage iS
processed only after it is entirely received. A four-byte TLV header
field is prepended to the GSMP nessage to provi de delineation of GSMP
messages within the TCP stream

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S
| Type (0x88-00) | Length |
TR e i e S T ok ok SR R e B R e e
I I
~ GSMP Message ~
| |
B T S i T s i i e e SEI S
Type
This 2-byte field indicates the type code of the follow ng
message. The type code for GSMP nessages is 0x88-0C (i.e., the
same as GSMP' s Et hertype).
Length

This 2-byte unsigned integer indicates the total length of the
GSWMP nmessage only. It does not include the 4-byte TLV header.

4.2 TCP/I P Security consideration

When GSMPv3 is inplenented for use in | P networks, provisions for
security between the controller and client MJST be avail abl e and MJST
be provided by IP Security [IPSEC]. |In this case, the | PSEC
Encapsul ati on Security Payl oad (ESP) MJST be used to provide both
integrity and confidentiality.

5. Security Considerations

The security of GSMP's TCP/I P control channel has been addressed in
Section 4.2. For all uses of GSMP over an IP network it is REQU RED
that GSMP be run over TCP/IP using the security considerations

di scussed in Section 4.2. Security using ATM and Et hernet
encapsul ati ons MAY be provided at the link |ayer. D scussion of
these nethods is beyond the scope of this specification. For secure
operation over any nedia, the |IP encapsulation with | Psec SHOULD be
used.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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