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Abstract

This specification defines a profile for the use of X. 509 Attribute
Certificates in Internet Protocols. Attribute certificates may be
used in a wide range of applications and environnents covering a
broad spectrum of interoperability goals and a broader spectrum of
operational and assurance requirenents. The goal of this document is
to establish a common baseline for generic applications requiring
broad interoperability as well as linmted special purpose
requirenents. The profile places enphasis on attribute certificate
support for Internet electronic mail, |1PSec, and WWVsecurity
appl i cations.
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1. Introduction

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119.

X. 509 public key certificates (PKCs) [X 509-1997, X 509-2000,

PKI XPROF] bind an identity and a public key. An attribute
certificate (AC) is a structure simlar to a PKC, the nmain difference
being that the AC contains no public key. An AC nmay contain
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attributes that specify group nenbership, role, security clearance,
or other authorization informati on associated with the AC hol der.
The syntax for the AC is defined in Recomendati on X 509, making the
term "X 509 certificate" anbi guous.

Some peopl e constantly confuse PKCs and ACs. An anal ogy may make the
distinction clear. A PKC can be considered to be |like a passport: it
identifies the holder, tends to last for a long time, and shoul d not
be trivial to obtain. An ACis nore like an entry visa: it is
typically issued by a different authority and does not |ast for as
long a tine. As acquiring an entry visa typically requires
presenting a passport, getting a visa can be a sinpler process.

Aut hori zation informati on may be placed in a PKC extension or placed
in a separate attribute certificate (AC). The placement of

aut horization information in PKCs is usually undesirable for two
reasons. First, authorization information often does not have the
sane |lifetime as the binding of the identity and the public key.

When aut horization information is placed in a PKC extension, the
general result is the shortening of the PKC useful lifetime. Second,
the PKC issuer is not usually authoritative for the authorization
information. This results in additional steps for the PKC issuer to
obtain authorization information fromthe authoritative source.

For these reasons, it is often better to separate authorization
information fromthe PKC. Yet, authorization information also needs
to be bound to an identity. An AC provides this binding; it is
sinmply a digitally signed (or certified) identity and set of
attributes

An AC may be used with various security services, including access
control, data origin authentication, and non-repudi ati on

PKCs can provide an identity to access control decision functions.
However, in many contexts the identity is not the criterion that is
used for access control decisions, rather the role or group-
menbership of the accessor is the criterion used. Such access
control schenes are called rol e-based access control

When maki ng an access control decision based on an AC, an access
control decision function may need to ensure that the appropriate AC
hol der is the entity that has requested access. One way in which the
I i nkage between the request or identity and the AC can be achieved is
the inclusion of a reference to a PKC within the AC and the use of
the private key corresponding to the PKC for authentication within
the access request.
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ACs may al so be used in the context of a data origin authentication
service and a non-repudi ation service. In these contexts, the
attributes contained in the AC provide additional information about
the signing entity. This information can be used to nake sure that
the entity is authorized to sign the data. This kind of checking
depends either on the context in which the data is exchanged or on
the data that has been digitally signed.

1.1 Del egati on and AC chai ns

The X. 509 standard [ X. 509-2000] defines authorization as the
"conveyance of privilege fromone entity that holds such privil ege,
to another entity". An AC is one authorization mechani sm

An ordered sequence of ACs could be used to verify the authenticity
of a privilege asserter’s privilege. 1In this way, chains or paths of
ACs could be enpl oyed to del egate authorization

Since the adm nistrati on and processing associated with such AC
chains is conplex and the use of ACs in the Internet today is quite
limted, this specification does NOIT RECOVWEND t he use of AC chains.
O her (future) specifications my address the use of AC chains. This
specification deals with the sinple cases, where one authority issues
all of the ACs for a particular set of attributes. However, this
sinplification does not preclude the use of several different
authorities, each of which nmanages a different set of attributes.

For exanple, group menbership may be included in one AC i ssued by one
authority, and security clearance may be included in another AC

i ssued by another authority.

This means that conformant inplenentations are only REQU RED to be
able to process a single AC at a tine. Processing of nore than one
AC, one after another, may be necessary. Note however, that
validation of an AC MAY require validation of a chain of PKCs, as
specified in [ PKI XPROF] .

1.2 Attribute Certificate Distribution ("push" vs. "pull")

As di scussed above, ACs provide a nmechanismto securely provide
aut hori zation information to, for exanple, access control decision
functions. However, there are a nunber of possible comunication
pat hs for ACs.

In sone environnents, it is suitable for a client to "push" an ACto
a server. This nmeans that no new connections between the client and
server are required. It also neans that no search burden is inposed
on servers, which inproves performance and that the AC verifier is
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only presented with what it "needs to know." The "push" nodel is

especially suitable in inter-domain cases where the client’

shoul d be assigned within the client’s "home" domain.

In other cases, it is nore suitable for a client to sinply

s rights

aut henticate to the server and for the server to request or "pull"
the client’s AC froman AC issuer or a repository. A major benefit
of the "pull" nodel is that it can be inplenented without changes to
the client or to the client-server protocol. The "pull” nodel is
especially suitable for inter-domain cases where the client’s rights

shoul d be assigned within the server’s domain, rather than
client’s donmain.

within the

There are a nunber of possible exchanges involving three entities:
the client, the server, and the ACissuer. |In addition, a directory
service or other repository for AC retrieval MAY be supported.

Figure 1 shows an abstract view of the exchanges that may invol ve
ACs. This profile does not specify a protocol for these exchanges.

o e e - +
| | Server Acquisition
| AC issuer A L E R TR +
I I I
R + |
| |
| dient |
I
I

Fom e e o s + Fom e e o s
| | AC "push" |
| dient Fom e + Server
| | (part of app. protocol)
e + e
I I
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| Lookup L + | Lookup
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R + Repository +--------- +
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oo s +

Fi gure 1: AC Exchanges
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1.3 Docunent Structure

Section 2 defines sone term nology. Section 3 specifies the
requirenents that this profile is intended to neet. Section 4
contains the profile of the X509 AC. Section 5 specifies rules for
AC validation. Section 6 specifies rules for AC revocation checks.
Section 7 specifies optional features which MAY be support ed;
however, support for these features is not required for confornmance
to this profile. Finally, appendices contain the list of O Ds
required to support this specification and an ASN. 1 nodul e.

2. Term nol ogy

For simplicity, we use the ternms client and server in this
specification. This is not intended to indicate that ACs are only to
be used in client-server environments. For exanple, ACs may be used
in the SSMM v3 context, where the nail user agent woul d be both a
"client" and a "server" in the sense the terns are used here.

Term Meani ng

AA Attribute Authority, the entity that issues the
AC, synonynous in this specification with "AC
i ssuer”

AC Attribute Certificate

AC user any entity that parses or processes an AC

AC verifier any entity that checks the validity of an AC and
then makes use of the result

AC i ssuer the entity which signs the AC, synonynous in this
specification with "AA"

AC hol der the entity indicated (perhaps indirectly) in the
hol der field of the AC

dient the entity which is requesting the action for
whi ch aut horization checks are to be nade

Pr oxyi ng In this specification, Proxying is used to nean

the situation where an application server acts as
an application client on behalf of a user
Proxyi ng here does not nean granting of authority.
PKC Public Key Certificate - uses the type ASN. 1
Certificate defined in X 509 and profiled in RFC
2459. This (non-standard) acronymis used in order
to avoi d confusion about the term "X 509
certificate".
Server the entity which requires that the authorization
checks are nade
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3. Requirenents
This AC profile nmeets the follow ng requirenents
Time/Validity requirenents:

1. Support for short-lived as well as long-lived ACs. Typica
short-lived validity periods m ght be nmeasured in hours, as
opposed to nonths for PKCs. Short validity periods allow ACs to
be useful w thout a revocation nechani sm

Attribute Types:

2. lssuers of ACs should be able to define their own attribute types
for use within closed donains.

3. Sone standard attribute types, which can be contai ned within ACs,
shoul d be defined. Exanples include "access identity," "group,"
"role," "clearance," "audit identity," and "charging identity."

4. Standard attribute types should be defined in a manner that
permts an AC verifier to distinguish between uses of the sane
attribute in different donmains. For exanple, the "Adm nistrators
group" as defined by Baltinore and the "Adm ni strators group" as
defined by SPYRUS should be easily distinguished.

Targeting of ACs:

5. It should be possible to "target" an AC at one, or a small nunber
of, servers. This neans that a trustworthy non-target server wll
reject the AC for authorization decisions.

Push vs. Pul

6. ACs should be defined so that they can either be "pushed" by the
client to the server, or "pulled" by the server froma repository
or other network service, including an online AC issuer

4, Attribute Certificate Profile

ACs may be used in a wi de range of applications and environnents
covering a broad spectrumof interoperability goals and a broader
spect rum of operational and assurance requirenents. The goal of this
docunent is to establish a comon baseline for generic applications
requiring broad interoperability and linmited special purpose
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requi renents. In particular, the enphasis will be on supporting the
use of attribute certificates for informal Internet electronic mail,
| PSec, and WAW appl i cati ons.

This section presents a profile for ACs that will foster
interoperability. This section also defines sone private extensions
for the Internet comunity.

VWile the SO 1ECITU docunents use the 1993 (or | ater) version of
ASN. 1, this docunent uses the 1988 ASN. 1 syntax, as has been done for
PKCs [ PKI XPROF]. The encoded certificates and extensions fromeither
ASN. 1 version are bit-w se identical.

VWhere maxi mum | engths for fields are specified, these lengths refer
to the DER encoding and do not include the ASN. 1 tag or length
fields.

Conform ng inplenmentations MJST support the profile specified in this
secti on.

4.1 X.509 Attribute Certificate Definition

X. 509 contains the definition of an AC given below. Al types that
are not defined in this docunment can be found in [ PKI XPROF] .

AttributeCertificate ::= SEQJENCE {
aci nfo AttributeCertificatelnfo,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue BI T STRI NG

}

AttributeCertificatelnfo ::= SEQUENCE {
ver si on AttCertVersion -- version is v2,
hol der Hol der,
i ssuer AttCertlssuer,
signature Al gorithm dentifier,
seri al Nurber CertificateSerial Nunber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
i ssuer Uni quel D Uni quel denti fier OPTI ONAL,
ext ensi ons Ext ensi ons OPTI ONAL

}

AttCertVersion ::= INTEGER { v2(1) }

Hol der ::= SEQUENCE ({

baseCertificatelD [0] IssuerSerial OPTI ONAL,
-- the issuer and serial nunber of
-- the holder’s Public Key Certificate
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entityName [ 1] Ceneral Nanes OPTI ONAL,
-- the nane of the claimant or role

obj ect Di gestInfo [2] ObjectDigestlnfo OPTI ONAL
-- used to directly authenticate the hol der,
-- for exanple, an executable

}
hj ect Di gestInfo ::= SEQUENCE {
di gest edObj ect Type ENUMERATED {
publ i cKey (0),
publ i cKeyCert (1),
ot her bj ect Types (2) 1},
-- ot her Obj ect Types MJIST NOT
-- be used in this profile
ot her Cbj ect Typel D  OBJECT | DENTI FI ER OPTI ONAL,
di gest Al gorithm Al gorithmdentifier,
obj ect Di gest BIT STRI NG
}
AttCertlssuer ::= CHO CE {
vlForm General Names, -- MJST NOT be used in this
-- profile
v2Form [0] V2Form -- v2 only
}
V2Form : : = SEQUENCE {
i ssuer Name Gener al Names  OPTI ONAL,
baseCertificatel D [0] IssuerSerial OPTIONAL,
obj ect Di gestInfo [1] ObjectDigestlinfo OPTIONAL
-- issuerNane MUST be present in this profile
-- baseCertificatel D and objectDi gestlnfo MJST NOT
-- be present in this profile
}
I ssuerSerial ::= SEQUENCE {
i ssuer Gener al Nanes,
seri al CertificateSerial Nunber,
i ssuerUl D Uni quel denti fi er OPTI ONAL
}
AttCertValidityPeriod ::= SEQUENCE {
not BeforeTi ne GeneralizedTi ne,
not Aft er Ti ne General i zedTi me
}
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Al though the Attribute syntax is defined in [PKIXPROF], we repeat
the definition here for conveni ence.

Attribute ::= SEQUENCE {
type Attri buteType,
val ues SET OF AttributeVal ue
-- at least one value is required

}
AttributeType ::= OBJECT | DENTI FI ER
AttributeVal ue ::= ANY DEFI NED BY Attri buteType

I mpl enenters should note that the DER encodi ng (see [ X 509-
1988], [ X. 208-1988]) of the SET OF val ues requires ordering of the
encodi ngs of the values. Though this issue arises with respect to
di stingui shed nanes, and has to be handl ed by [ PKI XPROF]

i npl ementations, it is nuch nmore significant in this context, since
the inclusion of multiple values is much nore conmon in ACs.

4.2 Profile of Standard Fiel ds

General Nane offers great flexibility. To achieve interoperability,
in spite of this flexibility, this profile inposes constraints on the
use of GCeneral Nane.

Conform ng inplenmentations MIST be able to support the dNSName,

di rectoryNane, unifornmResourceldentifier, and i PAddress opti ons.
This is conpatible with the General Nane requirenents in [ PKI XPROF]
(mainly in section 4.2.1.7).

Conform ng inplementations MIUST NOT use the x400Address,
edi PartyName, or registeredl D options.

Conform ng inplenentati ons MAY use the otherNane option to convey
nane fornms defined in Internet Standards. For exanple, Kerberos
[ KRB] format names can be encoded into the otherNane, using a
Kerberos 5 principal nane O D and a SEQUENCE of the Real mand the
Pri nci pal Name.

4.2.1 Ver si on

The version field MUST have the value of v2. That is, the version
field is present in the DER encodi ng.
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Note: This version (v2) is not backwards conpatible with the previous
attribute certificate definition (vl) fromthe 1997 X 509 standard

[ X. 509-1997], but is conpatible with the v2 definition from X 509
(2000) [ X. 509-2000].

4.2.2 Hol der

The Hol der field is a SEQUENCE all owi ng three different (optional)
synt axes: baseCertificatel D, entityName and objectDigestinfo. Were
only one option is present, the neaning of the Holder field is clear
However, where nore than one option is used, there is a potential for
confusion as to which option is "normative", which is a "hint" etc.
Since the correct position is not clear from[X 509-2000], this

speci ficati on RECOMWENDS t hat only one of the options be used in any
gi ven AC

For any environnent where the ACis passed in an authenticated
message or session and where the authentication is based on the use
of an X. 509 PKC, the holder field SHOULD use the baseCertificatel D

Wth the baseCertificatel D option, the holder’s PKC serial Number and
i ssuer MUST be identical to the AC holder field. The PKC issuer MJST
have a non-enpty distingui shed name which is to be present as the
singl e value of the hol der. baseCertificatel D.issuer construct in the
directoryNane field. The AC hol der.baseCertificatelD.issuerU D field
MUST only be used if the holder’s PKC contains an issuerUniquel D
field. |If both the AC hol der.baseCertificatelD.issuerU D and the PKC
i ssuerUniquel D fields are present, the sane val ue MJST be present in
both fields. Thus, the baseCertificatelD is only usable with PKC
profiles (like [PKIXPROF]) which nandate that the PKC issuer field
contain a non-enpty distingui shed name val ue.

Note: An enpty distinguished nane is a distinguished nanme where the
SEQUENCE OF rel ative distingui shed nanes is of zero length. 1In a DER
encodi ng, this has the value '3000'H

If the holder field uses the entityName option and the underlying

aut hentication is based on a PKC, the entityName MJST be the sanme as
the PKC subject field or one of the values of the PKC subjectAl t Nane
field extension (if present). Note that [PKIXPROF] mandates that the
subj ect Al t Nane extension be present if the PKC subject is an enpty

di stingui shed name. See the security considerations section which
menti ons sone name collision problens that nmay arise when using the
entityName option.

In any other case where the holder field uses the entityName option,
only one nane SHOULD be present.

Farrell & Housl ey St andards Track [ Page 11]



RFC 3281 An Internet Attribute Certificate April 2002

I mpl enentati ons conforming to this profile are not required to
support the use of the objectDigest field. However, section 7.3
specifies how this optional feature MAY be used

Any protocol confornming to this profile SHOULD specify which AC
hol der option is to be used and how this fits with the supported
aut henti cati on schenmes defined in that protocol

4.2.3 | ssuer

ACs conforming to this profile MJST use the v2Form choi ce, which MJST
contain one and only one Ceneral Nane in the issuerNanme, which MJST
contain a non-enpty distingui shed name in the directoryName field.
This means that all AC issuers MJST have non-enpty distingui shed
nanes. ACs conforming to this profile MIUST omt the
baseCertificatel D and objectDi gestlnfo fields.

Part of the reason for the use of the v2Form containing only an
issuerNanme is that it neans that the AC i ssuer does not have to know
whi ch PKC the AC verifier will use for it (the AC issuer). Using the
baseCertificatelD field to reference the AC i ssuer woul d nean that
the AC verifier would have to trust the PKC that the AC i ssuer chose
(for itself) at AC creation tine.

4.2.4 Si gnature
Contains the algorithmidentifier used to validate the AC signature.

This MJST be one of the signing algorithns defined in [PKIXALGS].
Conform ng inpl ementati ons MJUST honor all MJST/ SHOULD/ MAY si gni ng
al gorithm statements specified in [PKI XALGS] .

4.2.5 Seri al Nunber

For any conforming AC, the issuer/serial Nunber pair MJUST form a
uni que conbination, even if ACs are very short-Iived.

AC issuers MJST force the serial Nunber to be a positive integer, that
is, the sign bit in the DER encoding of the I NTEGER val ue MJST be
zero - this can be done by adding a leading (leftnost) 00’ H octet if
necessary. This renoves a potential anbiguity in mapping between a
string of octets and an integer val ue.

G ven the uni queness and timng requirements above, serial nunbers
can be expected to contain long integers. AC users MJST be able to
handl e seri al Nunber val ues | onger than 4 octets. Conformant ACs MJUST
NOT contain serial Nunmber val ues | onger than 20 octets.
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There is no requirenent that the serial nunbers used by any AC issuer
follow any particular ordering. |In particular, they need not be
monotonically increasing with time. Each AC issuer MJST ensure that
each AC that it issues contains a unique serial nunber.

4.2.6 Validity Period

The attrCertValidityPeriod (a.k.a. validity) field specifies the
period for which the AC issuer certifies that the binding between the
hol der and the attributes fields will be valid.

The generalized tinme type, CeneralizedTine, is a standard ASN. 1 type
for variable precision representation of tinme. The CeneralizedTi ne
field can optionally include a representation of the tine
differential between the local time zone and G eenwi ch Mean Time

For the purposes of this profile, GeneralizedTine values MJST be
expressed in Coordinated universal tine (UTC) (al so known as
Greenwi ch Mean Tine or Zulu)) and MJST include seconds (i.e., tines
are YYYYMVDDHHWMSSZ), even when the nunmber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds.

(Note: this is the sane as specified in [ PKI XPROF], section
4.1.2.5.2.)

AC users MJST be able to handl e an AC which, at the time of
processing, has parts of its validity period or all its validity
period in the past or in the future (a post-dated AC). This is valid
for sonme applications, such as backup

4.2.7 Attributes

The attributes field gives information about the AC hol der. Wen the
AC is used for authorization, this will often contain a set of
privil eges.

The attributes field contains a SEQUENCE OF Attribute. Each
Attribute MAY contain a SET OF values. For a given AC, each
AttributeType OBJECT IDENTIFIER in the sequence MJST be unique. That
is, only one instance of each attribute can occur in a single AC, but
each instance can be multi-val ued.

AC users MJST be able to handle nultiple values for all attribute
types.

An AC MUST contain at |east one attribute. That is, the SEQUENCE OF
Attributes MUST NOT be of zero |ength.
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Sone standard attribute types are defined in section 4.4.
4.2.8 I ssuer Unique ldentifier

This field MUST NOT be used unless it is also used in the AC issuer’s
PKC, in which case it MJST be used. Note that [PKIXPROF] states that
this field SHOULD NOT be used by conform ng CAs, but that
appl i cations SHOULD be able to parse PKCs containing the field.

4.2.9 Ext ensi ons

The extensions field generally gives information about the AC as
opposed to information about the AC hol der

An AC that has no extensions conforns to the profile; however,
section 4.3 defines the extensions that MAY be used with this
profile, and whether or not they may be marked critical. |If any
other critical extension is used, the AC does not conformto this
profile. However, if any other non-critical extension is used, the
AC does conformto this profile.

The extensions defined for ACs provide nethods for associating
additional attributes with holders. This profile also allows
communities to define private extensions to carry information unique
to those conmunities. Each extension in an AC nay be designated as
critical or non-critical. An AC using system MJUST reject an ACif it
encounters a critical extension it does not recognize; however, a
non-critical extension may be ignored if it is not recognized.
Section 4.3 presents recomended extensions used within Internet ACs
and standard locations for information. Conmunities nay el ect to use
addi ti onal extensions; however, caution should be exercised in
adopting any critical extensions in ACs which mght prevent use in a
general context.

4.3 Extensions
4.3.1 Audit ldentity

In sone circunstances, it is required (e.g. by data protection/data
privacy legislation) that audit trails not contain records which
directly identify individuals. This circunmstance may nake the use of
the AC holder field unsuitable for use in audit trails.

To allow for such cases, an AC MAY contain an audit identity
extension. ldeally it SHOULD be infeasible to derive the AC hol der’s
identity fromthe audit identity value w thout the cooperation of the
AC i ssuer.
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4. 3.

Far

The value of the audit identity, along with the AC issuer/serial,
SHOULD t hen be used for audit/|oggi ng purposes. |If the value of the
audit identity is suitably chosen, a server/service adm nistrator can
use audit trails to track the behavior of an AC hol der w thout being
able to identify the AC hol der.

The server/service admnistrator in conbination with the AC issuer
MJST be able to identify the AC hol der in cases where m sbehavior is
detected. This neans that the AC i ssuer MJUST be able to determ ne
the actual identity of the AC holder fromthe audit identity.

O course, auditing could be based on the AC issuer/serial pair;
however, this method does not allow tracking of the same AC hol der
with multiple ACs. Thus, an audit identity is only useful if it

| asts for longer than the typical AClifetine. Auditing could also
be based on the AC holder’s PKC issuer/serial; however, this wll
often allow the server/service admnistrator to identify the AC

hol der .

As the AC verifier might otherwi se use the AC hol der or sone ot her
identifying value for audit purposes, this extension MJST be critica
when used.

Protocols that use ACs will often expose the identity of the AC

hol der in the bits on-the-wire. |In such cases, an opaque audit
identity does not make use of the AC anonynous; it sinply ensures
that the ensuing audit trails do not contain identifying information

The value of an audit identity MJST be | onger than zero octets. The
val ue of an audit identity MJUST NOT be |onger than 20 octets.

nane i d-pe-ac-auditldentity
ab { id-pe 4}
synt ax OCTET STRI NG

criticality MUST be TRUE
2 AC Targeting

To target an AC, the target information extension, inported from
[ X. 509-2000], MAY be used to specify a nunber of servers/services.
The intent is that the AC SHOULD only be usable at the specified
servers/services. An (honest) AC verifier who is not anpngst the
naned servers/services MIST reject the AC

If this extension is not present, the ACis not targeted and may be
accepted by any server.

rell & Housl ey St andards Track [ Page 15]



RFC 3281 An Internet Attribute Certificate April 2002

In this profile, the targeting information sinply consists of a list
of named targets or groups.

The followi ng syntax is used to represent the targeting infornation:

Targets ::= SEQUENCE CF Tar get
Target ::= CHO CE {
t ar get Nane [ 0] Ceneral Nane,
target Group [1] General Nane,
target Cert [2] TargetCert
}
TargetCert ::= SEQUENCE ({
targetCertificate | ssuer Seri al ,
t ar get Nane Gener al Nane OPTI ONAL,
certDigestinfo oj ect Di gest I nfo OPTI ONAL
}

The targetCert CHO CE within the Target structure is only present to
all ow future compatibility with [ X 509-2000] and MJST NOT be used.

The targets check passes if the current server (recipient) is one of
the targetNanme fields in the Targets SEQUENCE, or if the current
server is a nmenber of one of the targetGoup fields in the Targets
SEQUENCE. In this case, the current server is said to "match" the
targeting extension.

How t he nenbership of a target within a targetGoup is determned is
not defined here. It is assuned that any given target "knows" the
nanes of the targetGoups to which it belongs or can otherw se
determne its nenbership. For exanple, the targetGoup specifies a
DNS domai n, and the AC verifier knows the DNS dormain to which it

bel ongs. For another exanple, the target G oup specifies "PRI NTERS,"
and the AC verifier knows whether or not it is a printer or print
server.

Not e: [ X. 509-2000] defines the extension syntax as a "SEQUENCE OF

Targets”. Conforming AC issuer inplenentations MJST only produce one
"Targets" elenment. Confirmng AC users MJST be able to accept a
"SEQUENCE OF Targets". |If nore than one Targets elenent is found in

an AC, the extension MJST be treated as if all Target elements had
been found within one Targets el ement.

nane i d-ce-targetInformtion
ab { id-ce 55}
synt ax SEQUENCE OF Targets

criticality MJUST be TRUE
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4.3.3 Authority Key ldentifier

The authorityKeyldentifier extension, as profiled in [PKIXPROF], MAY
be used to assist the AC verifier in checking the signature of the
AC. The [PKI XPROF] description should be read as if "CA" neant "AC
issuer." As with PKCs, this extension SHOULD be included in ACs.

Note: An AC, where the issuer field used the baseCertificatelD

CHO CE, would not need an authorityKeyldentifier extension, as it is
explicitly linked to the key in the referred certificate. However,
as this profile states (in section 4.2.3), ACs MJST use the v2Form
with issuerNane CHO CE, this duplication does not arise

nane i d-ce-aut horityKeyldentifier
ab { id-ce 35}
synt ax Aut horityKeyl dentifier

criticality MUST be FALSE
4.3.4 Authority Information Access

The aut horityl nformati onAccess extension, as defined in [PKI XPROF],
MAY be used to assist the AC verifier in checking the revocation
status of the AC. Support for the id-ad-cal ssuers accessMethod is
NOT REQUI RED by this profile since AC chains are not expected.

The foll owi ng accessMethod is used to indicate that revocation status
checking is provided for this AC, using the OCSP protocol defined in
[ OCSP] :

i d-ad-ocsp OBJECT IDENTIFIER ::={ id-ad 1}
The accesslLocation MJUST contain a URI, and the URI MJST contain an

HTTP URL [URL] that specifies the location of an OCSP responder. The
AC i ssuer MJST, of course, mmintain an OCSP responder at this

| ocati on.
nane i d-ce-aut horityl nfoAccess
ab { id-pe 1}
synt ax Aut hori tyl nf oAccessSynt ax

criticality MUST be FALSE
4.3.5 CRL Distribution Points
The crl DistributionPoints extension, as profiled in [PKIXPROF], MAY

be used to assist the AC verifier in checking the revocation status
of the AC. See section 6 for details on revocation
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4. 3.

If the crlDistributionPoints extension is present, then exactly one
di stribution point MIST be present. The crlDistributionPoints

ext ensi on MJUST use the DistributionPoi nt Name option, which MJST
contain a full Name, which MJUST contain a single nane form That nane
MUST contain either a distinguished name or a URI. The URI MJST be
either an HTTP URL or an LDAP URL [ URL].

nane id-ce-cRLD stributionPoints
ab { id-ce 31}
synt ax CRLDi st Poi nt sSynt ax

criticality MUST be FALSE
6 No Revocation Avail able

The noRevAvail extension, defined in [X 509-2000], allows an AC
issuer to indicate that no revocation information will be nade
avail able for this AC

This extension MUST be non-critical. An AC verifier that does not
understand this extension mght be able to find a revocation |ist
fromthe AC issuer, but the revocation list will never include an
entry for the AC

nane i d- ce- noRevAvai
ab { id-ce 56 }
synt ax NULL (i.e. '0500'H is the DER encodi ng)

criticality MJST be FALSE

4.4 Attribute Types

Far

Sone of the attribute types defined bel ow make use of the
letfAttrSyntax type, also defined below. The reasons for using this
type are:

1. It allows a separation between the AC issuer and the attribute
policy authority. This is useful for situations where a single
policy authority (e.g. an organization) allocates attribute
val ues, but where multiple AC issuers are deployed for performance
or other reasons.

2. The syntaxes allowed for values are restricted to OCTET STRI NG
OBJECT | DENTI FI ER, and UTF8String, which significantly reduces the
compl exity associated with nmatching nore general syntaxes. Al
mul ti-valued attributes using this syntax are restricted so that
each val ue MIUST use the sane choi ce of value syntax. For exanpl e,
AC issuers nust not use one value with an oid and a second val ue
with a string.
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letf AttrSyntax ::= SEQUENCE {
policyAuthority [0] General Nanes OPTI ONAL
val ues SEQUENCE OF CHO CE {
octets OCTET STRI NG
oi d OBJECT | DENTI FI ER

string UTF8Stri ng
}

In the descriptions below, each attribute type is either tagged
"Multiple All owed" or "One Attribute value only; multiple val ues
within the letfAttrSyntax". This refers to the SET OF
AttributeVal ues; the AttributeType still only occurs once, as
specified in section 4.2.7.

4.4.1 Service Authentication Information

The SvceAuthlnfo attribute identifies the AC holder to the
server/service by a nane, and the attribute MAY include optiona
service specific authentication information. Typically this wll
contain a usernane/ password pair for a "legacy" application

This attribute provides information that can be presented by the AC
verifier to be interpreted and authenticated by a separate
application within the target system Note that this is a different
use to that intended for the accessldentity attribute in 4.4.2 bel ow

This attribute type will typically be encrypted when the authinfo
field contains sensitive information, such as a password.

name i d-aca-aut henticationlnfo
ab { id-aca 1}
Synt ax SvceAut hl nf o
val ues: Mul tiple allowed
SvceAuthlnfo ::= SEQUENCE {
service Cener al Nane,
i dent Cener al Nane,

authl nfo OCTET STRI NG OPTI ONAL
}

4.4.2 Access ldentity
The accessldentity attribute identifies the AC holder to the

server/ servi ce. For this attribute the authlnfo field MJST NOT be
present.
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This attribute is intended to be used to provide information about
the AC hol der, that can be used by the AC verifier (or a |larger
system of which the AC verifier is a conponent) to authorize the
actions of the AC holder within the AC verifier’'s system Note that
this is a different use to that intended for the svceAuthlnfo
attribute described in 4.4.1 above.

nane i d-aca-accessldentity
ab { id-aca 2}

synt ax SvceAut hl nf o

val ues: Mul tiple allowed

4.4.3 Charging ldentity

The chargingldentity attribute identifies the AC holder for charging
purposes. |In general, the charging identity will be different from
other identities of the holder. For exanple, the hol der’s conpany
may be charged for service.

nane i d-aca-chargingldentity

ab { id-aca 3}

synt ax letfAttrSyntax

val ues: One Attribute value only; multiple values within the

| etfAttrSyntax
4.4.4 G oup

The group attribute carries information about group nenbershi ps of
the AC hol der.

nane i d-aca-group

ab { id-aca 4}

synt ax letfAttrSyntax

val ues: One Attribute value only; multiple values within the

| etfAttrSyntax
4.4.5 Rol e

The role attribute, specified in [ X 509-2000], carries information
about role allocations of the AC hol der.

The syntax used for this attribute is:

Rol eSynt ax ::= SEQUENCE ({
rol eAuthority [ 0] Ceneral Nanes OPTI ONAL,
r ol eNane [1] GCeneral Nane

}
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4. 4.

Far

The rol eAuthority field MAY be used to specify the issuing authority
for the role specification certificate. There is no requirenent that
a role specification certificate necessarily exists for the

rol eAuthority. This differs from]|[X 500-2000], where the
roleAuthority field is assumed to nane the issuer of a role
specification certificate. For exanple, to distinguish the

adm nistrator role as defined by "Baltinore" fromthat defined by
"SPYRUS", one could put the value "urn:admnistrator” in the rol eName
field and the value "Baltinore” or "SPYRUS'" in the rol eAuthority
field.

The rol eNanme field MJUST be present, and rol eNane MJST use the
uni fornResourcel dentifier CHO CE of the General Nane.

nane id-at-role

ab { id-at 72}
synt ax Rol eSynt ax

val ues: Mul tiple allowed

6 Cl ear ance

The clearance attribute, specified in [ X 501-1993], carries clearance
(associated with security | abeling) infornmation about the AC hol der.

The policyld field is used to identify the security policy to which
the clearance relates. The policyld indicates the semantics of the
cl assLi st and securityCategories fields.

Thi s specification includes the classList field exactly as it is
specified in [ X 501-1993]. Additional security classification

val ues, and their position in the classification hierarchy, my be
defined by a security policy as a local matter or by bilatera
agreenment. The basic security classification hierarchy is, in
ascendi ng order: unmarked, unclassified, restricted, confidential,
secret, and top-secret.

An organi zati on can develop its own security policy that defines
security classification values and their meanings. However, the BIT
STRI NG positions 0 through 5 are reserved for the basic security
classification hierarchy.

If present, the SecurityCategory field provides further authorization
informati on. The security policy identified by the policyld field

i ndi cates the syntaxes that are allowed to be present in the
securityCategories SET. An OBJECT IDENTIFIER identifies each of the
al | oned syntaxes. Wien one of these syntaxes is present in the
securityCategories SET, the OBJECT | DENTI FI ER associ ated with that
syntax is carried in the SecurityCategory.type field.
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Cl earance ::= SEQUENCE {
policyld [0] OBJECT | DENTIFI ER
classList [1] O assList DEFAULT {uncl assified},
securityCategories
[2] SET OF SecurityCategory OPTI ONAL

}
ClassList ::= BIT STRING {
unmar ked (0),
uncl assifi ed (1),
restricted (2)
confidenti al (3),
secr et (4),
t opSecr et (5)
}
SecurityCategory ::= SEQUENCE {
type [0] IMPLICIT OBJECT | DENTIFI ER
val ue [1] ANY DEFI NED BY type
}
-- This is the sane as the original syntax which was defined
-- using the MACRO construct, as follows:
-- SecurityCategory ::= SEQUENCE ({
-- type [0] IMPLICIT SECURI TY- CATEGORY
-- val ue [1] ANY DEFI NED BY type
-}
-- SECURI TY- CATEGORY MACRO ::=
-- BEG N
-- TYPE NOTATION ::= type | enpty
-- VALUE NOTATION ::= value (VALUE OBJECT | DENTI FI ER)
-- END
nane { id-at-clearance }
ab { joint-iso-ccitt(2) ds(5) nodul e(1)

sel ected-attribute-types(5) clearance (55) }
synt ax Clearance - inported from[ X 501-1993]
val ues Mul tiple allowed

4.5 Profile of AC issuer’s PKC
The AC issuer’s PKC MJUST conformto [PKIXPROF], and the keyUsage
extension in the PKC MUST NOT explicitly indicate that the AC

i ssuer’s public key cannot be used to validate a digital signature.
In order to avoid confusion regarding serial nunbers and revocations,
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an AC i ssuer MUST NOT al so be a PKC Issuer. That is, an AC issuer
cannot be a CA as well. So, the AC issuer’s PKC MJUST NOT have a
basi cConstraints extension with the cA BOOLEAN set to TRUE.

5. Attribute Certificate Validation

This section describes a basic set of rules that all valid ACs MJST
satisfy. Some additional checks are al so described which AC
verifiers MAY choose to inplenent.

To be valid an AC MUST satisfy all of the follow ng:

1. Where the holder uses a PKC to authenticate to the AC verifier,
the AC holder’s PKC MJUST be found, and the entire certification
path of that PKC MJUST be verified in accordance with [PKIXPROF].
As noted in the security considerations section, if sone other
aut hentication schene is used, AC verifiers need to be very
careful mapping the identities (authenticated identity, hol der
field) involved.

2. The AC signature nust be cryptographically correct, and the AC
issuer’s entire PKC certification path MIST be verified in
accordance with [ PKI XPROF] .

3. The AC issuer’s PKC MJST al so conformto the profile specified in
section 4.5 above.

4. The AC issuer MIST be directly trusted as an AC issuer (by
configuration or otherw se).

5. The tine for which the ACis being evaluated MJUST be within the AC
validity. |If the evaluation time is equal to either notBeforeTimnme
or notAfterTime, then the ACis tinely and this check succeeds.
Note that in sone applications, the evaluation tine MAY not be the
sane as the current tine.

6. The AC targeting check MJST pass as specified in section 4.3.2.

7. If the AC contains an unsupported critical extension, the AC MJST
be rejected.

Support for an extension in this context neans:
1. The AC verifier MJST be able to parse the extension val ue.

2. Wiere the extension value SHOULD cause the ACto be rejected, the
AC verifier MJST reject the AC
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Addi ti onal Checks:

1. The AC MAY be rejected on the basis of further AC verifier
configuration. For exanple, an AC verifier may be configured to
reject ACs which contain or lack certain attributes.

2. If the AC verifier provides an interface that allows applications
to query the contents of the AC, then the AC verifier MAY filter
the attributes fromthe AC on the basis of configured information
For exanple, an AC verifier mght be configured not to return
certain attributes to certain servers

6. Revocation

In many environnents, the validity period of an ACis |less than the
time required to issue and distribute revocation infornmation
Therefore, short-lived ACs typically do not require revocation
support. However, long-lived ACs and environnments where ACs enabl e
hi gh val ue transacti ons MAY require revocati on support.

Two revocation schenes are defined, and the AC i ssuer shoul d el ect
the one that is best suited to the environnent in which the AC will
be enpl oyed.

"Never revoke" schene:

ACs may be marked so that the relying party understands that no
revocation status information will be nmade avail able. The
noRevAvai |l extension is defined in section 4.3.6, and the
noRevAvai | extension MJST be present in the ACto indicate use of
this schene.

VWhere no noRevAvail is present, the ACissuer is inplicitly
stating that revocation status checks are supported, and sone
revocation nmethod MJST be provided to allow AC verifiers to
establish the revocation status of the AC

"Pointer in AC' schene:

ACs may "point" to sources of revocation status information, using
either an authoritylnfoAccess extension or a crlDistributionPoints
extension within the AC

For AC users, the "never revoke" scheme MJST be supported, and the
"pointer in AC' scheme SHOULD be supported. |If only the "never
revoke" schene is supported, then all ACs that do not contain a
noRevAvai | extension, MJST be rejected.
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For AC issuers, the "never revoke" schene MJST be supported. |If all
ACs that will ever be issued by that AC issuer, contains a noRevAvai l
extension, the "pointer in AC' schene need not be supported. |If any

AC can be issued that does not contain the noRevAvail extension, the
"pointer in AC' scheme MJST be supported.

An AC MUST NOT contain both a noRevAvail and a "pointer in AC'.

An AC verifier MAY use any source for AC revocation status
i nfornation.

7. Optional Features

This section specifies features that MAY be inplemented. Conformance
to this profile does NOT require support for these features; however,
if these features are offered, they MUST be offered as descri bed

bel ow.

7.1 Attribute Encryption

VWhere an ACw Il be carried in clear within an application protocol
or where an AC contains sone sensitive information |ike a | egacy
appl i cation usernane/ password, then encryption of AC attributes MAY
be needed.

When a set of attributes are to be encrypted within an AC, the
Crypt ographi c Message Syntax, Envel opedData structure [CMS] is used
to carry the ciphertext and associ ated per-recipient keying

i nfornation.

This type of attribute encryption is targeted. Before the ACis
signed, the attributes are encrypted for a set of predeterm ned
recipients.

The AC then contains the ciphertext inside its signed data. The
Envel opedDat a (i d-envel opedData) Content Type is used, and the content
field will contain the Envel opedData type.

The ciphertext is included in the AC as the value of an encAttrs
attribute. Only one encAttrs attribute can be present in an AC,
however, the encAttrs attribute MAY be multi-valued, and each of its
values will contain an i ndependent Envel opedDat a.

Each val ue can contain a set of attributes (each possibly a nulti-
val ued attribute) encrypted for a set of predeterm ned recipients.
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The cleartext that is encrypted has the type:

ACCl ear Attrs ::= SEQUENCE {
acl ssuer Gener al Nane,
acSerial | NTEGER
attrs SEQUENCE OF Attribute

}

The DER encoding of the ACCl earAttrs structure is used as the
encryptedContent field of the Envel opedData. The DER encodi ng MUST
be enmbedded in an OCTET STRI NG

The aclssuer and acSerial fields are present to prevent ciphertext
stealing. When an AC verifier has successfully decrypted an
encrypted attribute, it MJST then check that the AC issuer and
serial Nunber fields contain the sanme values. This prevents a
mal i ci ous AC i ssuer from copying ciphertext from another AC (without
knowi ng its correspondi ng plaintext).

The procedure for an AC i ssuer when encrypting attributes is
illustrated by the follow ng (any ot her procedure that gives the sane
result MAY be used):

1. Identify the sets of attributes that are to be encrypted for
each set of recipients.
2. For each attribute set which is to be encrypted:
2.1. Create an Envel opedData structure for the data for this
set of recipients.
2.2. Encode the Contentlnfo containing the Envel opedData as a
val ue of the encAttrs attribute.
2.3. Ensure the cleartext attributes are not present in the
t o- be-si gned AC
3. Add the encAttrs (with its nultiple values) to the AC

Note that there may be nore than one attribute of the sane type (the
same OBJECT | DENTI FI ER) after decryption. That is, an AC MAY contain
the same attribute type both in clear and in encrypted form (and

i ndeed several tines if the sanme recipient is associated with nore
than one Envel opedData). One approach inplenenters may choose, woul d
be to nmerge attribute values follow ng decryption in order to re-
establish the "once only" constraint.

nane i d-aca-encAttrs
ab { id-aca 6}

Synt ax ContentlInfo

val ues Mul tiple Al owed
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If an AC contains attributes, apparently encrypted for the AC
verifier, the decryption process MIST not fail. |If decryption does
fail, the AC MIST be rejected.

7.2 Proxying

When a server acts as a client for another server on behalf of the AC
hol der, the server MAY need to proxy an AC. Such proxying MAY have
to be done under the AC issuer’s control, so that not every ACis
proxi abl e and so that a given proxiable AC can be proxied in a
targeted fashion. Support for chains of proxies (with nore than one

i ntermedi ate server) MAY also be required. Note that this does not

i nvol ve a chain of AGCs.

In order to nmeet this requirenent we define another extension,
Proxylnfo, simlar to the targeting extension.

When this extension is present, the AC verifier must check that the
entity fromwhich the AC was received was allowed to send it and that
the ACis allowed to be used by this verifier.

The proxying information consists of a set of proxy information, each
of which is a set of targeting information. |[|f the verifier and the
sender of the AC are both named in the same proxy set, the AC can
then be accepted (the exact rule is given bel ow).

The effect is that the AC hol der can send the AC to any valid target
which can then only proxy to targets which are in one of the sane
proxy sets as itself.

The followi ng data structure is used to represent the
targeting/ proxying information.

Proxylnfo ::= SEQUENCE OF Targets
As in the case of targeting, the targetCert CHO CE MJST NOT be used
A proxy check succeeds if either one of the conditions belowis net:
1. The identity of the sender, as established by the underlying
aut henti cation service, matches the holder field of the AC, and

the current server "matches" any one of the proxy sets. Recal
that "matches" is as defined section 4.3.2.
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2. The identity of the sender, as established by the underlying
aut hentication service, "matches" one of the proxy sets (call it
set "A"), and the current server is one of the targetNane fields
inthe set "A", or the current server is a nenber of one of the
targetGoup fields in set "A".

When an AC is proxied nore than once, a nunber of targets will be on
the path fromthe original client, which is normally, but not always,

the AC holder. In such cases, prevention of AC "stealing" requires
that the AC verifier MJST check that all targets on the path are
menbers of the sane proxy set. It is the responsibility of the AC

using protocol to ensure that a trustworthy list of targets on the
path is available to the AC verifier

nane i d- pe-ac-proxying
aD { id-pe 10 }
synt ax Proxyl nfo

criticality MJUST be TRUE
7.3 Use of (bjectDigestlnfo

In sone environnents, it may be required that the ACis not I|inked
either to an identity (via entityNane) or to a PKC (via
baseCertificatelD). The objectDigestinfo CHOCE in the holder field
all ows support for this requiremnent.

If the holder is identified with the objectDigestinfo field, then the
AC version field MJUST contain v2 (the integer 1).

The idea is to link the AC to an object by placing a hash of that
object into the holder field of the AC. For exanple, this allows
production of ACs that are linked to public keys rather than nanes.
It also allows production of ACs which contain privil eges associ ated
with an executabl e object such as a Java class. However, this
profile only specifies how to use a hash over a public key or PKC
That is, conformant ACs MJUST NOT use the ot her Obj ect Types val ue for
t he di gest edhj ect Type.

To link an ACto a public key, the hash nust be cal cul ated over the
representation of that public key which would be present in a PKC
specifically, the input for the hash algorithm MJST be the DER
encodi ng of a SubjectPublicKeylnfo representation of the key. Note:
This includes the Algorithmdentifier as well as the BIT STRING The
rul es given in [PKI XPROF] for encodi ng keys MJUST be followed. In
this case, the digestedObject Type MIST be publicKey and the

ot her bj ect Typel D field MJUST NOT be present.
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Note that if the public key value used as input to the hash function
has been extracted froma PKC, it is possible that the

Subj ect Publ i cKeyl nfo fromthat PKC is NOT the val ue which shoul d be
hashed. This can occur if DSA Dss-parns are inherited as described
in section 7.3.3 of [PKIXPROF]. The correct input for hashing in
this context will include the value of the paraneters inherited from
the CA's PKC, and thus may differ fromthe SubjectPublicKeylnfo
present in the PKC

I npl enent ati ons whi ch support this feature MJST be able to handle the
representations of public keys for the algorithns specified in
section 7.3 of [PKIXPROF]. 1In this case, the digestedjectType MJIST
be publicKey and the ot herObject Typel D field MUST NOT be present.

In order to link an ACto a PKC via a digest, the digest MIJST be
cal cul ated over the DER encoding of the entire PKC, including the
signature value. 1In this case the digestedObject Type MIST be
publ i cKeyCert and the ot her Cbject Typel D field MUST NOT be present.

7.4 AA Controls

During AC validation a relying party has to answer the question: is
this AC issuer trusted to issue ACs containing this attribute? The
AAControl s PKC extension MAY be used to hel p answer the question
The AAControls extension is intended to be used in CA and AC i ssuer
PKCs.

i d- pe-aaControls OBJECT IDENTIFIER ::= { id-pe 6 }

AAControl s ::= SEQUENCE {
pat hLenConst r ai nt I NTEGER (0..MAX) OPTI ONAL
permttedAttrs [0] AttrSpec OPTI ONAL
excl udedAttrs [1] AttrSpec OPTI ONAL
perm t UnSpeci fi ed BOOLEAN DEFAULT TRUE

}
AttrSpec::= SEQUENCE OF OBJECT | DENTI FI ER

The AAControls extension is used as foll ows:

The pathLenConstraint, if present, is interpreted as in [PKI XPROF].
It restricts the allowed di stance between the AA CA (a CA directly
trusted to include AAControls in its PKCs), and the AC issuer

The permttedAttrs field specifies a set of attribute types that any
AC issuer belowthis AACAis allowed to include in ACs. If this
field is not present, it neans that no attribute types are explicitly
al | owed.
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The excludedAttrs field specifies a set of attribute types that no AC
issuer is allowed to include in ACs. |If this field is not present,
it means that no attribute types are explicitly disall owed.

The perm tUnSpecified field specifies howto handle attribute types
whi ch are not present in either the pernmittedAttrs or excludedAttrs
fields. TRUE (the default) means that any unspecified attribute type
is allowed in ACs; FALSE neans that no unspecified attribute type is
al | owned.

When AAControls are used, the follow ng additional checks on an AA's
PKC chain MUST all succeed for the ACto be valid:

1. Sone CA on the ACs certificate path MJUST be directly trusted to
i ssue PKCs which precede the AC issuer in the certification path;
call this CA the "AA CA".

2. All PKCs on the path fromthe AA CA, down to and including the AC
i ssuer’s PKC, MJST contain an AAControl s extension; however, the
AA CA's PKC need not contain this extension

3. Only those attributes in the AC which are allowed, according to
all of the AAControls extension values in all of the PKCs fromthe
AA CAto the AC issuer, nay be used for authorization decisions;
all other attributes MJST be ignored. This check MJST be applied
to the set of attributes following attribute decryption, and the
i d-aca-encAttrs type MJIST al so be checked.

nane i d- pe-aaControl s
ab { id-pe 6}
synt ax AAControl s

criticality MAY be TRUE
8. Security Considerations

The protection afforded for private keys is a critical factor in

mai ntai ni ng security. Failure of AC issuers to protect their private
keys will permt an attacker to masquerade as them potentially
generating false ACs or revocation status. Existence of bogus ACs
and revocation status will underm ne confidence in the system |If
the conpromise is detected, all ACs issued by the AC issuer MJST be
revoked. Rebuilding after such a conpromise will be problematic, so
AC issuers are advised to inplenment a conbination of strong technica
measures (e.g., tamper-resistant cryptographi c nodul es) and
appropri ate managenment procedures (e.g., separation of duties) to
avoi d such an incident.
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Loss of an AC issuer’s private signing key may al so be problematic.
The AC issuer would not be able to produce revocation status or
perform AC renewal . AC issuers are advised to maintain secure backup
for signing keys. The security of the key backup procedures is a
critical factor in avoiding key conprom se

The availability and freshness of revocation status will affect the
degree of assurance that should be placed in a long-lived AC Wile
long-lived ACs expire naturally, events may occur during its natura
lifetime which negate the binding between the AC hol der and the
attributes. |If revocation status is untinely or unavail able, the
assurance associated with the binding is clearly reduced.

The bi ndi ng between an AC hol der and attributes cannot be stronger
than the cryptographi c nodul e i npl ementation and al gorithnms used to
generate the signature. Short key |engths or weak hash al gorithns
will limt the utility of an AC. AC issuers are encouraged to note
advances in cryptol ogy so they can enploy strong cryptographic

t echni ques.

I nconsi stent application of name conparison rules may result in
acceptance of invalid targeted or proxied ACs, or rejection of valid
ones. The X. 500 series of specifications defines rules for conparing
di stingui shed nanmes. These rules require conparison of strings

wi thout regard to case, character set, nulti-character white space
substrings, or leading and trailing white space. This specification
and [ PKI XPROF] rel axes these requirements, requiring support for

bi nary conparison at a nini mum

AC i ssuers MJST encode the distinguished name in the AC

hol der.entityNane field identically to the distinguished name in the
holder’s PKC. If different encodi ngs are used, inplementations of
this specification may fail to recognize that the AC and PKC bel ong
to the same entity.

If an attribute certificate is tied to the holder’s PKC using the
baseCertificatel D conponent of the Holder field and the PKI in use
includes a rogue CA with the same issuer nane specified in the
baseCertificatel D conponent, this rogue CA could issue a PKCto a
mal i ci ous party, using the sane issuer nane and serial nunber as the
proper holder’'s PKC. Then the malicious party could use this PKC in
conjunction with the AC. This scenario SHOULD be avoi ded by properly
managi ng and configuring the PKI so that there cannot be two CAs with
the sane nane. Another alternative is to tie ACs to PKCs using the
publ i cKeyCert type in the bjectDigestinfo field. Failing this, AC
verifiers have to establish (using other neans) that the potential

col lisions cannot actually occur, for exanple, the CPSs of the CAs

i nvol ved may nmaeke it clear that no such name collisions can occur
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10.

I mpl ementers MUST ensure that followi ng validation of an AC, only
attributes that the issuer is trusted to issue are used in

aut hori zati on decisions. Oher attributes, which MAY be present MJST
be ignored. G ven that the AA controls PKC extension is optional to
i mpl ement, AC verifiers MJST be provided with this information by

ot her neans. Configuration information is a likely alternative

means. This becones very inportant if an AC verifier trusts nore
than one AC issuer.

There is often a requirenent to map between the authentication
supplied by a particular security protocol (e.g. TLS, SIMME) and the
AC holder’'s identity. |If the authentication uses PKCs, then this
mapping i s straightforward. However, it is envisaged that ACs wll

al so be used in environments where the hol der may be authenticated
usi ng other neans. |Inplenenters SHOULD be very careful in nmapping
the authenticated identity to the AC hol der.

| ANA Consi der ati ons

Attributes and attribute certificate extensions are identified by
object identifiers (ODs). Mny of the AQDs used in this docunent
are copied from X 509 [ X. 509-2000]. Oher O Ds were assigned from an
arc del egated by the ANA. No further action by the IANA is
necessary for this docunent or any anticipated updates.
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Appendi x A: hject ldentifiers

This (normative) appendix lists the new object identifiers which are
defined in this specification. Sonme of these are required only for
support of optional features and are not required for conformance to
this profile. This specification mandates support for O Ds which
have arc elenents with values that are |l ess than 2732, (i.e. they
MJUST be between 0 and 4, 294, 967, 295 i ncl usi ve) and SHOULD be | ess
than 2731 (i.e. less than or equal to 2,147,483,647). This allows
each arc elenment to be represented within a single 32 bit word.

I mpl enent ati ons MJUST al so support O Ds where the length of the dotted
deci nal (see [LDAP], section 4.1.2) string representation can be up
to 100 bytes (inclusive). Inplenentations MJST be able to handl e
ODs with up to 20 elenents (inclusive). AA s SHOULD NOT issue ACs
whi ch contain O Ds that breach these requirenents

The following O Ds are inported from [ PKI XPROF] :

i d-pkix OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
dod( 6) |nternet(1) securlty(5) mechani sms(5) pkix(7) }

i d-nmod OBJECT | DENTI FI ER : { id-pkix 0}

i d-pe OBJECT IDENTIFIER ::={ id-pkix 1}

i d-ad OBJECT IDENTIFIER ::={ id-pkix 48 }

i d-at OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 4}

id-ce OBJECT IDENTIFIER ::={ joint-iso-ccitt(2) ds(5) 29 }

The following new ASN.1 nodule O D is defined
i d-nod-attribute-cert OBJECT IDENTIFIER ::={ id-nod 12 }

The foll owi ng AC extension O Ds are defined:

i d-pe-ac-auditldentity OBJECT IDENTIFIER ::={ id-pe 4}

i d- pe-ac-proxying OBJECT IDENTIFIER ::={ id-pe 10 }

i d-ce-targetInformtion OBJECT IDENTIFIER ::={ id-ce 55}
The foll owi ng PKC extension O Ds are defined:

i d- pe-aaControl s OBJECT IDENTIFIER ::={ id-pe 6 }
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The following attribute O Ds are defined:

i d-aca OBJECT | DENTI FI ER :
i d-aca-aut henticationlnfo OBJECT | DENTI FI ER : :
i d-aca-accessldentity OBJECT | DENTI FI ER : :
i d-aca-chargingldentity OBJECT | DENTI FI ER :
i d-aca-group OBJECT | DENTI FI ER :
i d-aca-encAttrs OBJECT | DENTI FI ER : :
id-at-role OBJECT | DENTI FI ER : :
i d-at-cl earance OBJECT | DENTI FI ER :

{ joint-iso-ccitt(2) ds(5) nDduIe(l)

April 2002

id-pkix 1
i d-aca
i d-aca
i d-aca
i d-aca
i d-aca
id-at 7

}

0
}
}
}
}
}
}

II 1 O A |
A A A A A e e
NORAWNE

sel ected-attribute-types(5) clearance (55) }

Appendi x B: ASN. 1 Mdul e

PKI XAttributeCertificate {iso(1) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) id-nod(0)

id-nod-attribute-cert(12)}

DEFINITIONS I MPLICI T TAGS :: =

organi zati on( 3)
mechani sns( 5)
icit-88(1)}

organi zati on(3)
mechani sns( 5)
icit-88(2)} ;

id-pe 4}
id-pe 6}
id-pe 10 }
id-ce 55}

BEG N
-- EXPORTS ALL --
| MPORTS
-- I MPORTed nodul e O Ds MAY change if [ PKI XPROF] changes
-- PKIX Certificate Extensions
Attribute, Algorithmdentifier, CertificateSerial Nunber,
Ext ensi ons, Uni quel dentifier,
i d-pkix, id-pe, id-kp, id-ad, id-at
FROM PKI X1Explicit88 {iso(1l) identified-
dod(6) internet(1) security(b)
pki x(7) id-nmod(0) id-pkixl-expl
Gener al Nanme, General Nanes, id-ce
FROM PKI X1l mplicit88 {iso(l) identified-
dod(6) internet(1l) security(5)
pki x(7) id-npd(0) id-pkix1-inpl
i d-pe-ac-auditldentity OBJECT | DENTI FI ER :
i d- pe-aaControl s OBJECT | DENTI FI ER :
i d- pe-ac-proxying OBJECT | DENTI FI ER ::
i d-ce-targetInformtion OBJECT | DENTI FI ER ::
i d-aca OBJECT | DENTI FI ER ::
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i d-aca-authenticationlnfo OBJECT IDENTIFIER ::= { id-aca 1
i d-aca-accessldentity OBJECT IDENTIFIER ::={ id-aca 2
i d-aca-chargingldentity OBJECT IDENTIFIER ::= { id-aca 3
i d-aca- group OBJECT IDENTIFIER ::={ id-aca 4
-- { id-aca 5} is reserved
i d-aca-encAttrs OBJECT IDENTIFIER ::={ id-aca 6
id-at-role OBJECT IDENTIFIER:::{ id-at 72}
i d-at-cl earance OBJECT I DENTIFIER :: =

Farrell

{ joint-iso-ccitt(2) ds(5) nodul e(l)
sel ected-attribute-types(5) clearance (55) }

-- Uncomment this if using a 1988 level ASN. 1 conpiler

-- UTF8String ::= [UNIVERSAL 12] IMPLICIT OCTET STRI NG
AttributeCertificate ::= SEQUENCE {
acinfo AttributeCertificatelnfo,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue BIT STRI NG
}
AttributeCertificatelnfo ::= SEQUENCE {
version AttCertVersion -- version is v2,
hol der Hol der,
i ssuer AttCertlssuer,
si gnature Al gorithm dentifier,
seri al Nurmber CertificateSerial Nunber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attri bute,
i ssuer Uni quel D Uni quel denti fier OPTI ONAL,
ext ensi ons Ext ensi ons OPTI ONAL
}
AttCertVersion ::= I NTEGER { v2(1) }
Hol der ::= SEQUENCE {
baseCertificatelD [0] IssuerSerial OPTI ONAL,
-- the issuer and serial nunber of
-- the holder’s Public Key Certificate
entityNane [1] General Nanes OPTI ONAL,
-- the nane of the claimant or role
obj ect Di gestInfo [2] bjectDigestlnfo OPTI ONAL
-- used to directly authenticate the
-- holder, for exanple, an executable
}
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oj ect Di gestiInfo 11 = SEQUENCE ({
di gest edbj ect Type ENUMERATED {
publ i cKey (0),
publ i cKeyCert (1),
ot her bj ect Types (2) 1},
-- ot her Obj ect Types MJIST NOT
-- MJST NOT be used in this profile
ot her Obj ect Typel D  OBJECT | DENTI FI ER OPTI ONAL,
di gest Al gorithm Al gorithm dentifier,

obj ect Di gest BI T STRI NG
}
AttCertlssuer ::= CHO CE {
vliForm Ceneral Nanmes, -- MJST NOT be used in this
-- profile
v2Form [0] V2Form -- v2 only
}
V2Form : : = SEQUENCE {
i ssuer Nane Cener al Names  OPTI ONAL,
baseCertificatel D [0] IssuerSerial OPTIONAL,
obj ect Di gestInfo [1] ObjectDigestlinfo OPTIONAL
-- issuerNane MUST be present in this profile
-- baseCertificatel D and object D gestlnfo MJST
-- NOT be present in this profile
}
I ssuerSerial ::= SEQUENCE {
i ssuer Cener al Nanes,
seri al CertificateSerial Nunber,
i ssuerUl D Uni quel denti fi er OPTI ONAL
}
AttCertValidityPeriod ::= SEQUENCE {
not Bef oreTime GCeneral i zedTi ne,
not After Ti ne Ceneral i zedTi ne
}
Targets ::= SEQUENCE CF Tar get
Target ::= CHO CE {
t ar get Nane [ 0] Ceneral Nane,
target G oup [1] Ceneral Nane,
target Cert [2] TargetCert
}
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TargetCert ::= SEQUENCE ({
targetCertificate |ssuerSerial,
t ar get Nane Gener al Nane OPTI ONAL,
certDigestinfo Obj ect Di gest I nfo OPTI ONAL
}
letf AttrSyntax ::= SEQUENCE {
pol i cyAut hority[ 0] GCeneral Nanes OPTI ONAL,
val ues SEQUENCE OF CHO CE {
octets CCTET STRI NG
oid OBJECT | DENTI FI ER,
string UTF8Stri ng
}
}
SvceAuthlnfo ::= SEQUENCE {
service Gener al Nane,
i dent Gener al Nare,
aut hl nfo OCTET STRI NG OPTI ONAL
}
Rol eSynt ax ::= SEQUENCE ({
rol eAuthority [0] General Nanes OPTI ONAL,
r ol eNane [1] Ceneral Nane
}
Cl earance ::= SEQUENCE {
policyld [ 0] OBJECT | DENTI FI ER,
cl asslLi st [1] dassList DEFAULT {uncl assifi ed},
securityCategories
[2] SET OF SecurityCategory OPTI ONAL
}
ClassList ::= BIT STRING {
unnmar ked (0),
uncl assi fied (1),
restricted (2),
confidenti al (3),
secret (4),
t opSecr et (5)
}
SecurityCategory ::= SEQUENCE {
type [0] IMPLICIT OBJECT | DENTIFl ER,
val ue [ 1] ANY DEFI NED BY type
}
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AAControl s :: = SEQUENCE ({
pat hLenConstrai nt | NTEGER (0..MAX) OPTI ONAL,
permttedAttrs [0] AttrSpec OPTI ONAL,
excl udedAttrs [1] AttrSpec OPTI ONAL,
perm t UnSpeci fi ed BOOLEAN DEFAULT TRUE

}
AttrSpec::= SEQUENCE OF OBJECT | DENTI FI ER
ACCl ear Attrs ::= SEQUENCE {

acl ssuer Gener al Nane,

acSeri al | NTEGER,

attrs SEQUENCE OF Attribute
}
Proxylnfo ::= SEQUENCE OF Targets

END
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