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Abst r act

This menmo profiles the X 509 v3 certificate and X. 509 v2 Certificate
Revocation List (CRL) for use in the Internet. An overview of this
approach and nodel are provided as an introduction. The X 509 v3
certificate format is described in detail, with additiona
informati on regarding the format and semantics of |nternet nane
forms. Standard certificate extensions are described and two
Internet-specific extensions are defined. A set of required
certificate extensions is specified. The X.509 v2 CRL format is
described in detail, and required extensions are defined. An
algorithmfor X 509 certification path validation is described. An
ASN. 1 nodul e and exanpl es are provided in the appendi ces.
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Ful | Copyright Staterment . . . . . . . . . . . . . . . . . . 129
1 Introduction

This specification is one part of a fam |y of standards for the X 509
Public Key Infrastructure (PKlI) for the Internet.

This specification profiles the format and semantics of certificates
and certificate revocation lists (CRLs) for the Internet PKI.
Procedures are described for processing of certification paths in the
Internet environnent. Finally, ASN. 1 nodules are provided in the
appendi ces for all data structures defined or referenced.

Section 2 describes Internet PKlI requirenments, and the assunptions
whi ch affect the scope of this document. Section 3 presents an
architectural nodel and describes its relationship to previous | ETF
and ISOIEC/I TU-T standards. In particular, this docunent’s
relationship with the | ETF PEM specifications and the ISOIECITU T
X. 509 docunents are descri bed.

Section 4 profiles the X 509 version 3 certificate, and section 5
profiles the X 509 version 2 CRL. The profiles include the
identification of ISOIEC/ITU T and ANSI extensions which nmay be
useful in the Internet PKI. The profiles are presented in the 1988
Abstract Syntax Notation One (ASN.1) rather than the 1997 ASN. 1
syntax used in the nost recent |SOIECITU T standards.

Section 6 includes certification path validation procedures. These
procedures are based upon the ISOIEC I TU- T definition

I mpl ement ations are REQUI RED to derive the same results but are not
required to use the specified procedures.

Procedures for identification and encoding of public key materials
and digital signatures are defined in [PKIXALGS]. |nplenentations of
this specification are not required to use any particul ar
cryptographic algorithns. However, conform ng inplenentations which
use the algorithnms identified in [ PKI XALGS] MJST identify and encode
the public key materials and digital signatures as described in that
speci fication.

Finally, three appendices are provided to aid inplenenters. Appendi X
A contains all ASN. 1 structures defined or referenced within this
specification. As above, the material is presented in the 1988
ASN. 1. Appendi x B contains notes on less famliar features of the
ASN. 1 notation used within this specification. Appendix C contains
exanpl es of a conformng certificate and a conform ng CRL.

Housl ey, et. al. St andards Track [ Page 4]



RFC 3280 Internet X. 509 Public Key Infrastructure April 2002

Thi s specification obsol etes RFC 2459. This specification differs
fromRFC 2459 in five basic areas:

* To pronpte interoperable inplenentations, a detailed algorithm
for certification path validation is included in section 6.1 of
this specification; RFC 2459 provided only a high-1leve
description of path validation.

* An algorithmfor determining the status of a certificate using
CRLs is provided in section 6.3 of this specification. This
mat eri al was not present in RFC 2459.

* To acconmodat e new usage nodels, detailed information describing
the use of delta CRLs is provided in Section 5 of this
speci fication.

* |dentification and encoding of public key materials and digita
signatures are not included in this specification, but are now
descri bed in a conpani on specification [PKIXALGS].

* Four additional extensions are specified: three certificate

ext ensi ons and one CRL extension. The certificate extensions are
subj ect info access, inhibit any-policy, and freshest CRL. The
freshest CRL extension is also defined as a CRL extension

* Throughout the specification, clarifications have been

i ntroduced to enhance consistency with the ITU T X 509
specification. X 509 defines the certificate and CRL format as
wel | as many of the extensions that appear in this specification
These changes were introduced to inprove the likelihood of
interoperability between inplenentations based on this
specification with inplementati ons based on the ITUT

speci fication.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2 Requirenments and Assunptions

The goal of this specification is to develop a profile to facilitate
the use of X 509 certificates within Internet applications for those
conmunities wishing to make use of X 509 technol ogy. Such
applications may include WWV el ectronic mail, user authentication,
and IPsec. 1In order to relieve sonme of the obstacles to using X 509
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certificates, this docunment defines a profile to pronpte the
devel oprment of certificate nanagenment systens; devel opment of
application tools; and interoperability determ ned by policy.

Sone comunities will need to suppl enent, or possibly replace, this
profile in order to neet the requirenents of specialized application
domai ns or environnents w th additional authorization, assurance, or
operational requirenents. However, for basic applications, common
representations of frequently used attributes are defined so that
application devel opers can obtain necessary information w thout
regard to the issuer of a particular certificate or certificate
revocation list (CRL).

A certificate user should review the certificate policy generated by
the certification authority (CA) before relying on the authentication
or non-repudi ati on services associated with the public key in a
particular certificate. To this end, this standard does not
prescribe legally binding rules or duties.

As suppl emental authorization and attribute managenent tool s energe,
such as attribute certificates, it nmay be appropriate to linmt the
authenticated attributes that are included in a certificate. These
ot her managenent tools may provide nore appropriate nethods of
conveying nmany authenticated attri butes.

2.1 Conmuni cation and Topol ogy

The users of certificates will operate in a w de range of
environments with respect to their comruni cation topol ogy, especially

users of secure electronic mail. This profile supports users without
hi gh bandwi dth, real-tine |IP connectivity, or high connection
availability. 1In addition, the profile allows for the presence of

firewall or other filtered conmunication

This profile does not assune the depl oynent of an X 500 Directory
systemor a LDAP directory system The profile does not prohibit the
use of an X. 500 Directory or a LDAP directory; however, any mneans of
distributing certificates and certificate revocation |lists (CRLs) may
be used.

2.2 Acceptability Criteria

The goal of the Internet Public Key Infrastructure (PKI) is to neet
the needs of deterministic, automated identification, authentication,
access control, and authorization functions. Support for these
services determnes the attributes contained in the certificate as
well as the ancillary control information in the certificate such as
policy data and certification path constraints.
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2.3 User Expectations

Users of the Internet PKI are people and processes who use client
software and are the subjects naned in certificates. These uses

i nclude readers and witers of electronic mail, the clients for WW
browsers, WWVservers, and the key manager for |IPsec within a router
This profile recognizes the limtations of the platforns these users
enploy and the linitations in sophistication and attentiveness of the
users thenselves. This manifests itself in mniml user
configuration responsibility (e.g., trusted CA keys, rules), explicit
pl atform usage constraints within the certificate, certification path
constraints which shield the user frommany nalicious actions, and
appl i cations whi ch sensibly automate validati on functions.

2.4 Adm nistrator Expectations

As with user expectations, the Internet PKI profile is structured to
support the individuals who generally operate CAs. Providing

adm ni strators with unbounded choi ces increases the chances that a
subtle CA adnministrator mstake will result in broad conpronise.

Al so, unbounded choices greatly conplicate the software that process
and validate the certificates created by the CA

3 Overview of Approach

Following is a sinplified view of the architectural nodel assuned by
the PKI X specifications.

The conponents in this nodel are:

end entity: user of PKI certificates and/or end user systemthat is
the subject of a certificate;

CA: certification authority;

RA: registration authority, i.e., an optional systemto which
a CA del egates certai n managenent functions;

CRL issuer: an optional systemto which a CA del egates the
publication of certificate revocation lists;

repository: a systemor collection of distributed systenms that stores
certificates and CRLs and serves as a neans of
distributing these certificates and CRLs to end entities.

Note that an Attribute Authority (AA) might al so choose to del egate
the publication of CRLs to a CRL issuer
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Figure 1 - PKI Entities

3.1 X. 509 Version 3 Certificate

Users of a public key require confidence that the associated private
key is owned by the correct renote subject (person or systen) wth
whi ch an encryption or digital signature mechanismw || be used.

This confidence is obtained through the use of public key
certificates, which are data structures that bind public key val ues
to subjects. The binding is asserted by having a trusted CA
digitally sign each certificate. The CA may base this assertion upon
techni cal means (a.k.a., proof of possession through a chall enge-
response protocol), presentation of the private key, or on an
assertion by the subject. A certificate has a limted valid lifetinme
which is indicated in its signed contents. Because a certificate's
signature and tineliness can be independently checked by a
certificate-using client, certificates can be distributed via
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unt rusted commruni cati ons and server systens, and can be cached in
unsecured storage in certificate-using systens.

ITUT X. 509 (formerly CCITT X. 509) or |1SQ|EC 9594-8, which was first
published in 1988 as part of the X. 500 Directory recomendati ons,
defines a standard certificate format [ X. 509]. The certificate
format in the 1988 standard is called the version 1 (v1l) fornmat.

When X. 500 was revised in 1993, two nore fields were added, resulting
in the version 2 (v2) format.

The Internet Privacy Enhanced Mail (PEM RFCs, published in 1993,

i nclude specifications for a public key infrastructure based on X 509
vl certificates [ RFC 1422]. The experience gained in attenpts to
depl oy RFC 1422 made it clear that the vl and v2 certificate formats
are deficient in several respects. Most inportantly, nore fields
were needed to carry information which PEM design and i npl ementati on
experience had proven necessary. |n response to these new

requi renents, ISOIEC ITUT and ANSI X9 devel oped the X 509 version
3 (v3) certificate format. The v3 format extends the v2 format by
addi ng provision for additional extension fields. Particular
extension field types may be specified in standards or may be defined
and regi stered by any organi zation or community. In June 1996,
standardi zati on of the basic v3 fornat was conpleted [ X 509].

ISOIEC ITU T, and ANSI X9 have al so devel oped standard extensions
for use in the v3 extensions field [ X 509][ X9.55]. These extensions
can convey such data as additional subject identification
information, key attribute information, policy information, and
certification path constraints.

However, the ISOIEC, |ITU T, and ANSI X9 standard extensions are very
broad in their applicability. 1In order to devel op interoperable

i mpl ement ati ons of X 509 v3 systens for Internet use, it is necessary
to specify a profile for use of the X 509 v3 extensions tailored for
the Internet. It is one goal of this docunent to specify a profile
for Internet WMV electronic nmail, and | Psec applications.

Envi ronments with additional requirenents may build on this profile
or may replace it.

3.2 Certification Paths and Trust

A user of a security service requiring know edge of a public key
generally needs to obtain and validate a certificate containing the
required public key. |If the public key user does not already hold an
assured copy of the public key of the CA that signed the certificate,
the CA's nane, and related information (such as the validity period
or nanme constraints), then it nmight need an additional certificate to
obtain that public key. 1n general, a chain of nultiple certificates
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may be needed, conprising a certificate of the public key owner (the
end entity) signed by one CA, and zero or nore additiona
certificates of CAs signed by other CAs. Such chains, called
certification paths, are required because a public key user is only
initialized with a limted nunber of assured CA public keys.

There are different ways in which CAs night be configured in order
for public key users to be able to find certification paths. For
PEM RFC 1422 defined a rigid hierarchical structure of CAs. There
are three types of PEMcertification authority:

(a) Internet Policy Registration Authority (I PRA): This
authority, operated under the auspices of the Internet Society,
acts as the root of the PEMcertification hierarchy at level 1.
It issues certificates only for the next |level of authorities,
PCAs. Al certification paths start with the | PRA

(b) Policy Certification Authorities (PCAs): PCAs are at |level 2
of the hierarchy, each PCA being certified by the | PRA. A PCA
shal | establish and publish a statenent of its policy with respect
to certifying users or subordinate certification authorities.
Distinct PCAs aimto satisfy different user needs. For exanple,
one PCA (an organi zational PCA) m ght support the genera
electronic mai|l needs of commercial organi zations, and another PCA
(a high-assurance PCA) night have a nore stringent policy designed
for satisfying legally binding digital signature requirements.

(c) Certification Authorities (CAs): CAs are at level 3 of the
hi erarchy and can al so be at lower |levels. Those at level 3 are
certified by PCAs. CAs represent, for exanple, particular

organi zations, particular organizational units (e.g., departnments,
groups, sections), or particul ar geographical areas.

RFC 1422 furthernore has a name subordi nation rule which requires
that a CA can only issue certificates for entities whose nanes are
subordinate (in the X. 500 nanming tree) to the nane of the CA itself.
The trust associated with a PEMcertification path is inplied by the
PCA name. The name subordination rule ensures that CAs bel ow the PCA
are sensibly constrained as to the set of subordinate entities they
can certify (e.g., a CA for an organi zation can only certify entities
in that organization’s nane tree). Certificate user systens are able
to nechani cally check that the nanme subordination rule has been
fol | owed.

The RFC 1422 uses the X. 509 vl certificate formats. The limtations
of X. 509 v1 required inposition of several structural restrictions to
clearly associate policy infornation or restrict the utility of
certificates. These restrictions included:
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(a) a pure top-down hierarchy, with all certification paths
starting from | PRA;

(b) a naming subordination rule restricting the nanes of a CA's
subj ects; and

(c) wuse of the PCA concept, which requires know edge of

i ndividual PCAs to be built into certificate chain verification
|l ogic. Know edge of individual PCAs was required to determine if
a chain could be accepted.

Wth X 509 v3, nost of the requirenents addressed by RFC 1422 can be
addressed using certificate extensions, without a need to restrict
the CA structures used. |In particular, the certificate extensions
relating to certificate policies obviate the need for PCAs and the
constraint extensions obviate the need for the name subordination
rule. As a result, this docunent supports a nore flexible
architecture, including:

(a) Certification paths start with a public key of a CAin a
user’s own domain, or with the public key of the top of a
hierarchy. Starting with the public key of a CAin a user’s own
domai n has certain advantages. |In sone environnments, the |oca
domain is the nost trusted

(b) Nane constraints may be inposed through explicit inclusion of
a nane constraints extension in a certificate, but are not
required.

(c) Policy extensions and policy mappings replace the PCA
concept, which pernmits a greater degree of automation. The
application can determine if the certification path is acceptable
based on the contents of the certificates instead of a priori
know edge of PCAs. This permts automation of certification path
processi ng.

3.3 Revocation

VWhen a certificate is issued, it is expected to be in use for its
entire validity period. However, various circunstances nay cause a
certificate to becone invalid prior to the expiration of the validity
period. Such circunstances include change of nanme, change of
associ ati on between subject and CA (e.g., an enpl oyee term nates

enpl oynent with an organi zati on), and conprom se or suspected
comprom se of the corresponding private key. Under such
circunmstances, the CA needs to revoke the certificate.
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X. 509 defines one nethod of certificate revocation. This nethod

i nvol ves each CA periodically issuing a signed data structure called
a certificate revocation list (CRL). A CRL is atine stanmped |ist
identifying revoked certificates which is signed by a CA or CRL

i ssuer and nade freely available in a public repository. Each
revoked certificate is identified in a CRL by its certificate seria
number. Wen a certificate-using systemuses a certificate (e.qg.
for verifying a renote user’s digital signature), that system not
only checks the certificate signature and validity but also acquires
a suitably-recent CRL and checks that the certificate serial nunber
is not on that CRL. The neaning of "suitably-recent" nay vary with
| ocal policy, but it usually nmeans the nobst recently-issued CRL. A
new CRL is issued on a regular periodic basis (e.g., hourly, daily,
or weekly). An entry is added to the CRL as part of the next update
followi ng notification of revocation. An entry MJST NOT be renoved
fromthe CRL until it appears on one regularly schedul ed CRL issued
beyond the revoked certificate's validity period.

An advantage of this revocation nethod is that CRLs nmay be
distributed by exactly the same neans as certificates themnsel ves,
nanely, via untrusted servers and untrusted conmuni cati ons.

One limtation of the CRL revocation nmethod, using untrusted
communi cations and servers, is that the tine granularity of
revocation is limted to the CRL issue period. For exanple, if a

revocation is reported now, that revocation will not be reliably
notified to certificate-using systems until all currently issued CRLs
are updated -- this may be up to one hour, one day, or one week

dependi ng on the frequency that CRLs are issued.

As with the X. 509 v3 certificate format, in order to facilitate

i nteroperable inplenmentations frommultiple vendors, the X 509 v2 CRL
format needs to be profiled for Internet use. It is one goal of this
docunent to specify that profile. However, this profile does not
require the issuance of CRLs. Message formats and protocols
supporting on-line revocation notification are defined in other PKIX
specifications. On-line nethods of revocation notification rmay be
applicable in some environments as an alternative to the X 509 CRL.
On-line revocation checking may significantly reduce the | atency

bet ween a revocation report and the distribution of the information
to relying parties. Once the CA accepts a revocation report as
authentic and valid, any query to the on-line service will correctly
reflect the certificate validation inpacts of the revocation

However, these nethods imnmpose new security requirements: the
certificate validator needs to trust the on-line validation service
while the repository does not need to be trusted.
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3.4 COperational Protocols

Operational protocols are required to deliver certificates and CRLs
(or status information) to certificate using client systens.

Provi sions are needed for a variety of different neans of certificate
and CRL delivery, including distribution procedures based on LDAP
HTTP, FTP, and X.500. Operational protocols supporting these
functions are defined in other PKIX specifications. These
specifications may include definitions of nmessage formats and
procedures for supporting all of the above operational environnents,
including definitions of or references to appropriate M ME cont ent

types.

3.5 Managenent Protocols

Managenent protocols are required to support on-line interactions
bet ween PKI user and nmanagenent entities. For exanple, a managenent
protocol mght be used between a CA and a client systemwi th which a
key pair is associated, or between two CAs which cross-certify each
other. The set of functions which potentially need to be supported
by managenent protocols include:

(a) registration: This is the process whereby a user first nmakes
itself known to a CA (directly, or through an RA), prior to that
CA issuing a certificate or certificates for that user

(b) initialization: Before a client systemcan operate securely
it is necessary to install key materials which have the
appropriate relationship with keys stored el sewhere in the
infrastructure. For exanple, the client needs to be securely
initialized with the public key and other assured infornmation of
the trusted CA(s), to be used in validating certificate paths.

Furthernore, a client typically needs to be initialized with its
own key pair(s).

(c) certification: This is the process in which a CA issues a
certificate for a user’s public key, and returns that certificate
to the user’s client systemand/or posts that certificate in a
repository.

(d) key pair recovery: As an option, user client key materials
(e.g., auser’'s private key used for encryption purposes) may be
backed up by a CA or a key backup system If a user needs to
recover these backed up key materials (e.g., as a result of a
forgotten password or a lost key chain file), an on-line protoco
exchange nay be needed to support such recovery.
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(e) key pair update: Al key pairs need to be updated regularly,
i.e., replaced with a new key pair, and new certificates issued.

(f) revocation request: An authorized person advises a CA of an
abnornmal situation requiring certificate revocation

(g) cross-certification: Two CAs exchange information used in
establishing a cross-certificate. A cross-certificate is a
certificate issued by one CA to another CA which contains a CA
signature key used for issuing certificates.

Note that on-line protocols are not the only way of inplementing the
above functions. For all functions there are off-Iine methods of
achi eving the same result, and this specification does not mandate
use of on-line protocols. For example, when hardware tokens are
used, many of the functions nay be achi eved as part of the physica
token delivery. Furthernore, sone of the above functions may be
conbi ned into one protocol exchange. |In particular, two or nore of
the registration, initialization, and certification functions can be
combi ned into one protocol exchange.

The PKI X series of specifications defines a set of standard nessage
formats supporting the above functions. The protocols for conveying
these messages in different environments (e.g., e-mail, file
transfer, and WNWY are described in those specifications.

4 Certificate and Certificate Extensions Profile

This section presents a profile for public key certificates that wll
foster interoperability and a reusable PKI. This section is based
upon the X. 509 v3 certificate format and the standard certificate
extensions defined in [ X.509]. The I1SOIEC and | TU- T docunments use
the 1997 version of ASN. 1; while this docunent uses the 1988 ASN. 1
syntax, the encoded certificate and standard extensions are

equi valent. This section also defines private extensions required to
support a PKlI for the Internet community.

Certificates may be used in a wi de range of applications and
environments covering a broad spectrumof interoperability goals and
a broader spectrum of operational and assurance requirenents. The
goal of this docunent is to establish a commobn baseline for generic
applications requiring broad interoperability and linmited speci al

purpose requirenents. In particular, the enphasis will be on
supporting the use of X 509 v3 certificates for informal Internet
electronic mail, |Psec, and WAV appli cati ons.
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4.1 Basic Certificate Fields

The X. 509 v3 certificate basic syntax is as follows. For signature

calculation, the data that is to be signed is encoded using the ASN. 1

di stingui shed encoding rules (DER) [ X.690]. ASN 1 DER encoding is a
tag, length, value encoding systemfor each el enent.

Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue BIT STRING }
TBSCertificate ::= SEQUENCE ({
versi on [0] EXPLICIT Version DEFAULT v1,
seri al Nunmber CertificateSerial Nunber,
signature Al gorithmdentifier,
i ssuer Narre,
validity Validity,
subj ect Nane,

subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
issuerUniquelD [1] |IMPLICIT Uniqueldentifier OPTI ONAL,

-- |If present, version MJST be v2 or v3
subj ectUniquel D [2] [IMPLICIT Uniqueldentifier OPTIONAL,

-- |If present, version MJST be v2 or v3
ext ensi ons [3] EXPLICIT Extensions OPTI ONAL

-- |If present, version MJST be v3

}
Version ::= |INTEGER { v1(0), v2(1), v3(2) }
CertificateSerial Number ::= |NTEGER
Validity ::= SEQUENCE ({
not Bef or e Ti ne,
not Aft er Time }
Tinme ::= CHO CE {
ut cTi me UTCTi ne,
gener al Ti ne General i zedTi me }
Uni quel dentifier ::= BIT STRING
Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRING }
Extensions ::= SEQUENCE S| ZE (1..MAX) OF Extension
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Extension ::= SEQUENCE ({
extnl D OBJECT | DENTI FI ER,
critical BOOLEAN DEFAULT FALSE

ext nVal ue OCTET STRING }

The following items describe the X. 509 v3 certificate for use in the
I nternet.

4.1.1 Certificate Fields

The Certificate is a SEQUENCE of three required fields. The fields
are described in detail in the follow ng subsections.

4.1.1.1 tbsCertificate

The field contains the names of the subject and issuer, a public key
associated with the subject, a validity period, and other associated
information. The fields are described in detail in section 4.1.2;
the tbsCertificate usually includes extensions which are described in
section 4. 2.

4.1.1.2 signatureAl gorithm
The signatureAlgorithmfield contains the identifier for the
cryptographic algorithmused by the CAto sign this certificate.
[ PKI XALGS] |ists supported signature algorithms, but other signature
al gorithms MAY al so be supported

An algorithmidentifier is defined by the followi ng ASN. 1 structure:

Algorithm dentifier ::= SEQUENCE ({
al gorithm OBJECT | DENTI FI ER,
par anet ers ANY DEFI NED BY al gorithm OPTI ONAL }

The algorithmidentifier is used to identify a cryptographic
algorithm The OBJECT | DENTI FI ER conponent identifies the algorithm
(such as DSA with SHA-1). The contents of the optional parameters
field will vary according to the algorithmidentified

This field MIST contain the sane algorithmidentifier as the
signature field in the sequence thsCertificate (section 4.1.2.3).

4.1.1.3 signatureVal ue
The signatureValue field contains a digital signature conputed upon

the ASN. 1 DER encoded tbsCertificate. The ASN. 1 DER encoded
tbsCertificate is used as the input to the signature function. This
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signature value is encoded as a BIT STRING and included in the
signature field. The details of this process are specified for each
of algorithms listed in [PKIXALGS]

By generating this signature, a CA certifies the validity of the
information in the tbsCertificate field. |In particular, the CA
certifies the binding between the public key material and the subject
of the certificate.

4.1.2 TBSCertificate

The sequence TBSCertificate contains information associated with the
subj ect of the certificate and the CA who issued it. Every
TBSCertificate contains the nanes of the subject and issuer, a public
key associated with the subject, a validity period, a version nunber,
and a serial nunber; sone MAY contain optional unique identifier
fields. The remai nder of this section describes the syntax and
semantics of these fields. A TBSCertificate usually includes
extensions. Extensions for the Internet PKI are described in Section
4. 2.

4.1.2.1 Version

This field describes the version of the encoded certificate. When
extensions are used, as expected in this profile, version MIST be 3
(value is 2). |If no extensions are present, but a Uniqueldentifier
is present, the version SHOULD be 2 (value is 1); however version NMAY
be 3. If only basic fields are present, the version SHOULD be 1 (the
value is omitted fromthe certificate as the default value); however
the version MAY be 2 or 3.

I mpl enent ati ons SHOULD be prepared to accept any version certificate.
At a mnimum conformng inplementations MJST recogni ze version 3
certificates.

Generation of version 2 certificates is not expected by
i mpl ement ati ons based on this profile.

4.1.2.2 Serial number

The serial nunber MJST be a positive integer assigned by the CAto
each certificate. It MJST be unique for each certificate issued by a
given CA (i.e., the issuer nane and serial nunber identify a unique
certificate). CAs MIST force the serial Nunber to be a non-negative

i nt eger.
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G ven the uni queness requirements above, serial nunbers can be
expected to contain long integers. Certificate users MJST be able to
handl e seri al Nunber values up to 20 octets. Conformant CAs MJST NOT
use serial Nunber val ues | onger than 20 octets.

Not e: Non-conforming CAs may issue certificates with serial nunbers
that are negative, or zero. Certificate users SHOULD be prepared to
graceful ly handl e such certificates.

4.1.2.3 Signature

This field contains the algorithmidentifier for the algorithmused
by the CAto sign the certificate.

This field MIST contain the sane algorithmidentifier as the
signatureAlgorithmfield in the sequence Certificate (section
4.1.1.2). The contents of the optional paranmeters field will vary
according to the algorithmidentified. [PKIXALGS] lists the
supported signature algorithms, but other signature algorithms MY
al so be supported.

4.1.2.4 |ssuer
The issuer field identifies the entity who has signed and issued the
certificate. The issuer field MJUST contain a non-enpty distinguished
nane (DN). The issuer field is defined as the X 501 type Name
[ X.501]. Nane is defined by the follow ng ASN. 1 structures:

Nane ::= CHO CE {
RDNSequence }

RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane

Rel ati veDi sti ngui shedNane :: =
SET OF AttributeTypeAndVal ue

Attribut eTypeAndVal ue ::= SEQUENCE ({
type Attribut eType,
val ue AttributeVal ue }
AttributeType ::= OBJECT | DENTI FI ER

AttributeVal ue ::= ANY DEFI NED BY Attri buteType
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DirectoryString ::= CHO CE {
teletexString Tel etexString (SIZE (1..MAX)),
printabl eString PrintableString (SIZE (1..MAX)),
uni versal String Uni versal String (SIZE (1..MAX)),
utf8String UTF8String (SIZE (1..MAX)),
brmpStri ng BWPString (SIZE (1..MAX)) }

The Nane describes a hierarchical name composed of attributes, such
as country nanme, and correspondi ng val ues, such as US. The type of
the conponent AttributeValue is determ ned by the AttributeType; in
general it will be a DirectoryString.

The DirectoryString type is defined as a choice of PrintableString,
Tel etexString, BMPString, UTF8String, and Universal String. The
UTF8Stri ng encodi ng [ RFC 2279] is the preferred encoding, and all
certificates issued after Decenber 31, 2003 MJST use the UTF8String
encoding of DirectoryString (except as noted below). Until that
date, confornming CAs MJST choose fromthe foll owi ng opti ons when
creating a distinguished nane, including their own:

(a) if the character set is sufficient, the string MAY be
represented as a Printabl eString;

(b) failing (a), if the BMPString character set is sufficient the
string MAY be represented as a BMPString; and

(c) failing (a) and (b), the string MJST be represented as a
UTF8String. If (a) or (b) is satisfied, the CA MAY still choose
to represent the string as a UTF8Stri ng.

Exceptions to the Decenber 31, 2003 UTF8 encodi ng requirenents are as
fol |l ows:

(a) CAs MAY issue "nane rollover" certificates to support an
orderly mgration to UTF8Stri ng encoding. Such certificates would
include the CA's UTF8String encoded nane as issuer and and the old
nane encodi ng as subject, or vice-versa.

(b) As stated in section 4.1.2.6, the subject field MIST be
popul ated with a non-enpty distingui shed nane matching the
contents of the issuer field in all certificates issued by the
subj ect CA regardl ess of encoding.

The Tel etexString and Universal String are included for backward
compatibility, and SHOULD NOT be used for certificates for new

subj ects. However, these types MAY be used in certificates where the
nane was previously established. Certificate users SHOULD be
prepared to receive certificates with these types.

Housl ey, et. al. St andards Track [ Page 19]



RFC 3280 Internet X. 509 Public Key Infrastructure April 2002

In addition, nmany | egacy inplenmentations support names encoded in the
| SO 8859-1 character set (LatinlString) [ISO 8859-1] but tag them as
Tel etexString. TeletexString encodes a | arger character set than | SO
8859-1, but it encodes sone characters differently. Inplenentations
SHOULD be prepared to handl e bot h encodi ngs.

As not ed above, distinguished nanes are conposed of attributes. This
specification does not restrict the set of attribute types that may
appear in nanes. However, conformn ng inplenentati ons MIST be
prepared to receive certificates with issuer names containing the set
of attribute types defined below. This specificati on RECOVENDS
support for additional attribute types.

Standard sets of attributes have been defined in the X 500 series of
specifications [X. 520]. Inplenentations of this specification MJIST
be prepared to receive the follow ng standard attribute types in

i ssuer and subject (section 4.1.2.6) nanes:

country,

organi zati on,

organi zati onal -unit,

di stingui shed nanme qualifier

state or province nane,

common nane (e.g., "Susan Housley"), and
serial number.

L I

In addition, inplenentations of this specification SHOULD be prepared
to receive the follow ng standard attribute types in issuer and
subj ect nanes:

* locality,

* title,

* surnane,

* given nane,

*initials,

* pseudonym and

* generation qualifier (e.g., "Jr.", "3rd", or "IV").

The syntax and associ ated object identifiers (O Ds) for these
attribute types are provided in the ASN. 1 nodul es in Appendix A

In addition, inplenentations of this specification MJST be prepared
to receive the domai nConponent attribute, as defined in [RFC 2247].
The Domai n Name System (DNS) provides a hierarchical resource

| abeling system This attribute provides a conveni ent mechani smfor
organi zations that wish to use DNs that parallel their DNS nanes.
This is not a replacenent for the dNSNane conponent of the
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alternative nane field. Inplenentations are not required to convert
such names into DNS nanes. The syntax and associated O D for this
attribute type is provided in the ASN.1 nodul es in Appendi x A

Certificate users MJST be prepared to process the issuer

di stingui shed nane and subject distinguished name (section 4.1.2.6)
fields to performnanme chaining for certification path validation
(section 6). Nanme chaining is performed by matching the issuer

di stingui shed name in one certificate with the subject name in a CA
certificate.

This specification requires only a subset of the nane conparison
functionality specified in the X 500 series of specifications.
Conformng inplenmentations are REQU RED to inplenent the foll ow ng
nanme conparison rules

(a) attribute values encoded in different types (e.qg.,
Printabl eString and BMPString) MAY be assunmed to represent
different strings;

(b) attribute values in types other than PrintableString are case
sensitive (this permts matching of attribute values as binary
obj ects);

(c) attribute values in PrintableString are not case sensitive
(e.g., "Marianne Swanson" is the same as "MARI ANNE SWANSON'); and

(d) attribute values in PrintableString are conpared after
renoving leading and trailing white space and converting interna
substrings of one or nore consecutive white space characters to a
si ngl e space

These nanme conparison rules permt a certificate user to validate
certificates issued using |anguages or encodings unfamliar to the
certificate user.

In addition, inplenmentations of this specification MAY use these
comparison rules to process unfam liar attribute types for nane
chaining. This allows inplementations to process certificates with
unfam liar attributes in the issuer nane.

Note that the conparison rules defined in the X 500 series of
specifications indicate that the character sets used to encode data
in distinguished names are irrelevant. The characters thensel ves are
conmpared wi thout regard to encoding. Inplenentations of this profile
are permtted to use the conparison algorithmdefined in the X 500
series. Such an inplenentation will recognize a superset of nane

mat ches recogni zed by the al gorithm specified above.
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4.1.2.5 Validity

The certificate validity period is the time interval during which the
CA warrants that it will maintain informati on about the status of the
certificate. The field is represented as a SEQUENCE of two dates:
the date on which the certificate validity period begi ns (notBefore)
and the date on which the certificate validity period ends
(notAfter). Both notBefore and notAfter may be encoded as UTCTi ne or
Gener al i zedTi ne.

CAs conforming to this profile MJST al ways encode certificate
validity dates through the year 2049 as UTCTine; certificate validity
dates in 2050 or later MJST be encoded as CeneralizedTi re.

The validity period for a certificate is the period of time from
not Before t hrough not After, inclusive.

4.1.2.5.1 UTCTi e

The universal time type, UTCTine, is a standard ASN. 1 type intended
for representation of dates and tine. UTCTine specifies the year
through the two |ow order digits and tine is specified to the

preci sion of one mnute or one second. UTCTine includes either Z
(for Zulu, or Geenwich Mean Tinme) or a tinme differential

For the purposes of this profile, UTCTi ne val ues MJUST be expressed

G eenwi ch Mean Tine (Zulu) and MJST include seconds (i.e., tines are
YYMVDDHHWESZ) , even where the nunber of seconds is zero. Conformng
systens MJUST interpret the year field (YY) as follows:

Where YY is greater than or equal to 50, the year SHALL be
interpreted as 19YY; and

Where YY is less than 50, the year SHALL be interpreted as 20YY
4.1.2.5.2 CeneralizedTine

The generalized time type, CeneralizedTine, is a standard ASN. 1 type
for variable precision representation of time. Optionally, the
General i zedTime field can include a representation of the tine
differential between |ocal and G eenwi ch Mean Ti ne.

For the purposes of this profile, GeneralizedTi ne values MJST be
expressed Greenwi ch Mean Tine (Zulu) and MJST include seconds (i.e.,
times are YYYYMVDDHHWESSZ), even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds.
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4.1.2.6 Subject

The subject field identifies the entity associated with the public
key stored in the subject public key field. The subject nane MAY be
carried in the subject field and/or the subjectAl tNane extension. |If
the subject is a CA (e.g., the basic constraints extension, as

di scussed in 4.2.1.10, is present and the value of cAis TRUE), then
the subject field MIST be popul ated with a non-enpty distingui shed
nanme matching the contents of the issuer field (section 4.1.2.4) in
all certificates issued by the subject CA. |If the subject is a CRL

i ssuer (e.g., the key usage extension, as discussed in 4.2.1.3, is
present and the value of cRLSign is TRUE) then the subject field MJST
be popul ated with a non-enpty distingui shed nane matching the
contents of the issuer field (section 4.1.2.4) in all CRLs issued by
the subject CRL issuer. |If subject namng information is present
only in the subjectAltNane extension (e.g., a key bound only to an
emai | address or URI), then the subject nanme MUST be an enpty
sequence and the subject Al't Nanme extension MJST be critical

VWhere it is non-empty, the subject field MJST contain an X. 500

di stingui shed name (DN). The DN MJST be uni que for each subject
entity certified by the one CA as defined by the issuer nane field.

A CA MAY issue nore than one certificate with the sane DN to the sane
subj ect entity.

The subject nane field is defined as the X 501 type Nane.

I mpl enentation requirenents for this field are those defined for the
i ssuer field (section 4.1.2.4). Wen encoding attribute val ues of
type DirectoryString, the encoding rules for the issuer field MJST be
i mpl emented. | nplenentations of this specification MJST be prepared
to receive subject nanes containing the attribute types required for
the issuer field. Inplenentations of this specification SHOULD be
prepared to receive subject nanes containing the recomended
attribute types for the issuer field. The syntax and associ at ed
object identifiers (ODs) for these attribute types are provided in
the ASN. 1 nodul es in Appendix A Inplementations of this

speci ficati on MAY use these conparison rules to process unfamliar
attribute types (i.e., for name chaining). This allows

i npl ementations to process certificates with unfamiliar attributes in
t he subj ect nane.

In addition, |egacy inplementations exist where an RFC 822 name is
enbedded in the subject distinguished nane as an Email Address
attribute. The attribute value for Email Address is of type IA5String
to permit inclusion of the character '@, which is not part of the
Printabl eString character set. Emmil Address attribute val ues are not
case sensitive (e.g., "fanfeedback@edsox.cont is the sane as

" FANFEEDBACK@REDSOX. COM') .
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Conformi ng inpl ementati ons generating new certificates with
electronic mail addresses MJST use the rfc822Nanme in the subject
alternative nane field (section 4.2.1.7) to describe such identities.
Si nul t aneous i nclusion of the Email Address attribute in the subject
di stingui shed nanme to support |egacy inplenentations is deprecated
but permitted.

4.1.2.7 Subject Public Key Info

This field is used to carry the public key and identify the algorithm
with which the key is used (e.g., RSA DSA, or Diffie-Hellnman). The
algorithmis identified using the Algorithmdentifier structure
specified in section 4.1.1.2. The object identifiers for the
supported al gorithnms and the methods for encoding the public key
materials (public key and paraneters) are specified in [PKIXALGS].

4.1.2.8 Unique ldentifiers

These fields MJST only appear if the versionis 2 or 3 (section
4.1.2.1). These fields MJST NOT appear if the versionis 1. The
subj ect and issuer unique identifiers are present in the certificate
to handle the possibility of reuse of subject and/or issuer nanes
over time. This profile RECOMMENDS that nanes not be reused for
different entities and that Internet certificates not nake use of

uni que identifiers. CAs confornming to this profile SHOULD NOT
generate certificates with unique identifiers. Applications
conformng to this profile SHOULD be capabl e of parsing unique
identifiers.

4.1.2.9 Extensions

This field MIST only appear if the version is 3 (section 4.1.2.1).

If present, this field is a SEQUENCE of one or nore certificate
extensions. The format and content of certificate extensions in the
Internet PKI is defined in section 4.2.

4.2 Certificate Extensions

The extensions defined for X 509 v3 certificates provide methods for
associating additional attributes with users or public keys and for
managi ng a certification hierarchy. The X 509 v3 certificate format
al so allows communities to define private extensions to carry

i nformati on unique to those communities. Each extension in a
certificate is designated as either critical or non-critical. A
certificate using system MIUST reject the certificate if it encounters
a critical extension it does not recognize; however, a non-critica
extensi on MAY be ignored if it is not recognized. The follow ng
sections present recommended extensions used within |Internet
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certificates and standard locations for information. Conmunities may
el ect to use additional extensions; however, caution ought to be
exercised in adopting any critical extensions in certificates which
m ght prevent use in a general context.

Each extension includes an O D and an ASN.1 structure. When an
extension appears in a certificate, the OD appears as the field
extnl D and the correspondi ng ASN. 1 encoded structure is the val ue of
the octet string extnValue. A certificate MJST NOT include nore than
one instance of a particular extension. For exanple, a certificate
may contain only one authority key identifier extension (section
4.2.1.1). An extension includes the boolean critical, with a default
val ue of FALSE. The text for each extension specifies the acceptable
val ues for the critical field.

Conform ng CAs MUST support key identifiers (sections 4.2.1.1 and
4.2.1.2), basic constraints (section 4.2.1.10), key usage (section
4.2.1.3), and certificate policies (section 4.2.1.5) extensions. |If
the CA issues certificates with an enpty sequence for the subject
field, the CA MUST support the subject alternative nane extension
(section 4.2.1.7). Support for the remaining extensions is OPTI ONAL.
Conform ng CAs MAY support extensions that are not identified within
this specification; certificate issuers are cautioned that narking
such extensions as critical may inhibit interoperability.

At a mnimum applications conformng to this profile MJST recogni ze
the follow ng extensions: key usage (section 4.2.1.3), certificate
policies (section 4.2.1.5), the subject alternative nane (section
4.2.1.7), basic constraints (section 4.2.1.10), name constraints
(section 4.2.1.11), policy constraints (section 4.2.1.12), extended
key usage (section 4.2.1.13), and inhibit any-policy (section
4.2.1.15).

In addition, applications conformng to this profile SHOULD recogni ze
the authority and subject key identifier (sections 4.2.1.1 and
4.2.1.2), and policy mapping (section 4.2.1.6) extensions.

4.2.1 Standard Extensions
This section identifies standard certificate extensions defined in
[ X.509] for use in the Internet PKI. Each extension is associated
with an O D defined in [ X.509]. These ODs are nenbers of the id-ce
arc, which is defined by the follow ng:

id-ce OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 }
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4.2.1.1 Authority Key ldentifier

The authority key identifier extension provides a nmeans of
identifying the public key corresponding to the private key used to
sign a certificate. This extension is used where an issuer has

mul tiple signing keys (either due to nmultiple concurrent key pairs or
due to changeover). The identification MAY be based on either the
key identifier (the subject key identifier in the issuer’s
certificate) or on the issuer name and serial nunber.

The keyldentifier field of the authorityKeyldentifier extension MJST
be included in all certificates generated by conform ng CAs to
facilitate certification path construction. There is one exception;
where a CA distributes its public key in the formof a "self-signed"
certificate, the authority key identifier MAY be omtted. The
signature on a self-signed certificate is generated with the private
key associated with the certificate's subject public key. (This
proves that the issuer possesses both the public and private keys.)
In this case, the subject and authority key identifiers would be
identical, but only the subject key identifier is needed for
certification path building.

The val ue of the keyldentifier field SHOULD be derived fromthe
public key used to verify the certificate's signature or a nethod
that generates uni que values. Two conmon nethods for generating key
identifiers fromthe public key, and one common method for generating
uni que val ues, are described in section 4.2.1.2. Were a key
identifier has not been previously established, this specification
RECOMVENDS use of one of these nethods for generating keyldentifiers.
Where a key identifier has been previously established, the CA SHOULD
use the previously established identifier.

This profile RECOWENDS support for the key identifier method by al
certificate users

Thi s extensi on MJST NOT be marked critical

i d-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35}
Aut horityKeyldentifier ::= SEQUENCE {
keyl dentifier [0] Keyldentifier OPTI ONAL
aut horityCertl ssuer [1] Ceneral Nanes OPTI ONAL

authorityCert Serial Number [2] CertificateSerial Number OPTI ONAL }

Keyldentifier ::= OCTET STRI NG
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4.2.1.2 Subject Key ldentifier

The subject key identifier extension provides a neans of identifying
certificates that contain a particular public key.

To facilitate certification path construction, this extension MJST
appear in all conformng CA certificates, that is, all certificates

i ncluding the basic constraints extension (section 4.2.1.10) where
the value of cAis TRUE. The value of the subject key identifier
MUST be the value placed in the key identifier field of the Authority
Key ldentifier extension (section 4.2.1.1) of certificates issued by
the subject of this certificate.

For CA certificates, subject key identifiers SHOULD be derived from
the public key or a method that generates unique values. Two conmmon
met hods for generating key identifiers fromthe public key are:

(1) The keyldentifier is conposed of the 160-bit SHA-1 hash of the
val ue of the BIT STRI NG subj ect Publ i cKey (excluding the tag,
| ength, and number of unused bits).

(2) The keyldentifier is conmposed of a four bit type field with
the value 0100 followed by the least significant 60 bits of the
SHA-1 hash of the value of the BIT STRI NG subj ect Publ i cKey
(excluding the tag, |ength, and nunmber of unused bit string bits).

One comon net hod for generating unique values is a nonotonically
i ncreasi ng sequence of integers.

For end entity certificates, the subject key identifier extension
provides a nmeans for identifying certificates containing the
particul ar public key used in an application. Were an end entity
has obtained nultiple certificates, especially fromnultiple CAs, the
subj ect key identifier provides a nmeans to quickly identify the set
of certificates containing a particular public key. To assist
applications in identifying the appropriate end entity certificate,
this extension SHOULD be included in all end entity certificates.

For end entity certificates, subject key identifiers SHOULD be
derived fromthe public key. Two common net hods for generating key
identifiers fromthe public key are identified above.

Where a key identifier has not been previously established, this
speci ficati on RECOWENDS use of one of these nethods for generating
keyldentifiers. Wlere a key identifier has been previously
establ i shed, the CA SHOULD use the previously established identifier

Thi s extensi on MJST NOT be marked critical
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i d-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= { id-ce 14 }
Subj ect Keyl dentifier ::= Keyldentifier
4.2.1.3 Key Usage

The key usage extension defines the purpose (e.g., enciphernent,
signature, certificate signing) of the key contained in the
certificate. The usage restriction mght be enpl oyed when a key that
could be used for nore than one operation is to be restricted. For
exanpl e, when an RSA key should be used only to verify signatures on
obj ects other than public key certificates and CRLs, the

di gi tal Si gnature and/ or nonRepudi ation bits woul d be asserted.

Li kewi se, when an RSA key should be used only for key managenent, the
keyEnci phernment bit woul d be asserted.

Thi s extension MJST appear in certificates that contain public keys
that are used to validate digital signatures on other public key
certificates or CRLs. When this extension appears, it SHOULD be
mar ked critical

i d-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15}

KeyUsage ::= BIT STRING {
digital Signature (0),
nonRepudi ati on (1),
keyEnci pher nment (2),
dat aEnci pher nent (3),
keyAgr eenent (4),
keyCert Si gn (5),
cRLSi gn (6),
enci pher Only (7),
deci pherOnly (8) }

Bits in the KeyUsage type are used as foll ows:

The digital Signhature bit is asserted when the subject public key
is used with a digital signature nechanismto support security
services other than certificate signing (bit 5), or CRL signing
(bit 6). Digital signature nechanisns are often used for entity
aut hentication and data origin authentication with integrity.

The nonRepudi ation bit is asserted when the subject public key is
used to verify digital signatures used to provide a non-
repudi ati on service which protects against the signing entity

fal sely denying sonme action, excluding certificate or CRL signing.
In the case of later conflict, areliable third party may
determine the authenticity of the signed data.
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Further distinctions between the digital Signature and
nonRepudi ation bits may be provided in specific certificate
pol i ci es.

The keyEnci phernment bit is asserted when the subject public key is
used for key transport. For exanple, when an RSA key is to be
used for key managenent, then this bit is set.

The dat aEnci pherment bit is asserted when the subject public key
is used for enciphering user data, other than cryptographic keys.

The keyAgreenent bit is asserted when the subject public key is
used for key agreement. For exanple, when a Diffie-Hellmn key is
to be used for key managenment, then this bit is set.

The keyCertSign bit is asserted when the subject public key is
used for verifying a signature on public key certificates. |If the
keyCertSign bit is asserted, then the cA bit in the basic
constraints extension (section 4.2.1.10) MJST al so be asserted.

The cRLSign bit is asserted when the subject public key is used
for verifying a signature on certificate revocation list (e.g., a
CRL, delta CRL, or an ARL). This bit MJST be asserted in
certificates that are used to verify signatures on CRLs.

The neani ng of the encipherOnly bit is undefined in the absence of
the keyAgreement bit. When the encipherOnly bit is asserted and
the keyAgreenent bit is also set, the subject public key may be
used only for enciphering data while perform ng key agreenent.

The nmeani ng of the decipherOnly bit is undefined in the absence of
the keyAgreement bit. When the decipherOnly bit is asserted and
the keyAgreement bit is also set, the subject public key may be
used only for deciphering data while perform ng key agreenent.

This profile does not restrict the conbinations of bits that may be
set in an instantiation of the keyUsage extension. However,
appropri ate values for keyUsage extensions for particular algorithns
are specified in [PKI XALGS] .

4.2.1.4 Private Key Usage Period
Thi s extension SHOULD NOT be used within the Internet PKI. CAs

conformng to this profile MJUST NOT generate certificates that
include a critical private key usage period extension
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The private key usage period extension allows the certificate issuer
to specify a different validity period for the private key than the
certificate. This extension is intended for use with digita
signature keys. This extension consists of two optional conponents,
not Before and notAfter. The private key associated with the
certificate SHOULD NOT be used to sign objects before or after the
times specified by the two conponents, respectively. CAs conforning
to this profile MJUST NOT generate certificates with private key usage
peri od extensions unless at |east one of the two conponents is
present and the extension is non-critical

Where used, notBefore and notAfter are represented as GeneralizedTi nme
and MJST be specified and interpreted as defined in section
4.1.2.5.2.

i d-ce-privat eKeyUsagePeri od OBJECT IDENTIFIER ::= { id-ce 16 }
Pri vat eKeyUsagePeri od ::= SEQUENCE {

not Bef ore [ 0] General i zedTi me OPTI ONAL

not Af t er [ 1] General i zedTi me OPTI ONAL }

4.2.1.5 Certificate Policies

The certificate policies extension contains a sequence of one or nore
policy information terms, each of which consists of an object
identifier (OD) and optional qualifiers. Optional qualifiers, which
MAY be present, are not expected to change the definition of the
policy.

In an end entity certificate, these policy information terns indicate
the policy under which the certificate has been issued and the

pur poses for which the certificate my be used. 1n a CA certificate,
these policy information ternms limt the set of policies for
certification paths which include this certificate. Wen a CA does
not wish to limt the set of policies for certification paths which
include this certificate, it MAY assert the special policy anyPolicy,
with a value of { 2 529 32 0 }.

Applications with specific policy requirenents are expected to have a
list of those policies which they will accept and to conpare the
policy ODs in the certificate to that list. |If this extension is
critical, the path validation software MUST be able to interpret this
extension (including the optional qualifier), or MJST reject the
certificate.

To pronote interoperability, this profile RECOMWENDS that policy

information terns consist of only an OD. Were an OD alone is
insufficient, this profile strongly recomends that use of qualifiers
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be limted to those identified in this section. Wen qualifiers are
used with the special policy anyPolicy, they MIST be linmted to the
qualifiers identified in this section

Thi s specification defines two policy qualifier types for use by
certificate policy witers and certificate issuers. The qualifier
types are the CPS Pointer and User Notice qualifiers.

The CPS Pointer qualifier contains a pointer to a Certification
Practice Statenent (CPS) published by the CA. The pointer is in the
formof a URI. Processing requirenents for this qualifier are a
local matter. No action is nandated by this specification regardless
of the criticality value asserted for the extension

User notice is intended for display to a relying party when a
certificate is used. The application software SHOULD di splay al
user notices in all certificates of the certification path used,
except that if a notice is duplicated only one copy need be

di spl ayed. To prevent such duplication, this qualifier SHOULD only
be present in end entity certificates and CA certificates issued to
ot her organi zations.

The user notice has two optional fields: the noticeRef field and the
explicitText field.

The noticeRef field, if used, nanes an organization and
identifies, by nunber, a particular textual statenent prepared by
that organization. For exanple, it mght identify the

organi zation "CertsRUs" and notice nunmber 1. 1In a typica

i mpl ementation, the application software will have a notice file
containing the current set of notices for CertsRUs; the
application will extract the notice text fromthe file and display
it. Messages MAY be multilingual, allow ng the software to sel ect
the particul ar | anguage nessage for its own environnent.

An explicitText field includes the textual statement directly in
the certificate. The explicitText field is a string with a
maxi mum si ze of 200 characters.

If both the noticeRef and explicitText options are included in the
one qualifier and if the application software can |ocate the notice
text indicated by the noticeRef option, then that text SHOULD be

di spl ayed; otherw se, the explicitText string SHOULD be di spl ayed.

Note: Wiile the explicitText has a maxi num size of 200 characters,
sonme non-conform ng CAs exceed this limt. Therefore, certificate
users SHOULD gracefully handle explicitText with nore than 200
characters.

Housl ey, et. al. St andards Track [ Page 31]



RFC 3280

Internet X. 509 Public Key Infrastructure

id-ce-certificatePolicies OBJECT | DENTI FIER :: =

April 2002

{ id-ce 32}

anyPolicy OBJECT IDENTIFIER ::= { id-ce-certificate-policies 0 }

certificatePolicies ::= SEQUENCE S| ZE (1..MAX) OF Policylnf

Pol i cyl nformation ::

= SEQUENCE {

policyldentifier
policyQualifiers

CertPolicyld ::
PolicyQualifierinfo ::

policyQualifierld
qualifier

Cert Policyld,
SEQUENCE SI ZE (1..MAX) OF
Pol i cyQualifierlnfo OPTI ONAL }

= OBJECT | DENTI FI ER

SEQUENCE {
Pol i cyQualifierld,

ANY DEFI NED BY policyQualifierld }

policyQualifierlds for Internet
i d-qt
id-qgt-cps

i d-qgt-unotice

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::

PolicyQualifierld ::
OBJECT I DENTIFIER ( id-qgt-cps

policy qualifiers

{ id-pkix 2}
{ id-qt 1}
{ id-qt 2}

i d-gt-unotice )

Qualifier
cPSuri

user Noti ce

CHO CE {

CPSur i

| A5String

UserNotice ::=
not i ceRef

explicitText

Not i ceRef erence :
organi zati on
noti ceNunbers

CPSuri ,
User Notice }

SEQUENCE {

Not i ceRef erence OPTI ONAL,
Di spl ayText OPTI ONAL}

= SEQUENCE {

Di spl ayText,
SEQUENCE OF | NTEGER }

Di spl ayText ::= CHO CE {
i abString | A5String (Sl zE (1..200)),
visibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }
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4.2.1.6 Policy Mppings

This extension is used in CA certificates. It lists one or nore
pairs of O Ds; each pair includes an issuerDonai nPolicy and a

subj ect Donmai nPol icy. The pairing indicates the issuing CA considers
its issuerDonmai nPolicy equivalent to the subject CA' s

subj ect Donmi nPol i cy.

The issuing CA's users mght accept an issuerDomai nPolicy for certain
applications. The policy mapping defines the Iist of policies
associated with the subject CA that nmay be accepted as conparable to
t he i ssuer Donmi nPol i cy.

Each i ssuer Domai nPol i cy naned in the policy mappi ng extensi on SHOULD
al so be asserted in a certificate policies extension in the same
certificate. Policies SHOULD NOT be mapped either to or fromthe
speci al value anyPolicy (section 4.2.1.5).

Thi s extensi on MAY be supported by CAs and/or applications, and it
MJST be non-criti cal

i d-ce-policyMappi ngs OBJECT IDENTIFIER ::= { id-ce 33}
Pol i cyMappi ngs ::= SEQUENCE SI ZE (1..MAX) OF SEQUENCE {
i ssuer Domai nPol i cy Cert Policyld,
subj ect Donmai nPol i cy CertPolicyld }

4.2.1.7 Subject Alternative Nane

The subject alternative nanes extension allows additional identities
to be bound to the subject of the certificate. Defined options
include an Internet electronic mail address, a DNS name, an IP
address, and a uniformresource identifier (URI). Qher options
exist, including conpletely local definitions. Miltiple nane forns,
and nultiple instances of each name form MAY be included. Wenever
such identities are to be bound into a certificate, the subject
alternative nane (or issuer alternative nane) extension MJST be used;
however, a DNS name MAY be represented in the subject field using the
domai nConponent attribute as described in section 4.1.2.4.

Because the subject alternative nane is considered to be definitively
bound to the public key, all parts of the subject alternative nane
MUST be verified by the CA

Further, if the only subject identity included in the certificate is

an alternative nane form(e.g., an electronic mail address), then the
subj ect distingui shed nane MUST be enpty (an enpty sequence), and the
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subj ect Al t Nane ext ensi on MJUST be present. |If the subject field
contains an enpty sequence, the subjectAl tNanme extensi on MJST be
mar ked critical

When t he subj ect Alt Nane extension contains an Internet nail address,
t he address MJUST be included as an rfc822Nanme. The format of an
rfc822Name is an "addr-spec" as defined in RFC 822 [RFC 822]. An
addr-spec has the form"local -part @omain". Note that an addr-spec
has no phrase (such as a common nane) before it, has no comment (text
surrounded in parentheses) after it, and is not surrounded by "<" and
">". Note that while upper and | ower case letters are allowed in an
RFC 822 addr-spec, no significance is attached to the case.

When t he subj ect Al t Nane extension contains a i PAddress, the address
MJST be stored in the octet string in "network byte order," as
specified in RFC 791 [RFC 791]. The least significant bit (LSB) of
each octet is the LSB of the corresponding byte in the network
address. For IP Version 4, as specified in RFC 791, the octet string
MUST contain exactly four octets. For IP Version 6, as specified in
RFC 1883, the octet string MJST contain exactly sixteen octets [RFC
1883] .

When t he subj ect Alt Nane extensi on contains a donmain name system

| abel, the domain name MUST be stored in the dNSName (an | A5String).
The nane MUST be in the "preferred nane syntax," as specified by RFC
1034 [RFC 1034]. Note that while upper and | ower case letters are

all owed in domain names, no signifigance is attached to the case. 1In
addition, while the string " " is a legal domain name, subjectAltNanme
extensions with a dNSNanme of " " MJST NOT be used. Finally, the use

of the DNS representation for Internet mail addresses (wpol k. nist.gov
i nstead of wpol k@i st. gov) MJST NOT be used; such identities are to
be encoded as rfc822Nane.

Note: work is currently underway to specify domain nanes in

i nternational character sets. Such nanes will |ikely not be
acconmmpdat ed by | A5String. Once this work is conplete, this profile
will be revisited and the appropriate functionality will be added.

VWhen t he subject Al t Nane extension contains a URI, the name MJST be
stored in the unifornmResourceldentifier (an 1A5String). The nane
MUST NOT be a relative URL, and it MJST follow the URL syntax and
encoding rules specified in [RFC 1738]. The name MJST include both a
schene (e.g., "http" or "ftp") and a scheme-specific-part. The
schene-specific-part MIST include a fully qualified domain nane or IP
address as the host.
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As specified in [RFC 1738], the scherme nanme is not case-sensitive
(e.g., "http" is equivalent to "HTTP"). The host part is also not
case-sensitive, but other components of the schene-specific-part may
be case-sensitive. Wen conparing URIs, conform ng inplenentations
MUST conpare the schene and host without regard to case, but assune
the remai nder of the schenme-specific-part is case sensitive.

When t he subj ect Al t Nane extension contains a DN in the directoryNane,
the DN MJUST be uni que for each subject entity certified by the one CA
as defined by the issuer nane field. A CA MAY issue nore than one
certificate with the sane DN to the sane subject entity.

The subject Alt Name MAY carry additional name types through the use of
the otherNane field. The format and semantics of the nanme are

i ndi cated through the OBJECT IDENTIFIER in the type-id field. The
nane itself is conveyed as value field in otherNane. For exanple,
Ker beros [RFC 1510] format names can be encoded into the otherNaneg,
using using a Kerberos 5 principal name O D and a SEQUENCE of the
Real m and the Princi pal Nare.

Subj ect alternative names MAY be constrained in the sane manner as
subj ect distingui shed nanes using the nane constraints extension as
described in section 4.2.1.11.

If the subjectAltName extension is present, the sequence MJST contain
at least one entry. Unlike the subject field, conform ng CAs MJST
NOT issue certificates with subjectA tNames containing enpty

General Nane fields. For exanple, an rfc822Nane is represented as an
| A5String. Wiile an enpty string is a valid IA5String, such an
rfc822Nanme is not permitted by this profile. The behavior of clients
that encounter such a certificate when processing a certificication
path is not defined by this profile.

Finally, the semantics of subject alternative nanmes that include
wi | dcard characters (e.g., as a placeholder for a set of nanes) are
not addressed by this specification. Applications with specific
requi renents MAY use such nanes, but they rnust define the semantics.

i d-ce-subj ect Alt Name OBJECT IDENTIFIER ::= { id-ce 17 }
Subj ect Al t Nane :: = Ceneral Nanes
General Nanes ::= SEQUENCE SIZE (1..MAX) OF General Name
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General Nane ::= CHO CE {
ot her Name [ 0] O her Nane,
r f c822Name [ 1] | A5St ri ng,
dNSNane [ 2] | A5Stri ng,
x400Addr ess [ 3] ORAddr ess,
di rect or yNane [ 4] Nane,
edi Par t yName [ 5] EDI Part yNane,
uni f or MResour cel denti fi er [ 6] | A5Stri ng,
i PAddr ess [ 7] OCTET STRI NG
regi steredl D [ 8] OBJECT | DENTI FI ER }
O her Nane ::= SEQUENCE ({
type-id OBJECT | DENTI FI ER,
val ue [0] EXPLICIT ANY DEFI NED BY type-id }
EDI PartyNanme ::= SEQUENCE {
naneAssi gner [ 0] DirectoryString OPTI ONAL
part yNane [ 1] DirectoryString }

4.2.1.8 Issuer Alternative Nanes
As with 4.2.1.7, this extension is used to associate Internet style
identities with the certificate issuer. |ssuer alternative nanes
MJUST be encoded as in 4.2.1.7.
Where present, this extension SHOULD NOT be marked critical
i d-ce-issuerAltNanme OBJECT IDENTIFIER ::= { id-ce 18 }
| ssuer Al t Name ::= General Nanes
4.2.1.9 Subject Directory Attributes
The subject directory attributes extension is used to convey
identification attributes (e.g., nationality) of the subject. The
extension is defined as a sequence of one or nore attributes. This
ext ensi on MJUST be non-critical
i d-ce-subjectDirectoryAttri butes OBJECT IDENTIFIER ::= { id-ce 9 }
Subj ectDirectoryAttributes ::= SEQUENCE SIZE (1.. MAX) OF Attribute
4.2.1.10 Basic Constraints
The basic constraints extension identifies whether the subject of the

certificate is a CA and the maxi num depth of valid certification
paths that include this certificate.
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The cA bool ean indicates whether the certified public key belongs to
a CA. If the cA boolean is not asserted, then the keyCertSign bit in
the key usage extensi on MJUST NOT be assert ed.

The pathLenConstraint field is neaningful only if the cA boolean is
asserted and the key usage extension asserts the keyCertSign bit
(section 4.2.1.3). In this case, it gives the maxi mum nunber of non-
self-issued internediate certificates that may follow this
certificate in a valid certification path. A certificate is self-
issued if the DNs that appear in the subject and issuer fields are
identical and are not enpty. (Note: The last certificate in the
certification path is not an internedi ate certificate, and is not
included in this limt. Usually, the last certificate is an end
entity certificate, but it can be a CA certificate.) A

pat hLenConstraint of zero indicates that only one nore certificate
may followin a valid certification path. Were it appears, the

pat hLenConstraint field MJST be greater than or equal to zero. \Were
pat hLenConstrai nt does not appear, no limt is inposed.

Thi s extension MJST appear as a critical extension in all CA
certificates that contain public keys used to validate digita
signatures on certificates. This extension MAY appear as a critica
or non-critical extension in CA certificates that contain public keys
used exclusively for purposes other than validating digita
signatures on certificates. Such CA certificates include ones that
contain public keys used exclusively for validating digita
signatures on CRLs and ones that contain key managenent public keys
used with certificate enrollnent protocols. This extension MAY
appear as a critical or non-critical extension in end entity
certificates.

CAs MUST NOT include the pathLenConstraint field unless the cA
bool ean is asserted and the key usage extension asserts the
keyCertSign bit.

i d-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
Basi cConstraints ::= SEQUENCE {

cA BOOLEAN DEFAULT FALSE

pat hLenConstrai nt | NTEGER (0..MAX) OPTI ONAL }

4.2.1.11 Nane Constraints

The nane constraints extension, which MJST be used only in a CA
certificate, indicates a nane space within which all subject nanes in
subsequent certificates in a certification path MUST be | ocat ed.
Restrictions apply to the subject distinguished nane and apply to
subject alternative nanes. Restrictions apply only when the

Housl ey, et. al. St andards Track [ Page 37]



RFC 3280 Internet X. 509 Public Key Infrastructure April 2002

specified name formis present. |[If no name of the type is in the
certificate, the certificate is acceptable.

Nanme constraints are not applied to certificates whose issuer and
subject are identical (unless the certificate is the fina
certificate in the path). (This could prevent CAs that use nane
constraints fromenpl oying sel f-issued certificates to inplenment key
roll over.)

Restrictions are defined in terns of permtted or excluded nane
subtrees. Any nane matching a restriction in the excludedSubtrees
field is invalid regardl ess of information appearing in the
permittedSubtrees. This extension MJST be critical

Wthin this profile, the mninumand maximum fiel ds are not used with
any nane forns, thus mni mum MIST be zero, and maxi rum MJST be
absent .

For URI's, the constraint applies to the host part of the name. The
constraint MAY specify a host or a domain. Exanples would be
"foo.bar.cont; and ".xyz.comf. Wen the the constraint begins with
a period, it MAY be expanded with one or nore subdonains. That is,
the constraint ".xyz.com' is satisfied by both abc.xyz.com and

abc. def . xyz.com However, the constraint ".xyz.com' is not satisfied
by "xyz.conl. Wen the constraint does not begin with a period, it
specifies a host.

A nanme constraint for Internet mail addresses MAY specify a
particul ar nail box, all addresses at a particular host, or al
mai | boxes in a domain. To indicate a particular mail box, the
constraint is the conplete nmail address. For exanple, "root @yz.conf
i ndi cates the root mail box on the host "xyz.conf. To indicate all
Internet nmail addresses on a particular host, the constraint is
specified as the host nane. For exanple, the constraint "xyz.conli is
satisfied by any nail address at the host "xyz.conl. To specify any
address within a domain, the constraint is specified with a |eading
period (as with URIs). For exanple, ".xyz.com' indicates all the
Internet mail addresses in the domain "xyz.com, but not Internet
mai | addresses on the host "xyz.conf.

DNS nane restrictions are expressed as foo.bar.com Any DNS nane
that can be constructed by sinply adding to the I eft hand side of the
name satisfies the name constraint. For exanple, ww. foo.bar.com
woul d satisfy the constraint but fool.bar.comwould not.

Legacy i npl enentations exi st where an RFC 822 nane is enbedded in the

subj ect distinguished nane in an attribute of type Enmil Address
(section 4.1.2.6). Wen rfc822 nanes are constrai ned, but the
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certificate does not include a subject alternative nane, the rfc822
nane constraint MJST be applied to the attribute of type Email Address
in the subject distinguished nanme. The ASN. 1 syntax for Email Address
and the corresponding O D are supplied in Appendi x A

Restrictions of the formdirectoryNane MIUST be applied to the subject
field in the certificate and to the subject At Nane extensions of type
directoryNane. Restrictions of the form x400Address MJST be applied

to subject Al't Nanme extensions of type x400Address.

When applying restrictions of the formdirectoryNane, an

i mpl ementati on MJUST conpare DN attributes. At a mininmum

i mpl ement ati ons MJUST performthe DN conparison rules specified in
Section 4.1.2.4. CAs issuing certificates with a restriction of the
formdirectoryNane SHOULD NOT rely on inplementation of the full |SO
DN nane conparison algorithm This inplies nanme restrictions MJST be
stated identically to the encoding used in the subject field or
subj ect Al t Nane ext ensi on

The syntax of i PAddress MJUST be as described in section 4.2.1.7 with
the follow ng additions specifically for Name Constraints. For |Pv4
addresses, the ipAddress field of general Nane MJST contain eight (8)
octets, encoded in the style of RFC 1519 (CIDR) to represent an
address range [ RFC 1519]. For | Pv6 addresses, the ipAddress field
MUST contain 32 octets sinmilarly encoded. For exanple, a nane
constraint for "class C' subnet 10.9.8.0 is represented as the octets
0OA 09 08 00 FF FF FF 00, representing the CIDR notation

10. 9. 8. 0/ 255. 255. 255. 0.

The syntax and senantics for name constraints for otherNang,
edi PartyName, and registeredl D are not defined by this specification

i d-ce-nameConstraints OBJECT IDENTIFIER ::= { id-ce 30 }
NaneConstraints ::= SEQUENCE ({

permttedSubtrees [ 0] Gener al Subt rees OPTI ONAL

excl udedSubt r ees [ 1] Gener al Subt rees OPTI ONAL }
General Subtrees ::= SEQUENCE S| ZE (1..MAX) OF Ceneral Subtree
General Subtree ::= SEQUENCE ({

base Gener al Nane,

ni ni mum [ 0] BaseDi st ance DEFAULT O,

maxi mum [ 1] BaseDi st ance OPTI ONAL }

BaseDi stance ::= | NTEGER (0. . MAX)
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4.2.1.12 Policy Constraints

The policy constraints extension can be used in certificates issued
to CAs. The policy constraints extension constrains path validation

intw ways. |t can be used to prohibit policy mapping or require
that each certificate in a path contain an acceptable policy
identifier.

If the inhibitPolicyMapping field is present, the value indicates the
nunber of additional certificates that nmay appear in the path before
policy nmapping is no longer permtted. For exanple, a value of one

i ndi cates that policy mapping may be processed in certificates issued
by the subject of this certificate, but not in additiona

certificates in the path.

If the requireExplicitPolicy field is present, the value of
requirekExplicitPolicy indicates the nunber of additional certificates
that may appear in the path before an explicit policy is required for
the entire path. Wen an explicit policy is required, it is
necessary for all certificates in the path to contain an acceptable
policy identifier in the certificate policies extension. An
acceptable policy identifier is the identifier of a policy required
by the user of the certification path or the identifier of a policy
whi ch has been decl ared equi val ent through policy nmapping.

Conform ng CAs MJUST NOT issue certificates where policy constraints
is a enpty sequence. That is, at |east one of the

i nhi bi tPolicyMapping field or the requireExplicitPolicy field MIST be
present. The behavior of clients that encounter a enpty policy
constraints field is not addressed in this profile.

Thi s extension MAY be critical or non-critical

i d-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }
Pol i cyConstraints ::= SEQUENCE {

requi reExplicitPolicy [0] SkipCerts OPTI ONAL

i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }
Ski pCerts ::= I NTEGER (0..MAX)

4.2.1.13 Extended Key Usage

Thi s extension indicates one or nore purposes for which the certified
public key may be used, in addition to or in place of the basic
purposes indicated in the key usage extension. |In general, this
extension will appear only in end entity certificates. This
extension is defined as foll ows:
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i d- ce- ext KeyUsage OBJECT IDENTIFIER ::= { id-ce 37 }
Ext KeyUsageSynt ax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPur posel d ::= OBJECT | DENTI FI ER

Key purposes may be defined by any organization with a need. bject
identifiers used to identify key purposes MJST be assigned in
accordance with I ANA or | TU- T Recommendati on X 660 [ X. 660].

Thi s extension MAY, at the option of the certificate issuer, be
either critical or non-critical

If the extension is present, then the certificate MJST only be used
for one of the purposes indicated. |If nmultiple purposes are

i ndi cated the application need not recognize all purposes indicated,
as long as the intended purpose is present. Certificate using
applications MAY require that a particular purpose be indicated in
order for the certificate to be acceptable to that application

If a CA includes extended key usages to satisfy such applications,

but does not wish to restrict usages of the key, the CA can include
the speci al keyPurposel D anyExt endedKeyUsage. |f the

anyExt endedKeyUsage keyPurposel D is present, the extension SHOULD NOT
be critical

If a certificate contains both a key usage extension and an extended
key usage extension, then both extensions MJST be processed
i ndependently and the certificate MJST only be used for a purpose

consistent with both extensions. |If there is no purpose consistent
with both extensions, then the certificate MJST NOT be used for any
pur pose.

The foll owi ng key usage purposes are defined:

anyExt endedKeyUsage OBJECT | DENTIFIER ::= { id-ce-extKeyUsage 0 }
id-kp OBJECT IDENTIFIER ::={ id-pkix 3}
i d-kp-serverAuth OBJECT IDENTIFIER ::={ id-kp 1}

-- TLS WAV server authentication
-- Key usage bits that nmay be consistent: digital Signature,
-- keyEnci phernent or keyAgreenent

i d-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2}
-- TLS WAV client authentication

-- Key usage bits that may be consistent: digital Signature

-- and/ or keyAgreenent
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i d- kp- codeSi gni ng OBJECT IDENTIFIER ::= { id-kp 3}
-- Signing of downl oadabl e execut abl e code
-- Key usage bits that may be consistent: digital Signature

i d-kp-enai |l Protection OBJECT IDENTIFIER ::={ id-kp 4 }
-- E-mail protection

-- Key usage bits that may be consistent: digital Signature,

-- nonRepudi ati on, and/or (keyEnci phernent or keyAgreenent)

i d-kp-timeStanpi ng OBJECT IDENTIFIER ::={ id-kp 8 }
-- Binding the hash of an object to a tine

-- Key usage bits that may be consistent: digital Signature

-- and/or nonRepudi ation

i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::= { id-kp 9 }
-- Signing OCSP responses

-- Key usage bits that nmay be consistent: digital Signature

-- and/or nonRepudi ation

4.2.1.14 CRL Distribution Points

The CRL distribution points extension identifies how CRL infornmation
is obtained. The extension SHOULD be non-critical, but this profile
RECOMMVENDS support for this extension by CAs and applications.
Furt her discussion of CRL nanagenent is contained in section 5.

The cRLDi stributionPoints extension is a SEQUENCE of

Di stributionPoint. A DistributionPoint consists of three fields,
each of which is optional: distributionPoint, reasons, and cRLIssuer
Wil e each of these fields is optional, a DistributionPoint MJST NOT
consist of only the reasons field; either distributionPoint or

cRLI ssuer MJST be present. |If the certificate issuer is not the CRL
i ssuer, then the cRLIssuer field MJIST be present and contain the Nane
of the CRL issuer. |If the certificate issuer is also the CRL issuer,
then the cRLIssuer field MIST be onmitted and the distributionPoint
field MUST be present. |If the distributionPoint field is onitted,
cRLI ssuer MJST be present and include a Name corresponding to an

X. 500 or LDAP directory entry where the CRL is |ocated.

When the distributionPoint field is present, it contains either a
SEQUENCE of general nanes or a single value, naneRel ati veToCRLI ssuer
If the cRLDi stributionPoints extension contains a general nane of
type URI, the following semanti cs MJUST be assuned: the URI is a
pointer to the current CRL for the associated reasons and will be

i ssued by the associated cRLIssuer. The expected values for the UR
are those defined in 4.2.1.7. Processing rules for other values are
not defined by this specification
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If the DistributionPointNane contains multiple values, each nane
describes a different nechanismto obtain the sane CRL. For exanple,
the same CRL coul d be available for retrieval through both LDAP and
HTTP.

If the DistributionPointNane contains the single val ue

naneRel ati veToCRLI ssuer, the val ue provi des a distingui shed nane
fragment. The fragnent is appended to the X 500 distingui shed nane
of the CRL issuer to obtain the distribution point nane. |If the
cRLIssuer field in the DistributionPoint is present, then the nane
fragnment is appended to the distinguished nane that it contains;
otherw se, the nane fragnent is appended to the certificate issuer

di stingui shed name. The DistributionPoi nt Name MJUST NOT use the
naneReal ti veToCRLI ssuer alternative when cRLIssuer contains nore than
one di stingui shed nane.

If the DistributionPoint omts the reasons field, the CRL MJUST
i ncl ude revocation information for all reasons.

The cRLIssuer identifies the entity who signs and issues the CRL. If
present, the cRLIssuer MJST contain at |east one an X 500

di stingui shed nanme (DN), and MAY al so contain other name fornmns.

Since the cRLIssuer is conpared to the CRL issuer nane, the X 501
type Nanme MUST follow the encoding rules for the issuer nane field in
the certificate (section 4.1.2.4).

i d-ce-cRLDi stributionPoints OBJECT IDENTIFIER ::= { id-ce 31}
CRLDi stributionPoints ::= SEQUENCE SIZE (1.. MAX) OF DistributionPoint
Di stributionPoint ::= SEQJENCE {
di stributionPoi nt [ 0] Di st ri buti onPoi nt Name OPTI ONAL,
reasons [ 1] ReasonFl ags OPTI ONAL,
cRLI ssuer [ 2] Gener al Nanes OPTI ONAL }
Di stributionPoi nt Name ::= CHO CE {
ful | Nane [ 0] Gener al Nanes,
naneRel ati veToCRLI ssuer [ 1] Rel ati veDi sti ngui shedNane }
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ReasonFl ags ::= BI T STRI NG {
unused (0),
keyConpr omi se (1),
cAConpr om se (2),
af filiationChanged (3),
super seded (4),
cessati onOF Operati on (95),
certificateHold (6),
privil egeWt hdr awn (7),
aAConpr om se (8) }

4.2.1.15 Inhibit Any-Policy

The inhibit any-policy extension can be used in certificates issued
to CAs. The inhibit any-policy indicates that the special anyPolicy
OD withthe value { 2 529 32 0}, is not considered an explicit
mat ch for other certificate policies. The value indicates the nunber
of additional certificates that may appear in the path before
anyPolicy is no longer permtted. For exanple, a value of one

i ndi cates that anyPolicy may be processed in certificates issued by
the subject of this certificate, but not in additional certificates
in the path.

Thi s extensi on MJST be critical

i d-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= { id-ce 54}
I nhi bit AnyPolicy ::= SkipCerts
SkipCerts ::= I NTEGER (0.. MAX)

4.2.1.16 Freshest CRL (a.k.a. Delta CRL Distribution Point)
The freshest CRL extension identifies how delta CRL information is
obtai ned. The extension MJST be non-critical. Further discussion of
CRL nanagenent is contained in section 5.
The sane syntax is used for this extension and the
CcRLDi stributionPoints extension, and is described in section
4.2.1.14. The sane conventions apply to both extensions.
i d-ce-freshest CRL OBJECT IDENTIFIER ::= { id-ce 46 }

Freshest CRL ::= CRLDi stri butionPoints
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4.2.2 Private Internet Extensions

This section defines two extensions for use in the Internet Public
Key Infrastructure. These extensions may be used to direct
applications to on-line information about the issuing CA or the
subject. As the information may be available in nmultiple forns, each
extension is a sequence of | A5String val ues, each of which represents
a URI. The URI inplicitly specifies the Iocation and format of the
informati on and the nethod for obtaining the information

An object identifier is defined for the private extension. The
object identifier associated with the private extension is defined
under the arc id-pe within the arc id-pkix. Any future extensions
defined for the Internet PKI are al so expected to be defined under
the arc id-pe.

i d-pkix OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) }

id-pe OBJECT IDENTIFIER ::= { id-pkix 1}
4.2.2.1 Authority Information Access

The authority information access extension indicates how to access CA
informati on and services for the issuer of the certificate in which
the extension appears. Information and services may include on-line
validation services and CA policy data. (The location of CRLs is not
specified in this extension; that information is provided by the
cRLDi stributionPoints extension.) This extension nmay be included in
end entity or CA certificates, and it MJST be non-critical

i d- pe-authorityl nfoAccess OBJECT IDENTIFIER ::={ id-pe 1}

Aut horityl nfoAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER,
accesslLocati on Gener al Narme }
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
i d-ad-cal ssuers OBJECT IDENTIFIER ::= { id-ad 2 }
i d-ad-ocsp OBJECT IDENTIFIER ::= { id-ad 1}
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Each entry in the sequence AuthoritylnfoAccessSyntax describes the
format and | ocation of additional information provided by the CA that
i ssued the certificate in which this extension appears. The type and
format of the information is specified by the accessMethod field; the
accesslLocation field specifies the |ocation of the information. The
retrieval mechanismnmay be inplied by the accessMet hod or specified
by accesslLocation

This profile defines two accessMethod O Ds: id-ad-cal ssuers and
i d-ad-ocsp.

The id-ad-calssuers ODis used when the additional information lists
CAs that have issued certificates superior to the CA that issued the
certificate containing this extension. The referenced CA issuers
description is intended to aid certificate users in the sel ection of
a certification path that termnates at a point trusted by the
certificate user.

When i d-ad-cal ssuers appears as accessMet hod, the accesslLocation
field describes the referenced description server and the access
protocol to obtain the referenced description. The accesslLocation
field is defined as a General Nanme, which can take several forns.
Where the information is available via http, ftp, or |dap,
accesslLocati on MUST be a uniformnmResourceldentifier. Were the
information is available via the Directory Access Protocol (DAP),
accesslLocation MJST be a directoryName. The entry for that
directoryNane contains CA certificates in the crossCertificatePair
attribute. Wen the information is available via electronic mail,
accessLocati on MUST be an rfc822Nane. The semantics of other

i d-ad- cal ssuers accessLocation nanme forns are not defi ned.

The id-ad-ocsp ODis used when revocation information for the
certificate containing this extension is available using the Online
Certificate Status Protocol (OCSP) [RFC 2560].

When i d-ad-ocsp appears as accessMethod, the accessLocation field is
the I ocation of the OCSP responder, using the conventions defined in
[ RFC 2560].

Addi tional access descriptors nmay be defined in other PKIX
speci fications.

4.2.2.2 Subject Information Access
The subject information access extension indicates how to access
informati on and services for the subject of the certificate in which

the extension appears. Wen the subject is a CA information and
services may include certificate validation services and CA policy
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data. Wen the subject is an end entity, the information describes
the type of services offered and how to access them |In this case,
the contents of this extension are defined in the protoco
specifications for the suported services. This extension may be
included in subject or CA certificates, and it MJST be non-critical

i d- pe-subj ect| nfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }

Subj ect I nf oAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription

AccessDescription ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER
accesslLocati on Gener al Narme }

Each entry in the sequence Subjectl|nfoAccessSyntax describes the
format and | ocation of additional information provided by the subject
of the certificate in which this extension appears. The type and
format of the information is specified by the accessMethod field; the
accesslLocation field specifies the |ocation of the information. The
retrieval mechanismmay be inplied by the accessMet hod or specified
by accesslLocation

This profile defines one access nethod to be used when the subject is
a CA, and one access nmethod to be used when the subject is an end
entity. Additional access nethods nmay be defined in the future in
the protocol specifications for other services.

The id-ad-caRepository OD is used when the subject is a CA and
publishes its certificates and CRLs (if issued) in a repository. The
accessLocation field is defined as a CGeneral Nane, which can take
several forms. \Where the information is available via http, ftp, or
| dap, accesslLocation MJST be a unifornResourceldentifier. \Were the
information is available via the directory access protocol (dap),
accesslLocation MJST be a directoryName. Wen the information is
avail abl e via electronic mail, accessLocation MIST be an rfc822Nane.
The semantics of other nane forms of of accessLocation (when
accessMethod is id-ad-caRepository) are not defined by this

speci fication.

The id-ad-timeStanping O D is used when the subject offers

ti mestanpi ng services using the Tine Stanp Protocol defined in

[ PKI XTSA]. \Where the tinmestanping services are available via http or
ftp, accessLocation MJST be a unifornmResourceldentifier. Were the
ti mestanpi ng services are available via electronic mail,
accesslLocation MJUST be an rfc822Nanme. Were tinmestanpi ng services
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are avail able using TCP/I P, the dNSNane or i pAddress nane forns may
be used. The semantics of other nanme forns of accesslLocation (when
accessMethod is id-ad-tineStanping) are not defined by this

speci fication.

Addi tional access descriptors may be defined in other PKIX
speci fications.

i d-ad OBJECT IDENTIFIER ::={ id-pkix 48 }
i d-ad- caRepository OBJECT IDENTIFIER ::= { id-ad 5 }
i d-ad-timeStanping OBJECT IDENTIFIER ::= { id-ad 3}

5 CRL and CRL Extensions Profile

As di scussed above, one goal of this X. 509 v2 CRL profile is to
foster the creation of an interoperable and reusable Internet PKI.
To achieve this goal, guidelines for the use of extensions are
speci fied, and sone assunptions are made about the nature of
information included in the CRL

CRLs may be used in a wide range of applications and environnents
covering a broad spectrumof interoperability goals and an even
broader spectrum of operational and assurance requirenments. This
profil e establishes a common baseline for generic applications
requiring broad interoperability. The profile defines a set of
informati on that can be expected in every CRL. Also, the profile
defines common | ocations within the CRL for frequently used
attributes as well as comon representations for these attributes.

CRL issuers issue CRLs. In general, the CRL issuer is the CA. CAs
publish CRLs to provide status information about the certificates
they issued. However, a CA nay delegate this responsibility to
anot her trusted authority. Wenever the CRL issuer is not the CA
that issued the certificates, the CRL is referred to as an indirect
CRL.

Each CRL has a particular scope. The CRL scope is the set of
certificates that could appear on a given CRL. For exanple, the
scope could be "all certificates issued by CA X', "all CA
certificates issued by CA X', "all certificates issued by CA X that
have been revoked for reasons of key conprom se and CA conproni se",
or could be a set of certificates based on arbitrary |oca
information, such as "all certificates issued to the N ST enpl oyees
| ocated i n Boul der".
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A complete CRL lists all unexpired certificates, within its scope,
that have been revoked for one of the revocation reasons covered by
the CRL scope. The CRL issuer MAY al so generate delta CRLs. A delta
CRL only lists those certificates, within its scope, whose revocation
status has changed since the issuance of a referenced conplete CRL.
The referenced conplete CRL is referred to as a base CRL. The scope
of a delta CRL MUST be the sanme as the base CRL that it references.

This profile does not define any private Internet CRL extensions or
CRL entry extensions.

Envi ronments with additional or special purpose requirenments may
build on this profile or may replace it.

Conformng CAs are not required to issue CRLs if other revocation or
certificate status nechanisns are provided. Wen CRLs are issued,
the CRLs MJST be version 2 CRLs, include the date by which the next
CRL will be issued in the nextUpdate field (section 5.1.2.5), include
the CRL nunber extension (section 5.2.3), and include the authority
key identifier extension (section 5.2.1). Conforning applications
that support CRLs are REQUI RED to process both version 1 and version
2 conplete CRLs that provide revocation information for al
certificates issued by one CA. Conforning applications are NOT
REQUI RED t o support processing of delta CRLs, indirect CRLs, or CRLs
with a scope other than all certificates issued by one CA.

5.1 CRL Fields

The X. 509 v2 CRL syntax is as follows. For signature calcul ation,
the data that is to be signed is ASN. 1 DER encoded. ASN. 1 DER
encoding is a tag, length, value encoding systemfor each el enent.

CertificateList ::= SEQUENCE {
tbsCertLi st TBSCert Li st
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue BIT STRING }
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TBSCertList ::= SEQUENCE ({
versi on Ver si on OPTI ONAL
-- if present, MJST be v2
signature Al gorithmdentifier,
i ssuer Narre,
t hi sUpdat e Ti me,
next Updat e Ti me OPTI ONAL
revokedCertificates SEQUENCE OF SEQUENCE ({
userCertificate CertificateSerial Nunber,
revocati onbDat e Ti ne,
crl Ent r yExt ensi ons Ext ensi ons OPTI ONAL
-- if present, MJST be v2
1 OPTI ONAL,
crl Ext ensi ons [0] EXPLICIT Extensions OPTI ONAL
-- if present, MJST be v2
}

-- Version, Tine, CertificateSerial Nunber, and Extensions
-- are all defined in the ASN.1 in section 4.1

-- Algorithmdentifier is defined in section 4.1.1.2

The following itens describe the use of the X.509 v2 CRL in the
I nternet PKI.

5.1.1 CertificateList Fields

The CertificatelList is a SEQJENCE of three required fields. The
fields are described in detail in the follow ng subsections.

5.1.1.1 tbsCertlList

The first field in the sequence is the tbsCertList. This field is
itself a sequence containing the name of the issuer, issue date,

i ssue date of the next list, the optional |ist of revoked
certificates, and optional CRL extensions. Wen there are no revoked
certificates, the revoked certificates list is absent. Wen one or
more certificates are revoked, each entry on the revoked certificate
list is defined by a sequence of user certificate serial nunber,
revocation date, and optional CRL entry extensions.

5.1.1.2 signatureAl gorithm

The signatureAlgorithmfield contains the algorithmidentifier for
the algorithmused by the CRL issuer to sign the CertificatelList.

The field is of type Algorithmdentifier, which is defined in section
4.1.1.2. [PKIXALGS] lists the supported algorithns for this
specification, but other signature algorithns MAY al so be support ed.
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This field MIST contain the sane algorithmidentifier as the
signature field in the sequence tbsCertlList (section 5.1.2.2).

5.1.1.3 signatureVal ue

The signatureValue field contains a digital signature conputed upon
the ASN. 1 DER encoded thsCertList. The ASN. 1 DER encoded tbsCertLi st
is used as the input to the signature function. This signature val ue
is encoded as a BIT STRING and included in the CRL signatureVal ue
field. The details of this process are specified for each of the
supported al gorithnms in [ PKI XALGS] .

CAs that are also CRL issuers MAY use one private key to digitally
sign certificates and CRLs, or MAY use separate private keys to
digitally sign certificates and CRLs. When separate private keys are
enpl oyed, each of the public keys associated with these private keys
is placed in a separate certificate, one with the keyCertSign bit set
in the key usage extension, and one with the cRLSign bit set in the
key usage extension (section 4.2.1.3). \Wen separate private keys
are enpl oyed, certificates issued by the CA contain one authority key
identifier, and the corresponding CRLs contain a different authority
key identifier. The use of separate CA certificates for validation
of certificate signatures and CRL signatures can offer inproved
security characteristics; however, it inposes a burden on
applications, and it might limt interoperability. Many applications
construct a certification path, and then validate the certification
path (section 6). CRL checking in turn requires a separate
certification path to be constructed and validated for the CA's CRL
signature validation certificate. Applications that perform CRL
checki ng MJUST support certification path validation when certificates
and CRLs are digitally signed with the same CA private key. These
applications SHOULD support certification path validati on when
certificates and CRLs are digitally signed with different CA private
keys.

5.1.2 Certificate List "To Be Signed"

The certificate list to be signed, or TBSCertList, is a sequence of
required and optional fields. The required fields identify the CRL

i ssuer, the algorithmused to sign the CRL, the date and tine the CRL
was issued, and the date and tinme by which the CRL issuer will issue
t he next CRL.

Optional fields include lists of revoked certificates and CRL

extensions. The revoked certificate list is optional to support the
case where a CA has not revoked any unexpired certificates that it
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has issued. The profile requires conformng CRL issuers to use the
CRL nunber and authority key identifier CRL extensions in all CRLs
i ssued.

5.1.2.1 Version

This optional field describes the version of the encoded CRL. Wen
extensions are used, as required by this profile, this field MIST be
present and MUST specify version 2 (the integer value is 1).

5.1.2.2 Signature

This field contains the algorithmidentifier for the algorithmused
to sign the CRL. [PKIXALGS] lists ODs for the nost popul ar
signature algorithms used in the Internet PKI.

This field MIST contain the sane algorithmidentifier as the
signatureAlgorithmfield in the sequence CertificatelList (section
5.1.1.2).

5.1.2.3 Issuer Nane

The issuer nane identifies the entity who has signed and i ssued the
CRL. The issuer identity is carried in the issuer nane field.

Al ternative name fornms may al so appear in the issuerAltNane extension
(section 5.2.2). The issuer name field MJST contain an X 500

di stingui shed name (DN). The issuer nane field is defined as the

X. 501 type Nane, and MJUST follow the encoding rules for the issuer
nane field in the certificate (section 4.1.2.4).

5.1.2.4 This Update

This field indicates the issue date of this CRL. ThisUpdate may be
encoded as UTCTi me or GCeneralizedTi ne.

CRL issuers conformng to this profile MJST encode thisUpdate as
UTCTi ne for dates through the year 2049. CRL issuers conforning to
this profile MIST encode thisUpdate as CeneralizedTime for dates in
the year 2050 or |ater

Where encoded as UTCTi nme, thisUpdate MUST be specified and
interpreted as defined in section 4.1.2.5.1. \Where encoded as
General i zedTi me, thisUpdate MJIST be specified and interpreted as
defined in section 4.1.2.5.2.
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5.1.2.5 Next Update

This field indicates the date by which the next CRL will be issued.
The next CRL could be issued before the indicated date, but it wll
not be issued any later than the indicated date. CRL issuers SHOULD
issue CRLs with a nextUpdate tine equal to or later than all previous
CRLs. nextUpdate may be encoded as UTCTi ne or GeneralizedTine.

This profile requires inclusion of nextUpdate in all CRLs issued by
conform ng CRL issuers. Note that the ASN. 1 syntax of TBSCertLi st
describes this field as OPTIONAL, which is consistent with the ASN. 1
structure defined in [ X. 509]. The behavior of clients processing
CRLs which omit nextUpdate is not specified by this profile.

CRL issuers conformng to this profile MJST encode next Update as
UTCTine for dates through the year 2049. CRL issuers confornmng to
this profile MIST encode nextUpdate as CeneralizedTinme for dates in
the year 2050 or |ater

Where encoded as UTCTi me, next Update MJST be specified and
interpreted as defined in section 4.1.2.5.1. Were encoded as
General i zedTi me, next Update MJST be specified and interpreted as
defined in section 4.1.2.5.2.

5.1.2.6 Revoked Certificates

VWhen there are no revoked certificates, the revoked certificates |ist
MUST be absent. Oherw se, revoked certificates are listed by their
serial nunbers. Certificates revoked by the CA are uniquely
identified by the certificate serial nunber. The date on which the
revocation occurred is specified. The tine for revocati onbDate MJST
be expressed as described in section 5.1.2.4. Additional information
may be supplied in CRL entry extensions; CRL entry extensions are

di scussed in section 5. 3.

5.1.2.7 Extensions

This field my only appear if the versionis 2 (section 5.1.2.1). |If
present, this field is a sequence of one or nore CRL extensions. CRL
extensions are discussed in section 5.2.

5.2 CRL Extensions

The extensions defined by ANSI X9, ISOIEC, and ITUT for X 509 v2
CRLs [ X. 509] [ X9.55] provide methods for associating additiona
attributes with CRLs. The X 509 v2 CRL format al so all ows
communities to define private extensions to carry infornmation unique
to those conmunities. Each extension in a CRL nay be designated as
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critical or non-critical. A CRL validation MJST fail if it
encounters a critical extension which it does not know how to
process. However, an unrecogni zed non-critical extension may be

i gnored. The follow ng subsections present those extensions used
within Internet CRLs. Communities may elect to include extensions in
CRLs which are not defined in this specification. However, caution
shoul d be exercised in adopting any critical extensions in CRLs which
m ght be used in a general context.

Conformng CRL issuers are REQU RED to include the authority key
identifier (section 5.2.1) and the CRL nunber (section 5.2.3)
extensions in all CRLs issued.

5.2.1 Authority Key ldentifier

The authority key identifier extension provides a neans of
identifying the public key corresponding to the private key used to
sign a CRL. The identification can be based on either the key
identifier (the subject key identifier in the CRL signer’s
certificate) or on the issuer nane and serial nunber. This extension
is especially useful where an issuer has nore than one signing key,
either due to nmultiple concurrent key pairs or due to changeover

Conforming CRL issuers MJUST use the key identifier nethod, and MJUST
include this extension in all CRLs issued.

The syntax for this CRL extension is defined in section 4.2.1.1
5.2.2 Issuer Alternative Name

The issuer alternative nanes extension allows additional identities
to be associated with the issuer of the CRL. Defined options include
an rfc822 nane (electronic mail address), a DNS nane, an |P address,
and a URI. Miltiple instances of a name and nmultiple nane forns may
be included. Whenever such identities are used, the issuer
alternative nane extensi on MUST be used; however, a DNS name MAY be
represented in the issuer field using the domai nConponent attribute
as described in section 4.1.2.4.

The i ssuer Al t Nanme extensi on SHOULD NOT be marked criti cal

The O D and syntax for this CRL extension are defined in section
4.2.1.8.
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5.2.3 CRL Nunber

The CRL number is a non-critical CRL extension which conveys a
nmonot oni cal |y i ncreasi ng sequence nunber for a given CRL scope and
CRL issuer. This extension allows users to easily determ ne when a
particul ar CRL supersedes another CRL. CRL nunbers al so support the
identification of conplenmentary conplete CRLs and delta CRLs. CRL

i ssuers conforming to this profile MIST include this extension in all
CRLs.

If a CRL issuer generates delta CRLs in addition to conplete CRLs for
a given scope, the conplete CRLs and delta CRLs MJST share one
nunmbering sequence. |If a delta CRL and a conplete CRL that cover the
same scope are issued at the same time, they MJST have the sane CRL
nunber and provide the sane revocation information. That is, the
conbi nation of the delta CRL and an acceptabl e conplete CRL MJST
provi de the sanme revocation information as the sinultaneously issued
conpl ete CRL.

If a CRL issuer generates two CRLs (two conplete CRLs, two delta
CRLs, or a complete CRL and a delta CRL) for the sane scope at
different tinmes, the two CRLs MUST NOT have the sane CRL number.
That is, if the this update field (section 5.1.2.4) in the two CRLs
are not identical, the CRL nunbers MJST be different.

G ven the requirenents above, CRL nunbers can be expected to contain
long integers. CRL verifiers MIST be able to handl e CRLNunber val ues
up to 20 octets. Conformant CRL issuers MJST NOT use CRLNunber

val ues | onger than 20 octets.

i d-ce-cRLNunber OBJECT IDENTIFIER ::= { id-ce 20 }
CRLNurber ::= I NTEGER (0..MAX)
5.2.4 Delta CRL Indicator

The delta CRL indicator is a critical CRL extension that identifies a
CRL as being a delta CRL. Delta CRLs contain updates to revocation
informati on previously distributed, rather than all the information
that woul d appear in a conplete CRL. The use of delta CRLs can
significantly reduce network | oad and processing tine in sone
environnments. Delta CRLs are generally smaller than the CRLs they
update, so applications that obtain delta CRLs consume | ess network
bandwi dth than applications that obtain the corresponding conpl ete
CRLs. Applications which store revocation information in a fornmat
other than the CRL structure can add new revocation information to
the | ocal database without reprocessing infornation.
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The delta CRL indicator extension contains the single value of type
BaseCRLNunber. The CRL nunber identifies the CRL, complete for a

gi ven scope, that was used as the starting point in the generation of
this delta CRL. A conformng CRL issuer MJST publish the referenced
base CRL as a conplete CRL. The delta CRL contains all updates to
the revocation status for that sanme scope. The conbination of a
delta CRL plus the referenced base CRL is equivalent to a conplete
CRL, for the applicable scope, at the time of publication of the
delta CRL.

When a conformng CRL issuer generates a delta CRL, the delta CRL
MUST include a critical delta CRL indicator extension

When a delta CRL is issued, it MJST cover the same set of reasons and
the sane set of certificates that were covered by the base CRL it
references. That is, the scope of the delta CRL MUST be the sane as
the scope of the conplete CRL referenced as the base. The referenced
base CRL and the delta CRL MJUST onit the issuing distribution point
extension or contain identical issuing distribution point extensions.
Further, the CRL issuer MJST use the sane private key to sign the
delta CRL and any complete CRL that it can be used to update.

An application that supports delta CRLs can construct a CRL that is
complete for a given scope by conbining a delta CRL for that scope
with either an issued CRL that is conplete for that scope or a
locally constructed CRL that is complete for that scope.

When a delta CRL is conbined with a conplete CRL or a locally
constructed CRL, the resulting locally constructed CRL has the CRL
nunmber specified in the CRL nunber extension found in the delta CRL
used in its construction. 1In addition, the resulting |ocally
constructed CRL has the thisUpdate and nextUpdate times specified in
the corresponding fields of the delta CRL used in its construction
In addition, the locally constructed CRL inherits the issuing
distribution point fromthe delta CRL.

A conplete CRL and a delta CRL MAY be conbined if the follow ng four
conditions are satisfied:

(a) The conplete CRL and delta CRL have the same issuer.
(b) The conplete CRL and delta CRL have the same scope. The two
CRLs have the same scope if either of the follow ng conditions are

met :

(1) The issuingDistributionPoint extension is omtted from
both the conplete CRL and the delta CRL.
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(2) The issuingDistributionPoint extension is present in both
the conplete CRL and the delta CRL, and the values for each of
the fields in the extensions are the sanme in both CRLs.

(c) The CRL nunber of the conplete CRL is equal to or greater
than the BaseCRLNunber specified in the delta CRL. That is, the
complete CRL contains (at a mininum all the revocation
informati on held by the referenced base CRL.

(d) The CRL nunber of the conplete CRL is less than the CRL
number of the delta CRL. That is, the delta CRL follows the
conplete CRL in the nunbering sequence

CRL issuers MJST ensure that the conbination of a delta CRL and any
appropriate conplete CRL accurately reflects the current revocation
status. The CRL issuer MJST include an entry in the delta CRL for
each certificate within the scope of the delta CRL whose status has
changed since the generation of the referenced base CRL:

(a) |If the certificate is revoked for a reason included in the
scope of the CRL, list the certificate as revoked.

(b) If the certificate is valid and was |isted on the referenced
base CRL or any subsequent CRL with reason code certificateHol d,
and the reason code certificateHold is included in the scope of
the CRL, list the certificate with the reason code renoveFronCRL.

(c) If the certificate is revoked for a reason outside the scope
of the CRL, but the certificate was listed on the referenced base
CRL or any subsequent CRL with a reason code included in the scope
of this CRL, list the certificate as revoked but omit the reason
code.

(d) If the certificate is revoked for a reason outside the scope
of the CRL and the certificate was neither listed on the

ref erenced base CRL nor any subsequent CRL with a reason code
included in the scope of this CRL, do not list the certificate on
this CRL.

The status of a certificate is considered to have changed if it is
revoked, placed on hold, released fromhold, or if its revocation
reason changes

It is appropriate to list a certificate with reason code

removeFronCRL on a delta CRL even if the certificate was not on hold
in the referenced base CRL. |If the certificate was placed on hold in
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any CRL issued after the base but before this delta CRL and then
rel eased fromhold, it MJST be listed on the delta CRL with
revocati on reason renpveFr onCRL.

A CRL issuer MAY optionally list a certificate on a delta CRL with
reason code renmoveFronCRL if the notAfter time specified in the
certificate precedes the thisUpdate tine specified in the delta CRL
and the certificate was listed on the referenced base CRL or in any
CRL issued after the base but before this delta CRL.

If a certificate revocation notice first appears on a delta CRL, then
it is possible for the certificate validity period to expire before
the next conplete CRL for the sane scope is issued. In this case,
the revocation notice MJST be included in all subsequent delta CRLs
until the revocation notice is included on at |east one explicitly

i ssued conplete CRL for this scope.

An application that supports delta CRLs MJST be able to construct a
current conplete CRL by conbining a previously issued conplete CRL
and the nost current delta CRL. An application that supports delta
CRLs MAY al so be able to construct a current conplete CRL by
conbining a previously locally constructed conplete CRL and the
current delta CRL. A delta CRL is considered to be the current one
if the current tine is between the tinmes contained in the thisUpdate
and next Update fields. Under sone circunstances, the CRL issuer nay
publish one or nore delta CRLs before indicated by the nextUpdate
field. If nore than one current delta CRL for a given scope is
encountered, the application SHOULD consider the one with the | atest
value in thisUpdate to be the npbst current one

i d-ce-del taCRLI ndi cator OBJECT IDENTIFIER ::= { id-ce 27 }
BaseCRLNunber ::= CRLNunber

5.2.5 Issuing Distribution Point
The issuing distribution point is a critical CRL extension that
identifies the CRL distribution point and scope for a particular CRL,
and it indicates whether the CRL covers revocation for end entity
certificates only, CAcertificates only, attribute certificates only,
or alimted set of reason codes. Although the extension is

critical, conformng inplenmentations are not required to support this
ext ensi on.
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The CRL is signed using the CRL issuer’'s private key. CRL
Distribution Points do not have their own key pairs. |If the CRL is
stored in the X.500 Directory, it is stored in the Directory entry
corresponding to the CRL distribution point, which may be different
than the Directory entry of the CRL issuer

The reason codes associated with a distribution point MIST be
specified in onl ySoneReasons. |f onl ySoneReasons does not appear,
the distribution point MIST contain revocations for all reason codes.
CAs may use CRL distribution points to partition the CRL on the basis
of conpronmi se and routine revocation. |In this case, the revocations
with reason code keyConprom se (1), cAConpromi se (2), and
aAConproni se (8) appear in one distribution point, and the
revocations with other reason codes appear in another distribution
poi nt .

If the distributionPoint field is present and contains a URI, the
foll owi ng semanti cs MJST be assuned: the object is a pointer to the
most current CRL issued by this CRL issuer. The URI schenes ftp,
http, mailto [ RFC1738] and | dap [RFC1778] are defined for this
purpose. The URI MJST be an absol ute pathname, not a relative

pat hnanme, and MJST specify the host.

If the distributionPoint field is absent, the CRL MJUST contain
entries for all revoked unexpired certificates issued by the CRL
issuer, if any, within the scope of the CRL.

The CRL issuer MJST assert the indirectCRL boolean, if the scope of
the CRL includes certificates issued by authorities other than the
CRL issuer. The authority responsible for each entry is indicated by
the certificate issuer CRL entry extension (section 5.3.4).

i d-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
i ssuingDi stributionPoint ::= SEQJENCE {
di stributionPoi nt [0] DistributionPointNanme OPTI ONAL
onl yCont ai nsUser Certs [ 1] BOOLEAN DEFAULT FALSE
onl yCont ai nsCACerts [ 2] BOOLEAN DEFAULT FALSE
onl ySoneReasons [ 3] ReasonFl ags OPTI ONAL
i ndirect CRL [4] BOCLEAN DEFAULT FALSE

onl yCont ai nsAttri buteCerts [5] BOOLEAN DEFAULT FALSE }
5.2.6 Freshest CRL (a.k.a. Delta CRL Distribution Point)
The freshest CRL extension identifies how delta CRL information for

this conplete CRL is obtained. The extension MJST be non-critical
Thi s extensi on MJUST NOT appear in delta CRLs.
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The sane syntax is used for this extension as the

CcRLDi stributionPoints certificate extension, and is described in
section 4.2.1.14. However, only the distribution point field is
meani ngful in this context. The reasons and CRLIssuer fields MJST be
omitted fromthis CRL extension.

Each distribution point name provides the |ocation at which a delta
CRL for this conplete CRL can be found. The scope of these delta
CRLs MJST be the sane as the scope of this conplete CRL. The
contents of this CRL extension are only used to |ocate delta CRLs;
the contents are not used to validate the CRL or the referenced delta
CRLs. The encodi ng conventions defined for distribution points in
section 4.2.1.14 apply to this extension.

id-ce-freshest CRL OBJECT IDENTIFIER ::= { id-ce 46 }
Freshest CRL ::= CRLDi stributionPoints
5.3 CRL Entry Extensions

The CRL entry extensions defined by 1SOIEC, [ITU T, and ANSI X9 for
X. 509 v2 CRLs provide nethods for associating additional attributes
with CRL entries [X 509] [X9.55]. The X. 509 v2 CRL format al so

all ows comunities to define private CRL entry extensions to carry

i nformation unique to those comunities. Each extension in a CRL
entry may be designated as critical or non-critical. A CRL
validation MJUST fail if it encounters a critical CRL entry extension
which it does not know how to process. However, an unrecogni zed non-
critical CRL entry extension may be ignored. The follow ng
subsecti ons present recommended extensions used within Internet CRL
entries and standard locations for information. Conmunities nmay

el ect to use additional CRL entry extensions; however, caution should
be exercised in adopting any critical extensions in CRL entries which
m ght be used in a general context.

Al CRL entry extensions used in this specification are non-critical
Support for these extensions is optional for conform ng CRL issuers
and applications. However, CRL issuers SHOULD i ncl ude reason codes
(section 5.3.1) and invalidity dates (section 5.3.3) whenever this
information is avail able.

5.3.1 Reason Code

The reasonCode is a non-critical CRL entry extension that identifies

the reason for the certificate revocation. CRL issuers are strongly

encouraged to include neani ngful reason codes in CRL entries;

however, the reason code CRL entry extensi on SHOULD be absent instead
of using the unspecified (0) reasonCode val ue.
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i d-ce-cRLReason OBJECT IDENTIFIER ::= { id-ce 21 }

-- reasonCode ::= { CRLReason }

CRLReason ::= ENUMERATED {
unspecified (0),
keyConpr omi se (1),
cAConpr om se (2),
affiliationChanged (3),
super seded (4),
cessati onOf Operation (95),
certificateHold (6),
r enoveFr omCRL (8),
privil egeWt hdr awn (9),
aAConpr om se (10) }

5.3.2 Hold Instruction Code

The hold instruction code is a non-critical CRL entry extension that
provides a registered instruction identifier which indicates the
action to be taken after encountering a certificate that has been

pl aced on hol d.

i d-ce-hol dl nstructi onCode OBJECT IDENTIFIER ::={ id-ce 23 }
hol dl nstructi onCode ::= OBJECT | DENTI FI ER

The follow ng instruction codes have been defined. Conform ng
applications that process this extension MJST recognize the foll ow ng
i nstruction codes.

hol dl nstructi on OBJECT IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) x9-57(10040) 2 }

i d- hol di nstructi on-none OBJECT | DENTI FI ER : :
i d- hol di nstruction-callissuer

OBJECT | DENTI FI ER ::
i d-hol dinstruction-reject OBJECT | DENTI FI ER ::

{hol dl nstruction 1}

{hol dl nstruction 2}
{hol dl nstruction 3}

Conform ng applications which encounter an id-hol dinstruction-
callissuer MJST call the certificate issuer or reject the
certificate. Conform ng applications which encounter an id-

hol di nstruction-reject MIST reject the certificate. The hold
instruction id-holdinstruction-none is semantically equivalent to the
absence of a holdlnstructionCode, and its use is strongly deprecated
for the Internet PKI.
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5.3.3 Invalidity Date

The invalidity date is a non-critical CRL entry extension that
provides the date on which it is known or suspected that the private
key was conpromi sed or that the certificate otherw se becane invalid.
This date nmay be earlier than the revocation date in the CRL entry,
which is the date at which the CA processed the revocation. Wen a
revocation is first posted by a CRL issuer in a CRL, the invalidity
date may precede the date of issue of earlier CRLs, but the
revocation date SHOULD NOT precede the date of issue of earlier CRLs.
Whenever this information is available, CRL issuers are strongly
encouraged to share it with CRL users.

The GeneralizedTinme values included in this field MIUST be expressed
in Geenwi ch Mean Tine (Zulu), and MJST be specified and interpreted
as defined in section 4.1.2.5.2.

id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }
invalidityDate ::= GeneralizedTi ne
5.3.4 Certificate |ssuer

This CRL entry extension identifies the certificate issuer associated
with an entry in an indirect CRL, that is, a CRL that has the
indirect CRL indicator set in its issuing distribution point

extension. If this extension is not present on the first entry in an
indirect CRL, the certificate issuer defaults to the CRL issuer. On
subsequent entries in an indirect CRL, if this extension is not
present, the certificate issuer for the entry is the sane as that for
the preceding entry. This field is defined as foll ows:

i d-ce-certificatelssuer OBJECT IDENTIFIER ::={ id-ce 29 }
certificatel ssuer ::= Cener al Names

If used by conforming CRL issuers, this extension MJST al ways be
critical. If an inplenentation ignored this extension it could not
correctly attribute CRL entries to certificates. This specification
RECOMVENDS t hat i npl enentati ons recogni ze this extension

6 Certification Path Validation

Certification path validation procedures for the Internet PKlI are
based on the algorithmsupplied in [X. 509]. Certification path
processing verifies the binding between the subject distinguished
nane and/or subject alternative name and subject public key. The
binding is linted by constraints which are specified in the

Housl ey, et. al. St andards Track [ Page 62]



RFC 3280 Internet X. 509 Public Key Infrastructure April 2002

certificates which conprise the path and i nputs which are specified
by the relying party. The basic constraints and policy constraints
extensions allow the certification path processing logic to automate
t he deci si on nmaki ng process.

This section describes an algorithmfor validating certification
paths. Conforming inplenmentations of this specification are not
required to inmplenent this algorithm but MJST provide functionality
equi val ent to the external behavior resulting fromthis procedure.
Any al gorithm may be used by a particular inplenentation so |ong as
it derives the correct result.

In section 6.1, the text describes basic path validation. Valid
paths begin with certificates issued by a trust anchor. The
algorithmrequires the public key of the CA, the CA's nane, and any
constraints upon the set of paths which may be validated using this
key.

The selection of a trust anchor is a matter of policy: it could be
the top CAin a hierarchical PKI; the CA that issued the verifier’s

own certificate(s); or any other CAin a network PKI. The path
val i dation procedure is the same regardl ess of the choice of trust
anchor. In addition, different applications may rely on different

trust anchor, or may accept paths that begin with any of a set of
trust anchor.

Section 6.2 describes nmethods for using the path validation algorithm
in specific inplenentations. Two specific cases are discussed: the
case where paths nay begin with one of several trusted CAs; and where
conmpatibility with the PEM architecture is required.

Section 6.3 describes the steps necessary to deternmine if a
certificate is revoked or on hold status when CRLs are the revocation
mechani sm used by the certificate issuer

6.1 Basic Path Validation

This text describes an algorithmfor X 509 path processing. A
conformant inplenmentati on MIST include an X 509 path processing
procedure that is functionally equivalent to the external behavior of
this algorithm However, support for sone of the certificate

ext ensions processed in this algorithmare OPTIONAL for conpliant

i mpl ementations. Clients that do not support these extensions MAY
omt the corresponding steps in the path validation algorithm
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For exanple, clients are NOT REQU RED to support the policy mapping
extension. Clients that do not support this extension MAY onit the
pat h validation steps where policy mappings are processed. Note that
clients MUST reject the certificate if it contains an unsupported
critical extension.

The algorithmpresented in this section validates the certificate
with respect to the current date and tine. A confornmant

i mpl ement ati on MAY al so support validation with respect to sonme point
in the past. Note that nechani sns are not available for validating a
certificate with respect to a tine outside the certificate validity
peri od.

The trust anchor is an input to the algorithm There is no

requi renent that the sanme trust anchor be used to validate al
certification paths. Different trust anchors MAY be used to validate
different paths, as discussed further in Section 6.2.

The primary goal of path validation is to verify the binding between
a subject distinguished name or a subject alternative nane and

subj ect public key, as represented in the end entity certificate,
based on the public key of the trust anchor. This requires obtaining
a sequence of certificates that support that binding. The procedure
performed to obtain this sequence of certificates is outside the
scope of this specification

To nmeet this goal, the path validation process verifies, anmong other
things, that a prospective certification path (a sequence of n
certificates) satisfies the follow ng conditions:

(a) for all xin {1, ..., n-1}, the subject of certificate x is
the issuer of certificate x+1;

(b) «certificate 1 is issued by the trust anchor;
(c) certificate nis the certificate to be validated; and

(d) for all xin {1, ..., n}, the certificate was valid at the
time in question.

When the trust anchor is provided in the formof a self-signed
certificate, this self-signed certificate is not included as part of
the prospective certification path. Information about trust anchors
are provided as inputs to the certification path validation algorithm
(section 6.1.1).
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A particular certification path may not, however, be appropriate for
all applications. Therefore, an application MAY augment this
algorithmto further limt the set of valid paths. The path
val i dation process also determnes the set of certificate policies
that are valid for this path, based on the certificate policies

ext ensi on, policy mapping extension, policy constraints extension,
and inhibit any-policy extension. To achieve this, the path
validation algorithmconstructs a valid policy tree. |If the set of
certificate policies that are valid for this path is not enpty, then
the result will be a valid policy tree of depth n, otherw se the
result will be a null valid policy tree.

A certificate is self-issued if the DNs that appear in the subject
and issuer fields are identical and are not enpty. |In general, the

i ssuer and subject of the certificates that make up a path are
different for each certificate. However, a CA nmay issue a
certificate to itself to support key rollover or changes in
certificate policies. These self-issued certificates are not counted
when eval uating path Iength or nane constraints.

This section presents the algorithmin four basic steps: (1)
initialization, (2) basic certificate processing, (3) preparation for
the next certificate, and (4) wap-up. Steps (1) and (4) are
performed exactly once. Step (2) is perforned for all certificates
in the path. Step (3) is performed for all certificates in the path
except the final certificate. Figure 2 provides a high-Ileve
flowchart of this algorithm
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Figure 2. Certification Path Processing Fl owchart
6.1.1 |Inputs

This al gorithm assunes the foll owi ng seven inputs are provided to the
pat h processing |ogic:

(a) a prospective certification path of |ength n.

(b) the current date/time.
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6.1.2

(c) wuser-initial-policy-set: A set of certificate policy

identifiers naming the policies that are acceptable to the

certificate user. The user-initial-policy-set contains the
special value any-policy if the user is not concerned about
certificate policy.

(d) trust anchor information, describing a CA that serves as a
trust anchor for the certification path. The trust anchor
i nformation incl udes:

(1) the trusted issuer nane,
(2) the trusted public key al gorithm
(3) the trusted public key, and

(4) optionally, the trusted public key parameters associ ated
with the public key.

The trust anchor information may be provided to the path
processing procedure in the formof a self-signed certificate.

The trusted anchor information is trusted because it was delivered
to the path processing procedure by sone trustworthy out- of - band
procedure. |If the trusted public key algorithmrequires
paraneters, then the paraneters are provided along with the
trusted public key.

(e) initial-policy-mapping-inhibit, which indicates if policy
mapping is allowed in the certification path.

(f) initial-explicit-policy, which indicates if the path nust be
valid for at |east one of the certificate policies in the user-
initial-policy-set.

(g) initial-any-policy-inhibit, which indicates whether the
anyPolicy O D should be processed if it is included in a
certificate.

Initialization

This initialization phase establishes el even state variabl es based
upon the seven inputs:

(a) wvalid policy tree: A tree of certificate policies with their
optional qualifiers; each of the | eaves of the tree represents a
valid policy at this stage in the certification path validation

If valid policies exist at this stage in the certification path
validation, the depth of the tree is equal to the nunber of
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certificates in the chain that have been processed. |If valid
policies do not exist at this stage in the certification path
validation, the tree is set to NULL. Once the tree is set to
NULL, policy processing ceases.

Each node in the valid policy tree includes four data objects: the
valid policy, a set of associated policy qualifiers, a set of one
or nore expected policy values, and a criticality indicator. |If
the node is at depth x, the components of the node have the

foll owi ng semanti cs:

(1) The valid_policy is a single policy OD representing a
valid policy for the path of length x.

(2) The qualifier_set is a set of policy qualifiers associated
with the valid policy in certificate x.

(3) The criticality_indicator indicates whether the
certificate policy extension in certificate x was nmarked as
critical

(4) The expected policy set contains one or nore policy O Ds
that would satisfy this policy in the certificate x+1

The initial value of the valid_policy tree is a single node with
valid_policy anyPolicy, an enpty qualifier_set, an
expected_policy_set with the single value anyPolicy, and a
criticality indicator of FALSE. This node is considered to be at
depth zero.

Figure 3 is a graphic representation of the initial state of the
valid_policy tree. Additional figures will use this format to
describe changes in the valid_policy_tree during path processing.

S +
| anyPol i cy | <---- valid_policy
. +
| {1 | <---- qualifier_set
o e +
| FALSE | <---- criticality_indicator
. +
| {anyPolicy} | <---- expected_policy_set
. +

Figure 3. Initial value of the valid policy tree state variable
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(b) permitted _subtrees: A set of root nanes for each nane type
(e.g., X 500 distinguished nanes, email addresses, or ip
addresses) defining a set of subtrees within which all subject
nanes in subsequent certificates in the certification path MJST
fall. This variable includes a set for each nane type: the
initial value for the set for Distinguished Nanes is the set of
all Distinguished nanmes; the initial value for the set of RFC822
nanes is the set of all RFC822 nanes, etc.

(c) excluded_subtrees: A set of root nanes for each nane type
(e.g., X. 500 distinguished nanes, email|l addresses, or ip
addresses) defining a set of subtrees within which no subject nane
i n subsequent certificates in the certification path may fall

This variable includes a set for each nane type, and the initia
val ue for each set is enpty.

(d) explicit_policy: an integer which indicates if a non-NULL
valid_policy_tree is required. The integer indicates the nunber of
non-sel f-issued certificates to be processed before this
requirenent is inmposed. Once set, this variable nay be decreased,
but may not be increased. That is, if a certificate in the path
requires a non-NULL valid policy tree, a later certificate can not
renove this requirenent. If initial-explicit-policy is set, then
the initial value is 0, otherwise the initial value is n+l

(e) inhibit_any-policy: an integer which indicates whether the
anyPolicy policy identifier is considered a match. The integer

i ndi cates the nunmber of non-self-issued certificates to be
processed before the anyPolicy A D, if asserted in a certificate,
is ignored. Once set, this variable may be decreased, but may not
be increased. That is, if a certificate in the path inhibits
processing of anyPolicy, a later certificate can not permt it.

If initial-any-policy-inhibit is set, then the initial value is O,
otherwise the initial value is n+l

(f) policy_mapping: an integer which indicates if policy napping
is permtted. The integer indicates the nunber of non-self-issued
certificates to be processed before policy mapping is inhibited.
Once set, this variable may be decreased, but nmay not be
increased. That is, if a certificate in the path specifies policy
mapping is not pernmitted, it can not be overridden by a |ater
certificate. If initial-policy-mapping-inhibit is set, then the
initial value is 0, otherwise the initial value is n+l

(g) working_ public_key algorithm the digital signature algorithm
used to verify the signature of a certificate. The

wor ki ng_public_key algorithmis initialized fromthe trusted
public key algorithmprovided in the trust anchor information.
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(h) working _public_key: the public key used to verify the
signature of a certificate. The working public_key is initialized
fromthe trusted public key provided in the trust anchor

i nfornation.

(i) working public_key paraneters: paraneters associated with the
current public key, that may be required to verify a signature
(dependi ng upon the algorithn). The working_public_key parameters
variable is initialized fromthe trusted public key parameters
provided in the trust anchor infornmation

(j) working issuer_name: the issuer distinguished name expected
in the next certificate in the chain. The working_issuer_name is
initialized to the trusted issuer provided in the trust anchor

i nformati on.

(k) max_path_length: this integer is initialized ton, is
decremented for each non-self-issued certificate in the path, and
may be reduced to the value in the path length constraint field
within the basic constraints extension of a CA certificate.

Upon conpletion of the initialization steps, performthe basic
certificate processing steps specified in 6.1. 3.

6.1.3 Basic Certificate Processing

The basic path processing actions to be perfornmed for certificate
(for all i in[1..n]) are listed bel ow.

(a) Verify the basic certificate information. The certificate
MUST satisfy each of the follow ng:

(1) The certificate was signed with the

wor ki ng_public_key al gorithmusing the working public_key and

t he wor ki ng_public_key paraneters.

(2) The certificate validity period includes the current tine.
(3) At the current time, the certificate is not revoked and is
not on hold status. This may be determ ned by obtaining the
appropriate CRL (section 6.3), status information, or by out-
of - band mechani sns.

(4) The certificate issuer nane is the working_ issuer_nane.
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(b) If certificate i is self-issued and it is not the fina
certificate in the path, skip this step for certificate i

O herwi se, verify that the subject name is within one of the
permtted subtrees for X 500 distinguished nanes, and verify that
each of the alternative nanmes in the subject A tNane extension
(critical or non-critical) is within one of the permtted subtrees
for that nane type

(c) If certificate i is self-issued and it is not the fina
certificate in the path, skip this step for certificate i

O herwi se, verify that the subject nane is not within one of the
excl uded_subtrees for X 500 distingui shed nanmes, and verify that
each of the alternative names in the subject A tNanme extension
(critical or non-critical) is not within one of the

excl uded_subtrees for that nanme type.

(d) If the certificate policies extension is present in the
certificate and the valid policy tree is not NULL, process the
policy information by perfornming the follow ng steps in order:

(1) For each policy P not equal to anyPolicy in the
certificate policies extension, let P-OD denote the QD in
policy P and P-Q denote the qualifier set for policy P
Performthe following steps in order:

(i) If the valid_policy_ tree includes a node of depth i-1
where P-ODis in the expected_policy_set, create a child
node as follows: set the valid policy to ODP; set the
qualifier_set to P-Q and set the expected policy set to
{P-O DO}.

For exanple, consider a valid_policy tree with a node of
depth i-1 where the expected_policy_set is {CGold, White}.
Assune the certificate policies Gold and Silver appear in
the certificate policies extension of certificate i. The
Gold policy is matched but the Silver policy is not. This
rule will generate a child node of depth i for the Gold
policy. The result is shown as Figure 4.
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R L LT TR +
| Red |
o e e e oo +
I {} I
R + node of depth i-1
| FALSE |
R T I +
| {Gold, Write} |
o e e e oo +
I
I
I
\Y
o e e e e oo - +
| ol d |
o e e e e oo +
I {} I
L + node of depth i
| uninitialized |
o e e e e oo - +
I { Gol d} I
o e e e e oo +

Figure 4. Processing an exact match

(ii) If there was no match in step (i) and the
valid_policy_tree includes a node of depth i-1 with the
valid policy anyPolicy, generate a child node with the
followi ng values: set the valid policy to P-OD; set the
qualifier_set to P-Q and set the expected policy set to
{P-O DO}.

For exanple, consider a valid_policy tree with a node of
depth i-1 where the valid policy is anyPolicy. Assune the
certificate policies Gold and Silver appear in the
certificate policies extension of certificate i. The Gold
policy does not have a qualifier, but the Silver policy has
the qualifier @Silver. |If Gold and Silver were not matched
in (i) above, this rule will generate two child nodes of
depth i, one for each policy. The result is shown as Figure
5.
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dememmememeeaaaas +

| anyPol i cy |

o e e e oo +

I {} I

R + node of depth i-1

| FALSE |

oo mmeeemeeaaaas +

| {anyPol i cy} |

o e e e oo +

/ \
/ \

/ \

/ \
o e e e e oo - + o e e e e oo - +
| Gol d | | Silver |
o e e e e oo + o e e e e oo +
I {} I | {QSilver} I
R + nodes of +----------------- +
| uninitialized | depth i | uninitialized |
o e e e e oo - + o e e e e oo - +
| { ol d} | | {Silver} |
o e e e e oo + o e e e e oo +

Figure 5. Processing unmatched policies when a | eaf node
speci fies anyPolicy

(2) If the certificate policies extension includes the policy
anyPolicy with the qualifier set AP-Q and either (a)

i nhibit_any-policy is greater than 0 or (b) i<n and the
certificate is self-issued, then:

For each node in the valid_policy tree of depth i-1, for each
val ue in the expected_policy_set (including anyPolicy) that
does not appear in a child node, create a child node with the
foll owi ng values: set the valid policy to the value fromthe
expected policy set in the parent node; set the qualifier_set
to AP-Q and set the expected_policy_set to the value in the
valid_policy fromthis node

For exanple, consider a valid policy tree with a node of depth
i-1 where the expected policy set is {Gold, Silver}. Assune
anyPol icy appears in the certificate policies extension of
certificate i, but Gold and Silver do not. This rule wll
generate two child nodes of depth i, one for each policy. The
result is shown below as Figure 6
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Figure 6. Processing unmatched policies when the certificate
policies extension specifies anyPolicy

(3) If thereis a node in the valid policy_tree of depth i-1
or less without any child nodes, delete that node. Repeat this
step until there are no nodes of depth i-1 or |ess without
chi | dren.

For exanple, consider the valid_policy_ tree shown in Figure 7
bel ow. The two nodes at depth i-1 that are marked with an ' X
have no children, and are deleted. Applying this rule to the
resulting tree will cause the node at depth i-2 that is marked
with an 'Y to be deleted. The followi ng application of the
rul e does not cause any nodes to be deleted, and this step is
compl ete
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Figure 7. Pruning the valid policy tree

(4) If the certificate policies extension was narked as
critical, set the criticality_indicator in all nodes of depth

to TRUE. If the certificate policies extension was not marked
critical, set the criticality_ indicator in all nodes of depth i
to FALSE.

(e) |If the certificate policies extension is not present, set the
valid_policy_tree to NULL.

(f) Verify that either explicit_policy is greater than 0 or the
valid policy tree is not equal to NULL

If any of steps (a), (b), (c), or (f) fails, the procedure
term nates, returning a failure indication and an appropriate reason

If i is not equal to n, continue by perfornming the preparatory steps
listed in 6.1.4. If i is equal to n, performthe wap-up steps
listed in 6.1.5.

6.1.4 Preparation for Certificate i+1

To prepare for processing of certificate i+1, performthe follow ng
steps for certificate i
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(a) If a policy mapping extension is present, verify that the
speci al val ue anyPol i cy does not appear as an issuerDomai nPolicy
or a subj ect Domai nPol i cy.

(b) If a policy mapping extension is present, then for each
i ssuer Domai nPolicy ID-P in the policy mappi ng extension

(1) If the policy_mapping variable is greater than 0, for each
node in the valid_policy tree of depth i where ID-Pis the
valid_policy, set expected policy set to the set of

subj ect Donai nPol i cy val ues that are specified as equivalent to
I D-P by the policy mappi ng extension

If no node of depth i in the valid_policy_ tree has a
valid_policy of ID-P but there is a node of depth i with a
valid_policy of anyPolicy, then generate a child node of the
node of depth i-1 that has a valid _policy of anyPolicy as
fol |l ows:

(i) set the valid policy to IDP

(ii) set the qualifier_set to the qualifier set of the
policy anyPolicy in the certificate policies extension of
certificate i;

(iii) set the criticality_ indicator to the criticality of
the certificate policies extension of certificate i;

(iv) and set the expected policy set to the set of
subj ect Donai nPol i cy val ues that are specified as equival ent
to ID-P by the policy mappi ngs extension

(2) If the policy_mapping variable is equal to O:

(i) delete each node of depth i in the valid policy tree
where ID-P is the valid_policy.

(ii) If there is a node in the valid policy_tree of depth
i-1 or less without any child nodes, del ete that node.
Repeat this step until there are no nodes of depth i-1 or
| ess without children

(c) Assign the certificate subject nane to working_issuer_nane.

(d) Assign the certificate subjectPublicKey to
wor ki ng_publ i c_key.
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(e) If the subjectPublicKeylnfo field of the certificate contains
an algorithmfield with non-null paraneters, assign the paraneters
to the working_public_key parameters variabl e.

If the subjectPublicKeylnfo field of the certificate contains an
algorithmfield with null paraneters or paraneters are onitted,
conmpare the certificate subjectPublicKey algorithmto the

wor ki ng_public_key algorithm |If the certificate subjectPublicKey
al gorithm and the working_public_key algorithmare different, set
the working_public_key parameters to null.

(f) Assign the certificate subjectPublicKey algorithmto the
wor ki ng_publ i c_key_al gorithm vari abl e.

(g) If a nane constraints extension is included in the
certificate, nodify the permtted subtrees and excl uded subtrees
state variables as foll ows:

(1) If permttedSubtrees is present in the certificate, set
the permitted_subtrees state variable to the intersection of
its previous value and the value indicated in the extension
field. |If permttedSubtrees does not include a particular nane
type, the permtted subtrees state variable is unchanged for
that name type. For exanple, the intersection of nist.gov and
csrc.nist.gov is csrc.nist.gov. And, the intersection of

ni st.gov and rsasecurity.comis the enpty set.

(2) If excludedSubtrees is present in the certificate, set the
excl uded_subtrees state variable to the union of its previous
val ue and the value indicated in the extension field. |If

excl udedSubtrees does not include a particular name type, the
excl uded_subtrees state variable is unchanged for that name
type. For exanple, the union of the name spaces nist.gov and
csrc.nist.gov is nist.gov. And, the union of nist.gov and
rsasecurity.comis both name spaces

(h) If the issuer and subject nanes are not identical

(1) If explicit_policy is not 0, decrement explicit_policy by
1.
(2) If policy_mapping is not O, decrement policy_mapping by 1.

(3) If inhibit_any-policy is not 0, decrement inhibit_any-
policy by 1.
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(i) If a policy constraints extension is included in the
certificate, nodify the explicit_policy and policy_mapping state
vari abl es as foll ows:

(1) If requireExplicitPolicy is present and is |ess than
explicit_policy, set explicit_policy to the value of
requi reExplicitPolicy.

(2) If inhibitPolicyMapping is present and is | ess than
policy mapping, set policy mapping to the val ue of
i nhi bi t Pol i cyMappi ng.

(j) If the inhibitAnyPolicy extension is included in the
certificate and is less than inhibit_any-policy, set inhibit_any-
policy to the value of inhibitAnyPolicy.

(k) Verify that the certificate is a CAcertificate (as specified
in a basicConstraints extension or as verified out-of-band).

(1) If the certificate was not self-issued, verify that
max_path_length is greater than zero and decrenent nax_path_l ength
by 1.

(m If pathLengthConstraint is present in the certificate and is
| ess than max_path_length, set max_path_length to the val ue of
pat hLengt hConstrai nt .

(n) If a key usage extension is present, verify that the
keyCertSign bit is set.

(o) Recognize and process any other critical extension present in
the certificate. Process any other recognized non-critica
extension present in the certificate.

If check (a), (k), (lI), (n) or (o) fails, the procedure term nates,
returning a failure indication and an appropriate reason

If (a), (k), (1), (n) and (o) have conpl eted successfully, increnent
i and performthe basic certificate processing specified in 6.1.3.

6.1.5 Wap-up procedure

To conplete the processing of the end entity certificate, performthe
followi ng steps for certificate n

(a) |If certificate n was not self-issued and explicit _policy is
not 0, decrenent explicit_policy by 1.
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(b) If a policy constraints extension is included in the
certificate and requireExplicitPolicy is present and has a val ue
of 0, set the explicit_policy state variable to O.

(c) Assign the certificate subjectPublicKey to
wor ki ng_publ i c_key.

(d) If the subjectPublicKeylnfo field of the certificate contains
an algorithmfield with non-null paraneters, assign the paraneters
to the working public_key paranmeters variabl e.

If the subjectPublicKeylnfo field of the certificate contains an
algorithmfield with null paraneters or paraneters are onitted,
compare the certificate subjectPublicKey algorithmto the

wor ki ng_public_key algorithm [If the certificate subjectPublicKey
al gorithm and the working public_key algorithmare different, set
the working_public_key parameters to null

(e) Assign the certificate subjectPublicKey algorithmto the
wor ki ng_publ i c_key_al gorithm vari abl e.

(f) Recognize and process any other critical extension present in
the certificate n. Process any other recogni zed non-critica
extension present in certificate n

(g) Calculate the intersection of the valid_policy_tree and the
user-initial-policy-set, as foll ows:

(i) If the valid policy tree is NULL, the intersection is
NULL.

(ii) If the valid_policy_tree is not NULL and the user-
initial-policy-set is any-policy, the intersection is the
entire valid policy tree.

(iii) If the valid_policy_tree is not NULL and the user-
initial-policy-set is not any-policy, calculate the
intersection of the valid_policy tree and the user-initial-
policy-set as foll ows:

1. Determine the set of policy nodes whose parent nodes
have a valid_policy of anyPolicy. This is the
val i d_policy_node_set.

2. If the valid_policy of any node in the
valid _policy node set is not in the user-initial-policy-set
and is not anyPolicy, delete this node and all its children.
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3. If the valid_policy_tree includes a node of depth n with
the valid_policy anyPolicy and the user-initial-policy-set
is not any-policy performthe follow ng steps:

a. Set P-Qto the qualifier_set in the node of depth n
with valid_policy anyPolicy.

b. For each P-ODin the user-initial-policy-set that is
not the valid policy of a node in the

val id_policy node_set, create a child node whose parent
is the node of depth n-1 with the valid _policy anyPolicy.
Set the values in the child node as follows: set the
valid_policy to P-OD; set the qualifier_set to P-Q copy
the criticality_indicator fromthe node of depth n with
the valid_policy anyPolicy; and set the

expected policy set to {P-OD}.

c. Delete the node of depth n with the valid policy
anyPol i cy.

4. If there is a node in the valid_policy_ tree of depth n-1
or less without any child nodes, delete that node. Repeat
this step until there are no nodes of depth n-1 or |ess

wi t hout children

If either (1) the value of explicit_policy variable is greater than
zero, or (2) the valid_policy_ tree is not NULL, then path processing
has succeeded.

6.1.6 Qutputs

If path processing succeeds, the procedure termnates, returning a
success indication together with final value of the

valid policy tree, the working public_key, the

wor ki ng_public_key algorithm and the working public_key paraneters.

6.2 Using the Path Validation Al gorithm

The path validation algorithmdescribes the process of validating a
single certification path. Wile each certification path begins with
a specific trust anchor, there is no requirenent that all
certification paths validated by a particular systemshare a single
trust anchor. An inplenmentation that supports nultiple trust anchors
MAY augnment the algorithm presented in section 6.1 to further limt
the set of valid certification paths which begin with a particul ar
trust anchor. For exanple, an inplenentation MAY nodify the
algorithmto apply name constraints to a specific trust anchor during
the initialization phase, or the application MAY require the presence
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of a particular alternative nane formin the end entity certificate,
or the application MAY inpose requirenents on application-specific
extensions. Thus, the path validation algorithmpresented in section
6.1 defines the mininumconditions for a path to be considered valid.

The selection of one or nore trusted CAs is a local decision. A
system may provide any one of its trusted CAs as the trust anchor for
a particular path. The inputs to the path validation al gorithm may
be different for each path. The inputs used to process a path may
reflect application-specific requirenents or limtations in the trust
accorded a particular trust anchor. For exanple, a trusted CA may
only be trusted for a particular certificate policy. This
restriction can be expressed through the inputs to the path

val i dati on procedure

It is also possible to specify an extended version of the above
certification path processing procedure which results in default
behavi or identical to the rules of PEM[RFC 1422]. In this extended
version, additional inputs to the procedure are a list of one or nore
Policy Certification Authority (PCA) nanes and an indicator of the
position in the certification path where the PCA is expected. At the
nonm nat ed PCA position, the CA nane is conpared against this |ist.

If a recogni zed PCA nane is found, then a constraint of

Subordi nateToCA is inplicitly assunmed for the remai nder of the
certification path and processing continues. |If no valid PCA nane is
found, and if the certification path cannot be validated on the basis
of identified policies, then the certification path is considered

i nval id.

6.3 CRL Validation

This section describes the steps necessary to deternmine if a
certificate is revoked or on hold status when CRLs are the revocation
mechani sm used by the certificate issuer. Conform ng inplenentations
that support CRLs are not required to inplenment this algorithm but
they MUST be functionally equivalent to the external behavior
resulting fromthis procedure. Any algorithmnmay be used by a
particular inplementation so long as it derives the correct result.

This algorithm assunes that all of the needed CRLs are available in a
| ocal cache. Further, if the next update time of a CRL has passed,
the al gorithm assumes a mechanismto fetch a current CRL and place it
in the local CRL cache.

This algorithmdefines a set of inputs, a set of state variables, and

processing steps that are perfornmed for each certificate in the path.
The al gorithmoutput is the revocation status of the certificate.
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6.3.1

To

6.3.2

To

Revocation | nputs
support revocation processing, the algorithmrequires two inputs:

(a) certificate: The algorithmrequires the certificate serial
nunber and issuer nane to determ ne whether a certificate is on a
particular CRL. The basicConstraints extension is used to
determ ne whether the supplied certificate is associated with a CA
or an end entity. |If present, the al gorithmuses the

cRLDi stributionsPoint and freshest CRL extensions to determ ne
revocation status.

(b) use-deltas: This bool ean input deternines whether delta CRLs
are applied to CRLs.

Not e that inplenentations supporting | egacy PKlIs, such as RFC 1422
and X. 509 version 1, will need an additional input indicating
whet her the supplied certificate is associated with a CA or an end
entity.

Initialization and Revocation State Vari abl es

support CRL processing, the algorithmrequires the follow ng state

vari abl es:

(a) reasons_mask: This variable contains the set of revocation
reasons supported by the CRLs and delta CRLs processed so far.
The | egal nenbers of the set are the possible revocation reason
val ues: unspecified, keyConprom se, caConprom se,

af filiationChanged, superseded, cessationO Operati on,
certificateHold, privilegeWthdrawn, and aAConprom se. The
special value all-reasons is used to denote the set of all |ega
menbers. This variable is initialized to the enpty set.

(b) cert_status: This variable contains the status of the
certificate. This variable may be assigned one of the follow ng
val ues: unspecified, keyConpromn se, caConprom se,
affiliationChanged, superseded, cessationOf Operati on,
certificateHol d, renoveFronCRL, privilegeWthdrawn, aAConprom se,
the special val ue UNREVOKED, or the special val ue UNDETERM NED
This variable is initialized to the special val ue UNREVOKED.

(c) interimreasons_mask: This contains the set of revocation
reasons supported by the CRL or delta CRL currently being
pr ocessed.
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Note: In some environments, it is not necessary to check all reason
codes. For example, some environments are only concerned with
caConprom se and keyConpromise for CA certificates. This algorithm
checks all reason codes. Additional processing and state vari abl es
may be necessary to limt the checking to a subset of the reason
codes.

6.3.3 CRL Processing

This al gorithm begins by assuming the certificate is not revoked.
The al gorithm checks one or nore CRLs until either the certificate
status is determ ned to be revoked or sufficient CRLs have been
checked to cover all reason codes.

For each distribution point (DP) in the certificate CRL distribution
poi nts extension, for each corresponding CRL in the | ocal CRL cache,
while ((reasons_nask is not all-reasons) and (cert_status is
UNREVOKED) ) performthe foll ow ng:

(a) Update the lIocal CRL cache by obtaining a conplete CRL, a
delta CRL, or both, as required

(1) If the current tine is after the value of the CRL next
update field, then do one of the foll ow ng:

(i) If use-deltas is set and either the certificate or the
CRL contains the freshest CRL extension, obtain a delta CRL
with the a next update value that is after the current tine
and can be used to update the locally cached CRL as
specified in section 5.2.4.

(ii) Update the local CRL cache with a current conplete
CRL, verify that the current tinme is before the next update
value in the new CRL, and continue processing with the new
CRL. If use-deltas is set, then obtain the current delta
CRL that can be used to update the new | ocally cached
complete CRL as specified in section 5.2.4.

(2) If the current tinme is before the value of the next update
field and use-deltas is set, then obtain the current delta CRL
that can be used to update the locally cached conplete CRL as
specified in section 5.2.4.

(b) Verify the issuer and scope of the complete CRL as foll ows:
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(1) If the DP includes cRLIssuer, then verify that the issuer
field in the conplete CRL matches cRLIssuer in the DP and that
the conplete CRL contains an issuing distribution point
extension with the indrectCRL bool ean asserted. O herwi se,
verify that the CRL issuer natches the certificate issuer

(2) If the conplete CRL includes an issuing distribution point
(IDP) CRL extension check the foll ow ng:

(i) If the distribution point nane is present in the |IDP
CRL extension and the distribution field is present in the
DP, then verify that one of the nanmes in the | DP matches one
of the names in the DP. |If the distribution point name is
present in the I1DP CRL extension and the distribution field
is omtted fromthe DP, then verify that one of the nanes in
the I DP matches one of the nanes in the cRLIssuer field of

t he DP.

(ii) If the onlyContainsUserCerts boolean is asserted in
the I1DP CRL extension, verify that the certificate does not
i nclude the basic constraints extension with the cA bool ean
assert ed.

(iii) 1f the onlyContainsCACerts bool ean is asserted in the
I DP CRL extension, verify that the certificate includes the
basi c constraints extension with the cA bool ean assert ed.

(iv) Verify that the onlyContai nsAttributeCerts boolean is
not asserted.

If use-deltas is set, verify the issuer and scope of the

delta CRL as foll ows:

Housl ey,

(1) Verify that the delta CRL issuer matches conplete CRL
i ssuer.

(2) If the conplete CRL includes an issuing distribution point
(IDP) CRL extension, verify that the delta CRL contains a

mat ching IDP CRL extension. |If the conplete CRL onmits an |DP
CRL extension, verify that the delta CRL also onmits an | DP CRL
ext ensi on.

(3) Verify that the delta CRL authority key identifier

ext ensi on mat ches conplete CRL authority key identifier
ext ensi on.
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(d) Conpute the interimreasons_nask for this CRL as foll ows:

(1) If the issuing distribution point (IDP) CRL extension is
present and includes onl ySoneReasons and the DP incl udes
reasons, then set interimreasons_nmask to the intersection of
reasons in the DP and onl ySoneReasons in | DP CRL extension

(2) If the IDP CRL extension includes onl ySomeReasons but the
DP omts reasons, then set interimreasons_mask to the val ue of
onl ySoneReasons in | DP CRL extension

(3) If the IDP CRL extension is not present or onits
onl ySoneReasons but the DP includes reasons, then set
interimreasons_mask to the value of DP reasons.

(4) If the IDP CRL extension is not present or onits
onl ySoneReasons and the DP omits reasons, then set
interimreasons_mask to the special value all-reasons.

(e) Verify that interimreasons_nask includes one or nore reasons
that is not included in the reasons_mask

(f) Ontain and validate the certification path for the conplete CRL
issuer. |f a key usage extension is present in the CRL issuer’s
certificate, verify that the cRLSign bit is set.

(g) Validate the signature on the conplete CRL using the public key
validated in step (f)

(h) If use-deltas is set, then validate the signature on the delta
CRL using the public key validated in step (f).

(i) If use-deltas is set, then search for the certificate on the
delta CRL. If an entry is found that natches the certificate issuer
and serial nunber as described in section 5.3.4, then set the
cert_status variable to the indicated reason as foll ows:

(1) If the reason code CRL entry extension is present, set the
cert_status variable to the value of the reason code CRL entry
ext ensi on.

(2) If the reason code CRL entry extension is not present, set
the cert_status variable to the val ue unspecifi ed.
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(j) If (cert_status is UNREVOKED), then search for the
certificate on the conplete CRL. If an entry is found that

mat ches the certificate issuer and serial nunber as described in
section 5.3.4, then set the cert_status variable to the indicated
reason as described in step (i).

(k) If (cert_status is renoveFronCRL), then set cert_status to
UNREVOKED.

If ((reasons_nask is all-reasons) OR (cert_status is not UNREVCKED)),
then the revocation status has been determ ned, so return
cert_status.

If the revocation status has not been determ ned, repeat the process
above with any avail able CRLs not specified in a distribution point
but issued by the certificate issuer. For the processing of such a
CRL, assunme a DP with both the reasons and the cRLIssuer fields
omtted and a distribution point nane of the certificate issuer

That is, the sequence of names in full Name is generated fromthe
certificate issuer field as well as the certificate issuerAltNanme
extension. |If the revocation status renai ns undeterm ned, then
return the cert_status UNDETERM NED
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clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

9 Security Considerations

The majority of this specification is devoted to the fornat and
content of certificates and CRLs. Since certificates and CRLs are
digitally signed, no additional integrity service is necessary.
Neither certificates nor CRLs need be kept secret, and unrestricted
and anonynous access to certificates and CRLs has no security

i nplications.

However, security factors outside the scope of this specification
will affect the assurance provided to certificate users. This
section highlights critical issues to be considered by inplenmenters,
adm ni strators, and users.

The procedures perfornmed by CAs and RAs to validate the binding of
the subject’s identity to their public key greatly affect the
assurance that ought to be placed in the certificate. Relying
parties might wish to reviewthe CA's certificate practice statenent.
This is particularly inportant when issuing certificates to other
CAs.

The use of a single key pair for both signature and other purposes is
strongly di scouraged. Use of separate key pairs for signature and
key managenent provi des several benefits to the users. The

ram fications associated with | oss or disclosure of a signature key
are different fromloss or disclosure of a key managenent key. Using
separate key pairs pernits a balanced and fl exi bl e response.
Simlarly, different validity periods or key |lengths for each key
pair may be appropriate in some application environnents.
Unfortunately, some |egacy applications (e.g., SSL) use a single key
pair for signature and key managenent.

The protection afforded private keys is a critical security factor

On a small scale, failure of users to protect their private keys wll
permit an attacker to masquerade as them or decrypt their persona
information. On a larger scale, conpronmise of a CA's private signing
key may have a catastrophic effect. |If an attacker obtains the
private key unnoticed, the attacker may issue bogus certificates and
CRLs. Existence of bogus certificates and CRLs will underm ne
confidence in the system |If such a conprom se is detected, all
certificates issued to the conprom sed CA MIST be revoked, preventing
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services between its users and users of other CAs. Rebuilding after
such a conpromise will be problematic, so CAs are advised to

i npl ement a conbi nation of strong technical measures (e.g., tanper-
resi stant cryptographi ¢ nodul es) and appropri ate nmanagenent
procedures (e.g., separation of duties) to avoid such an incident.

Loss of a CA's private signing key may al so be problematic. The CA
woul d not be able to produce CRLs or perform normal key rollover.
CAs SHOULD rmai ntai n secure backup for signing keys. The security of
the key backup procedures is a critical factor in avoiding key
conprom se

The availability and freshness of revocation information affects the
degree of assurance that ought to be placed in a certificate. Wile
certificates expire naturally, events may occur during its natura
lifetime which negate the binding between the subject and public key.
If revocation information is untinely or unavail abl e, the assurance
associated with the binding is clearly reduced. Relying parties

m ght not be able to process every critical extension that can appear
in a CRL. CAs SHOULD take extra care when naking revocation
informati on avail able only through CRLs that contain critica
extensions, particularly if support for those extensions is not
mandated by this profile. For exanple, if revocation information is
supplied using a conbination of delta CRLs and full CRLs, and the
delta CRLs are issued nore frequently than the full CRLs, then
relying parties that cannot handle the critical extensions related to
delta CRL processing will not be able to obtain the nost recent
revocation information. Alternatively, if a full CRL is issued
whenever a delta CRL is issued, then tinely revocation information
will be available to all relying parties. Simlarly, inplenmentations
of the certification path validation mechani smdescribed in section 6
that onmit revocation checking provide | ess assurance than those that
support it.

The certification path validation al gorithm depends on the certain
know edge of the public keys (and other information) about one or
more trusted CAs. The decision to trust a CAis an inportant
decision as it ultimtely determnes the trust afforded a
certificate. The authenticated distribution of trusted CA public
keys (usually in the formof a "self-signed" certificate) is a
security critical out-of-band process that is beyond the scope of
this specification.

In addition, where a key conpronmise or CA failure occurs for a

trusted CA, the user will need to nodify the information provided to
the path validation routine. Selection of too many trusted CAs nmkes
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the trusted CA information difficult to maintain. On the other hand,
sel ection of only one trusted CA could limt users to a closed
community of users.

The quality of inplementations that process certificates also affects
the degree of assurance provided. The path validation al gorithm
described in section 6 relies upon the integrity of the trusted CA
informati on, and especially the integrity of the public keys
associated with the trusted CAs. By substituting public keys for

whi ch an attacker has the private key, an attacker could trick the
user into accepting false certificates.

The bi ndi ng between a key and certificate subject cannot be stronger
than the cryptographi c nodul e i npl enmentation and al gorithms used to
generate the signature. Short key |engths or weak hash al gorithns

will limt the utility of a certificate. CAs are encouraged to note
advances in cryptol ogy so they can enploy strong cryptographic
techniques. In addition, CAs SHOULD decline to issue certificates to

CAs or end entities that generate weak signatures.

I nconsi stent application of name conparison rules can result in
acceptance of invalid X 509 certification paths, or rejection of
valid ones. The X. 500 series of specifications defines rules for
conparing di stingui shed nanes that require conparison of strings

wi thout regard to case, character set, nulti-character white space
substring, or leading and trailing white space. This specification
rel axes these requirements, requiring support for binary conparison
at a mni mum

CAs MUST encode the distinguished name in the subject field of a CA
certificate identically to the distinguished name in the issuer field
in certificates issued by that CA. |If CAs use different encodings,

i npl ementations mght fail to recognize name chains for paths that
include this certificate. As a consequence, valid paths could be

rej ected.

In addition, nane constraints for distinguished nanmes MJST be stated
identically to the encoding used in the subject field or
subj ect Al t Name extension. |If not, then name constraints stated as
excl udedSubTrees will not match and invalid paths will be accepted
and nane constraints expressed as permittedSubtrees will not match
and valid paths will be rejected. To avoid acceptance of invalid
pat hs, CAs SHOULD state name constraints for distinguished names as
permttedSubtrees wherever possible.
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Appendi x A.  Psuedo-ASN. 1 Structures and O Ds
Thi s section describes data objects used by conform ng PKI conponents
in an "ASN. 1-1ike" syntax. This syntax is a hybrid of the 1988 and
1993 ASN. 1 syntaxes. The 1988 ASN. 1 syntax is augnmented with 1993
UNI VERSAL Types Universal String, BMPString and UTF8Stri ng.
The ASN. 1 syntax does not permt the inclusion of type statements in
the ASN. 1 nodul e, and the 1993 ASN. 1 standard does not pernit use of
the new UNI VERSAL types in nodul es using the 1988 syntax. As a
result, this nodul e does not conformto either version of the ASN. 1
st andar d.

Thi s appendi x may be converted into 1988 ASN. 1 by repl acing the
definitions for the UNI VERSAL Types with the 1988 catch-all "ANY".

A.1 Explicitly Tagged Modul e, 1988 Synt ax

PKI X1Explicit88 { iso(1l) identified-organization(3) dod(6) internet(1l)
security(5) nmechani sns(5) pkix(7) id-md(0) id-pkixl-explicit(18) }

DEFI NI TI ONS EXPLICI T TAGS :: =
BEG N

-~ EXPORTS ALL --

-~ 1 MPORTS NONE - -

-- UNI VERSAL Types defined in 1993 and 1998 ASN. 1
-- and required by this specification

Uni versal String ::= [UNI VERSAL 28] |IMPLICIT OCTET STRI NG
-- Universal String is defined in ASN. 1:1993

BWPString ::= [UNI VERSAL 30] | MPLICIT OCTET STRI NG
-- BMPString is the subtype of Universal String and nodel s
-- the Basic Miultilingual Plane of ISOIECITU 10646-1

UTF8String ::= [UNIVERSAL 12] IMPLICIT COCTET STRI NG
-- The content of this type conforns to RFC 2279

-- PKIX specific O Ds
i d-pkix OBJECT IDENTIFIER ::=

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) }
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-- PKI X arcs
id-pe OBJECT IDENTIFIER ::= { id-pkix 1}

-- arc for private certificate extensions
id-gqt OBJECT IDENTIFIER ::={ id-pkix 2 }

-- arc for policy qualifier types
id-kp OBJECT IDENTIFIER ::= { id-pkix 3}

-- arc for extended key purpose O DS
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

-- arc for access descriptors

-- policyQualifierlds for Internet policy qualifiers

id-qgt-cps OBJECT IDENTIFIER ::= { id-qt 1}
-- ODfor CPS qualifier
id-gt-unotice OBJECT IDENTIFIER ::= { id-qt 2}

-- ODfor user notice qualifier

-- access descriptor definitions

i d-ad-ocsp OBJECT IDENTIFIER ::={ id-ad 1 }
i d-ad-cal ssuers OBJECT IDENTIFIER ::={ id-ad 2 }
i d-ad-timeStanping OBJECT IDENTIFIER ::= { id-ad 3 }
i d-ad- caRepository OBJECT IDENTIFIER ::= { id-ad 5 }

-- attribute data types

Attribute 1= SEQUENCE {
type AttributeType,
val ues SET OF AttributeVal ue }
-- at least one value is required

AttributeType

OBJECT | DENTI FI ER
Attri buteVal ue o= ANY

Attri but eTypeAndVal ue = SEQUENCE {
type Attribut eType,
val ue AttributeVal ue }

-- suggested nam ng attributes: Definition of the follow ng
-- i nformati on object set nmay be augnented to neet |oca

-- requirenents. Note that deleting menbers of the set may
-- prevent interoperability with conform ng inplenentations.
-- presented in pairs: the AttributeType followed by the

-- type definition for the corresponding Attri buteVal ue
--Arc for standard naming attributes

id-at OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 4}
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-- Naming attributes of type X520nane
i d-at - name AttributeType ::={ id-at
i d-at - sur nane AttributeType ::={ id-at
i d-at - gi venNane AttributeType ::={ id-at
id-at-initials AttributeType ::={ id-at
i d-at-generationQualifier AttributeType ::={ id-
X520nane ::= CHO CE {
teletexString Tel etexString (Sl ZE (1.
printabl eString PrintableString (SIZE (1.
uni versal String Uni versal String (Sl ZE (1.
utf8String UTF8Stri ng (SIzE (1..
bmpString BMPSt ri ng (Sl ZE (1.

Nam ng attri butes of
i d- at - compnNane

X520CommonNane :: =
teletexString
printabl eString
uni versal String
utf8String
bmpString

Nam ng attri butes of
i d-at-1ocalityNanme

X520Local i tyNane ::=
teletexString
printabl eString
uni versal String
utf8String
bmpString

i d-at-stateOr ProvinceName AttributeType ::=

X520St at eOr Provi nceNane :: =

tel etexString
printabl eString
uni versal String
utf8String
bmpString
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type X520CommonNamne

AttributeType ::={ id-at

CHO CE {

Tel etexString (SIZE (1.

PrintableString (SIZE (1..
Uni versal String (SIZE (1..
(SIZE (1..

UTF8Stri ng

BVPSt ri ng (Sl ZE (1.

type X520Local i t yNane

AttributeType ::={ id-at
CHO CE {
Tel etexString (Sl ZE (1.

PrintableString (SIZE (1..
Uni versal String (SIZE (1..

UTF8Stri ng
BMPSt ri ng

(Sl ZE (1.
(Sl ZE (1.

{ id-

CHOl CE {

Tel etexString (Sl zE (1.

PrintableString (SIZE (1..
Uni versal String (SIZE (1..

UTF8Stri ng
BMPSt ri ng

(Sl ZE (1..
(Sl ZE(1. .
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41 }
4}

42 }
43 }
at 44 }

. ub-name)),
. ub-name)),
. ub-name)),
ub- nane)),
. ub-name)) }

3}

. ub- comon- nane) ),
ub- common- nane) ),
ub- common- nane) ),
ub- common- nane) ),
. ub- common- nane)) }

7}

.ub-locality-nane)),
ub-1ocality-nane)),
ub-1ocality-nane)),
.ub-locality-nane)),
.ub-locality-nane)) }

Nam ng attributes of type X520Stat eOr Provi nceNane

at 8 }

. ub-state-nane)),
ub- st at e- nane) ),
ub- st at e- nane) ),
ub- st at e- nane) ),
ub-state-nane)) }
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-- Naming attributes of type X5200rgani zati onName

i d-at-organi zati onNane AttributeType ::={ id-at 10 }
X5200r gani zat i onNane ::= CHO CE {
tel etexString Tel etexString

(SIZE (1..ub-organization-nane)),
printabl eString PrintableString

(SIZE (1..ub-organization-nane)),
uni versal String Uni versal String

(SI ZE (1..ub-organization-nane)),

utf8String UTF8St ri ng
(SIZE (1..ub-organization-nane)),
bmpString BMPSt ri ng

(SIZE (1..ub-organi zati on-nane)) }
-- Naming attributes of type X5200r gani zati onal Uni t Nane
i d-at-organi zational Uni t Name AttributeType ::={ id-at 11 }

X5200r gani zat i onal Uni t Nanme :: = CHO CE {
teletexString Tel etexString
(SIZE (1..ub-organi zational -unit-nane)),
printabl eString PrintableString
(SIZE (1..ub-organizational -unit-nane)),
uni versal String Uni versal String
(SIZE (1..ub-organi zati onal -unit-nane)),

utf8String UTF8Stri ng
(SIZE (1..ub-organi zational -unit-nane)),
bmpString BMPSt ri ng

(SIZE (1..ub-organizational -unit-nane)) }

-- Naming attributes of type X520Title

id-at-title AttributeType ::={ id-at 12 }
X520Title ::= CHO CE {
teletexString Tel etexString (SIZE (1..ub-title))

printabl eString Printabl eString (SIZE(l..ub—titIe)):
uni versal String Uni versal String (SIZE (1..ub-title)),
utf8String UTF8Stri ng (SIZE (1..ub-title)),
brmpStri ng BMPSt ri ng (SIZE (1..ub-title)) }

-- Naming attributes of type X520dnQualifier

id-at-dnQualifier AttributeType ::={ id-at 46 }

X520dnQualifier ::= Printabl eString
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-- Naming attributes of type X520countryName (digraph fromlS 3166)
i d-at - count ryNane AttributeType ::={ id-at 6 }
X520countryNanme :: = PrintableString (Sl ZE (2))
-- Naming attributes of type X520Seri al Nunber
i d-at-serial Number AttributeType ::={ id-at 5}
X520Seri al Nunber :: = PrintableString (SIZE (1..ub-serial-nunber))
-- Naming attributes of type X520Pseudonym
i d-at - pseudonym AttributeType ::={ id-at 65 }
X520Pseudonym : : = CHO CE {
tel etexString Tel etexString (Sl ZzE (1..ub-pseudonym),
printabl eString PrintableString (SIZE (1..ub-pseudonymnm),
uni versal String Uni versal String (SIZE (1..ub-pseudonym),
utf8String UTF8Stri ng (SIZE (1..ub-pseudonym),
bmpString BMPSt ri ng (SIZE (1..ub-pseudonym) }
-- Naming attributes of type Domai nConponent (from RFC 2247)

i d- domai nConrponent AttributeType ::=
{ 0 9 2342 19200300 100 1 25}

Domai nConponent :: = | A5String
-- Legacy attributes

pkcs-9 OBJECT IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) 9 }

i d-enmai | Addr ess AttributeType ::={ pkcs-9 1}
Emai | Address :: = I A5String (SIZE (1..ub-emsil address-1 ength))

-- namng data types --

Name ::= CHOCE { -- only one possibility for now --
rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF Rel ati veDi sti ngui shedNane

Di stingui shedNane :: = RDNSequence

Housl ey, et. al. St andards Track [ Page 96]



RFC 3280 Internet X. 509 Public Key Infrastructure April 2002

Rel ati veDi sti ngui shedNane ::=
SET SIZE (1 .. MAX) OF AttributeTypeAndVal ue

-- Directory string type --

DirectoryString ::= CHO CE {
tel etexString Tel etexString (SIZzE (1..MAX)),
printabl eString PrintableString (SIZE (1..MAX)),
uni versal String Uni versal String (SIZE (1..MAX)),
utf8String UTF8Stri ng (SIZE (1..NMAX)),
bmpString BMPSt ri ng (SIZE (1..MAX)) }

-- certificate and CRL specific structures begin here

Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAl gorithm Al gorithmdentifier,
signature BIT STRING }
TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT v1,
seri al Nunber CertificateSerial Nunber,
signature Al gorithm dentifier,
i ssuer Nanme,
validity Validity,
subj ect Nane,

subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
i ssuerUniquelD [1] |IMPLICIT Uniqueldentifier OPTI ONAL,

-- |f present, version MJST be v2 or v3
subj ectUniquel D [2] [IMPLICIT Uniqueldentifier OPTI ONAL,

-- |If present, version MJST be v2 or v3

ext ensi ons [3] Extensions OPTI ONAL
-- If present, version MJST be v3 -- }

Version ::= |INTEGER { v1(0), v2(1), v3(2) }
CertificateSerial Nunber ::= |NTEGER
Validity ::= SEQUENCE ({

not Bef or e Ti ne,

not Aft er Time }
Tinme ::= CHO CE {

ut cTi me UTCTi ne,

gener al Ti ne General i zedTi me }
Uni quel dentifier ::= BIT STRING
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Subj ect Publ i cKeyl nfo ::= SEQUENCE {
al gorithm Al gorithm dentifier
subj ect Publ i cKey BIT STRING }
Extensions ::= SEQUENCE S| ZE (1..MAX) OF Extension
Extension ::= SEQUENCE
extnl D OBJECT | DENTI FI ER,
critical BOOLEAN DEFAULT FALSE
ext nVal ue OCTET STRING }
-- CRL structures
CertificateList ::= SEQUENCE {
tbsCert Li st TBSCert Li st ,
signatureAl gorithm Al gorithmdentifier,
signature BIT STRING }
TBSCertList ::= SEQUENCE ({
versi on Ver si on OPTI ONAL
-- if present, MJST be v2
signature Al gorithmdentifier,
i ssuer Narre,
t hi sUpdat e Ti me,
next Updat e Ti me OPTI ONAL
revokedCertificates SEQUENCE OF SEQUENCE ({
userCertificate CertificateSerial Nunber,
revocati onbDat e Ti ne,
crl Ent r yExt ensi ons Ext ensi ons OPTI ONAL
-- if present, MJST be v2
1 OPTI ONAL,
crl Ext ensi ons [ 0] Extensions OPTI ONAL }
-- if present, MJST be v2

Ver si on,
-- defined earlier for
Algorithmdentifier ::=
al gorithm
paraneters

Time, CertificateSerial Nunber,
use in the certificate structure

and Ext ensions were

SEQUENCE {

OBJECT | DENTI FI ER,
ANY DEFI NED BY al gorithm OPTI ONAL }
-- contains a value of the type
registered for use with the
-- algorithmobject identifier value

-- X. 400 address syntax starts here
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ORAddr ess :: = SEQUENCE ({
built-in-standard-attri butes BuiltlnStandardAttri butes,
buil t-i n-domai n-defi ned-attri butes
Bui | t I nDonmi nDef i nedAttri but es OPTI ONAL,
-- see al so tel etex-dommi n-defined-attri butes
extension-attributes ExtensionAttributes OPTI ONAL }

-- Built-in Standard Attri butes

Buil tInStandardAttri butes ::= SEQUENCE ({
country-nane Count ryNane OPTI ONAL,
admi ni strati on-donai n- nane Admi ni strati onDomai nName OPTI ONAL,
net wor k- addr ess [0] IMPLICIT NetworkAddress OPTI ONAL,
-- see al so extended- networ k- addr ess
term nal -identifier [1] IMPLICIT Term nal Identifier OPTI ONAL,
pri vat e- donmai n- nane [2] PrivateDomai nName OPTI ONAL,
organi zat i on- nanme [3] IMPLICIT O ganizationNanme OPTI ONAL,

-- see al so tel et ex-organi zati on-nane
numeri c-user-identifier [4] IMPLICIT NumericUserldentifier
OPTI ONAL,
per sonal - name [5] IMPLICIT Personal Nane OPTI ONAL,
-- see al so tel et ex-personal - nane
organi zational -unit-nanes [6] | MPLICIT Organi zati onal Uni t Nanes
OPTI ONAL }
-- see also tel etex-organizational -unit-nanes

CountryName ::= [APPLI CATION 1] CHO CE {
x121-dcc-code NunericString
(Sl ZE (ub-country-nane-nuneric-|ength)),
i so- 3166- al pha2-code PrintableString
(Sl ZE (ub-country-nane-al pha-1ength)) }

Admi ni strati onDomai nName ::= [ APPLI CATI ON 2] CHO CE {
nuneric NunericString (Sl ZE (0. . ub-donmai n-nane-| ength)),
printable PrintableString (SIZE (0..ub-donmai n-nane-1ength)) }

Net wor kAddress ::= X121Address -- see al so extended-net wor k- addr ess
X121Address ::= NumericString (SIZE (1..ub-x121-address-|ength))
Terminal ldentifier ::= PrintableString (SIZE

(1..ub-termnal -id-length))
Pri vat eDomai nNane ::= CHO CE {

nuneric NunericString (SIZE (1..ub-domain-nane-|ength)),
printable PrintableString (SIZE (1..ub-domain-nane-1ength)) }
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Organi zati onNanme ::= Printabl eString
(SIZE (1..ub-organi zati on-nane-| engt h))
-- see al so tel et ex-organi zati on- nane
NunericUserldentifier ::= NunericString
(SIZE (1..ub-nuneric-user-id-Iength))
Per sonal Nane ::= SET {
sur name [0] IMPLICIT PrintableString
(SI ZE (1..ub-surname-1ength)),
given-nane [1] IMPLICIT PrintableString
(SIZE (1..ub-given-nanme-Ilength)) OPTI ONAL,
initials [2] IMPLICIT PrintableString
(SIZE (1..ub-initials-length)) OPTI ONAL,
generation-qualifier [3] IMPLICIT Printabl eString
(SIZE (1..ub-generation-qualifier-length))
OPTI ONAL }
-- see al so tel et ex-personal - nanme
Organi zati onal Uni t Nanes ::= SEQUENCE SIZE (1.. ub-organizational -units)

OF Organi zati onal Uni t Nane
-- see al so tel etex-organi zational -unit-nanes

Organi zational UnitName ::= PrintableString (SIZE
(1..ub-organi zati onal -uni t - nanme-1| engt h))

-- Built-in Donmai n-defined Attri butes

Bui | t | nDomai nDef i nedAttri butes ::= SEQUENCE Sl ZE
(1..ub-domain-defined-attributes) OF
Bui | t I nDorai nDef i nedAttri bute

Bui | t I nDorai nDef i nedAttri bute ::= SEQUENCE {
type PrintableString (SIZE
(1..ub-domai n-defined-attribute-type-Iength)),
val ue PrintableString (SIZE
(1..ub-domai n-defined-attribute-val ue-length)) }

-- Extension Attributes

Extensi onAttributes ::= SET SIZE (1..ub-extension-attributes) OF
Ext ensi onAttri bute

Extensi onAttribute ::= SEQUENCE {
extension-attribute-type [0] I MPLICIT | NTEGER
(0..ub-extension-attributes),
extension-attribute-val ue [1]
ANY DEFI NED BY extension-attribute-type }
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-- Extension types and attribute val ues

common-nanme | NTEGER ::= 1

ConmonNane ::= PrintableString (SIZE (1..ub-common-nane-| ength))

t el et ex- common- nane | NTEGER ::= 2

Tel et exConmonName ::= Tel etexString (SIZE (1..ub-common-nane-| ength))
t el et ex- organi zati on-name | NTEGER ::= 3

Tel et exOrgani zati onNane :: =
Tel etexString (SIZE (1..ub-organization-nane-| ength))

tel et ex- personal -nane I NTEGER ::= 4
Tel et exPer sonal Name ::= SET {
sur name [0] IMPLICIT Tel etexString

(SIZE (1..ub-surname-1ength)),
given-name [1] IMPLICIT Tel etexString

(SI ZE (1..ub-given-nane-1length)) OPTI ONAL,
initials [2] IMPLICIT Tel etexString

(SIZE (1..ub-initials-length)) OPTI ONAL,
generation-qualifier [3] IMPLICIT Tel etexString

(SIZE (1..ub-generation-qualifier-Ilength))

OPTI ONAL }
tel et ex- organi zati onal -unit-names INTEGER ::= 5
Tel et exOrgani zati onal Uni t Nanes :: = SEQUENCE S| ZE

(1..ub-organizational -units) OF Tel et exOrgani zati onal Uni t Nane

Tel et exOrgani zational Unit Nane ::= Tel etexString
(SI ZE (1..ub-organi zational -unit-nane-|ength))

pds-name I NTEGER ::= 7

PDSNane ::= Printabl eString (Sl ZE (1. . ub-pds-nane-I|ength))
physi cal -del i very-country-nane | NTEGER ::= 8

Physi cal Del i veryCountryName ::= CHO CE {

x121-dcc-code NunericString (Sl ZE
(ub-country-nanme- nureric-1 ength)),
i so- 3166- al pha2-code Printabl eString
(Sl ZE (ub-country-nane-al pha-1ength)) }
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postal -code INTEGER ::= 9
Post al Code ::= CHO CE {
nuneri c-code NunericString (SIZE (1..ub-postal-code-length)),
printabl e-code PrintableString (SIZE (1..ub-postal-code-1ength)) }
physi cal -del i very-office-nane INTEGER ::= 10
Physi cal Del i veryOf fi ceName :: = PDSPar anet er
physi cal -del i very-office-nunber | NTEGER ::= 11
Physi cal Del i veryOf fi ceNunber ::= PDSParanet er
ext ensi on- OR- addr ess- conmponents | NTEGER ::= 12
Ext ensi onORAddr essConponent s :: = PDSPar anet er
physi cal - del i very- personal - name | NTEGER ::= 13
Physi cal Del i ver yPer sonal Nane ::= PDSPar amet er
physi cal - del i very-organi zati on-nane | NTEGER ::= 14
Physi cal Del i veryOrgani zat i onNanme :: = PDSPar anet er
ext ensi on- physi cal - del i very- addr ess-conponents | NTEGER ::= 15
Ext ensi onPhysi cal Del i ver yAddr essConponent s :: = PDSPar anet er
unf or mat t ed- post al - address | NTEGER ::= 16
Unf or mat t edPost al Address ::= SET {
print abl e- address SEQUENCE SI ZE ( 1.. ub-pds-physi cal - addr ess-1i nes)
OF PrintableString (SIZE (1..ub-pds-paraneter-|ength))
OPTI ONAL,

tel etex-string Tel etexString
(SIZE (1..ub-unformatted-address-1|ength)) OPTI ONAL }

street-address | NTECER ::= 17

Street Address ::= PDSPar anet er

post - of fi ce- box-address | NTEGER ::= 18
Post OF f i ceBoxAddr ess :: = PDSPar anet er
post e-restant e-address | NTECER ::= 19
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Post eRest ant eAddr ess :: = PDSPar anet er
uni que- post al - name | NTEGER :: = 20

Uni quePost al Nane :: = PDSPar anet er

| ocal -postal -attributes | NTEGER ::= 21
Local Postal Attri butes ::= PDSParaneter
PDSPar aneter ::= SET {

printable-string PrintableString

(Sl ZE(1. . ub- pds-paraneter-1ength)) OPTI ONAL,
teletex-string Tel etexString

(Sl ZE(1. . ub- pds-paraneter-1ength)) OPTI ONAL }

ext ended- net wor k- address | NTECER :: = 22
Ext endedNet wor kAddress ::= CHO CE {
€163- 4- address SEQUENCE {
nunber [0] IMPLICIT NunericString

(SIZE (1..ub-e163-4-nunber-1length)),
sub-address [1] IMPLICIT NunericString
(SIZE (1..ub-e163-4-sub-address-1ength))
OPTI ONAL 1},
psap-address [0] IMPLICI T Presentati onAddress }

Present ati onAddress :: = SEQUENCE {
pSel ect or [0] EXPLICIT OCTET STRI NG OPTI ONAL,
sSel ect or [1] EXPLICIT OCTET STRI NG OPTI ONAL,
t Sel ect or [2] EXPLICIT OCTET STRI NG OPTI ONAL,
nAddr esses [3] EXPLICIT SET SIZE (1..MAX) OF OCTET STRI NG }
termnal -type |NTEGER ::= 23
Termi nal Type ::= | NTEGER {
telex (3),
teletex (4),

g3-facsimle (5),
g4-facsimle (6),
iab-termnal (7),
vi deotex (8) } (0..ub-integer-options)

-- Extension Donmmi n-defined Attri butes

t el et ex-domai n-defined-attri butes I NTEGER ::= 6

2002
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Tel et exDonai nDefi nedAttri butes ::= SEQUENCE S| ZE
(1..ub-domain-defined-attributes) OF Tel et exDomai nDefi nedAttribute

Tel et exDonai nDefi nedAttribute ::= SEQUENCE {
type Tel etexString
(SIZE (1..ub-donai n-defined-attribute-type-length)),
val ue Tel etexString
(SIZE (1..ub-donai n-defined-attribute-val ue-length)) }

-- specifications of Upper Bounds MJUST be regarded as mandatory
-- fromAnnex B of ITU T X 411 Reference Definition of MIS Paraneter
--  Upper Bounds

-- Upper Bounds

ub- name | NTECER :: = 32768

ub- conmon- name | NTEGER : : = 64
ub-1ocality-name | NTEGER ::= 128
ub-state-nane | NTECER ::= 128

ub- organi zati on-nane | NTEGER ::= 64

ub- organi zati onal -unit-nane | NTEGER ::= 64
ub-title INTEGER ::= 64

ub-serial - number | NTEGER ::= 64

ub-match | NTEGER ::= 128

ub- emai | address-1ength | NTEGER ::= 128

ub- conmon- nane- | ength | NTECER :: = 64

ub- count ry- name- al pha-length | NTEGER ::= 2
ub- count ry-name-nuneric-length INTEGER ::= 3
ub- domai n-defined-attributes INTEGER ::= 4
ub- domai n-defi ned-attri bute-type-length | NTEGER ::= 8
ub- domai n- defi ned-attribute-val ue-length | NTEGER ::= 128
ub- domai n- name-l ength I NTEGER :: = 16
ub-extension-attri butes | NTEGER ::= 256
ub-e163-4-nunber-length | NTEGER ::= 15
ub-e163-4- sub-address-1l ength | NTEGER ::= 40
ub-generation-qualifier-length INTEGER ::= 3
ub- gi ven-nane-|l ength | NTEGER ::= 16
ub-initials-length INTEGER ::= 5
ub-integer-options | NTEGER ::= 256

ub- nuneri c-user-id-length I NTEGER ::= 32

ub- organi zati on-name-1 ength | NTEGER ::= 64
ub- organi zati onal -unit-nane-length I NTEGER ::= 32
ub-organi zational -units | NTEGER ::= 4

ub- pds- nanme-1ength I NTEGER ::= 16

ub- pds- paraneter-1length | NTEGER ::= 30

ub- pds- physi cal -address-lines INTEGER ::= 6
ub- postal -code-length INTEGER ::= 16

ub- pseudonym | NTEGER ::= 128

ub- surname-l ength I NTEGER :: = 40
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ub-terminal -id-length I NTECER ::= 24
ub-unf ormat t ed- address-1 ength | NTEGER ::= 180
ub-x121-address-length I NTEGER ::= 16

-- Note - upper bounds on string types, such as TeletexString, are

-- measured in characters. Excepting PrintableString or I A5String, a
-- significantly greater nunber of octets will be required to hold

-- such a value. As a mninum 16 octets, or tw ce the specified

-- upper bound, whichever is the larger, should be allowed for

-- TeletexString. For UTF8String or Universal String at |east four

-- tinmes the upper bound should be all owed.

END
A2 Inplicitly Tagged Mdul e, 1988 Synt ax

PKI X1l nmplicit88 { iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-npd(0) id-pkix1l-inplicit(19) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS
id-pe, id-kp, id-qt-unotice, id-qgt-cps,
-- delete following line if "new' types are supported --
BMPString, UTF8String, -- end "new' types --
ORAddr ess, Name, Rel ativeDi stingui shedNane,
CertificateSerial Nunber, Attribute, DirectoryString
FROM PKI X1Explicit88 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)
i d-nod(0) id-pkixl-explicit(18) };
-- 1SO arc for standard certificate and CRL extensions
id-ce OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 29}
-- authority key identifier OD and syntax

i d-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35}
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Aut hori tyKeyl dentifier ::= SEQUENCE {
keyl dentifier [0] Keyldentifier OPTI ONAL,
aut horityCertl ssuer [1] Ceneral Nanes OPTI ONAL,

authorityCertSerial Number [2] CertificateSerial Nunber OPTI ONAL }
-- authorityCertlssuer and authorityCertSerial Nunber MJUST both
-- be present or both be absent

Keyldentifier ::= OCTET STRI NG

-- subject key identifier AOD and syntax

i d-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= { id-ce 14 }

Subj ect Keyl dentifier ::= Keyldentifier

-- key usage extension O D and synt ax

i d-ce-keyUsage OBJECT IDENTIFIER ::= { id-ce 15}

KeyUsage ::= BIT STRI NG {
digital Signature (0),
nonRepudi ati on (1),
keyEnci pher nent (2),
dat aEnci pher nent (3),
keyAgr eenment (4),
keyCert Si gn (95),
cRLSi gn (6),
enci pherOnly (7),
deci pherOnly (8) }

-- private key usage period extension O D and syntax

i d-ce-privat eKeyUsagePeri od OBJECT IDENTIFIER ::= { id-ce 16 }
Pri vat eKeyUsagePeri od ::= SEQUENCE {

not Bef ore [ 0] General i zedTi me OPTI ONAL,

not Af t er [ 1] General i zedTi me OPTI ONAL }

-- either notBefore or notAfter MJST be present

-- certificate policies extension O D and syntax

id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32}
anyPolicy OBJECT IDENTIFIER ::= { id-ce-certificatePolicies 0 }
CertificatePolicies ::= SEQUENCE Sl ZE (1..MAX) OF Policylnformation
Policyl nformation ::= SEQUENCE {
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policyldentifier Cert Policyld,
policyQualifiers SEQUENCE SI ZE (1..MAX) OF
Pol i cyQualifierlnfo OPTI ONAL }

CertPolicyld ::= OBJECT | DENTI FI ER
PolicyQualifierlnfo ::= SEQUENCE {
policyQualifierld PolicyQualifierld,
qualifier ANY DEFI NED BY policyQualifierld }

-- I nplenmentations that recognize additional policy qualifiers MJST
-- augnent the following definition for PolicyQualifierld

PolicyQualifierld ::=
OBJECT IDENTIFIER ( id-qt-cps | id-qt-unotice )

-- CPS pointer qualifier
CPSuri ::= 1A5String

-- user notice qualifier

User Notice ::= SEQUENCE ({
not i ceRef Not i ceRef er ence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL}
Not i ceRef erence ::= SEQUENCE ({
organi zati on Di spl ayText,

not i ceNunbers SEQUENCE OF | NTECER }

Di spl ayText ::= CHO CE {
i abString | A5String (SIZE (1..200)),
vi sibleString VisibleString (SIZE (1..200)),
bmpString BMPSt ri ng (SIZE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }
-- policy mapping extension O D and synt ax
i d-ce-policyMappi ngs OBJECT IDENTIFIER ::= { id-ce 33}
Pol i cyMappi ngs ::= SEQUENCE SI ZE (1..MAX) OF SEQUENCE {
i ssuer Domai nPol i cy Cert Policyld,
subj ect Donmai nPol i cy CertPolicyld }

-- subject alternative nane extension O D and syntax

i d-ce-subj ect Alt Name OBJECT IDENTIFIER ::= { id-ce 17 }
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Subj ect Al t Nane ::= Ceneral Nanes
Gener al Nanes ::= SEQUENCE SIZE (1..MAX) OF CGeneral Name
General Nane ::= CHO CE {
ot her Nane [ 0] Anot her Nane,
rf c822Name [ 1] I A5Stri ng,
dNSNarme [ 2] | A5Stri ng,
x400Addr ess [ 3] ORAddr ess,
di rect or yNane [ 4] Nane,
edi Par t yNane [ 5] EDI Part yNane,
uni f or MResour cel denti fier [ 6] I A5Stri ng,
i PAddr ess [ 7] OCTET STRI NG
regi steredl D [ 8] OBJECT | DENTI FI ER }
-- Anot her Nane repl aces OTHER- NAME :: = TYPE-| DENTI FI ER, as
-- TYPE-IDENTIFIER is not supported in the '88 ASN. 1 syntax
Anot her Name :: = SEQUENCE {
type-id OBJECT | DENTI FI ER,
val ue [0] EXPLICIT ANY DEFI NED BY type-id }
EDI Part yNane ::= SEQUENCE ({
naneAssi gner [ 0] DirectoryString OPTI ONAL,
partyNane [ 1] DirectoryString }

-- issuer alternative name extension O D and syntax

i d-ce-issuerAltNanme OBJECT IDENTIFIER ::= { id-ce 18 }

| ssuer Al t Name ::= General Nanes

i d-ce-subjectDirectoryAttri butes OBJECT IDENTIFIER ::= { id-ce 9 }
Subj ectDirectoryAttributes ::= SEQUENCE SIZE (1.. MAX) OF Attribute

-- basic constraints extension O D and syntax

i d-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
Basi cConstraints ::= SEQUENCE {

CA BOOLEAN DEFAULT FALSE,

pat hLenConst r ai nt | NTEGER (0..MAX) OPTI ONAL }

-- name constraints extension O D and syntax

i d-ce-naneConstraints OBJECT IDENTIFIER ::= { id-ce 30 }
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NameConstrai nts ::= SEQUENCE {
permttedSubtrees [ 0] Gener al Subt rees OPTI ONAL,
excl udedSubt r ees [ 1] Gener al Subt rees OPTI ONAL }
General Subtrees ::= SEQUENCE SIZE (1..MAX) OF Ceneral Subtree
Gener al Subtree ::= SEQUENCE ({
base Gener al Nare,
m ni mum [ 0] BaseDi st ance DEFAULT O,
maxi mum [ 1] BaseDi st ance OPTI ONAL }
BaseDi stance ::= | NTEGER (0. . MAX)
-- policy constraints extension O D and syntax
i d-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }
Pol i cyConstraints ::= SEQUENCE {
requi reExplicitPolicy [0] SkipCerts OPTI ONAL,
i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }
Ski pCerts ::= I NTEGER (0. .MAX)
-- CRL distribution points extension O D and synt ax
i d-ce-cRLDi stributionPoints OBJECT IDENTIFIER ::= {id-ce 31}
CRLDi stributionPoints ::= SEQUENCE SIZE (1.. MAX) OF DistributionPoint
Di stributionPoint ::= SEQJENCE {
di stributionPoi nt [ 0] Di stri buti onPoi nt Name OPTI ONAL,
reasons [ 1] ReasonFl ags OPTI ONAL,
cRLI ssuer [ 2] Gener al Nanes OPTI ONAL }
Di stributionPoi nt Nane ::= CHO CE {
ful | Nane [ 0] Gener al Nanes,
naneRel ati veToCRLI ssuer [ 1] Rel ati veDi sti ngui shedNane }
ReasonFl ags ::= BI T STRI NG {
unused (0),
keyConpr omi se (1),
cAConpr om se (2),
affiliationChanged (3),
super seded (4),
cessati onOf Operati on (9),
certificateHold (6),
privil egeWt hdrawn (7),
aAConpr omi se (8) 1}
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-- extended key usage extension O D and syntax

i d- ce- ext KeyUsage OBJECT I DENTIFIER ::= {id-ce 37}
Ext KeyUsageSynt ax ::= SEQUENCE SI ZE (1..MAX) OF KeyPurposeld
KeyPur posel d ::= OBJECT | DENTI FI ER

-- permt unspecified key uses
anyExt endedKeyUsage OBJECT | DENTIFIER ::= { id-ce-extKeyUsage 0 }

-- extended key purpose A Ds

i d-kp-serverAuth OBJECT IDENTIFIER ::={ id-kp 1}
i d-kp-clientAuth OBJECT IDENTIFIER ::={ id-kp 2 }
i d- kp- codeSi gni ng OBJECT IDENTIFIER ::= { id-kp 3}
i d-kp-enmunil Protection OBJECT IDENTIFIER ::= { id-kp 4}
i d-kp-timeStanpi ng OBJECT IDENTIFIER ::={ id-kp 8 }
i d- kp- OCSPSi gni ng OBJECT IDENTIFIER ::={ id-kp 9 }
-- inhibit any policy O D and syntax
i d-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= { id-ce 54 }
I nhi bit AnyPolicy ::= SkipCerts
-- freshest (delta)CRL extension O D and syntax
i d-ce-freshest CRL OBJECT IDENTIFIER ::= { id-ce 46 }
Freshest CRL ::= CRLDi stributionPoints
-- authority info access
i d- pe-aut horitylnfoAccess OBJECT IDENTIFIER ::= { id-pe 1}
Aut horityl nfoAccessSyntax ::=

SEQUENCE SI ZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {

accessMet hod OBJECT | DENTI FI ER,

accesslLocati on Gener al Nanme }
-- subject info access
i d- pe-subj ect| nfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }
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Subj ect I nf oAccessSyntax ::=
SEQUENCE SI ZE (1..MAX) OF AccessDescription
-- CRL nunber extension O D and syntax
i d-ce- cRLNunber OBJECT IDENTIFIER ::= { id-ce 20 }
CRLNunber ::= I NTEGER (0..MAX)

-- issuing distribution point extension OD and syntax

i d-ce-issuingDistributionPoint OBJECT IDENTIFIER ::={ id-ce 28 }
I ssui ngbi stributionPoint ::= SEQUENCE {
di stributi onPoi nt [0] DistributionPointNane OPTI ONAL,
onl yCont ai nsUser Certs [ 1] BOOLEAN DEFAULT FALSE,
onl yCont ai nsCACerts [ 2] BOOLEAN DEFAULT FALSE,
onl ySoneReasons [ 3] ReasonFl ags OPTI ONAL,
i ndirect CRL [4] BOOLEAN DEFAULT FALSE,
onl yCont ai nsAttri buteCerts [5] BOOLEAN DEFAULT FALSE }
i d-ce-del taCRLI ndi cator OBJECT IDENTIFIER ::= { id-ce 27 }
BaseCRLNunber ::= CRLNumber

-- CRL reasons extension O D and syntax

i d-ce- cRLReasons OBJECT IDENTIFIER ::= { id-ce 21 }

CRLReason ::= ENUMERATED {
unspecified (0),
keyConpr om se (1),
cAConpr om se (2),
affiliationChanged (3),
super seded (4),
cessati onO Operation (5),
certificateHold (6),
r enoveFr omCRL (8),
privil egeWt hdr awn (9),
aAConpr om se (10) }

-- certificate issuer CRL entry extension O D and syntax
id-ce-certificatelssuer OBJECT IDENTIFIER ::= { id-ce 29 }
Certificatel ssuer ::= Ceneral Nanes

-- hold instruction extension O D and syntax

2002
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i d-ce-hol dl nstructi onCode OBJECT IDENTIFIER ::={ id-ce 23}
Hol dl nstructi onCode ::= OBJECT | DENTI FI ER

-- ANSI x9 hol di nstructions

-- ANSI x9 arc holdinstruction arc

hol dl nstructi on OBJECT | DENTIFIER :: =
{joint-iso-itu-t(2) nenber-body(2) us(840) x9cm(10040) 2}

-- ANSI X9 hol dinstructions referenced by this standard

i d- hol di nstructi on-none OBJECT IDENTIFIER ::=
{hol dl nstruction 1} -- deprecated

i d-hol di nstruction-callissuer OBJECT | DENTIFIER :: =
{hol dl nstruction 2}

i d-hol dinstruction-reject OBJECT | DENTIFIER :: =
{hol dl nstruction 3}

-- invalidity date CRL entry extension O D and syntax

id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }
InvalidityDate ::= GCeneralizedTine
END

Appendi x B.  ASN. 1 Notes

CAs MUST force the serial Number to be a non-negative integer, that
is, the sign bit in the DER encoding of the I NTEGER val ue MJST be
zero - this can be done by adding a leading (leftnost) ‘00" H octet if
necessary. This renoves a potential anbiguity in mapping between a
string of octets and an integer val ue.

As noted in section 4.1.2.2, serial nunmbers can be expected to
contain long integers. Certificate users MJST be able to handl e
serial Number values up to 20 octets in length. Conformant CAs MJUST
NOT use seri al Nunber val ues | onger than 20 octets.

As noted in section 5.2.3, CRL nunbers can be expected to contain
long integers. CRL validators MJST be able to handl e cRLNunber
values up to 20 octets in length. Conformant CRL issuers MJUST NOT
use cRLNunber val ues | onger than 20 octets.
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The construct "SEQUENCE SI ZE (1..MAX) OF" appears in several ASN 1
constructs. A valid ASN. 1 sequence will have zero or nore entries.
The SI ZE (1..MAX) construct constrains the sequence to have at | east
one entry. MAX indicates the upper bound is unspecified.

I npl enentations are free to choose an upper bound that suits their
envi ronnent.

The construct "positivelnt ::= I NTEGER (0.. MAX)" defines positivelnt
as a subtype of INTEGER containing integers greater than or equal to
zero. The upper bound is unspecified. |Inplenentations are free to

sel ect an upper bound that suits their environnent.

The character string type PrintableString supports a very basic Latin
character set: the |lower case letters 'a' through 'z', upper case
letters "A through "Z, the digits "0 through *9, eleven special

characters =() +, - . [/ : ? and space

I mpl enenters should note that the at sign (' @) and underscore (' _')
characters are not supported by the ASN.1 type PrintableString.
These characters often appear in internet addresses. Such addresses
MJST be encoded using an ASN. 1 type that supports them They are
usual Iy encoded as I A5String in either the email Address attribute
within a distinguished nanme or the rfc822Name field of General Nane.
Conform ng inpl ementati ons MJUST NOT encode strings which include
either the at sign or underscore character as Printabl eString.

The character string type TeletexString is a superset of

Printabl eString. TeletexString supports a fairly standard (ASClII -
like) Latin character set, Latin characters w th non-spacing accents
and Japanese characters.

Nanmed bit lists are BIT STRINGs where the val ues have been assi gned
nanmes. This specification makes use of named bit lists in the
definitions for the key usage, CRL distribution points and freshest
CRL certificate extensions, as well as the freshest CRL and i ssuing
di stribution point CRL extensions. Wen DER encoding a naned bit
list, trailing zeroes MIST be omtted. That is, the encoded val ue
ends with the last named bit that is set to one.

The character string type Universal String supports any of the
characters allowed by | SO 10646-1 [I SO 10646]. |1SO 10646-1 is the
Uni versal nultiple-octet coded Character Set (UCS). |SO 10646-1

specifies the architecture and the "basic multilingual plane" -- a
| arge standard character set which includes all major world character
st andar ds.
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The character string type UTF8String was introduced in the 1997
version of ASN. 1, and UTF8String was added to the list of choices for
DirectoryString in the 2001 version of X 520 [X. 520]. UTF8String is
a universal type and has been assigned tag nunber 12. The content of
UTF8Stri ng was defined by RFC 2044 [RFC 2044] and updated in RFC 2279
[ RFC 2279].

In anticipation of these changes, and in confornance with | ETF Best
Practices codified in RFC 2277 [ RFC 2277], |ETF Policy on Character
Sets and Languages, this docunent includes UTF8String as a choice in
DirectoryString and the CPS qualifier extensions.

I mpl ementers should note that the DER encoding of the SET COF val ues
requires ordering of the encodings of the values. |In particular,
this issue arises with respect to distinguished nanes.

I mpl enenters should note that the DER encodi ng of SET or SEQUENCE
conponents whose value is the DEFAULT onit the conponent fromthe
encoded certificate or CRL. For exanple, a BasicConstraints

ext ensi on whose cA value is FALSE would onit the cA boolean fromthe
encoded certificate.

oject Identifiers (O Ds) are used throughout this specification to
identify certificate policies, public key and signature al gorithns,
certificate extensions, etc. There is no naxi numsize for O Ds.
Thi s specification mandates support for O Ds which have arc el ements
with values that are |l ess than 2728, that is, they MJST be between 0
and 268, 435, 455, inclusive. This allows each arc elenent to be
represented within a single 32 bit word. |nplenentations MJST al so
support O Ds where the length of the dotted decimal (see [ RFC 2252],
section 4.1) string representation can be up to 100 bytes
(inclusive). Inplenmentations MIST be able to handle O Ds with up to
20 elenments (inclusive). CAs SHOULD NOT issue certificates which
contain O Ds that exceed these requirenments. Likew se, CRL issuers
SHOULD NOT i ssue CRLs which contain O Ds that exceed these
requirenents.

I mpl enentors are warned that the X 500 standards comunity has

devel oped a series of extensibility rules. These rules determ ne
when an ASN. 1 definition can be changed w thout assigning a new
object identifier (OD). For exanple, at |east two extension
definitions included in RFC 2459 [ RFC 2459], the predecessor to this
profil e docunent, have different ASN. 1 definitions in this
specification, but the sane ODis used. |f unknown el enents appear
within an extension, and the extension is not marked critical, those
unknown el enents ought to be ignored, as foll ows:

(a) ignore all unknown bit nane assignnments within a bit string;
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(b) ignore all unknown named numbers in an ENUMERATED type or
| NTECER type that is being used in the enunerated style, provided
the nunber occurs as an optional elenment of a SET or SEQUENCE; and

(c) ignore all unknown elenents in SETs, at the end of SEQUENCEs,
or in CHO CEs where the CHOCE is itself an optional elenent of a
SET or SEQUENCE

If an extension containing unexpected values is marked critical, the
i mpl ementation MUST reject the certificate or CRL containing the
unrecogni zed extension

Appendi x C. Exanpl es

This section contains four exanples: three certificates and a CRL
The first two certificates and the CRL conprise a m ni nal
certification path.

Section C. 1 contains an annotated hex dunp of a "self-signed"
certificate issued by a CA whose distingui shed name is

cn=us, o=gov, ou=ni st. The certificate contains a DSA public key with
paraneters, and is signed by the correspondi ng DSA private key.

Section C. 2 contains an annotated hex dunp of an end entity
certificate. The end entity certificate contains a DSA public key,
and is signed by the private key corresponding to the "sel f-signed"
certificate in section C. 1.

Section C. 3 contains a dunp of an end entity certificate which
contains an RSA public key and is signed with RSA and MD5. This
certificate is not part of the minimal certification path.

Section C. 4 contains an annotated hex dunp of a CRL. The CRL is

i ssued by the CA whose distinguished name i s cn=us, o=gov, ou=ni st and
the list of revoked certificates includes the end entity certificate
presented in C 2.

The certificates were processed using Peter Gutman’s dunpasnl utility
to generate the output. The source for the dunpasnl utility is
avai l abl e at <http://ww. cs. auckl and. ac. nz/ ~pgut 001/ dunpasnl. c>. The
binaries for the certificates and CRLs are avail abl e at
<http://csrc.nist.gov/pki/pkixtool s>

C.1 Certificate
Thi s section contains an annotated hex dunp of a 699 byte version 3

certificate. The certificate contains the follow ng information:
(a) the serial number is 23 (17 hex);
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(b) the certificate is signed with DSA and the SHA-1 hash al gorithm
(c) the issuer’s distinguished name is OU=N ST; O=gov; C=US

(d) and the subject’s distinguished name is OU=N ST; O=gov; C=US
(e) the certificate was issued on June 30, 1997 and will expire on
Decenber 31, 1997,

(f) the certificate contains a 1024 bit DSA public key with

par anet ers;

(g) the certificate contains a subject key identifier extension
generated using nethod (1) of section 4.2.1.2; and

(h) the certificate is a CA certificate (as indicated through the
basi ¢ constraints extension.)

0 30 699: SEQUENCE {
4 30 635: SEQUENCE {
8

0

A0 3: [0] {
10 02 1: | NTEGER 2
' }
13 02 1: | NTEGER 17
16 30 9: SEQUENCE {
18 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: }
27 30 42 SEQUENCE {
29 31 11: SET {
31 30 9: SEQUENCE {
33 06 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
38 13 2: PrintableString ' US
: }
; }
42 31 12: SET {
44 30 10: SEQUENCE {
46 06 3: OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
51 13 3: PrintableString ’'gov’
: }
; }
56 31 13: SET {
58 30 11: SEQUENCE {
60 06 3: OBJECT | DENTI FI ER
: organi zational UnitName (2 5 4 11)
65 13 4: PrintableString ' NI ST
: }
}
: }
71 30  30: SEQUENCE {
73 17 13: UTCTi nre * 9706300000007’
88 17 13: UTCTi ne ' 9712310000007
: }
103 30 42: SEQUENCE {
105 31 11: SET {
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107 30 9: SEQUENCE {
109 06 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
114 13 2: PrintableString ' US

: }

: }
118 31  12: SET {
120 30 10: SEQUENCE {
122 06 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
127 13 3: PrintableString ' gov’

: }

: }
132 31 13: SET {
134 30 11: SEQUENCE {
136 06 3: OBJECT | DENTI FI ER

: organi zational UnitName (2 5 4 11)
141 13 4: PrintableString ' NI ST

: }

} }

147 30 440: SEQUENCE {
151 30 300: SEQUENCE {
155 06 7 OBJECT | DENTI FI ER dsa (1 2 840 10040 4 1)
164 30 287: SEQUENCE {

168 02 129: | NTEGER
: 00 B6 8B OF 94 2B 9A CE A5 25 6 F2 ED FC
FB 95 32 AC 01 12 33 B9 EO 1C AD 90 9B BC
48 54 9E F3 94 77 3C 2C 71 35 55 E6 FE 4F
22 CB D5 D8 3E 89 93 33 4D FC BD 4F 41 64
3E A2 98 70 EC 31 B4 50 DE EB F1 98 28 0A
C9 3E 44 B3 FD 22 97 96 83 DO 18 A3 E3 BD
35 5B FF EE A3 21 72 6A 7B 96 DA B9 3F 1E
5A 90 AF 24 D6 20 FO OD 21 A7 D4 02 B9 1A
FC AC 21 FB 9E 94 9E 4B 42 45 9E 6A B2 48
: 63 FE 43
300 02 21: I NTEGER
: 00 B2 0D BO B1 01 DF OC 66 24 FC 13 92 BA
: 55 F7 7D 57 74 81 ES5
323 02 1209: I NTECGER
: 00 9A BF 46 B1 F5 3F 44 3D C9 A5 65 FB 91
CO 8E 47 F1 OA C3 01 47 C2 44 42 36 A9 92
81 DE 57 C5 EO 68 86 58 00 7B 1F F9 9B 77
Al C5 10 A5 80 91 78 51 51 3C F6 FC FC CC
46 C6 81 78 92 84 3D F4 93 3D 0C 38 7E 1A
5B 99 4E AB 14 64 F6 0C 21 22 4E 28 08 9C
92 B9 66 9F 40 E8 95 F6 D5 31 2A EF 39 A2
62 C7 B2 6D 9E 58 C4 3A A8 11 81 84 6D AF
F8 B4 19 B4 C2 11 AE DO 22 3B AA 20 7F EE
1E 57 18
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}

: }
455 03 133: BIT STRING O unused bits, encapsul ates {
459 02 129: | NTEGER
: 00 B5 9E 1F 49 04 47 D1 DB F5 3A DD CA 04
75 E8 DD 75 F6 9B 8A Bl 97 D6 59 69 82 D3
03 4D FD 3B 36 5F 4A F2 D1 4E C1 07 F5 D1
2A D3 78 77 63 56 EA 96 61 4D 42 0B 7A 1D
FB AB 91 A4 CE DE EF 77 C8 E5 EF 20 AE A6
28 48 AF BE 69 C3 6A A5 30 F2 C2 B9 D9 82
2B 7D D9 C4 84 1F DE OD E8 54 D7 1B 99 2E
B3 DO 88 F6 D6 63 9B A7 E2 OE 82 D4 3B 8A
68 1B 06 56 31 59 0B 49 EB 99 A5 D5 81 41

7B C9 55
}
: }
591 A3  50: [3] {
593 30 48: SEQUENCE {
595 30  29: SEQUENCE {
597 06 3: OBJECT | DENTI FI ER
: subj ect Keyldentifier (2 5 29 14)
602 04 22: OCTET STRING encapsul ates {
604 04  20: OCTET STRI NG
: 86 CA A5 22 81 62 EF AD OA 89 BC AD 72 41
: 2C 29 49 F4 86 56
: } }
626 30 15: SEQUENCE {
628 06 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
633 01 1: BOOLEAN TRUE
636 04 5: OCTET STRING encapsul ates {
638 30 3: SEQUENCE {
640 01 1: BOOLEAN TRUE
: }
}
}
}
} }
643 30 9: SEQUENCE {
645 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: }
654 03 47: BIT STRING O unused bits, encapsul ates {
657 30 44: SEQUENCE {

659 02 20: I NTEGER
: 43 1B CF 29 25 45 C0 4E 52 E7 7D D6 FC Bl
: 66 4C 83 CF 2D 77

681 02 20: | NTEGER
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0B 5B 9A 24 11 98 E8 F3 86 90 04 F6 08 A9
El 8D A5 CC 3A D4

}
}
}

C.2 Certificate

Thi s section contains an annotated hex dunp of a 730 byte version 3
certificate. The certificate contains the follow ng information

(a) the serial nunber is 18 (12 hex);

(b) the certificate is signed with DSA and the SHA-1 hash al gorithm
(c) the issuer’s distinguished name is OU=nist; O=gov; C=US

(d) and the subject’s distinguished nanme is CN=Ti m Pol k; QOU=ni st ;
O=gov; C=US

(e) the certificate was valid fromJuly 30, 1997 through Decenber 1,
1997;

(f) the certificate contains a 1024 bit DSA public key;

(g) the certificate is an end entity certificate, as the basic
constraints extension is not present;

(h) the certificate contains an authority key identifier extension
mat chi ng the subject key identifier of the certificate in Appendi x
C. 1; and

(i) the certificate includes one alternative name - an RFC 822
address of "wpol k@i st. gov".

0 30 730: SEQUENCE {
4 30 665: SEQUENCE {
8 A0 3: [0] {
10 02 1: | NTEGER 2
: }
13 02 1: | NTEGER 18
16 30 9: SEQUENCE {
18 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: }
27 30 42 SEQUENCE {
29 31 11: SET {
31 30 9: SEQUENCE {
33 06 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
38 13 2: PrintableString ' US
: }
: }
42 31 12: SET {
44 30 10: SEQUENCE {
46 06 3: OBJECT | DENTI FI ER organi zati onNanme (2 5 4 10)
51 13 3: PrintableString 'gov’
: }
}
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56
58
60

65

71
73
88

103
105
107
109
114

118
120
122
127

132
134
136

141

147
149
151
156

166
170
174
183
187

31
30
06

13

30
17
17

30

30
06
13

31
30
06
13

31
30
06

13

31
30
06
13

30
30
06

02
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13:
11:

30:
13:
13:

61:
11:

12:
10:

13:
11:

17:
15:

439:
300:

287:
129:
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SET {
SEQUENCE {
OBJECT | DENTI FI ER

organi zational UnitName (2 5 4 11)

PrintableString ' NI ST

}
}

}

SEQUENCE {
UTCTi me ’ 970730000000Z
UTCTi me ’ 9712010000007’

}
SEQUENCE {
SET {
SEQUENCE {

OBJECT | DENTI FI ER countryName (2 5 4 6)

PrintableString 'US
}
}
SET {
SEQUENCE {

OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)

PrintableString 'gov’
}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER

organi zational UnitName (2 5 4 11)

PrintableString ' NI ST
}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER conmonNane
Printabl eString ' TimPol k’
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER dsa (1 2 840
SEQUENCE {
| NTEGER
00 B6 8B OF 94 2B 9A CE A5
FB 95 32 AC 01 12 33 B9 EO
48 54 9E F3 94 77 3C 2C 71
22 CB D5 D8 3E 89 93 33 4D
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(2 5 4 3)

10040 4 1)

25 C6 F2 ED FC
1C AD 90 9B BC
35 55 E6 FE 4F
FC BD 4F 41 64
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319 02 21
342 02 120
474 03 132:
478 02 128
609 A3 62
611 30 60
613 30 25
615 06 3
620 04  18:
622 30 16
624 81 14
640 30 31
642 06  3:

Housl ey, et.

Internet X. 509 Public Key Infrastructure

3E
c9
35
S5A
FC
63

A2
3E
5B
90
AC
FE

I NTEGER

00
55

B2
F7

I NTEGER

00
Co
81
Al
46
5B
92
62
F8
1E

}

}
BI T STRING 0 unused bits,

9A
8E
DE
C5
Co6
99
B9
74
B4
57

I NTEGER

30
A0
B7
37
9B
2D
35
1C
46
95

}
[3] {
SEQUENCE

SEQUENCE {

B6
9C
c1
F4
25
o6
7C
CB
oF
BE

{

98
44
FF
AF
21
43

oD
7D

BF
47
57
10
81
4E
66
B2
19
18

75
4B
BA
01
09
6C
CE
D3
oD

70
B3
EE
24
FB

BO
57

46
F1
c5
A5
78
AB
oF
6D
B4

F7
DF
4A
0B
5A
B9
15
72
B8

EC
FD
A3
D6
9E

B1
74

Bl
0A
EO
80
92
14
40
9E
c2

7C
20
BA
F5
2D
98
31
09
Do

31
22
21
20
94

01
81

F5
a3
68
91
84
64
E8
58
11

20
D5
A9
04
C8
C1
5C
90
DC

B4
97
72
FO
9E

DF
E5

3F
01
86
78
3D
F6
95
o)
AE

31
24
95
1F
46
25
23
FF
Do

50
96
6A
oD
4B

oC

44
47
58
51
F4
oC
F6
3A
DO

AE
13
80
9D
8E
3A
13
9B
18

DE
83
7B
21
42

66

3D
c2
00
51
93
21
D5
A8
22

38
3C
53
2E
2B
44
1E
9D
A6

EB
Do
96
A7
45

24

co
44
7B
3C
3D
22
31
11
3B

BB
cb
FO
1F
D4
4E
A2
28
2B

F1
18
DA

9E

FC

A5
42
1F
F6
oC
4E
2A
81

encapsul at es

7E
98
oD
62
F5
8E
05
Cco
S5E

Apri

98
A3
B9
02
6A

13

65
36
F9
FC
38
28
EF
84
20

0D
E5
72

0D
D1

Al
F9

OBJECT | DENTI FI ER subj ect Alt Nane (2 5
OCTET STRING encapsul ates {

SEQUENCE {
"wpol k@i st . gov’

}
}
SEQUENCE {

[1]
}

OBJECT | DENTI FI ER

St andards Track

28
E3
3F
B9
B2

92

FB
A9
9B
FC
7E
08
39
6D
7F

2B
5F

84
3B
95
7A
0A
8F

29

2002

0A
BD
1E
1A
48

BA

91
92
77
cC
1A
9C
A2
AF
EE

AB
6C
33
3A
cr
61
24
EC
B5

17)
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: aut horityKeyldentifier (2 5 29 35)
647 04 24: OCTET STRING encapsul ates {

649 30 22: SEQUENCE {

651 80  20: [0]
: 86 CA A5 22 81 62 EF AD OA 89 BC AD 72
41 2C 29 49 F4 86 56

}
}
}
}
} }
673 30  9:  SEQUENCE {
675 06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
: }

684 03 48: BIT STRING O unused bits, encapsul ates {
687 30  45: SEQUENCE {

689 02 20: | NTEGER
: 36 97 CB E3 B4 2C E1 BB 61 A9 D3 CC 24 CC
: 22 92 9F F4 F5 87
711 02 21: I NTEGER
: 00 AB C9 79 AF D2 16 1C A9 E3 68 A9 14 10
B4 A0 2E FF 22 5A 73

}
}
}

C.3 End Entity Certificate Using RSA

Thi s section contains an annotated hex dunp of a 654 byte version 3
certificate. The certificate contains the follow ng information:
(a) the serial nunber is 256;

(b) the certificate is signed with RSA and the SHA-1 hash al gorithm
(c) the issuer’s distinguished name is OU=N ST; O=gov; C=US

(d) and the subject’s distinguished nanme is CN=Ti m Pol k; OU=NI ST
O=gov; C=US

(e) the certificate was issued on May 21, 1996 at 09:58:26 and
expired on May 21, 1997 at 09: 58: 26;

(f) the certificate contains a 1024 bit RSA public key;

(g) the certificate is an end entity certificate (not a CA
certificate);

(h) the certificate includes an alternative subject nane of
"<http://wwmv itl.nist.gov/div893/staff/polk/index.htm >" and an
alternative issuer name of "<http://ww nist.gov/>" - both are URLs;
(i) the certificate include an authority key identifier extension
and a certificate policies extension specifying the policy QD
2.16.840.1.101.3.2.1.48.9; and
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the certificate includes a critical

key usage extension

specifying that the public key is intended for verification of
si gnat ur es.

654: SEQUENCE {

SEQUENCE {

[0] {
| NTEGER 2

}
| NTEGER 256
SEQUENCE {

OBJECT | DENTI FI ER
shalw t hRSAEncryption (1 2 840 113549 1 1 5)

NULL

}
SEQUENCE {
SET {

SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)

Print
}

}
SET {

abl eString ' US

SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)

PrintableString ’'gov’

}
}
SET {

SEQUENCE {
OBJECT | DENTI FI ER
organi zational UnitName (2 5 4 11)
PrintableString ' NI ST

}
}

}
SEQUENCE {
UTCTi ne
UTCTi ne
}
SEQUENCE {
SET {

9605210958267’
9705210958267’

SEQUENCE {
OBJECT | DENTI FI ER countryName (2 5 4 6)

Print
}

}
SET {

al .

REC 3280
(i)
digital

0 30

4 30 503
8 A0 3
10 02 1:
13 02 2
17 30 13:
19 06 O
30 05 O
32 30 42
34 31 11:
36 30 9
38 06 3
43 13 2.
47 31 12:
49 30  10:
51 06  3:
56 13 3
61 31  13:
63 30  11:
65 06  3:
70 13 4
76 30  30:
78 17 13:
93 17  13:

108 30 61

110 31  11:

112 30 9

114 06 3

119 13 2

123 31 12:

Housl ey, et

abl eString ’US
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125 30 10: SEQUENCE {
127 06 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
132 13 3: PrintableString ’'gov’

: }

: }
137 31  13: SET {
139 30 11: SEQUENCE {
141 06 3: OBJECT | DENTI FI ER

: organi zational UnitName (2 5 4 11)
146 13 4: PrintableString ' NI ST

' }

: }
152 31 17: SET {
154 30 15: SEQUENCE {
156 06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
161 13 8: Printabl eString ' TimPol k’

' }

} }

171 30 159: SEQUENCE {
174 30 13: SEQUENCE {
176 06 9: OBJECT | DENTI FI ER

: rsaEncryption (1 2 840 113549 1 1 1)
187 05 0: NULL

: }
189 03 141: BIT STRING 0 unused bits, encapsul ates {
193 30 137: SEQUENCE {

196 02 129: I NTEGER
: 00 E1 6A E4 03 30 97 02 3C F4 10 F3 B5 1E
4D 7F 14 7B F6 F5 DO 78 E9 A4 8A FO A3 75
EC ED B6 56 96 7F 88 99 85 9A F2 3E 68 77
87 EB 9E D1 9F CO B4 17 DC AB 89 23 A4 1D
7E 16 23 4C 4F A8 4D F5 31 B8 7C AA E3 1A
49 09 F4 4B 26 DB 27 67 30 82 12 01 4A E9
1A B6 C1 0C 53 8B 6C FC 2F 7A 43 EC 33 36
7E 32 B2 7B D5 AA CF 01 14 C6 12 EC 13 F2
2D 14 7A 8B 21 58 14 13 4C 46 A3 9A F2 16

: 95 FF 23
328 02 3: | NTEGER 65537

: }

}

: }
333 A3 175: [ 3]
336 30 172: SEQUENCE {
339 30 63: SEQUENCE {
341 06 3: OBJECT | DENTI FI ER subj ect AltName (2 5 29 17)
346 04 56: OCTET STRING encapsul ates {
348 30 54: SEQUENCE {
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350

404
406
411
413
415

437
439

444
446
448

470
472

477
479
481
483

495
497
502
505
507

3280

86

30
06
04
30
86

30
06

04
30
80

30
06

04
30
30

30
06
01
04
03

Housl ey,

52:

31:

24
22:
20:

24:
22:
20:

16:
14.
12:
10:

et.

I ol o
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}

[ 6]
"http://ww.itl.nist.gov/div893/staff/’
" pol k/i ndex. ht m’

}

}

SEQUENCE {
OBJECT | DENTI FI ER i ssuerAltName (2 5 29 18)
OCTET STRING encapsul ates {

SEQUENCE {
[6] "http://ww.nist.gov/’
} }
SEQUENCE {

OBJECT | DENTI FI ER
aut horityKeyldentifier (2 5 29 35)
OCTET STRING encapsul ates {
SEQUENCE {

}

[ 0]
08 68 AF 85 33 C8 39 4A 7A F8 82 93 8E
70 6A 4A 20 84 2C 32

}

}
SEQUENCE ({
OBJECT | DENTI FI ER
certificatePolicies (2 5 29 32)
OCTET STRING encapsul ates {
SEQUENCE {

}

SEQUENCE {
OBJECT | DENTI FI ER
'2 16 840 1 101 3 2 1 48 O
}

}

}
SEQUENCE ({
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 7 unused bits

}

"1'B (bit 0)
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511
513

524

526

C4

35
37
39
44

49
51

Hou

30 13: SEQUENCE {
06 9: OBJECT | DENTI FI ER

: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
05 0: NULL

: }
03 129: BI T STRING O unused bits

: 1E 07 77 6E 66 B5 B6 B8 57 FO 03 DC 6F 77
6D AF 55 1D 74 E5 CE 36 81 FC 4B C5 F4 47
82 C4 OA 25 AA 8D D6 7D 3A 89 AB 44 34 39
F6 BD 61 1A 78 85 7A B8 1E 92 A2 22 2F CE
07 1A 08 8E F1 46 03 59 36 4A CB 60 E6 03
40 01 5B 2A 44 D6 E4 7F EB 43 5E 74 OA E6
E4 F9 3E El1 44 BE 1F E7 5F 5B 2C 41 8D 08
BD 26 FE 6A A6 C3 2F B2 3B 41 12 6B C1 06
8A B8 4C 91 59 EB 2F 38 20 2A 67 74 20 0B
77 F3

}

Certificate Revocation List

Thi s section contains an annotated hex dunp of a version 2 CRL with
one extension (cRLNunmber). The CRL was issued by OU=NI ST; O=gov;
C=US on August 7, 1997; the next schedul ed i ssuance was Septenber 7,
1997. The CRL includes one revoked certificates: serial number 18
(12 hex), which was revoked on July 31, 1997 due to keyConprom se.
The CRL itself is nunber 18, and it was signed with DSA and SHA-1.

30 203: SEQUENCE {
30 140: SEQUENCE {
02 1: | NTEGER 1
30 9: SEQUENCE {
06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
1 }
30 42: SEQUENCE {
31 11: SET {
30 9: SEQUENCE ({
06 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
13 2: PrintableString ' US
' }
: }
31 12: SET {
30 10: SEQUENCE {
06 3: OBJECT | DENTI FI ER organi zati onNarme (2 5 4 10)
13 3: PrintableString ’'gov’
1 }
: }
31 13: SET {
30 11: SEQUENCE {
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53 06 3: OBJECT | DENTI FI ER
: organi zational UnitName (2 5 4 11)
58 13 4: PrintableString ' NI ST
: }
} }
64 17 13: UTCTi me ' 970807000000Z
79 17 13: UTCTi nre * 970907000000Z
94 30 34: SEQUENCE {
96 30 32: SEQUENCE {
98 02 1: | NTEGER 18
101 17 13: UTCTi me ' 970731000000Z
116 30 12: SEQUENCE {
118 30 10: SEQUENCE {
120 06 3: OBJECT | DENTI FI ER cRLReason (2 5 29 21)
125 04 3: OCTET STRING encapsul ates {
127 0A 1: ENUMERATED 1
: }
}
}
}
: }
130 A0 14: [0] {
132 30 12: SEQUENCE {
134 30 10: SEQUENCE {
136 06 3: OBJECT | DENTI FI ER cRLNunber (2 5 29 20)
141 04 3: OCTET STRING encapsul ates {
143 02 1: | NTEGER 12
: }
: }
: }
: }
: }
146 30 9: SEQUENCE {
148 06 7 OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)

- }
157 03 47: BIT STRING 0 unused bits, encapsul ates {
160 30 44: SEQUENCE ({
162 02  20: | NTEGER
: 22 4E 9F 43 BA 95 06 34 F2 BB 5E 65 DB A6
: 80 05 C0 3A 29 47
184 02  20: | NTEGER
: 59 1A 57 C9 82 D7 02 21 14 C3 D4 0B 32 1B
96 16 Bl 1F 46 5A

}
}
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