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public-key algorithms in the Cryptographic Message Syntax (CM5). The
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1 Introduction

The Cryptographi c Message Syntax (CMS) is cryptographic algorithm
i ndependent. This specification defines a profile for the use of
Elliptic Curve Cryptography (ECC) public key algorithnms in the CMVS.
The ECC al gorithms are incorporated into the followi ng CM5 content

types:

- 'SignedData’ to support ECC based digital signature methods
(ECDSA) to sign content
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- "Envel opedbData’ to support ECC-based public-key agreenent
met hods (ECDH and ECMV) to generate pairwi se key-encryption
keys to encrypt content-encryption keys used for content
encryption

- "AuthenticatedData’ to support ECC- based public-key agreenent
met hods (ECMQV) to generate pairw se key-encryption keys to
encrypt MAC keys used for content authentication and integrity

Certification of EC public keys is also described to provide public-
key distribution in support of the specified techniques.

1.1 Requirenents term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ MUST] .

2 Signedbata using ECC

This section describes how to use ECC algorithns with the CVB
Si gnedbData format to sign data.

2.1 SignedData using ECDSA
This section describes howto use the Elliptic Curve Digital
Signature Algorithm (ECDSA) with SignedData. ECDSA is specified in
[X9.62]. The nethod is the elliptic curve anal og of the Digital
Signature Al gorithm (DSA) [FIPS 186-2].

In an inplementation that uses ECDSA with CMS SignedData, the
foll owi ng techniques and formats MJST be used.

2.1.1 Fields of the SignedData

When using ECDSA with SignedData, the fields of Signerinfo are as in
[CMB], but with the following restrictions:

di gest Al gorithm MJUST contain the algorithmidentifier sha-1 (see
Section 8.1) which identifies the SHA-1 hash al gorithm

signatureAl gorithm contains the algorithmidentifier ecdsa-wth-
SHA1 (see Section 8.1) which identifies the ECDSA signature
al gorithm

signature MJST contain the DER encoding (as an octet string) of a
val ue of the ASN. 1 type ECDSA-Si g-Val ue (see Section 8.2).
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When using ECDSA, the SignedData certificates field MAY include the
certificate(s) for the EC public key(s) used in the generation of the
ECDSA signatures in SignedData. ECC certificates are discussed in
Section 6.

2.1.2 Actions of the sending agent

When using ECDSA with SignedData, the sending agent uses the nessage
di gest cal cul ati on process and signature generation process for
SignedData that are specified in [CM5]. To sign data, the sending
agent uses the signature nethod specified in [ X9.62, Section 5. 3]
with the foll ow ng exceptions:

- In [X9.62, Section 5.3.1], the integer "e" is instead
determ ned by converting the nmessage di gest generated according
to [CMB, Section 5.4] to an integer using the data conversion
met hod in [ X9.62, Section 4.3.2].

The sendi ng agent encodes the resulting signature using the ECDSA-
Si g- Val ue syntax (see Section 8.2) and places it in the Signerinfo
signature field.

2.1.3 Actions of the receiving agent

When using ECDSA with SignedData, the receiving agent uses the
message di gest cal cul ati on process and signature verification process
for SignedData that are specified in [CM5]. To verify SignedData,
the receiving agent uses the signature verification nmethod specified
in [X9.62, Section 5.4] with the followi ng exceptions:

- In [X9.62, Section 5.4.1] the integer "e'" is instead
determ ned by converting the message di gest generated according
to [CM5, Section 5.4] to an integer using the data conversion
met hod in [ X9.62, Section 4.3.2].

In order to verify the signature, the receiving agent retrieves the
integers r and s fromthe Signerinfo signature field of the received
nessage

3 Envel opedDat a using ECC Al gorithns

This section describes how to use ECC algorithns with the CVB
Envel opedDat a f ormat.
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3.1 Envel opedData using (epheneral -static) ECDH

This section describes how to use the epheneral -static Elliptic Curve
Diffie-Hell man (ECDH) key agreenent al gorithmwi th Envel opedDat a.
Epheneral -static ECDH is specified in [ SEC1] and [ EEE1363].

Epheneral -static ECDH is the the elliptic curve anal og of the
epheneral -static Diffie-Hell man key agreenent al gorithm specified
jointly in the documents [CM5, Section 12.3.1.1] and [ CV5-DH] .

In an inplenmentation that uses ECDH with CVS Envel opedData with key
agreenent, the follow ng techniques and formats MJST be used.

3.1.1 Fields of KeyAgreeRecipientlnfo

VWhen using epheneral -static ECDH with Envel opedData, the fields of
KeyAgr eeReci pientinfo are as in [CVB], but with the follow ng
restrictions:

originator MJUST be the alternative originatorKey. The
originatorKey algorithmfield MJST contain the id-ecPublicKey
object identifier (see Section 8.1) with NULL paraneters. The
ori gi natorKey publicKey field MIUST contain the DER-encoding of a
val ue of the ASN. 1 type ECPoint (see Section 8.2), which
represents the sending agent’s epheneral EC public key.

keyEncrypti onAl gorithm MJUST contain the dhSi ngl ePass-st dDH
shalkdf-schenme object identifier (see Section 8.1) if standard
ECDH primtive is used, or the dhSingl ePass-cof act or DH shalkdf -
schene object identifier (see Section 8.1) if the cofactor ECDH
primtive is used. The parameters field contains
KeyW apAl gorithm The KeyWapAl gorithmis the algorithm
identifier that indicates the symmetric encryption algorithm used
to encrypt the content-encryption key (CEK) with the key-
encryption key (KEK).

3.1.2 Actions of the sending agent

When using epheneral -static ECDH with Envel opedData, the sending
agent first obtains the recipient’s EC public key and domain
paraneters (e.g. fromthe recipient’s certificate). The sending
agent then determines an integer "keydatal en", which is the

KeyW apAl gorithm symetric key-size in bits, and also a bit string
"Shar edl nfo", which is the DER encodi ng of ECC- CM5- Sharedl nfo (see
Section 8.2). The sending agent then perforns the key depl oynment and
the key agreenent operation of the Elliptic Curve Diffie-Hellmn
Schene specified in [ SEC1, Section 6.1]. As a result the sending
agent obtai ns:
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- an epheneral public key, which is represented as a value of the
type ECPoint (see Section 8.2), encapsulated in a bit string
and placed in the KeyAgreeReci pientinfo originator field, and

- a shared secret bit string "K', which is used as the pairw se
key-encryption key for that recipient, as specified in [CV5].

3.1.3 Actions of the receiving agent

When usi ng epheneral -static ECDH with Envel opedData, the receiving
agent determines the bit string "Sharedlnfo", which is the DER
encodi ng of ECC- CMVs- Sharedl nfo (see Section 8.2), and the integer
"keydat al en" fromthe key-size, in bits, of the KeyWapAl gorithm
The receiving agent retrieves the epheneral EC public key fromthe
bit string KeyAgreeRecipientinfo originator, with a value of the type
ECPoi nt (see Section 8.2) encapsulated as a bit string. The

recei ving agent perfornms the key agreenent operation of the Elliptic
Curve Diffie-Hellman Schene specified in [ SECl, Section 6.1]. As a
result, the receiving agent obtains a shared secret bit string "K',
which is used as the pairw se key-encryption key to unwap the CEK

3.2 Envel opedData using 1-Pass ECMQV

This section describes howto use the 1-Pass elliptic curve MY
(ECMQV) key agreenent algorithmw th Envel opedData. ECMQ is
specified in [SECL] and [|EEE1363]. Like the KEA algorithm [ CMs-
KEA], 1-Pass ECMQV uses three key pairs: an epheneral key pair, a
static key pair of the sending agent, and a static key pair of the
receiving agent. An advantage of using 1-Pass ECMQV is that it can
be used with both Envel opedbData and Aut henti cat edDat a.

In an inplementation that uses 1-Pass ECMQV with CMS Envel opedDat a
with key agreenment, the follow ng techniques and formats MJST be
used.

3.2.1 Fields of KeyAgreeRecipientlnfo

When using 1-Pass ECMQV wi th Envel opedData, the fields of
KeyAgr eeReci pi entl nfo are:

originator identifies the static EC public key of the sender. It
SHOULD be one of the alternatives, issuerAndSerial Nunber or

subj ect Keyl dentifier, and point to one of the sending agent’s
certificates.

ukm MUST be present. The ukmfield MJUST contain an octet string

which is the DER encodi ng of the type MQVuserKeyi ngMaterial (see
Section 8.2). The MMuserKeyi ngWaterial epheneral PublicKey
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algorithmfield MJST contain the id-ecPublicKey object identifier
(see Section 8.1) with NULL paraneters field. The
MMuser Keyi nghvat eri al epheneral Publ i cKey publicKey field MJST
contain the DER-encoding of the ASN. 1 type ECPoint (see Section
8.2) representing sending agent’s ephenmeral EC public key. The
MMuser Keyi ngvat eri al addedukm field, if present, SHOULD contain
an octet string of additional user keying material of the sending
agent.

keyEncrypti onAl gorithm MJUST be the ngvSi ngl ePass- shalkdf-schene
algorithmidentifier (see Section 8.1), with the paraneters field
KeyW apAl gorithm The KeyWapAl gorithmindicates the symmetric
encryption algorithmused to encrypt the CEK with the KEK
generated using the 1-Pass ECMQV al gorithm

3.2.2 Actions of the sending agent

When using 1-Pass ECMQV with Envel opedData, the sending agent first
obtains the recipient’s EC public key and domain paraneters, (e.g.
fromthe recipient’s certificate) and checks that the domain
paraneters are the same. The sending agent then determ nes an

i nteger "keydatal en", which is the KeyWapAl gorithm symretric key-
size in bits, and also a bit string "Sharedl nfo", which is the DER
encodi ng of ECC- CMs- Sharedinfo (see Section 8.2). The sendi ng agent
then perforns the key depl oynent and key agreenment operations of the
Elliptic Curve MQ/ Schene specified in [SECL, Section 6.2]. As a
result, the sending agent obtains:

- an epheneral public key, which is represented as a val ue of
type ECPoint (see Section 8.2), encapsulated in a bit string,
pl aced in an MMuser Keyi ngMat eri al epheneral Publ i cKey publicKey
field (see Section 8.2), and

- a shared secret bit string "K', which is used as the pairw se
key-encryption key for that recipient, as specified in [CVg]

The epheneral public key can be re-used with an AuthenticatedData for
greater efficiency.

3.2.3 Actions of the receiving agent

When using 1-Pass ECMQV with Envel opedData, the receiving agent
determines the bit string "Sharedlnfo", which is the DER encoding of
ECC- CM5- Shar edl nfo (see Section 8.2), and the integer "keydatal en”
fromthe key-size, in bits, of the KeyWapAl gorithm The receiving
agent then retrieves the static and epheneral EC public keys of the
originator, fromthe originator and ukmfields as described in
Section 3.2.1, and its static EC public key identified in the rid
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field and checks that the domain paraneters are the same. The

recei ving agent then performs the key agreenent operation of the
Elliptic Curve M/ Schene [ SEC1, Section 6.2]. As aresult, the
recei ving agent obtains a shared secret bit string "K' which is used
as the pairw se key-encryption key to unwap the CEK

4 Aut henti catedData usi ng ECC

This section describes how to use ECC algorithns with the CVB

Aut henticatedData format. AuthenticatedData | acks non-repudi ati on,
and so in sone instances is preferable to SignedData. (For exanpl e,
t he sendi ng agent mnight not want the nessage to be authenticated when
forwarded.)

4.1 AuthenticatedData using 1-pass ECMN
Thi s section describes howto use the 1-Pass elliptic curve MY
(ECMQV) key agreenent algorithmw th AuthenticatedData. ECMQ is
specified in [SEClL]. An advantage of using 1-Pass ECMY) is that it
can be used with both Envel opedData and Aut henti cat edDat a.

4.1.1 Fields of the KeyAgreeRecipientlnfo
The Aut henticat edData KeyAgreeRecipientlnfo fields are used in the
same manner as the fields for the correspondi ng Envel opedDat a
KeyAgreeReci pientlnfo fields of Section 3.2.1 of this docunent.

4.1.2 Actions of the sending agent

The sendi ng agent uses the sane actions as for Envel opedData with 1-
Pass ECMQV, as specified in Section 3.2.2 of this docunent.

The epheneral public key can be re-used with an Envel opedData for
greater efficiency.

Note: if there are nmultiple recipients, an attack is possible where
one recipient nodifies the content w thout other recipients noticing
[BON]. A sending agent who is concerned with such an attack SHOULD
use a separate AuthenticatedData for each recipient.

4.1.3 Actions of the receiving agent

The receiving agent uses the same actions as for Envel opedData with
1- Pass ECMQV, as specified in Section 3.2.3 of this docunent.

Note: see Note in Section 4.1.2.
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5 Reconmended Al gorithns and Elliptic Curves

I mpl enent ati ons of this specification MIJST inplement either

Si gnedData with ECDSA or Envel opedData with epheneral -static ECDH

I mpl enentati ons of this specification SHOULD i npl enment both

Si gnedbData with ECDSA and Envel opedData with epheneral -static ECDH

I mpl ement ati ons MAY i npl ement the ot her techni ques specified, such as
Aut henti cat edDat a and 1-Pass ECMQV.

Furthernore, in order to encourage interoperability, inplenentations
SHOULD use the elliptic curve domain paraneters specified by ANS
[ X9.62], NI ST [FIPS-186-2] and SECG [ SEC2].

6 Certificates using ECC

Internet X. 509 certificates [PKI] can be used in conjunction with
this specification to distribute agents’ public keys. The use of ECC
al gorithnms and keys within X 509 certificates is specified in [PKI-
ALG .

7 SM MECapabilities Attribute and ECC

A sendi ng agent MAY announce to receiving agents that it supports one
or more of the ECC algorithms in this docunent by using the
SM MECapabi lities signed attribute [ MSG Section 2.5.2].

The SM MECapability value to indicate support for the ECDSA signature
algorithmis the SEQUENCE with the capabilitylD field containing the
object identifier ecdsa-with-SHAL with NULL paraneters. The DER
encoding is:

30 Ob 06 07 2a 86 48 ce 3d 04 01 05 00

The SM MECapability capabilityl D object identifiers for the supported
key agreenent algorithms in this docunent are dhSingl ePass- st dDH
shalkdf - schene, dhSi ngl ePass- cof act or DH shalkdf-schene, and

mgvSi ngl ePass- shalkdf - schenme. For each of these SM MECapability
SEQUENCEs, the paraneters field is present and indicates the
supported key-encryption algorithmw th the KeyWapAl gorithm
algorithmidentifier. The DER encodings that indicate capability of
the three key agreenent algorithns with CMS Tripl e- DES key wap are:

30 1c 06 09 2b 81 05 10 86 48 3f 00 02 30 Of 06
Ob 2a 86 48 86 f7 0d 01 09 10 03 06 05 00

for epheneral -static ECDH
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30 1c 06 09 2b 81 05 10 86 48 3f 00 03 30 Of 06
Ob 2a 86 48 86 f7 0d 01 09 10 03 06 05 00
for epheneral -static ECDH with cofactor nethod, and

30 1c 06 09 2b 81 05 10 86 48 3f 00 10 30 Of 06
Ob 2a 86 48 86 f7 0d 01 09 10 03 06 05 00

for ECVQV.
8 ASN. 1 Syntax

The ASN.1 syntax used in this docunent is gathered in this section
for reference purposes.

8.1 Algorithmidentifiers

The algorithmidentifiers used in this docunent are taken from
[ X9.62], [SECl] and [ SEC2].

The foll owing object identifier indicates the hash algorithmused in
t hi s docunent:

sha-1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
oi W(14) secsig(3) algorithnm(2) 26 }

The followi ng object identifier is used in this docunment to indicate
an elliptic curve public key:

i d- ecPubl i ckey OBJECT IDENTIFIER ::= { ansi-x9-62 keyType(2) 1}
wher e
ansi - x9-62 OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
10045 }

When the object identifier id-ecPublicKey is used here with an
algorithmidentifier, the associated parameters contain NULL.

The following object identifier indicates the digital signature
al gorithmused in this docunent:

ecdsa-wi th-SHAL OBJECT | DENTIFIER ::= { ansi-x9-62 signatures(4)
1}
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When the object identifier ecdsa-with-SHAl1 is used within an
algorithmidentifier, the associated parameters field contains NULL.

The followi ng object identifiers indicate the key agreenent
al gorithnms used in this docunent:

dhSi ngl ePass- st dDH- shalkdf - scheme OBJECT | DENTI FIER ::= {
Xx9- 63- schene 2}

dhSi ngl ePass- cof act or DH shalkdf - scheme OBJECT | DENTI FIER :: = {
X9- 63- schenme 3}

mgvSi ngl ePass- shalkdf - schene OBJECT | DENTI FI ER :: = {
x9- 63- schenme 16}

wher e
X9- 63-schenme OBJECT IDENTIFIER ::= { iso(1l)

i dentified-organization(3) tc68(133) country(16) x9(840)
x9-63(63) schenes(0) }

When the object identifiers are used here within an algorithm
identifier, the associated paraneters field contains the CVMS
KeyW apAl gorithm al gorithmidentifier.

8.2 Oher syntax

The foll owi ng additional syntax is used here.

When using ECDSA with SignedData, ECDSA signatures are encoded using
the type:

ECDSA- Si g- Val ue ::= SEQUENCE {
r | NTEGER,
s | NTEGER }

ECDSA- Si g-Val ue is specified in [X9.62]. Wthin CM5 ECDSA-Si g- Val ue
i s DER-encoded and placed within a signature field of SignedData.

When using ECDH and ECMQV wi th Envel opedDat a and Aut henti cat edDat a,
epheneral and static public keys are encoded using the type ECPoi nt.

ECPoi nt ::= OCTET STRI NG
When using ECMQV with Envel opedData and AuthenticatedData, the

sendi ng agent’s epheneral public key and additional keying materi al
are encoded using the type:
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MMuser Keyi ngvat eri al ::= SEQUENCE {
ephener al Publ i cKey Ori gi nat or Publ i cKey,
addedukm [ 0] EXPLICIT User Keyi nghvaterial OPTI ONAL }

The ECPoint syntax in used to represent the epheneral public key and
pl aced in the epheneral PublicKey field. The additional user keying
material is placed in the addedukmfield. Then the

MMuser Keyi ngvateri al value is DER-encoded and placed within a ukm
field of Envel opedData or AuthenticatedDat a.

When using ECDH or ECMQV with Envel opedData or AuthenticatedData, the
key-encryption keys are derived by using the type:

ECC- CM5- Shar edl nfo :: = SEQUENCE {
keylnfo Al gorithmdentifier,
entityUnfo [0] EXPLICIT OCTET STRI NG OPTI ONAL,
suppPublnfo [2] EXPLICIT OCTET STRING }

The fields of ECC-CM5-Sharedlnfo are as foll ows:

keyl nfo contains the object identifier of the key-encryption
al gorithm (used to wap the CEK) and NULL paraneters.

entityU nfo optionally contains additional keying materi al
supplied by the sending agent. Wen used with ECDH and CM5, the
entityU nfo field contains the octet string ukm \When used with
ECMQV and CM5, the entityU nfo contains the octet string addedukm
(encoded i n MNMNuser Keyi nghaterial).

suppPubl nfo contains the Iength of the generated KEK, in bits,
represented as a 32 bit nunber, as in [CM5-DH]. (E. g. for 3DES it
woul d be 00 00 00 cO.)

Wthin CM5, ECC-CMs-Sharedlnfo is DER-encoded and used as input to
the key derivation function, as specified in [ SEC1, Section 3.6.1].
Not e that ECC- CMS- Sharedinfo differs fromthe O herlnfo specified in
[CM5-DH]. Here, a counter value is not included in the keylnfo field
because the key derivation function specified in [ SEC1, Section
3.6.1] ensures that sufficient keying data is provided.

9 Sunmary
Thi s docunment specifies how to use ECC algorithms with the S/M M
CVMB. Use of ECC algorithmwithin CM5 can result in reduced

processing requirements for S/M M agents, and reduced bandw dth for
CM5S nessages.

Bl ake-W I son, et al. I nf or mat i onal [ Page 12]



RFC 3278

Ref er ences

[ X9. 62]

[ PKI - ALG

[ BON

[ MUST]

[ FI PS- 180]

[ FI PS- 186- 2]

[ PKI ]

[ QvB]

[ | EEE1363]

[K]

[ LMSV]

Use of ECC Algorithnms in CVB April 2002

ANSI  X9. 62- 1998, "Public Key Cryptography For The

Fi nanci al Services Industry: The Elliptic Curve Digital
Signature Algorithm (ECDSA)", Anmerican Nati onal
Standards Institute, 1999.

Bassham L., Housley R and W Pol k, "Algorithnms and
Identifiers for the Internet X 509 Public Key
Infrastructure Certificate and CRL Profile", RFC 3279,
April 2002.

D. Boneh, "The Security of Milticast MAC', Presentation
at Sel ected Areas of Cryptography 2000, Center for

Appl i ed Cryptographic Research, University of Waterl oo,
2000. Paper version available from

http://crypto. stanford. edu/ ~dabo/ paper s/ mmac. ps

Bradner, S., "Key Wrds for Use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

FI PS 180-1, "Secure Hash Standard", National Institute
of Standards and Technol ogy, April 17, 1995.

FIPS 186-2, "Digital Signature Standard", National
Institute of Standards and Technol ogy, 15 February 2000.

Housley, R, Polk, W, Ford, W and D. Solo, "Internet
X. 509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile", RFC 3280,
April 2002.

Housl ey, R, "Cryptographic Message Syntax", RFC 2630,
June 1999.

| EEE P1363, "Standard Specifications for Public Key
Cryptography", Institute of Electrical and El ectronics
Engi neers, 2000.

B. Kaliski, "M} Vulnerabilty", Posting to ANSI X9F1 and
| EEE P1363 newsgroups, 1998.

L. Law, A Menezes, M Qu, J. Solinas and S. Vanstone,
"An efficient protocol for authenticated key agreenent”,
Techni cal report CORR 98-05, University of Waterl oo,
1998.

Bl ake-W I son, et al. I nf or mat i onal [ Page 13]



RFC 3278 Use of ECC Algorithnms in CVB April 2002

[ CVB- KEA] Pawl i ng, J., "CM5 KEA and SKI PJACK Conventions", RFC
2876, July 2000.

[ MG Ransdel |, B., "S/M ME Version 3 Message Specification",
RFC 2633, June 1999.

[ CVB- DH] Rescorla, E., "Diffie-Hellman Key Agreenent Method", RFC
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www. secg. org/ col | ateral / secl. pdf.
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Security Considerations

This specification is based on [CM5], [X9.62] and [SECl] and the
appropriate security considerations of those documents apply.

In addition, inplenentors of AuthenticatedData should be aware of the
concerns expressed in [BON] when using Authenticatedbata to send
messages to nore than one recipient. Al so, users of MM should be
aware of the vulnerability in [K].

When 256, 384, and 512 bit hash functions succeed SHA-1 in future
revisions of [FIPS], [FIPS-186-2], [X9.62] and [SECl], then they can
simlarly succeed SHA-1 in a future revision of this docunent.

Intell ectual Property Rights

The | ETF has been notified of intellectual property rights clained in
regard to the specification contained in this docunent. For nore
information, consult the online list of clainmed rights

(http://wwv. ietf.org/ipr.htm).

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the

| ETF s procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP 11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
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obtain a general |icense or permission for the use of such
proprietary rights by inplementors or users of this specification can
be obtained fromthe | ETF Secretari at.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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