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Abst r act
Thi s docunent describes the applicability of the Stream Contro
Transm ssion Protocol (SCTP). It also contrasts SCTP with the two
dom nant transport protocols, User Datagram Protocol (UDP) &
Transm ssion Control Protocol (TCP), and gives some guidelines for

when best to use SCTP and when not best to use SCTP
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1 Introduction

SCTP is a reliable transport protocol [RFC2960], which along with TCP
[ RFC793], RTP [RFC1889], and UDP [ RFC768], provides transport-|ayer
services for upper |ayer protocols and services. UDP, RTP, TCP, and
SCTP are currently the | ETF standards-track transport-| ayer

protocols. Each protocol has a domain of applicability and services
it provides, albeit with sonme overl aps.

By clarifying the situations where the functionality of these
protocols are applicable, this docunent can guide inplenenters and
protocol designers in selecting which protocol to use.

Special attention is given to services SCTP provi des whi ch woul d make
a decision to use SCTP the right one.

Maj or functions provided by SCTP can be found in Appendix A

1.1 Term nol ogy
The following terns are commonly identified in this work:
Associ ation: SCTP connecti on between two endpoints.
Transport address: A combination of |P address and SCTP port number.
Upper | ayer: The user of the SCTP protocol, which may be an
adaptation | ayer, a session |layer protocol, or the user application

directly.

Mul ti hom ng: Assignhing nore than one IP network interface to a single
endpoi nt ..

2 Transport protocols

2.1 TCP service nodel
TCP is a connection-oriented (a.k.a., session-oriented) transport
protocol. This means that it requires both the establishnment of a
connection prior to the exchange of application data and a connection
tear-down to rel ease systemresources after the conpletion of data
transfer.

TCP is currently the nost wi dely used connection-oriented transport
protocol for the Internet.
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TCP provides the upper layer with the follow ng transport services:
- data reliability;
- data sequence preservation; and
- flow and congestion control
2.2 SCTP service node

SCTP is al so connection-oriented and provides all the transport
services that TCP provides. Many Internet applications therefore
should find that either TCP or SCTP will mneet their transport
requirenents. Note, for applications conscious about processing
cost, there mght be a difference in processing cost associated with
running SCTP with only a single ordered stream and one address pair
in conparison to running TCP

However, SCTP has sone additional capabilities that TCP | acks and
This can nake SCTP a better choice for sone applications and
envi ronment s:

- multi-streans support:

SCTP supports the delivery of nmultiple independent user nessage
streanms within a single SCTP association. This capability, when
properly used, can alleviate the so-called head-of-1ine-bl ocking
probl em caused by the strict sequence delivery constraint inposed to
the user data by TCP

This can be particularly useful for applications that need to
exchange nultiple, logically separate nessage streans between two
endpoi nt s.

- multi-hom ng support:

SCTP provi des transparent support for comunications between two
endpoi nts of which one or both is multi-homed.

SCTP provides nonitoring of the reachability of the addresses on the
renote endpoint and in the case of failure can transparently fail over
fromthe primary address to an alternate address, wi thout upper |ayer
i ntervention.
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This capability can be used to build redundant paths between two SCTP
endpoints and can be particularly useful for applications that seek
transport-level fault tol erance.

Achi evi ng path redundancy between two SCTP endpoints nornally
requires that the two endpoints being equipped with nultiple
interfaces assigned with nultiple addresses and that routing is
configured appropriately (see Section 3).

- preservation of nessage boundari es:

SCTP preserves application nmessages boundaries. This is useful when
the application data is not a continuous byte stream but comes in

| ogi cal chunks that the receiver handl es separately.

In contrast, TCP offers a reliable data streamthat has no indication
of what an application nmay consider |ogical chunks of the data.

- unordered reliable message delivery:

SCTP supports the transportati on of user nessages that have no
application-specified order, yet need guaranteed reliable delivery.

Applications that need to send un-ordered reliable nmessages or prefer
usi ng their own nmessage sequenci ng and ordering nmechanisns nmay find
this SCTP capability useful.

2.3 UDP Service nodel

UDP is connectionless. This nmeans that applications that use UDP do
not need to perform connection establishnment or tear-down.

As transport services to its upper layer, UDP provides only:
- best-effort data delivery, and
- preservation of message boundari es.
Applications that do not require a reliable transfer of nore than a
packet’s worth of data will find UDP adequate. Sone transaction-
based applications fall into this category.

3 SCTP Mul ti hom ng | ssues
SCTP provi des transport-layer support for multihonmng. Miltihom ng
has the potential of providing additional robustness agai nst network

failures. In sone applications, this may be extrenely inportant, for
exampl e, in signaling transport of PSTN signaling nessages [RFC2719].
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It should be noted that SCTP multi hom ng support only deals with
communi cati on between two endpoints of which one or both is assigned
with multiple I P addresses on possibly multiple network interfaces.
It does NOT deal with comrunication ends that contain nultiple
endpoints (i.e., clustered endpoints) that can switch over to an
alternate endpoint in case of failure of the original endpoint.

Generally, for truly fault resilient comrunicati on between two end-
points, the nultihom ng feature needs nore than one |IP network
interface for each endpoint. The nunber of paths used is the nm nimum
of network interfaces used by any of the endpoints. Wen an endpoint

sel ects its source address, careful consideration nust be taken. |If
the sane source address is always used, then it is possible that the
endpoint will be subject to the same single point of failure. When

the endpoi nt chooses a source address, it should al ways sel ect the
source address of the packet to correspond to the | P address of the
Network interface where the packet will be emtted subject to the

bi ndi ng address constraint. The binding address constraint is, put
simply, that the endpoint nust never choose a source address that is
not part of the association i.e., the peer endpoint nust recognize
any source address used as being part of the association

The availability of the association will benefit greatly from having
mul ti pl e addresses bound to the association endpoi nt when the
endpoint is on a nulti-homed host.

4 SCTP Networ k Address Transl ators (NAT) issues [ RFC2663]

When two endpoints are to setup an SCTP associ ati on and one (or both)
of themis behind a NAT (i.e., it does not have any publicly
avai | abl e network addresses), the endpoint(s) behind the NAT shoul d
consi der one of the foll owing options:

(1) When single homed sessions are to be used, no transport addresses
should be sent in the INNT or INNT ACK chunk(Refer to section 3.3 of
RFC2960 for chunk definitions). This will force the endpoint that
receives this initiation nessage to use the source address in the IP
header as the only destination address for this association. This
met hod can be used for a NAT, but any nulti-hom ng configuration at
the endpoint that is behind the NAT will not be visible to its peer,
and thus not be taken advantage of. See figure 1.
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Fig 1. SCTP through NAT without nultihom ng

For mul ti hom ng the NAT nust have a public I P address for each
represented internal | P address. The host can preconfigure an IP
address that the NAT can substitute, or, the NAT can have interna
Application Layer Gateway (ALG which will intelligently translate
the IP addresses in the INIT and INIT ACK chunks. See Figure 2

If Network Address Port Translation is used with a multihomed SCTP
endpoi nt, then any port translation nust be applied on a per-

associ ation basis such that an SCTP endpoi nt continues to receive the
same port nunber for all nessages within a given association
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Fig 2: SCTP through NAT with multi hom ng

(2) Another alternative is to use the hostnane feature and DNS to
resolve the addresses. The hostnane is included in the INIT of the
association or in the INNT ACK. The hostnane nust be resol ved by DNS
before the association is conpletely set up. There are speci al

i ssues regardi ng NAT and DNS, refer to RFC2694 for details.

5 Security Considerations
In this section, some rel evant security issues found in the
depl oynent of the connection-oriented transport protocols will be
di scussed.

5.1 Security issues with TCP

Sone TCP i npl ementati ons have been known to be vulnerable to blind

deni al of service attacks, i.e., attacks that had been executed by an
attacker that could not see nmobst of the traffic to or fromthe target
host .
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The attacker would send a | arge nunber of connection establishnent
requests (TCP-SYN packets) to the attacked target, possibly from
faked I P source addresses. The attacked host would reply by sending
SYN- ACK packets and entering SYN-received state, thereby allocating
space for a TCB. At sone point the SYN-queue would fill up, (i.e.,

t he nunber of connections waiting to be established would rise to a
limt) and the host under attack would have to start turning down new
connecti on establishment requests.

TCP i npl enentati ons with SYN-cookies algorithm][SYN COOK] reduce the
risk of such blind denial of service attacks. TCP inplenentations
can switch to using this algorithmin tinmes when their SYN queues are
filled up while still fully conforming to the TCP specification

[ RFC793] . However, use of options such as a wi ndow scal e [ RFC1323],
is not possible, then. Wth the SYN cookie nmechanism a TCB is only
created when the client sends back a valid ACK packet to the server,
and the 3-way handshake has thus been successful ly conpl et ed.

Bl i nd connection forgery is another potential threat to TCP. By
guessi ng valid sequence nunbers, an attacker would be able to forge a
connection. However, with a secure hashsum al gorithm for sone of
the current SYN-cookie inplenentations the |ikelihood of achieving
this attack is on the order of magnitude of 1 in 2724, i.e., the
attacker woul d have to send 2724 packets before obtaining one forged
connecti on when SYN- cooki es are used.

5.2 Security issues with SCTP

SCTP has been designed with the experiences made with TCP in m nd.

To make it hard for blind attackers (i.e., attackers that are not
man-in-the-mddle) to inject forged SCTP datagranms into existing
associ ations, each side of an SCTP association uses a 32 bit val ue
called "Verification Tag" to ensure that a datagramreally belongs to
the existing association. So in addition to a conbination of source
and destination transport addresses that belong to an established
association, a valid SCTP datagram nust al so have the correct tag to
be accepted by the recipient.

Unli ke in TCP, usage of cookie in association establishnment is made
mandatory in SCTP. For the server, a new association is fully
established after three nessages (containing INIT, IN T-ACK, COXI E-
ECHO chunks) have been exchanged. The cookie is a variable Iength
paraneter that contains all relevant data to initialize the TCB on
the server side, plus a HVAC used to secure it. This HVAC (MD5 as
per [ RFC1321] or SHA-1 [SHA1l]) is conputed over the cookie and a
secret, server-owned key.
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As specifically prescribed for SCTP inpl enmentations [ RFC2960],
addi tional resources for new associations may only be reserved in
case a valid COXI E-ECHO chunk is received by a client, and the
conmputed HVAC for this new cookie matches that contained in the
cooki e.

Wth SCTP the chances of an attacker being able to blindly forge a
connection are even lower than in the case of TCP using SYN- cookies,
since the attacker would have to guess a correct value for the HVAC
contained in the cookie, i.e., lower than 1 in 272128 which for al
practical purposes is negligible.

It should be noted that SCTP only tries to increase the availability
of a network. SCTP does not contain any protocol nechanisns that are
directly related to user nmessage authentication, integrity and
confidentiality functions. For such features, it depends on the

| Psec protocols and architecture and/or on security features of the
appl i cation protocol s.

Transport Layer security(TLS)[ RFC2246] using SCTP nmust al ways use
i n-order streans.

Currently the I PSEC working group is investigating the support of
mul ti-homing by | PSEC protocols. At the present tine to use | PSEC
one nust use 2 * N* Msecurity associations if one endpoint uses N
addresses and the other M addresses.

5.3 Security Issues with both TCP and SCTP

It is inportant to note that neither TCP nor SCTP protect itself from
man-in-the-mddl e attacks where an established session mnight be

hi j acked (assuming the attacker can see the traffic fromand inject
its own packets to either endpoints).

Al so, to prevent blind connection/session setup forgery, both TCP

i mpl ement ati ons supporting SYN cookies and SCTP i npl enmentations rely
on a server-known, secret key to protect the HVAC data. It nust be
ensured that this key is created subject to the recommendati ons
mentioned in [ RFC1750].

Al t hough SCTP has been designed carefully as to avoid sonme of the
probl enms that have appeared with TCP, it has as of yet not been

wi dely deployed. It is therefore possible that new security issues
will be identified that will have to be addressed in further

revi sions of [RFC2960].
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dix A: Major functions provided by SCTP

Rel i abl e Data Transfer

Multiple streans to help avoid head-of-Iine bl ocking
Ordered and unordered data delivery on a per-stream basis
Bundl ing and fragnmentati on of user data

TCP friendly Congestion and flow control

Support continuous nonitoring of reachability

G aceful termnation of association

Support of multi-honming for added reliability

Sone protection against blind denial-of-service attacks

Sone protection against blind masquerade attacks
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ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
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the copyright notice or references to the Internet Society or other
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devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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