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Abst r act

Thi s docunent is intended as part of an | ETF di scussi on about

"m ddl eboxes" - defined as any internediary box perform ng functions
apart fromnornmal, standard functions of an | P router on the data
pat h between a source host and destination host. This docunent

est abli shes a catal ogue or taxonomy of m ddl eboxes, cites previous
and current | ETF work concerning m ddl eboxes, and attenpts to
identify sonme prelimnary conclusions. |t does not, however, claim
to be definitive

Carpenter & Brim I nf or mati onal [ Page 1]



RFC 3234 M ddl eboxes: Taxonomy and | ssues February 2002

Tabl e of Contents

1. Introduction and Goals........ ... .. .. 3
L1, Termnol Ogy. ...t e 3
1.2. The Hourglass Model, Past and Future......................... 3
1.4. Goals of this Document. .......... .. .. 4
2. A catalogue of middleboxes........ ... . . .. ... 5
2. NAT. o 6
2. 2 NAT- P, o 7
2.3 SOCKS gat BWaY . . . . oot 7
2.4 P Tunnel ENdpoi Nt sS. .. ... ... e e 8
2.5. Packet classifiers, markers and schedulers................... 8
2.6 Transport relay. ... ... 9
2.7. TCP performance enhancing proxies............... ... 10
2.8. Load bal ancers that divert/munge packets..................... 10
2.9, TP Firewal | s, ... 11
2.10. Application Firewal ls....... ... ... . . . . . . 11
2.11. Application-level gateways............ ... 12
2.12. Catekeepers/ session control boxes............. ... ... . ..... 12
2.13. TranSCOOerS. . . .o 12
2. 14, ProOXi BS. . ottt 13
2.15. CaChes. . ... 14
2.16. Modified DNS SErVersS. ... ...t s 14
2.17. Content and applications distribution boxes................. 15
2.18. Load bal ancers that divert/rmunge URLS....................... 16
2.19. Application-level interceptors......... ... .. .. 16
2.20. Application-level multicast......... ... . . . .. .. 16
2.21. Involuntary packet redirection.............. ... ... 16
2. 22, ANONYIM SIS, o i ittt e e 17
2.23. Not included. . ..... ... . . ... e 17
2.24. Summary of facets. . ... ... ... 17
3. Ongoing work in the I1ETF and elsewhere............ .. ... ........ 18
4. Comments and | SSUBS. . . . ...ttt 19
4.1. The end to end principle under challenge..................... 19
4.2. Failure handling. ......... .. e 20
4.3. Failures at multiple layers....... ... .. ... 21
4.4. Multihop application protocols....... ... ... . ... ... 21
4.5. Commron features. . ... ... 22
5. Security Considerati ONS. ... ... ... . 22
6. Acknow edgemEnt S. ... .. 23
7. ReferenCes. . ... 23
AUt hor S’ AdAr €SS ES. . . ot 26
Acknow edgement . . . ... 26
Ful | Copyright Statement..... ... ... ... .. 27

Carpenter & Brim I nf or mat i onal [ Page 2]



RFC 3234 M ddl eboxes: Taxonomy and | ssues February 2002

1. Introduction and Goal s
1.1. Term nol ogy

The phrase "m ddl ebox" was coi ned by Lixia Zhang as a graphic
description of a recent phenonenon in the Internet. A middlebox is
defined as any internediary device performi ng functions other than
the normal, standard functions of an IP router on the datagram path
bet ween a source host and destination host.

In sone discussions, especially those concentrating on HITP traffic,
the word "internediary" is used. For the present docunent, we prefer
the nore graphic phrase. O course, a m ddl ebox can be virtual,
i.e., an enbedded function of sone other box. It should not be
interpreted as necessarily referring to a separate physical box. It
may be a device that term nates one |IP packet flow and ori gi nates
anot her, or a device that transforms or diverts an |IP packet flow in
some way, or a conbination. |In any case it is never the ultimate
end- system of an applications session

Normal , standard IP routing functions (i.e., the route discovery and
sel ection functions described in [ RFC 1812], and their equival ent for
| Pv6) are not considered to be m ddl ebox functions; a standard IP
router is essentially transparent to | P packets. Qher functions
taking place within the IP layer nmay be considered to be mi ddl ebox
functions, but functions belowthe I P |ayer are excluded fromthe
definition.

There is sone discrepancy in the way the word "routing" is used in
the conmunity. Sonme people use it in the narrow, traditional sense
of path selection based on | P address, i.e., the decision-naking
action of an IP router. Ohers use it in the sense of higher |ayer
deci si on- nmaki ng (based perhaps on a URL or other applications |ayer
string). In either case it inplies a choice of outbound direction,
not the nere forwarding of a packet in the only direction avail abl e.
In this docunent, the traditional sense is always qualified as "IP
routing."

1.2. The Hourgl ass Mddel, Past and Future

The cl assical description of the Internet architecture is based
around the hourgl ass nodel [ HOURG and the end-to-end principle

[ ark88, Saltzer]. The hourglass nodel depicts the protoco
architecture as a narrow necked hourglass, with all upper |ayers
riding over a single IP protocol, which itself rides over a variety
of hardware | ayers
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The end-to-end principle asserts that sone functions (such as
security and reliability) can only be inplenented conpletely and
correctly end-to-end, with the help of the end points. The end-to-
end principle notes that providing an inconplete version of such
functions in the network itself can sometimes be useful as a
performance enhancenent, but not as a substitute for the end-to-end
i mpl erentation of the function. The references above, and [ RFC
1958], go into nore detail

In this architecture, the only boxes in the neck of the hourglass are
IP routers, and their only function is to determ ne routes and
forward packets (while also updating fields necessary for the
forwarding process). This is why they are not classed as

m ddl eboxes.

Today, we observe deviations fromthis nodel, caused by the insertion
in the network of nunerous m ddl eboxes perform ng functions ot her
than IP forwarding. Viewed in one way, these boxes are a challenge
to the transparency of the network layer [RFC 2775]. Vi ewed anot her
way, they are a challenge to the hourglass nodel : although the IP

| ayer does not go away, mi ddl eboxes dilute its significance as the
singl e necessary feature of all comunications sessions. |Instead of
concentrating diversity and function at the end systens, they spread
diversity and function throughout the network.

This is a nmatter of concern for several reasons:

* New m ddl eboxes chall enge ol d protocols. Protocols designed
wi t hout consi deration of niddl eboxes nay fail, predictably or
unpredictably, in the presence of niddl eboxes.

* M ddl eboxes introduce new failure nodes; rerouting of IP packets
around crashed routers is no longer the only case to consider
The fate of sessions involving crashed m ddl eboxes nust al so be
consi der ed.

* Configuration is no longer linted to the two ends of a session;
m ddl eboxes may al so require configuration and nmanagenent .

* Diagnosis of failures and m sconfigurations is nore conpl ex.

1.4. Goals of this Docunent
The principle goal of this document is to describe and anal yse the
current inpact of m ddl eboxes on the architecture of the Internet and

its applications. Fromthis, we attenpt to identify sone genera
concl usi ons.
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CGoals that might follow on fromthis work are:
* to identify harnful and harm ess practices,

* to suggest architectural guidelines for application protocol and
m ddl ebox desi gn,

* to identify requirenments and dependencies for comron functions in
t he mi ddl ebox environnent,

* to derive a systemdesign for standardisation of these functions,

* to identify additional work that should be done in the | ETF and
| RTF.

An inplied goal is to identify any necessary updates to the
Architectural Principles of the Internet [RFC 1958].

The docurent initially establishes a catal ogue of m ddl eboxes, and
cites previous or current |ETF work concerning m ddl eboxes, before
proceedi ng to discussion and concl usi ons.

2. A catal ogue of niddl eboxes

The core of this docunent is a catal ogue of a nunber of types of
m ddl ebox. There is no obvious way of classifying themto forma
hi erarchy or other sinple form of taxononmy. M ddl eboxes have a
nunber of facets that mght be used to classify themin a

mul ti di nensi onal taxonony.

DI SCLAI MER: These facets, nmany of distinctions between different
types of m ddl ebox, and the decision to include or exclude a
particul ar type of device, are to sone extent subjective. Not
everyone who commented on drafts of this docunent agrees with our
classifications and descriptions. W do not claimthat the foll ow ng
catalogue is mathenmatically conplete and consistent, and in sone
cases purely arbitrary choi ces have been made, or anbiguity remains
Thus, this document makes no claimto be definitive.

The facets considered are:

1. Protocol layer. Does the box act at the IP |ayer, the transport
| ayer, the upper layers, or a mxture?

2. Explicit versus inplicit. |Is the mddlebox function an explicit
design feature of the protocol (s) in use, like an SMIP relay? O
is it an add-on not foreseen by the protocol design, probably
attenpting to be invisible, Iike a network address transl ator?
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3. Single hop versus multi-hop. Can there be only one box in the
path, or can there be several ?

4. In-line versus call-out. The m ddl ebox function may be executed
in-line on the datapath, or it may involve a call-out to an
anci |l ary box.

5. Functional versus optimsing. Does the box performa function
wi t hout which the application session cannot run, or is the
function only an optim sation?

6. Routing versus processing. Does the box sinply choose which way
to send the packets of a session, or does it actually process them
in some way (i.e., change themor create a side-effect)?

7. Soft state versus hard state. |If the box loses its state
i nformati on, does the session continue to run in a degraded node
whi |l e reconstructing necessary state (soft state), or does it
simply fail (hard state)?

8. Failover versus restart. |In the event that a hard state box
fails, is the session redirected to an alternative box that has a
copy of the state information, or is it forced to abort and
restart?

One possible classification is deliberately excluded: "good" versus
"evil". \Wile analysis shows that sone types of m ddl ebox cone with
a host of conplications and di sadvantages, no useful purpose would be
served by sinply deprecating them They have been invented for

conmpel ling reasons, and it is instructive to understand those
reasons.

The types of box listed below are in an arbitrary order, although

adj acent entries nay have sonme affinity. At the end of each entry is
an attenpt to characterise it in terns of the facets identified
above. These characterisations should not be interpreted as rigid;
in many cases they are a gross sinplification

Note: many types of m ddl ebox may need to perform | P packet
fragnentation and re-assenbly. This is nentioned only in certain
cases.

2.1 NAT
Net wor k Address Translator. A function, often built into a router,
that dynam cally assigns a globally unique address to a host that

doesn’t have one, wi thout that host’s knowl edge. As a result, the
appropriate address field in all packets to and fromthat host is
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translated on the fly. Because NAT is inconpatible with application
protocols with | P address dependencies, a NAT is in practice al ways
acconpani ed by an ALG (Application Level Gateway - see below). It

al so touches the transport |ayer to the extent of fixing up
checksuns.

NATs have been extensively analysed in the | ETF [ RFC 2663, RFC 2993,
RFC 3022, RFC 3027, etc.]

The experinental RSIP proposal conplenments NAT with a dynami c tunne
mechani sminserting a stateful RSIP server in place of the NAT
[RSI P].

{1 1P layer, 2 inplicit, 3 nultihop, 4 in-line, 5 functional, 6
processing, 7 hard, 8 restart}

2.2 NAT-PT

NAT with Protocol Translator. A function, normally built into a
router, that performs NAT between an | Pv6 host and an | Pv4 network,
additionally translating the entire I P header between IPv6 and | Pv4
formats.

NAT- PT itself depends on the Stateless IP/ICWP Translation Al gorithm
(SII'T) nechanism[RFC 2765] for its protocol translation function.

In practice, SIIT and NAT-PT will both need an associated ALG and
will need to touch transport checksuns. Due to the permtted absence
of a UDP checksumin |IPv4, translation of fragnented unchecksumred
UDP fromIPv4d to IPv6 is hopeless. NAT-PT and SIIT al so have ot her
potential fragmentation/ MU probl ens, particularly when dealing with
endpoints that don't do path MIU di scovery (or when transiting other
m ddl eboxes that break path MIU di scovery). |CMP translation also
has some intractable difficulties

NAT-PT is a Proposed Standard fromthe NGITRANS WG [ RFC 2766]. The
Dual Stack Transition Mechani sm adds a second rel ated m ddl ebox, the
DSTM server [DSTM .

{1 1P layer, 2 inplicit, 3 nmultihop, 4 in-line, 5 functional, 6
processing, 7 hard, 8 restart}

2.3 SOCKS gat eway

SOCKSv5 [RFC 1928] is a stateful nechanismfor authenticated firewall

traversal, in which the client host must communicate first with the
SOCKS server in the firewall before it is able to traverse the
firewall. It is the SOCKS server, not the client, that determ nes
the source | P address and port nunber used outside the firewall. The
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client’s stack must be "SOCKSified" to take account of this, and
address-sensitive applications may get confused, rather as with NAT
However, SOCKS gateways do not require ALGs.

SOCKS is maintained by the AFT (Authenticated Firewall Traversal) WG

{1 nmulti-layer, 2 explicit, 3 multihop, 4 in-line, 5 functional, 6
routing, 7 hard, 8 restart}

2.4 | P Tunnel Endpoints

Tunnel endpoints, including virtual private network endpoints, use
basic I P services to set up tunnels with their peer tunnel endpoints
whi ch nmight be anywhere in the Internet. Tunnels create entirely new
"virtual" networks and network interfaces based on the Internet
infrastructure, and thereby open up a nunber of new services. Tunne
endpoi nts base their forwardi ng decisions at |east partly on their
own policies, and only partly if at all on information visible to
surroundi ng routers.

To the extent that they deliver packets intact to their destinations,
tunnel endpoints appear to follow the end-to-end principle in the
outer Internet. However, the destination may be conpletely different
fromwhat a router near the tunnel entrance m ght expect. Al so, the
per-hop treatment a tunnel ed packet receives, for exanple in terns of
S, may not be what it would have received had the packet travel ed
unt unnel ed [ RFC2983] .

Tunnel s al so cause difficulties with MIU size (they reduce it) and
with ICVMP replies (they may | ack necessary di agnostic information).

When a tunnel fails for some reason, this may cause the user session
to abort, or an alternative IP route may prove to be available, or in
sonme cases the tunnel nmay be re-established automatically.

{1 multi-layer, 2 inplicit, 3 multihop, 4 in-line, 5 functional, 6
processing, 7 hard, 8 restart or failover}

2.5. Packet classifiers, markers and schedul ers

Packet classifiers classify packets flow ng through them according to
policy and either select themfor special treatnment or mark them in

particular for differentiated services [C ark95, RFC 2475]. They may
alter the sequence of packet flow through subsequent hops, since they
control the behaviour of traffic conditioners.
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Schedul ers or traffic conditioners (in routers, hosts, or specialist
boxes inserted in the data path) may alter the tine sequence of
packet flow, the order in which packets are sent, and which packets
are dropped. This can significantly inpact end-to-end perfornance.
It does not, however, fundanentally change the unreliabl e datagram
nmodel of the Internet.

When a classifier or traffic conditioner fails, the user session may
see any result between conplete |oss of connectivity (all packets are
dropped), through best-effort service (all packets are given default
QOS), up to automatic restoration of the original service |evel

{1 nmulti-layer, 2 inplicit, 3 multihop, 4 in-line, 5 optinising, 6
processing, 7 soft, 8 failover or restart}

2.6 Transport relay

Transport relays are basically the transport |ayer equivalent of an
ALG another (less conmon) nane for themis a TLG As with ALGs,
they're used for a variety of purposes, sone well established and
meeti ng needs not otherwise net. Early exanples of transport rel ays
were those that ran on MT s I TS and TOPS-20 PDP-10s on t he ARPANET
and al | oned Chaosnet-only hosts to nake outgoi ng connections from
Chaosnet onto TCP/IP. Later there were sonme uses of TCP-TP4 rel ays.
A transport relay between I Pv6-only and | Pv4-only hosts is one of the
tools of IPv6 transition [TRANS64]. TLGs are sometines used in

conmbi nation with sinple packet filtering firewalls to enforce
restrictions on which hosts can talk to the outside world or to

kl udge around strange |IP routing configurations. TLGs are also
sonmetines used to gateway between two instances of the same transport
protocol with significantly different connection characteristics; it
isinthis sense that a TLG may also be called a TCP or transport
spoofer. In this role, the TLG may shade into being an optim sing
rather than a functional mddl ebox, but it is distinguished from
Transport Proxies (next section) by the fact that it nakes its
optinmisations only by creating back-to- back connections, and not by
nmodi fication or re-tinming of TCP nessages.

Term nating one TCP connection and starting another m d-path neans
that the TCP checksum does not cover the sender’s data end-to-end.
Data corruptions or nodifications nay be introduced in the processing
when the data is transferred fromthe first to the second connection
Sone TCP relays are split relays and have even nore possibility of

| ost data integrity, because the there may be nore than two TCP
connections, and nultiple nodes and network paths involved. In all
cases, the sender has |ess than the expected assurance of data
integrity that is the TCP reliable byte streamservice. Note that
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this problemis not unique to mddl eboxes, but can al so be caused by
checksum of fl oadi ng TCP i npl ementati ons within the sender, for
exanpl e.

In sone such cases, other session |ayer nmechani sns such as SSH or
HTTPS woul d detect any |loss of data integrity at the TCP | evel,

| eading not to retransm ssion as with TCP, but to session failure.
However, there is no general session mechanismto add application
data integrity so one can detect or mtigate possible |ack of TCP
data integrity.

{1 Transport layer, 2 inplicit, 3 multihop, 4 in-line, 5 functiona
(mainly), 6 routing, 7 hard, 8 restart}

2.7. TCP performance enhanci ng proxies

"TCP spoofer" is often used as a termfor m ddl eboxes that nodify the
timng or action of the TCP protocol in flight for the purposes of
enhanci ng performance. Another, nore accurate nane is TCP

perf ormance enhanci ng proxy (PEP). Many TCP PEPs are proprietary and
have been characterised in the open Internet primarily when they
introduce interoperability errors with standard TCP. As with TLGs,
there are circunstances in which a TCP PEP is seen to nmeet needs not
ot herwi se net. For exanmple, a TCP PEP may provide re-spacing of ACKs
that have been bunched together by a link with bursty service, thus
avoi di ng undesireabl e data segnent bursts. The PILC (Performance

I mplications of Link Characteristics) working group has anal yzed
types of TCP PEPs and their applicability [PILCPEP]. TCP PEPs can

i ntroduce not only TCP errors, but also unintended changes in TCP
adapti ve behavi or.

{1 Transport layer, 2 inplicit, 3 multihop, 4 in-line, 5 optinising,
6 routing, 7 hard, 8 restart}

2.8. Load bal ancers that divert/mnge packets.

There is a variety of techniques that divert packets fromtheir

i ntended | P destination, or nake that destination anbi guous. The
motivation is typically to bal ance | oad across servers, or even to
split applications across servers by |P routing based on the
destination port nunber. Except for rare instances of one-shot UDP
protocol s, these techniques are inevitably stateful as all packets
fromthe sanme application session need to be directed to the sane
physi cal server. (However, a sophisticated solution would al so be
able to handle fail over.)

To date these techniques are proprietary and can therefore only be
applied in closely nmanaged environnents.
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{1 nulti-layer, 2 inplicit, 3 single hop, 4 in-line, 5 optinising, 6
routing, 7 hard, 8 restart}

2.9. IP Firewalls

The sinplest formof firewall is a router that screens and rejects
packets based purely on fields in the IP and Transport headers (e.g.,
disallow incomng traffic to certain port nunbers, disallow any
traffic to certain subnets, etc.)

Al though firewal |l s have not been the subject of standardisation, sone
anal ysi s has been done [RFC 2979].

Al though a pure IP firewall does not alter the packets flow ng
through it, by rejecting some of themit may cause connectivity

probl ens that are very hard for a user to understand and di aghose.
"Stateless" firewalls typically allowall |IP fragments through since
they do not contain enough upper-layer header information to make a
filtering decision. Mny "stateful" firewalls therefore reassenble
IP fragments (and re-fragnment if necessary) in order to avoid | eaking
fragments, particularly fragnents that may exploit bugs in the
reassenbly inplenentations of end receivers.

{1 1P layer, 2 implicit, 3 multihop, 4 in-line, 5 functional, 6
routing, 7 hard, 8 restart}

2.10. Application Firewalls

Application-level firewalls act as a protocol end point and relay
(e.g., an SMIP client/server or a Wb proxy agent). They may

(1) inmplenment a "safe" subset of the protocol,
(2) perform extensive protocol validity checks,

(3) use an inplenmentation methodol ogy designed to mininize the
I'i keli hood of bugs,

(4) run in an insulated, "safe" environnent, or
(5) use sone conbination of these techniques in tandem
Al t hough firewall s have not been the subject of standardisation, some

anal ysi s has been done [RFC 2979]. The issue of firewall traversa
usi ng HTTP has been di scussed [ HTTPSUB] .
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{1 Application layer, 2 inplicit, 3 nultihop, 4 in-line, 5
functional, 6 processing, 7 hard, 8 restart}

2.11. Application-level gateways

These comnme in many shapes and fornms. NATs require ALGs for certain
addr ess- dependent protocols such as FTP; these do not change the
semantics of the application protocol, but carry out nechanica
substitution of fields. At the other end of the scale, still using
FTP as an exanpl e, gateways have been constructed between FTP and
other file transfer protocols such as the OSI and DECnet (R)

equi valents. In any case, such gateways need to maintain state for
the sessions they are handling, and if this state is lost, the
session will normally break irrevocably.

Sone ALGs are also inplenented in ways that create fragnmentation
probl ens, although in this case the problemis arguably the result of
a deliberate layer violation (e.g., mucking with the application data
stream of an FTP control connection by tw ddling TCP segnents on the

fly).

{1 Application layer, 2 inplicit or explicit, 3 nultihop, 4 in-line,
5 functional, 6 processing, 7 hard, 8 restart}

2.12. Catekeepers/ session control boxes

Particularly with the rise of IP Tel ephony, the need to create and
manage sessions other than TCP connections has arisen. In a

mul ti medi a environnment that has to deal with name | ookup,

aut henti cation, authorization, accounting, firewall traversal, and
soneti nes nedi a conversion, the establishment and control of a
session by a third-party box seens to be the inevitable solution
Exanpl es i nclude H. 323 gatekeepers [H323], SIP servers [ RFC 2543] and
MEGACO control lers [RFC 3015].

{1 Application layer, 2 explicit, 3 multihop, 4 in-line or call-out,
5 functional, 6 processing, 7 hard, 8 restart?}

2.13. Transcoders

Transcoders are boxes perform ng sone type of on-the-fly conversion
of application | evel data. Exanples include the transcodi ng of

exi sting web pages for display on hand-held w rel ess devices, and
transcodi ng between various audio formats for interconnecting digita
mobi | e phones with voice-over-IP services. In many cases, such
transcodi ng cannot be done by the end-systens, and at least in the
case of voice, it nust be done in strict real tine with extrenely
rapid failure recovery.
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Not all nedia translators are mandatory. They may sinply be an
optimisation. For exanple, in the case of nulticast, if all the

| ow- bandwi dth receivers sit in one "corner"” of the network, it would
be inefficient for the sender to generate two streans or send both
streamall the way across the network if the "thin" one is only
needed far away fromthe sender. GCenerally, nedia translators are
only useful if the two end systens don’t have overl appi ng codecs or
if the overlapping set is not a good network match.

{1 Application layer, 2 explicit or inplicit, 3 single hop, 4 in-
line, 5 functional, 6 processing, 7 hard?, 8 restart or failover}

2.14. Proxies
HTTP1.1 [ RFC 2616] defines a Wb proxy as foll ows:

"An internediary program which acts as both a server and a client
for the purpose of making requests on behalf of other clients.
Requests are serviced internally or by passing themon, with
possi bl e translation, to other servers. A proxy MJST inpl enent
both the client and server requirements of this specification. A
"transparent proxy" is a proxy that does not nodify the request or
response beyond what is required for proxy authentication and
identification. A "non-transparent proxy" is a proxy that
nmodi fi es the request or response in order to provide some added
service to the user agent, such as group annotation services,
medi a type transformation, protocol reduction, or anonymity
filtering."

A Wb proxy may be associated with a firewall, when the firewall does
not allow outgoing HTTP packets. However, HITP makes the use of a
proxy "voluntary": the client nust be configured to use the proxy.

Note that HTTP proxies do in fact term nate an |IP packet flow and
recreate another one, but they fall under the definition of

"m ddl ebox" given in Section 1.1 because the actual applications
sessions traverse them

SIP proxi es [ RFC 2543] al so raise sone interesting issues, since they
can "bend" the nedia pipe to also serve as nedia translators. (A
proxy can nodify the session description so that nedia no | onger
travel end-to-end but to a designated intermedi ate box.)

{1 Application layer, 2 explicit (HTTP) or inplicit (interception), 3
mul ti hop, 4 in-line, 5 functional, 6 processing, 7 soft, 8 restart}.

Carpenter & Brim I nf or mat i onal [ Page 13]



RFC 3234 M ddl eboxes: Taxonomy and | ssues February 2002

Not e: Sone so-called Wb proxies have been inplenmented as
"interception" devices that intercept HITP packets and re-issue them
with their own source address; |ike NAT and SOCKs, this can disturb
address-sensitive applications. Unfortunately sonme vendors have
caused confusion by m s-describing these as "transparent" proxies.
Interception devices are anything but transparent. See [WREC] for a
full discussion.

2.15. Caches

Caches are of course used in nmany shapes and forns in the Internet,
and are in principle distinct fromproxies. Here we refer mainly to
content caches, intended to optim se user response tines. HITP nakes
provision for proxies to act as caches, by providing for both
expiration and re-validation nmechani sms for cached content. These
mechani sns nmay be used to guarantee that specific content is not
cached, which is a requirenent for transient content, particularly in
transactional applications. HITP caching is well described in
Section 13 of [RFC 2616], and in the HTTP case caches and proxies are
i nextricably m xed.

To inprove optim sation, caching is not uniquely conducted between
the origin server and the proxy cache directly serving the user. |If
there is a network of caches, the nearest copy of the required
content may be in a peer cache. For this an inter-cache protocol is
required. At present the nmost widely deployed solution is Internet
Cache Protocol (I1CP) [RFC 2186] although there have been alternative
proposal s such as [ RFC 2756].

It can be argued that caches term nate the applications sessions, and
shoul d not be counted as niddl eboxes (any nore than we count SMIP

rel ays). However, we have arbitrarily chosen to include them since
they do in practice re-issue the client’s HITP request in the case of
a cache miss, and they are not the ultimte source of the application
dat a.

{1 Application layer, 2 explicit (if HITP proxy caches), 3 multihop
4 in-line, 5 functional, 6 processing, 7 soft, 8 restart}

2.16. Modified DNS servers

DNS servers can play ganes. As long as they appear to deliver a
syntactically correct response to every query, they can fiddle the
semantics. For exanple, nanes can be nade into "anycast" names by
arranging for themto resolve to different | P addresses in different
parts of the network. O |oad can be shared anong different nmenbers
of a server farm by having the | ocal DNS server return the address of
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different servers in turn. |In a NAT environnment, it is not uncomon
for the FQDN-t o-address nmapping to be quite different outside and
inside the NAT ("two-faced DNS").

Modi fi ed DNS servers are not internediaries in the application data
flow of interest. They are included here because they nean that

i ndependent sessions that at one | evel appear to involve a single
host actually involve multiple hosts, which can have subtle effects.
State created in host A FOR EXAMPLE by one session nmay turn out not
to be there when a second session apparently to the sane host is
started, because the DNS server has directed the second session

el sewhere

If such a DNS server fails, users may fail over to an alternate DNS
server that doesn’t know the same tricks, with unpredicatble results.

{1 Application layer, 2 inplicit, 3 multihop, 4 in-line (on DNS query
path), 5 functional or optimising, 6 processing, 7 soft, 8 failover}

2.17. Content and applications distribution boxes

An energing generalisation of caching is content distribution and
application distribution. In this nodel, content (such as static web
content or streaming rmultinmedia content) is replicated in advance to
many wi dely distributed servers. Further, interactive or even
transactional applications may be renotely replicated, with sonme of
their associated data. Since this is a recent nodel, it cannot be
said that there is an industry standard practice in this area. Sone
of the issues are discussed in [WREC] and several new | ETF activities
have been proposed in this area.

Content distribution solutions tend to play with URLS in one way or
anot her, and often involve a system of m ddl eboxes - for exanple
using HTTP redirects to send a request for WWVEXAMPLE. COM off to
WAV EXAMPLE. NET, where the latter nane may be an "anycast" nane as
menti oned above, and will actually resolve in DNS to the nearest

i nstance of a content distribution box.

As with caches, it is an arbitrary choice to include these devices,
on the grounds that although they termnate the client session, they
are not the ultimate origin of the applications data.

{1 Application layer, 2 inplicit or explicit, 3 multihop, 4 in-line

or call-out, 5 optimsing, 6 routing or processing, 7 soft, 8
restart?}
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2.18. Load bal ancers that divert/nunge URLS

Li ke DNS tricks, URL redirects can be used to bal ance | oad anbng a
pool of servers - essentially a local version of a content
distribution network. Alternatively, an HITP proxy can rewite HITP
requests to direct themto a particular nmenber of a pool of servers

These devices are included as ni ddl eboxes because they divert an
applications session in an arbitrary way.

{1 Application layer, 2 explicit, 3 single hop, 4 in-line, 5
functional, 6 routing, 7 soft, 8 restart}

2.19. Application-level interceptors

Sone forns of pseudo-proxy intercept HTTP packets and deliver themto
a |l ocal proxy server instead of forwarding themto the intended
destination. Thus the destination IP address in the packet is
ignored. It is hard to state whether this is a functional box (i.e.,
a non-standard proxy) or an optimsing box (i.e., a way of forcing
the user to use a cache). Like any non-standard proxy, it has

undefi ned consequences in the case of dynamic or non-cacheabl e
content.

{1 Application layer, 2 inplicit, 3 single hop, 4 in-line, 5
functional or optimsing, 6 routing, 7 hard, 8 restart}

2.20. Application-level multicast

Sone (rmainly proprietary) applications, including some approaches to
i nstant messagi ng, use an application-level nechanismto replicate
packets to multiple destinations.

An exanple is given in [CHY.

{1 Application layer, 2 explicit, 3 multihop, 4 in-line, 5
functional, 6 routing, 7 hard, 8 restart}

2.21. Involuntary packet redirection

There appear to be a few instances of boxes that (based on
application | evel content or other information above the network

| ayer) redirect packets for functional reasons. For exanple, nore
than one "high speed Internet" service offered in hotel roomns
intercepts initial HTTP requests and diverts themto an HTTP server
that denmands paynent before opening access to the Internet. These
boxes usually al so perform NAT functi ons.
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2

2

2

{1 multi-layer, 2 inplicit, 3 single hop, 4 call-out, 5 functional, 6
routing, 7 hard, 8 restart}

22. Anonymi sers

Anonymi ser boxes can be inplenented in various ways that hide the IP
address of the data sender or receiver. Although the inplenmentation
may be distinct, this is in practice very simlar to a NAT plus ALG

{1 multi-layer, 2 inplicit or explicit, 3 nmultihop, 4 in-line, 5
functional, 6 processing, 7 hard, 8 restart}

23. Not i ncluded

Sone candi dat es suggested for the above |list were excluded for the
reasons given below. In general, they do not fundanentally change
the architectural nodel of packet delivery fromsource to
destination.

Bri dges and switches that snoop ARP, IGW etc. These are bel ow the
I P layer, but use a layer violation to enul ate network | ayer
functions. They do not change IP | ayer functions.

W retaps and snoopers in general - if they are working correctly,
they have no inmpact on traffic, so do not require analysis.

Mobile I P home agents are intended to assist packet delivery to the
originally desired destination, so they are excluded on the sane
grounds as standard routers.

Rel ays in interplanetary networks - although these would certainly
appear to be m ddl eboxes, they are not currently depl oyed.

24. Summary of facets

By tabul ating the rough cl assifications above, we observe that of the
22 cl asses of middl ebox descri bed:

17 are application or multi-|ayer

16 are inplicit (and others are explicit ORinplicit)
17 are multi-hop

21 are in-line; call-out is rare

18 are functional; pure optimsation is rare

Routing & processing are evenly split

16 have hard state

21 nust restart session on failure
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W can deduce that current types of middl ebox are predom nantly
application | ayer devices not designed as part of the rel evant
protocol, performng required functions, maintaining hard state, and
aborting user sessions when they crash. |Indeed this represents a
profound chall enge to the end-to-end hourgl ass nodel .

3. Ongoing work in the I ETF and el sewhere

Apart fromwork cited in references above, current or planned work in
the | ETF i ncl udes:

M DCOM - a working group with focus on the architectural franework
and the requirements for the protocol between a requesting device and
a m ddl ebox and the architectural franmework for the interface between
a m ddl ebox and a policy entity [ M DFRAME, M DARCH . This may
interact with session control issues [SIPFIRE].

Wirk is al so proceedi ng outside the M DCOM group on m ddl ebox
di scovery [ M DDl SC] .

VEBI (Wb Internedi aries) - a working group that addresses specific
issues in the world wide web infrastructure (as identified by the
WREC wor ki ng group), by providing generic nechanisns which are usefu
in several application donmains (e.g., proxies, content delivery
surrogates). Specific mechanisnms will be Intermediary Di scovery and
Description and a Resource Update Protocol

Internediaries are also an inportant focus in the devel opnent of XM
Protocol by the Worl d-Wde Wb Consortium who have published an
interesting analysis [ XM.PI].

OPES (Open Pl uggabl e Extension Services) - a proposed working group
whose output will enable construction of services executed on
application data by participating transit internediaries. Caching is
the nost basic internediary service, one that requires a basic
under st andi ng of application semantics by the cache server

CDI (Content Distribution Internetworking) is a potential working
group for allow ng cooperation between different Content Distribution
Net wor ks and cache clusters [ CDNP].

RSERPOCL (Reliable Server Pooling) is a working group that will
define architecture and requirenments for managenment and access to
server pools, including requirements froma variety of applications,
bui |l di ng bl ocks and interfaces, different styles of pooling, security
requi renents and perfornmance requirenents, such as failover tines and
coping with heterogeneous | atencies.
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4. Comments and | ssues

A review of the list in Section 2 suggests that m ddl eboxes fit into
one or nore of three broad categories:

1) mechani sms to connect dissinilar networks to enable cross-protoco
i nteroperability;

2) mechanisns to separate simlar networks into zones, especially
security zones;

3) perfornmance enhancenent.

As observed in [RFC 2775], the rise of m ddl eboxes puts into question
the general applicability of the end-to-end principle [ RFC 1958].

M ddl eboxes i ntroduce dependenci es and hi dden points of failure that
violate the fate-sharing aspect of the end-to-end principle. Can we
define architectural principles that guarantee robustness in the
presence of m ddl eboxes?

4.1. The end to end principle under chall enge

Many forns of middl ebox are explicitly addressed at the IP |level, and
term nate a transport connection (or act as a final destination for
UDP packets) in a nornmal way. Although they are potential single
points of failure, they do not otherwise interfere with the end to
end principle [RFC 1958]. (This statenent does not apply to
transport relays or TCP spoofers; they do not ternminate a transport
connection at the expected destination in the normal way.)

However, there is a general feeling that m ddl eboxes that divert an
| P packet fromits intended destination, or substantively nodify its
content on the fly, are fundanentally different fromthose that
correctly termnate a transport connection and carry out their
mani pul ations at applications level. Such diversion or nodification
viol ates the basic architectural assunption that packets flow from
source to destination essentially unchanged (except for time-to-live
and QOS-related fields). The effects of such changes on transport
and applications is unpredictable in the general case. Mich of the
anal ysis that applies to NAT [ RFC 2993, RFC 3027] will also apply to
RSI P, NAT-PT, DSTM SOCKS, and involuntary packet redirectors.

I nterception proxies, anonymn sers, and sonme types of |oad bal ancer
can al so have subtle effects on address-sensitive applications, when
they cause packets to be delivered to or froma different address.
Transport relays and TCP spoofers may decei ve applications by
delivering an unreliable service on a TCP socket.
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We concl ude that:

Al t hough the rise of m ddl eboxes has negative inpact on the end to
end principle at the packet level, it does not nullify it as a
useful or desirable principle of applications protocol design.
However, future application protocols should be designed in
recognition of the likely presence of network address translation,
packet diversion, and packet level firewalls, along the data path.

4.2. Failure handling

If a middlebox fails, it is desirable that the effect on sessions
currently in progress should be inconvenient rather than
catastrophic. There appear to be three approaches to achieve this:

Soft state nechanisns. The session continues in the absence of
the box, probably with reduced perfornance, until the necessary
session state is recreated automatically in an alternative box (or
the original one, restarted). |In other words the state

i nformati on optim ses the user session but is not essential. An
exanpl e mght be a true cachi ng nechani sm whose tenporary failure
only reduces perfornmance.

Rapi d fail over nechanisns. The session is pronptly redirected to
a hot spare box, which already has a copy of the necessary session
state.

Rapid restart nechanisns. The two ends of the session pronptly
detect the failure and thensel ves restart the session via a spare
box, w thout being externally redirected. Enough session state is
kept at each end to recover fromthe glitch

It appears likely that "optim sing" m ddl eboxes are suitable

candi dates for the soft state approach and for non-real-tine data
streans, since the consequence of failure of the box is not
catastrophic for the user. (Configured HTTP proxi es used as caches
are an awkward case, as their failure causes client failure.) On the
ot her hand, "functional" niddl eboxes nust be present for the session
to continue, so they are candidates for rapid failover or rapid
restart mechani sms. W conclude that:

M ddl ebox desi gn shoul d include a clear nechanismfor dealing with
failure.
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4.3. Failures at nultiple layers

Difficulties occur when m ddl ebox functions occur at different
| ayers, for exanple the followi ng situation, where B and C are not in
the sanme physical box:

Apps | ayer: A mmm e >C------ > D
Lower |ayer: A----- I L R > D
When all is well, i.e., thereis an IP path fromAto Bto Cto D and

both B and C are working, this nmay appear quite workable. But the
failure nodes are very challenging. For exanple, if there is a
network failure between C and D, howis B instructed to divert the
session to a backup box for C?. Since C and B function at different
protocol layers, there is no expectation that they will have
coordinated failure recovery nmechanisns. Unless this is renmedied in
sonme general way, we concl ude that

M ddl ebox failure recovery mechani sms cannot currently assume they
will get any help fromother |ayers, and nust have their own neans
of dealing with failures in other |ayers.

In the long termfuture, we should be able to state clearly for
each m ddl ebox function what it expects fromits environnent, and
make recomendati ons about which m ddl ebox functions should be
bound together if depl oyed.

4.4. Ml tihop application protocols

We can al so observe that protocols such as SMIP, UUCP, and NNTP have
al ways wor ked hop-by-hop, i.e., via multiple m ddl eboxes. Nobody
considers this to be an issue or a problem Difficulties arise when
inserting a mddlebox in an application protocol streamthat was not
designed for it. W conclude that:

New appl i cation protocol designs should include explicit
mechani sms for the insertion of niddl eboxes, and shoul d consi der
the facets identified in Section 2 above as part of the design

A specific challenge is how to make interactive or real-tine

applications ride snoothly over m ddl eboxes. This will put
particular stress on the failure handling aspects.
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4.5. Common features

G ven that the IP layer - the neck of the hourglass - is no |onger
alone in its role supporting end-to-end connectivity, it would be
desirable to define requirenents and features that are common to

m ddl ebox internediaries. 1t would then be possible to inplenent

m ddl eboxes, and in particular the protocols that communicate with
them fully fromthe stance of supporting the end-to-end principle.
Conceptual ly, this would extend the neck of the hourglass upwards to
include a set of commopn features available to all (or nany)
applications. |In the context of middl eboxes and multi hop protocols,
this would require common features addressing at |east:

M ddl ebox di scovery and nonitoring

M ddl ebox configuration and contro
Cal | - out

Routi ng preferences

Fail over and restart handling

Security, including nutual authentication

As far as possible, the solutions in these areas being devel oped in
the I ETF and WBC shoul d be sufficiently general to cover all types of
m ddl ebox; if not, the work will be done several tines.

5. Security Considerations

Security risks are specific to each type of mddl ebox, so little can
be said in general. O course, adding extra boxes in the

conmmuni cati on path creates extra points of attack, reduces or
elimnates the ability to performend to end encryption, and
complicates trust nodels and key distribution nodels. Thus, every

m ddl ebox design requires particular attention to security analysis.
A few general points can be nade:

1. The interference with end-to-end packet transm ssion by many types
of mddlebox is a crippling inpedinment to generalised use of |PSEC
inits present form and also invalidates transport |ayer security
in many scenari os.

2. M ddl eboxes require us to nove definitively froma two-way to an
N-way approach to trust rel ationships and key shari ng.

3. The managenent and configuration nmechani sns of m ddl eboxes are a
tenpting point of attack, and must be strongly defended.

These points suggest that we need a whol e new approach to security

solutions as the niddl ebox paradi gm ends up being deployed in | ots of
different technologies, if only to avoid each new technol ogy
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designing a end-to-end security solution appropriate to its
particul ar inpact on the data stream

Additionally, content caches and content distribution nechani sns

rai se the issue of access control for content that is subject to
copyright or other rights. Distributed authentication, authorisation
and accounting are required.
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