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Abst ract

HTTP/ 1.1 defines a Content-MD5 header that allows a server to include
a digest of the response body. However, this is specifically defined
to cover the body of the actual nessage, not the contents of the ful
file (which might be quite different, if the response is a Content-
Range, or uses a delta encoding). Also, the Content-MD5 is limted
to one specific digest algorithm other algorithms, such as SHA-1
(Secure Hash Standard), may be nore appropriate in some
circunstances. Finally, HITP/1.1 provides no explicit nmechani sm by
which a client may request a digest. This docunent proposes HITP

ext ensi ons that solve these problens.
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ntroducti on

Al though HTTP is typically layered over a reliable transport
protocol, such as TCP, this does not guarantee reliable transport of
informati on fromsender to receiver. Various problens, including
undet ected transmi ssion errors, progranmng errors, corruption of
stored data, and malicious intervention can cause errors in the
transmtted i nformation.

A common approach to the problemof data integrity in a network
protocol or distributed system such as HTTP, is the use of digests,
checksuns, or hash values. The sender computes a digest and sends it
with the data; the recipient computes a digest of the received data,
and then verifies the integrity of this data by conparing the

di gests.

Checksuns are used at virtually all layers of the I P stack. However,
different digest algorithns mght be used at each |layer, for reasons
of conputational cost, because the size and nature of the data being
protected varies, and because the possible threats to data integrity
vary. For exanple, Ethernet uses a Cyclic Redundancy Check (CRC).
The 1 Pv4 protocol uses a ones-conpl enment checksum over the | P header
(but not the rest of the packet). TCP uses a ones-conpl enent
checksum over the TCP header and data, and includes a "pseudo-header"
to detect certain kinds of programm ng errors.

HTTP/ 1.1 [4] includes a mechani smfor ensuring nessage integrity, the
Content-MD5 header. This header is actually defined for M Me-
conformant nessages in a standal one specification [10]. According to
the HTTP/ 1.1 specification,

The Content-MD5 entity-header field [...] 1is an MD5 digest of the
entity-body for the purpose of providing an end-to-end nessage
integrity check (MC of the entity-body.

HTTP/ 1.1 borrowed Content-MD5 fromthe MM world based on an anal ogy

between M ME messages (e.g., electronic mail messages) and HTTP
messages (requests to or responses froman HITP server)
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As discussed in nore detail in section 3, this anal ogy between M ME
messages and HTTP nmessages has resulted in some confusion. In
particular, while a M ME nessage is self-contained, an HITP nmessage
m ght not contain the entire representation of the current state of a
resource. (Mre precisely, an HITP response might not contain an
entire "instance"; see section 3 for a definition of this term)

There are at |l east two situations where this distinction is an issue:

1. When an HITP server sends a 206 (Partial Content) response, as
defined in HTTP/1.1. The client may formits view of an
instance (e.g., an HTM. docunent) by conbi ning a cache entry
with the partial content in the nessage.

2. Waen an HTTP server uses a "delta encoding", as proposed in a
separate docunent [9]. A delta encoding represents the changes
bet ween the current instance of a resource and a previous
instance, and is an efficient way of reducing the bandw dth
required for cache updates. The client forns its view of an
i nstance by applying the delta in the nessage to one of its
cache entries.

We include these two kinds of transformations in a potentially
broader category we call "instance manipul ations."

In each of these cases, the server might use a Content-NMD5 header to
protect the integrity of the response nessage. However, because the
MC in a Content-MD5 header field applies only to the entity in that
nmessage, and not to the entire instance being reassenbled, it cannot
protect against errors due to data corruption (e.g., of cache
entries), programming errors (e.g., inproper application of a partial
content or delta), certain malicious attacks [9], or corruption of
certain HTTP headers in transit.

Thus, the Content-MD5 header, while useful and sufficient in nmany
cases, is not sufficient for verifying instance integrity in all uses
of HTTP.

The Di gest Authentication mechanism|[5] provides (in addition to its
ot her goal s) a nmessage-digest function simlar to Content-M)5, except
that it includes certain header fields. Like Content-MD5, it covers
a specific nessage, not an entire instance.

1.1 Gher limtations of HITP/1.1
Checksuns are not free. Conputing a digest takes CPU resources, and

m ght add latency to the generation of a nessage. (Sone of these
costs can be avoided by careful caching at the sender’s end, but in
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many cases such a cache would not have a useful hit ratio.)
Transmitting a digest consunes HITP header space (and therefore

i ncreases | atency and network bandwi dth requirements.) |If the
nmessage recipient does not intend to use the digest, why should the
nmessage sender waste resources conputing and sending it?

The Content-NMD5 header, of course, inplies the use of the M5
algorithm[15]. Oher algorithnms, however, m ght be nore appropriate
for some purposes. These include the SHA-1 algorithm[12] and
various "fingerprinting" algorithnms [7]. HITP currently provides no
st andardi zed support for the use of these al gorithns.

HTTP/ 1.1 apparently assunmes that the choice to generate a digest is
up to the sender, and provides no mechanismfor the recipient to

i ndi cate whether a checksum woul d be useful, or what checksum
algorithms it woul d understand.

2 Coal s
The goals of this proposal are:
1. Digest coverage for entire instances comrmuni cated via HITP
2. Support for nultiple digest algorithns.
3. Negotiation of the use of digests.
The goal s do not incl ude:
- header integrity
The di gest mechani sms descri bed here cover only the bodies of
i nstances, and do not protect the integrity of associated
"entity headers"” or other nmessage headers.
- authentication
The di gest nechani sns described here are not neant to support
aut hentication of the source of a digest or of a nmessage or
instance. These nechani sns, therefore, are not sufficient

def ense agai nst many kinds of malicious attacks.

- privacy
Di gest nmechani sns do not provide nessage privacy.

- authorization

The di gest nechani sns descri bed here are not neant to support
aut hori zation or other kinds of access controls.
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The Di gest Access Authentication nmechanism[5] can provi de sone
integrity for certain HTTP headers, and does provide authentication

3 Term nol ogy
HTTP/ 1.1 [4] defines the follow ng terns:

resource A network data object or service that can be
identified by a URI, as defined in section 3.2.
Resources may be available in nmultiple
representations (e.g. nultiple | anguages, data
formats, size, resolutions) or vary in other ways.

entity The information transferred as the payl oad of a
request or response. An entity consists of
met ai nfformation in the formof entity-header fields
and content in the formof an entity-body, as
described in section 7.

vari ant A resource nmay have one, or nore than one,
representation(s) associated with it at any given
instant. Each of these representations is terned a
‘variant.’ Use of the term‘variant’ does not
necessarily inmply that the resource is subject to
content negotiation.

The dictionary definition for "entity" is "sonething that has
separate and distinct existence and objective or conceptual reality"
[8]. Unfortunately, the definition for "entity" in HITP/1.1 is
simlar to that used in MM [6], based on an entirely fal se anal ogy
bet ween M ME and HTTP

In MME, electronic mail messages do have distinct and separate

exi stences. M ME defines "entity" as sonething that "refers
specifically to the M Me-defined header fields and contents of either
a nmessage or one of the parts in the body of a multipart entity."

In HTTP, however, a response nessage to a GET does not have a

di stinct and separate existence. Rather, it is describing the
current state of a resource (or a variant, subject to a set of
constraints). The HTTP/ 1.1 specification provides no termto
describe "the value that would be returned in response to a CET
request at the current tine for the selected variant of the specified
resource.” This leads to awkward wordings in the HITP/ 1.1
specification in places where this concept is necessary.
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It is too late to fix the terninological failure in the HTTP/ 1.1
specification, so we instead define a newterm for use in this
docunent :

i nstance The entity that would be returned in a status-200
response to a CET request, at the current tinme, for
the selected variant of the specified resource,
with the application of zero or nore content-
codi ngs, but w thout the application of any
i nstance mani pul ati ons or transfer-codings.

It is convenient to think of an entity tag, in HTTP/ 1.1, as being
associated with an instance, rather than an entity. That is, for a
gi ven resource, two different response nessages m ght include the
same entity tag, but two different instances of the resource should
never be associated with the same (strong) entity tag.

We also define this term

i nstance mani pul ati on
An operation on one or nore instances which may
result in an instance being conveyed from server to
client in parts, or in nore than one response
message. For exanple, a range selection or a delta
encodi ng. I nstance mani pul ati ons are end-to-end,
and often involve the use of a cache at the client.

4 Specification
In this specification, the key words "MJST", "MJST NOT", "SHOULD',
"SHOULD NOT", and "MAY" are to be interpreted as described in RFC
2119 [2].

4.1 Protocol paraneter specifications

4.1.1 Digest algorithms
Di gest algorithmvalues are used to indicate a specific digest
computation. For some algorithnms, one or nore paraneters may be
suppl i ed.

di gest-al gorithm = token

The BNF for "paraneter"” is as is used in RFC 2616 [4]. Al digest-
al gorithm val ues are case-insensitive.
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The I nternet Assigned Numbers Authority (1ANA) acts as a registry for
digest-algorithmvalues. Initially, the registry contains the
fol |l owi ng tokens:

VD5 The MD5 algorithm as specified in RFC 1321 [15].
The output of this algorithmis encoded using the
base64 encoding [1].

SHA The SHA-1 algorithm[12]. The output of this
algorithmis encoded using the base64 encoding [1].

UNI Xsum The al gorithm conputed by the UNI X "suml conmand,
as defined by the Single UNI X Specification,
Version 2 [13]. The output of this algorithmis an
ASCI| decimal-digit string representing the 16-bit
checksum which is the first word of the output of
the UNI X "sum' conmand.

UNI Xcksum The al gorithm conmputed by the UNI X "cksuni comrand,
as defined by the Single UNI X Specification,
Version 2 [13]. The output of this algorithmis an
ASCI| digit string representing the 32-bit CRC
which is the first word of the output of the UN X
"cksum' conmmand

If other digest-algorithmvalues are defined, the associated encodi ng
MJST either be represented as a quoted string, or MJST NOT include

;" or "," in the character sets used for the encoding.
4.2 Instance digests

An instance digest is the representation of the output of a digest
algorithm together with an indication of the algorithmused (and any
par anet ers)

i nstance-di gest = digest-algorithm"="
<encoded di gest out put >

The digest is conputed on the entire instance associated with the
message. The instance is a snapshot of the resource prior to the
application of of any instance manipul ation or transfer-coding (see
section 3). The byte order used to conpute the digest is the

transm ssion byte order defined for the content-type of the instance.
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Note: the digest is conputed before the application of any
instance mani pulation. |If a range or a delta-coding [9] is used,
the conputation of the digest after the conputation of the range
or delta would not provide a digest useful for checking the
integrity of the reassenbl ed instance.

The encoded di gest output uses the encoding format defined for the
specific digest-algorithm For exanple, if the digest-algorithmis
"MD5", the encoding is base64; if the digest-algorithmis "UN Xsunt,
the encoding is an ASCII string of decimal digits.

Exanpl es:
MD5=HUXZLQ_Mul / KZ5KDc JPc OA==
sha=t hvDyvhf I ql vFe+A9MYgxAf nilq5=
UNI Xsum=30637
4.3 Header specifications
The foll owi ng headers are defi ned.
4. 3.1 Want - Di gest
The Want - Di gest nessage header field indicates the sender’s desire to
receive an instance di gest on nessages associated with the Request-

URI .

Want - Di gest = "Want-Digest" ":"
#(digest-algorithm[ ";" "q" "=" qval ue])

If a digest-algorithmis not acconpanied by a qvalue, it is treated
as if its associated gqval ue were 1.0.

The sender is willing to accept a digest-algorithmif and only if it
is listed in a Want-Di gest header field of a nessage, and its qval ue
is non-zero.

If multiple acceptabl e digest-algorithmvalues are given, the
sender’s preferred digest-algorithmis the one (or ones) with the

hi ghest qval ue.

Exanpl es:

Want - Di gest: md5
want - Di gest: MD5; g=0. 3, sha; g=1
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4. 3.2 Digest

The Di gest nessage header field provides a nessage digest of the
i nstance descri bed by the nessage.

Digest = "Digest" ":" #(instance-digest)

The instance described by a nmessage mght be fully contained in the
message- body, partially-contained in the nessage-body, or not at all
contained in the nessage-body. The instance is specified by the
Request - URI and any cache-validator contained in the nessage.

A Di gest header field MAY contain nultiple instance-digest val ues.
This could be useful for responses expected to reside in caches
shared by users with different browsers, for exanple.

A recipient MAY ignore any or all of the instance-digests in a D gest
header fi el d.

A sender MAY send an instance-di gest using a digest-algorithm wi thout
know ng whet her the recipient supports the digest-algorithm or even
knowi ng that the recipient will ignore it.

Exanpl es:

Di gest: nd5=HUXZLQLMul / KZ5KDcJPc QA==
Di gest: SHA=t hvDyvhf I gl vFe+A9MYgxAf mLg5=, uni xsum=30637

5 Negoti ati on of Content- M5

HTTP/ 1.1 provides a Content-MD5 header field, but does not provide
any nechani smfor requesting its use (or non-use). The Want-Di gest
header field defined in this docunment provides the basis for such a
nmechani sm

First, we add to the set of digest-algorithmvalues (in section
4.1.1) the token "contentVMD5", with the provision that this digest-
al gorithm MUST NOT be used in a Di gest header field.

The presence of the "content MD5" digest-algorithmwith a non-zero
gvalue in a Want-Di gest header field indicates that the sender wi shes
to receive a Content-MD5 header on nessages associated with the
Request - URI .

The presence of the "content MD5" digest-algorithmwith a zero gval ue

in a Want-Di gest header field indicates that the sender will ignore
Cont ent - MD5 headers on nessages associated with the Request-URl.
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6 | ANA Consi der ati ons

The Internet Assigned Numbers Authority (1ANA) adm nisters the name
space for digest-algorithmvalues. Values and their neani ng nust be
docunented in an RFC or other peer-reviewed, pernanent, and readily
avail abl e reference, in sufficient detail so that interoperability
bet ween i ndependent inplenentations is possible. Subject to these
constraints, name assignnents are First Come, First Served (see RFC
2434 [11]).

7 Security Considerations

Thi s docunent specifies a data integrity mechanismthat protects HTTP
i nstance data, but not HITP entity headers, fromcertain kinds of
accidental corruption. It is also useful in detecting at |east one
spoofing attack [9]. However, it is not intended as genera
protection against nalicious tanpering with HTTP nessages.

The HTTP Di gest Access Authentication nechanism[5] provides sone
protection agai nst malicious tanpering.
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copyrights defined in the Internet Standards process nust be
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Engl i sh.
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