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nt roducti on

The Wrld Wde Wb is a distributed system and so often benefits
fromcaching to reduce retrieval delays. Retrieval of a Wb resource
(such as a docunent, image, icon, or applet) over the Internet or

ot her wi de-area networks usually takes enough tine that the delay is
over the human threshold of perception. Oten, that delay is
measured in seconds. Caching can often elimnate or significantly
reduce retrieval del ays.

Many Wb resources change over time, so a practical caching approach
nmust include a coherency nechanism to avoid presenting stale
information to the user. Oiginally, the Hypertext Transfer Protoco
(HTTP) provided little support for caching, but under operationa
pressures, it quickly evolved to support a sinple mechanismfor

mai nt ai ni ng cache coherency.

In HTTP/1.0 [2], the server may supply a "l ast-nodified" tinestanp
with a response. |If a client stores this response in a cache entry,
and then |ater wishes to re-use the response, it may transmt a
request message with an "If-nodified-since" field containing that
timestanp; this is known as a conditional retrieval. Upon receiving
a conditional request, the server may either reply with a ful
response, or, if the resource has not changed, it may send an
abbreviated reply, indicating that the client’s cache entry is stil
valid. HTITP/1.0 also includes a neans for the server to indicate,
via an "Expires" tinmestanp, that a response will be valid until that
time; if so, a client may use a cached copy of the response unti
that time, without first validating it using a conditional retrieval

HTTP/ 1.1 [10] adds many new features to i nprove cache coherency and
performance. However, it preserves the all-or-none nodel for
responses to conditional retrievals: either the server indicates that
the resource val ue has not changed at all, or it nmust transmit the
entire current val ue.

Conmon sense suggests (and traces confirm, however, that even when a
Web resource does change, the new instance is often substantially
simlar to the old one. |If the difference, or "delta", between the
two i nstances could be sent to the client instead of the entire new
instance, a client holding a cached copy of the old instance could
apply the delta to construct the new version. In a world of finite
bandwi dt h, the reduction in response size and delay could be
significant.
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One can think of deltas as a way to squeeze as much benefit as
possible fromclient and proxy caches. Rather than treating an
entire response as the "cache line", with deltas we can treat
arbitrary pieces of a cached response as the replaceable unit, and
avoi d transferring pieces that have not changed.

Thi s docunent proposes a set of conpatible extensions to HITP/ 1.1
that allow clients and servers to use delta encoding with m ni mal
over head.

We assune that the reader is famliar with the HTTP/ 1.1
speci fication.

1.1 Rel ated research and proposal s

The idea of delta encoding to reduce comunication or storage costs
is not new For exanple, the MPEG 1 video conpression standard
transmts occasional still-imge frames, but nost of the franes sent
are encoded (to oversinplify) as changes from an adjacent frane. The
SCCS and RCS [27] systens for software version control represent
intermedi ate versions as deltas; SCCS starts with an original version
and encodes subsequent ones with forward deltas, whereas RCS encodes
previ ous versions as reverse deltas fromtheir successors.

Jacobson’ s techni que for conpressing | P and TCP headers over sl ow
links [17] uses a clever, highly specialized formof delta encoding.

In spite of this history, it appears to have taken several years

bef ore anyone thought of applying delta encoding to HITP, perhaps
because the devel opment of HTTP cachi ng has been sonewhat haphazard.
The first published suggestion for delta encodi ng appears to have

been by Wlliams et al. in a paper about HITP cache renoval policies
[30], but these authors did not elaborate on their design until |ater
[29].

The WebExpress project [15] appears to be the first published
description of an inplenmentation of delta encoding for HTTP (which
they call "differencing"). WDbExpress is ained specifically at

Wi rel ess environnents, and includes a nunber of orthogona
optimzations. Also, the WbExpress desi gn does not propose changi ng
the HTTP protocol itself, but rather uses a pair of interposed
proxies to convert the HITP nessage streaminto an optimzed form
The results reported for WebExpress differencing are inpressive, but
are limted to a few sel ected benchmarks.

Banga et al. [1] describe the use of optimstic deltas, in which a

| ayer of interposed proxies on either end of a slow link collaborate
to reduce latency. |If the client-side proxy has a cached copy of a
resource, the server-side proxy can sinply send a delta (or a 304
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[ Not Modified] response). |If only the server-side proxy has a cached
copy, it may optinmistically send its (possibly stale) copy to the
client-side proxy, followed (if necessary) by a delta once the
server-side proxy has validated its own cache entry with the origin
server. The use of optimistic deltas, unlike delta encoding,
actual ly increases the nunber of bytes sent over the network, in an
attenpt to inprove latency by anticipating a "Not Mdified" response
fromthe origin server. The optimstic delta paper, like the
WebExpress paper, did not propose a change to the HITP protoco
itself, and reported results only for a snall set of selected URLs.

Mogul et al. [23] collected lengthy traces, at two different sites,

of the full contents of HTTP nmessages, to quantify the potentia
benefits of delta-encoded responses. They showed that delta encoding
can provide renmarkabl e i nprovenents in response-size and response-
delay for an inportant subset of HITP content types. They proposed a
set of HITP extensions, but without the |evel of detail required for
a specification. Douglis et al. [8] used the sane sets of full-
content traces to quantify the rate at which resources change in the
Web.

The HTTP Distribution and Replication Protocol (DRP), proposed to WBC
by Marinba, Netscape, Sun, Novell, and At Home, ains to provide a
coll ection of new features for HTTP, to support "the efficient
replication of data over HTTP' [13]. One aspect of the DRP proposa
is the use of "differential downl oading," which is essentially a form
of delta encoding. The original DRP proposal uses a different
approach than is described here, but a forthconm ng revision of DRP
will be revised to conformto the proposal in this docunent.

Tridgel |l and Mackerras [28] describe the "rsync" algorithm which
acconpl i shes something sinmlar to delta encoding. In rsync, the
client breaks a cache entry into a series of fixed-sized bl ocks,
conputes a digest value for each block, and sends the series of

di gest values to the server as part of its request. The origin
server does the sanme bl ock-based conputation, and returns only those
bl ocks whose digest values differ. W believe that it m ght be

possi ble to support rsync using the "instance manipul ati on" framework
described later in this document, but this has not been worked out in
any detail .

2 Coal s
The goals of this proposal are:

1. Reduce the nean size of HITP responses, thereby inproving
| atency and network utilization.
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2. Avoid any extra network round trips.
3. Mnimze the anpbunt of per-request and per-response over heads.
4. Support a variety of encoding algorithns and fornats.
5. Interoperate with HTTP/ 1.0 and HTTP/ 1.1
6. Be fully optional for clients, proxies, and servers.
7. Allow noderately sinple inplenentations.
The goal s do not incl ude:
- Reducing the nunber of HTTP requests sent to an origin server
- Reducing the size of every HITP nessage.
- Increasing the cache-hit ratio of HITP caches.

- Allowing excessively sinplistic inplenentations of delta
encodi ng.

- Delta encoding of request nessages, or of responses to nethods
ot her than GET.

Nothing in this specification specifically precludes the use of
a delta encoding for the body of a PUT request. However, no
mechani smcurrently exists for the client to discover if the
server can interpret such nessages, and so we do not attenpt to
speci fy how they ni ght be used.

3 Term nol ogy
HTTP/ 1.1 [10] defines the follow ng terns:

resource A network data object or service that can be
identified by a URI, as defined in section 3.2.
Resources may be available in multiple
representations (e.g. nmultiple | anguages, data
formats, size, resolutions) or vary in other ways.

entity The information transferred as the payl oad of a
request or response. An entity consists of
met ai nfformation in the formof entity-header fields
and content in the formof an entity-body, as
described in section 7.
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vari ant A resource nay have one, or nore than one,
representation(s) associated with it at any given
instant. Each of these representations is terned a
‘variant.’ Use of the term‘variant’ does not
necessarily inply that the resource is subject to
content negotiation.

The dictionary definition for "entity" is "sonething that has
separate and distinct existence and objective or conceptual reality"
[21]. Unfortunately, the definition for "entity" in HITP/1.1 is
simlar to that used in MM [12], based on a fal se anal ogy between
M ME and HTTP

In MME, electronic mail messages do have distinct and separate

exi stences. M ME defines "entity" as sonething that "refers
specifically to the M Me-defined header fields and contents of either
a nmessage or one of the parts in the body of a multipart entity."

In HTTP, however, a response nessage to a GET does not have a

di stinct and separate existence. Rather, it reflects the current
state of a resource (or a variant, subject to a set of constraints).
The HTTP/ 1.1 specification has no termto describe "the val ue that
woul d be returned in response to a GET request at the current tine
for the selected variant of the specified resource.”" This leads to
awkward wordings in the HITP/ 1.1 specification in places where this
concept is necessary.

To express this concept, we define a newterm for use in this
docunent :

i nstance The entity that would be returned in a status-200
response to a CET request, at the current time, for
the selected variant of the specified resource, with
the application of zero or nore content-codings, but
wi thout the application of any instance nanipul ati ons
(see below) or transfer-codings.

It is convenient to think of an entity tag, in HITP/ 1.1, as being
associated with an instance, rather than an entity. That is, for a
given resource, two different response nessages m ght include the
sanme entity tag, but two different instances of the resource should
never be associated with the same (strong) entity tag.

W will informally use the term"delta,” in this docunment, to mean an
HTTP response encoded as the difference between two instances.
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More formally, delta encodings are nmenbers of a potentially |arger
class of transformati ons on instances, leading to this new term

i nstance mani pul ation
An operation on one or nore instances which may
result in an instance being conveyed from server to
client in parts, or in nmore than one response
message. For exanple, a range selection or a delta
encodi ng. Instance mani pul ations are end-to-end, and
often involve the use of a cache at the client.

For reasons that will becone clear later on, it is convenient to
t hi nk about subrange selection as a form of instance nanipul ation
In sone contexts, conpression mght also be treated as an instance
mani pul ation, rather than as a content-coding or transfer-coding.

4 The HTTP nessage- generation sequence

HTTP/ 1.1 supports a nunber of different transformati ons on the body
of a val ue:

Content-coding According to the specification, "Content coding
val ues indicate an encoding transformation that has
been or can be applied to an entity. Content codings
are primarily used to allow a docunment to be
compressed or otherw se usefully transfornmed without
losing the identity of its underlying nedia type and
wi thout |oss of information. Frequently, the entity
is stored in coded form transmitted directly, and
only decoded by the recipient." Content-codings are
normal |y end-to-end transformations; i.e., once
applied at the sender, they are not renpoved except at
the ultimate recipient. An internedi ate server may
apply a content-coding, in appropriate circunstances.

Transfer-coding According to the specification, "Transfer coding
val ues are used to indicate an encoding
transformation that has been, can be, or may need to
be applied to an entity-body in order to ensure "safe
transport” through the network. This differs froma
content coding in that the transfer coding is a
property of the nmessage, not of the original entity."
Transfer-codings are explicitly hop-by-hop
transformations (although, as an optinization, an
i ntermedi ate proxy may store the transfer-coded
version of a nessage if this behavior is not
inconsistent with its externally visible function.)

Mogul , et al. St andards Track [ Page 8]



RFC 3229 Delta encoding in HITP January 2002

Ranges An HTTP client, using the Range header, may request
that the server return one or nore subranges of the
instance, rather than the entire instance val ue.

HTTP/ 1.1 only supports byte-ranges, although there is
sonme possibility that future extensions will allow
for other kinds of range-specifiers (such as chapters
of a docunent).

A client signals its willingness to receive a content-codi ng by

sendi ng an "Accept - Encodi ng" header, listing the set of content-
codings that it understands. It may optionally include infornmation
about which content-codings it prefers. |If a server uses any non-
identity content-coding(s), it includes a "Content-Encodi ng" header
field in the response, listing these content-codings in their order

of application.

RFC 2068 [9] did not include an anal ogous nechani sm for negotiating
the use of transfer-codings, although it does include an anal ogous
"Transf er-Encodi ng" header for marking the response. A new "TE"
header has since been added to HTTP/1.1 [10], anal ogous to the
"Accept - Encodi ng" header.

In this docurment, we add new, optional nessage headers to support the
use of instance mani pulations. A client signals its willingness to
recei ve an instance-nani pul ati on by sending an "A-1 M header (short
for "Accept-Instance-Mnipulation", which is far too long to spel
out), anal ogous to the "Accept-Encodi ng" header. Simlarly, a server
lists the set of instance-manipulations it has applied using an "I M
header .

One nust understand the rel ati onship between these transformations in
order to see how delta encoding applies to HITP responses.

Conceptual ly, the various transformations are applied in the
fol | owi ng sequence:

1. Upon receiving a CGET request, the server uses the URl in the
request to identify the requested resource.

2. Optionally, it uses information fromthe request (and perhaps
additional information) to select a variant of that resource.

3. At this point, the server may apply a non-identity content-

coding to the instance, or one mi ght have been inherent in its
generation. This also results in a Content-Encodi ng header
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Mogul

4. The result of the first three steps, at the tinme when the
request is processed, is an instance. The instance includes a
body (possibly enpty) and possibly sonme instance headers. The
entity tag, if any, is assigned at this point. That is, an
entity tag is associated with an instance, NOT an entity.

5. The server nmay then apply an instance-mani pul ation. For
exanple, if the request included a Range header, the server may
optionally produce a range response, consisting of the origina
set of headers, a Content-Range header, and the appropriate
range(s) fromthe (possibly encoded) body. Delta encodings are
i nstance- mani pul ati ons, and are conputed at this stage.

6. The result of the fifth step becones the entity, consisting of
entity headers and an entity body.

7. The server may then apply a non-identity transfer-codi ng; on-
the-fly conpression could be done in this step. |If so, a
Transf er - Encodi ng header is added to the nessage.

8. The results of the seventh step is the nessage, consisting of a
message body (the transfer-coded version of the entity body),
the entity headers, and additional response and genera
header s.

Note: Section 14.13 of the HITP/ 1.1 specification [10] says "The
Content-Length entity-header field indicates the size of the
entity-body." In other words, Content-Length neasures the length
of an entity, not of an instance or of a variant. For exanple, if
the message is a delta encoding, Content-Length gives the length
of the delta encoding, not the length of the current instance.
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D agrammatical ly, the sequence is:

dat at ype operation | eading to next datatype
resource
| choose acceptabl e variant, if needed
%
vari ant
| apply content-coding, if any
%
| comput e/ assign entity tag
%
i nstance
| apply instance mani pul ation, if any
Y% (delta encoding, range selection, etc.)
entity-body
| apply transfer-coding, if any
%

message- body

This formalization of the HITP nessage generation sequence has not
previously been described. However, it is clear that Range sel ection
needs to be done after the entity tag has been assigned and after any
content-codi ng has been applied, and before any transfer-coding is
applied. Therefore, this formalization is fully consistent with
previ ous practice and specification.

4.1 Rel ationship between deltas and ranges
If both Ranges and delta encodings are forns of instance
mani pul ati on, which should be applied first? This depends on how t he

Range i s bei ng used.

Ranges are used for two main purposes, at the discretion of the
requesting client:

1. to conplete a partial response after a premature ternination of
a message transm ssion.

2. to obtain just selected sections of an instance.
In the first use of Range, it would have to be applied after any
del ta encoding, since the intended use is to recover an intact copy

of the delta-encoded instance. |In the second use of Range, it would
have to be applied before any delta encodi ng, because ot herw se the
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of fsets specified in the Range request woul d be neani ngl ess (the
client generally cannot know how a server’s delta encodi ng maps
instance byte offsets to entity byte offsets).

Therefore, we need a nmechanismto allowthe client to specify the
order in which two or nore instance-mani pul ations should be applied.
This is easily provided as part of the specification of the "A-IM
header (see section 10.5.3), where we require that the server apply

i nstance-mani pul ations in the order that they are listed in the "A-

I M header. W also include a "range" literal in the set of

regi stered instance-nmani pul ations, to allowthe client to specify (by
its ordering with respect to other instance-nanipul ations) whet her
range selection is done before or after delta encoding.

We al so need a mechanismfor the server to indicate in which order
two or nore instance-manipul ati ons have been applied; this is part of
the specification of the "IM header (see section 10.5.2), where we
follow the sane practice used for the "Content-Encoding" header: the
"I'M' header lists the instance-manipul ations in the order that were
appl i ed (including, perhaps, the special "range" literal).

A simlar issue arises when Ranges are conbined with conpression. |f
the client is using a Range to conplete a partial response after a
premature term nati on of a conpressed nessage, then the Range woul d
have to be applied after the conpression. This is feasible in
unnodi fied HTTP/ 1.1, because the conpression can be done as a
content-coding. However, if the client is using a Range to obtain
sel ected sections of an instance, it would normally be able to
specify offsets only in terns of the unconpressed variant. [|f the
sel ected portion was |arge enough to warrant conpression, the client
coul d request a conpressed transfer-coding, but this is a hop-by-hop
transformation and is not the nost efficient approach (especially if
an HTTP/ 1.0 proxy is in the path).

We can resolve this issue by supporting the use of conpression as an
i nstance-mani pul ation (as well as as a content-coding or transfer-
codi ng), and by using the new nechanismthat allows the client to
specify that the conpression instance-nmanipul ation is done after the
Range i nstance- mani pul ati on.

This also allows the client to control whether conpression is done
before or after delta encoding, since sone sinple differencing

al gorithms (such as the UNIX "diff" command) require post-conpression
of their output to yield the best results.
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5 Basi ¢ nechani sns

In this section, we explain the concepts behind delta encoding. This
is not neant as a formal specification of the proposed extensions;
see section 10 for that.

5.1 Background: an overview of HTTP cache validation

VWhen a client has a response in its cache, and wi shes to ensure that
this cache entry is current, HITP/1.1 allows the client to do a
"conditional CET", using one of two fornms of "cache validators.” |In
the traditional form available in both HTTP/1.0 and in HTTP/ 1.1, the
client may use the "If-Modified-Since" request-header to present to
the server the "Last-Mdified" timestanp (if any) that the server
provided with the response. |If the server’s timestamp for the
resource has not changed, it may send a response with a status code
of 304 (Not Modified), which does not transnmt the body of the
resource. |f the tinestanp has changed, the server would nornally
send a response with a status code of 200 (OK), which carries a
compl ete copy of the resource, and a new Last-Mdified timestanp.

Thi s timestanp-based approach is prone to error because of the |ack
of tinmestanp resolution: if a resource changes tw ce during one
second, the change m ght not be detectable. Therefore, HTTP/ 1.1 al so
all ows the server to provide an entity tag with a response. An
entity tag is an opaque string, constructed by the server according
to its own needs; the protocol specification inmposes a bare m ni mum
of requirenents on entity tags. (ln particular, a "strong" entity
tag nmust change if the value of the resource changes.) In this case,
the client nmay validate its cache entry by sending its conditiona
request using the "If-None-Mtch" request-header, presenting the
entity tag associated with the cached response. (The protoco

defines several other ways to transmit entity tags, such as the "If-
Range" header, used for short-circuiting an otherw se necessary round
trip.) If the presented entity tag matches the server’s current tag
for the resource, the server should send a 304 (Not Modified)
response. Oherw se, the server should send a 200 (OK) response,
along with a compl ete copy of the resource.

In the existing HITP protocol (HTTP/1.0 or HTTP/1.1), a client
sendi ng a conditional request can expect either of two responses:

- status = 200 (OK), with a full copy of the resource, because

the server’s copy of the resource is presumably different from
the client’s cached copy.
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- status = 304 (Not Modified), with no body, because the server’s
copy of the resource is presumably the same as the client’s
cached copy.

Informally, one could think of these as "deltas" of 100% and 0% of
the resource, respectively. Note that these deltas are relative to a
speci fic cached response. That is, a client cannot request a delta
wi t hout specifying, somehow, which two instances of a resource are
being differenced. The "new' instance is inplicitly the current
instance that the server would return for an unconditional request,
and the "ol d" instance is the one that is currently in the client’s
cache. The cache validator (last-nodified tine or entity tag) is
what is used to communicate to the server the identity of the old

i nst ance.

5.2 Requesting the transmi ssion of deltas

In order to support the transm ssion of actual deltas, an extension
to HTTP/ 1.1 needs to provide these features:

1. Away to mark a request as conditional

2. Away to specify the old instance, to which the delta will be
applied by the client.

3. Away to indicate that the client is able to apply one or nore
specific forns of delta encodi ng.

4. A way to mark a response as being delta-encoded in a particul ar
format.

The first two features are already provided by HTTP/1.1: the presence
of a conditional request-header (such as "If-Mdified-Since" or "If-
None- Mat ch") narks a request as conditional, and the val ue of that
header uniquely specifies the old instance (ignoring the probl em of

| ast-nodified timestanp granularity).

We defer discussion of the fourth feature, until section 5.6.

The third feature, a way for the client to indicate that it is able
to apply deltas (aside fromthe trivial 0% and 100% deltas), can be
acconpl i shed by transmitting a list of acceptable delta-encoding
formats in a request-header field; specifically, the "A-1M header
The presence of this list in a conditional request indicates that the
client is able to apply delta-encoded cache updates.
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For exanple, a client might send this request:

GET /foo.html HTTP/ 1.1
Host: bar. exanpl e. net

| f-None- Match: "123xyz"
A-IM vecdiff, diffe, gzip

The neaning of this request is that:
- The client wants to obtain the current value of /foo.htnl.

- It already has a cached response (instance) for that resource,
whose entity tag is "123xyz".

- It iswilling to accept delta-encoded updates using either of
two formats, "diffe" (i.e., output fromthe UNIX "diff -e"
command), and "vcdiff". (Encoding algorithns and formats, such
as "vcdiff", are described in section 6.)

- It iswilling to accept responses that have been conpressed
using "gzip," whether or not these are delta-encoded. (It
m ght be useful to conpress the output of "diff -e".) However,
based on the mandatory ordering constraint specified in section
10.5.3, if both delta encoding and conpression are appli ed,
then this "A-IM request header specifies that conpression
shoul d be done | ast.

If, inthis exanple, the server’'s current entity tag for the resource
is still "123xyz", then it should sinply return a 304 (Not Mbdified)
response, as would a traditional server

If the entity tag has changed, presumably but not necessarily because
of a nodification of the resource, the server could instead conpute
the delta between the instance whose entity tag was "123xyz" and the
current instance.

We defer discussion of what the server needs to store, in order to
compute deltas, until section 7

We note that if a client indicates it is willing to accept deltas,
but the server does not support this formof instance-nanipulation,
the server will sinply ignore this aspect of the request. (HTTP

al ways allows an inplenentation to ignore a header that is not
required by a specification that the inplementation conplies wth,
and the specification of "A-IM allows the server to ignore an

i nstance-mani pulation it does not understand.) So if a server either
does not inplenent the A-1M header at all, or does not inplenment any
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of the instance manipulations listed in the A-1Mheader, it acts as
if the client had not requested a delta-encoded response: the server
generates a status-200 response.

5.3 Choice of delta algorithmand fornat

The server is not required to transmt a delta-encoded response. For
exanple, the result mght be larger than the current size of the
resource. The server might not be able to conpute a delta for this
type of resource (e.g., a conpressed binary format); the server m ght
not have sufficient CPU cycles for the delta conputation; the server
m ght not support any of the delta formats supported by the client;
or, the network bandw dth m ght be hi gh enough that the del ay

invol ved in conmputing the delta is not worth the del ay avoi ded by
sendi ng a snal l er response.

However, if the server does want to conpute a delta, and the set of
encodi ngs it supports has nore than one encoding in conmmon with the
set offered by the client, which encoding should it use? This is
mostly at the option of the server, although the client can express
preferences using "Quality Values"” (or "qvalues"”) in the "A-IM
header. The HITP/ 1.1 specification [10] describes qvalues in nore
detail. (dients may prefer one delta encodi ng fornat over another
that generates a smaller encoding, if the decoding costs for the
first format are lower and the client is resource-constrained.)

Server inplenentations have a nunber of possible approaches. For
exanple, if CPU cycles are plentiful and network bandwi dth is scarce,
the server night conpute each of the possible encodings and then send
the smallest result. O the server mght use heuristics to choose an
encodi ng format, based on things such as the content-type of the
resource, the current size of the resource, and the expected anount
of change between instances of the resource.

Note that it might pay to cache the deltas internally to the server
if aresource is typically requested by several different delta-
capable clients between nodifications. |In this case, the cost of
computing a delta may be anortized over nmany responses, and so the
server mght use a nore expensive computation

5.4 ldentification of delta-encoded responses

A response using delta encoding nust be identified as such. This is
done using the "I M response-header, specified in section 10.5. 2.

However, a sinplistic application of this approach woul d cause

serious problens if a delta-encoded response flows through an
i nternmedi ate (proxy) cache that is not cognizant of the delta
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mechani sm  Because the Internet still includes a significant nunber
of HTTP/ 1.0 caches, which m ght never be entirely replaced, and
because the HITTP specifications insist that nmessage recipients ignore
any header field that they do not understand, a non-delta-capable
proxy cache that receives a delta-encoded response m ght store that
response, and might later return it to a non-delta-capable client
that has made a request for the sane resource. This naive client
woul d believe that it has received a valid copy of the entire
resource, with predictably unpl easant results.

To solve this problem we propose that delta-encoded responses
(actually, all instance-mani pul ated responses) be identified as such
using a new HTTP status code. For specificity in the discussion that
follows, we will use the (currently unassigned) code of 226, with a
reason phrase of "IM Used". (W see no benefit in spelling out the
words "l nstance Manipul ati on Used," since this requires the
transm ssi on of unnecessary bytes, and this Reason-phrase shoul d not
normal |y be seen by human users.) There is sone precedent for this
approach: the HTTP/ 1.1 specification introduces the 206 (Partia
Content) status code, for the transm ssion of sub-ranges of a
resource. Existing proxies apparently forward responses w th unknown
status codes, and do not attenpt to cache them

An alternative to using a new status code would be to use the

"Expi res" header to prevent HTTP/ 1.0 caches from storing the
response, then use "Cache-Control: max-age" (defined in HITP/1.1) to
all ow nore nodern caches to store delta-encoded responses. This adds
many bytes to the response headers, and so woul d reduce the

ef fectiveness of delta encoding. It is also not entirely clear that
this approach suppresses all caching by all HTTP/ 1.0 proxies.

We were reluctant to define an additional status code as part of
the support for delta encoding. However, we see no other
efficient way to remain conpatible with the depl oyed base of
HTTP/ 1. 0 cache i npl enent ati ons.

5.5 CQuaranteei ng cache safety

Al t hough we are not aware of any HTTP/ 1.1 proxy inplenmentations that
woul d attenpt to cache a response with an unknown 2xx status code,
the HTTP/ 1.1 specification does allow this behavior if the response
carries an Expires or Cache-Control header field that explicitly

all ows caching. This would present a problem when a 226 (I M Used)
response carries such headers.
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The solution in that case is to exploit the Cache Control Extensions
mechani smfromthe HITP/ 1.1 specification. W define a new cache-
directive, "inm, which indicates that the "no-store" cache-directive
may be ignored by inplenentations that conformto the specification
for the IMand A1 M headers.

For exanple, this response:

HTTP/ 1.1 226 | M Used

ETag: "489uhw'

IM vcdiff

Date: Tue, 25 Nov 1997 18:30: 05 GMVI
Cache-Control: no-store, im max-age=30

"MUST NOT" be stored by a cache that conplies with the HTTP/ 1.1
specification (which states that the max-age cache-directive "inplies
that the response is cacheable [...] unless sonme other, nore
restrictive cache directive is also present."). However, a cache
that does conmply with the specification for the i mcache-directive
(i.e., a cache that conplies with the specification for the A-1M and
I M header fields, and the 226 status code) ignores the no-store
directive, and therefore sees the nax-age directive as allow ng

cachi ng.

We are not entirely sure that all HITP/1.1 caches obey the rule
that the nmax-age directive is overridden by the no-store
directive. |If operational testing reveals this to be a problem
nmore el aborate sol utions are possible.
Warning to origin server inplementors: it does not suffice to send
Vary: 1f-None-Match, A-IM
in status-226 responses. W have di scovered at |east one scenario
where this does not prevent a proxy cache that does not inplement IM
and A-IMfromincorrectly "validating" a cached 226 response.

5.6 Transm ssion of delta-encoded responses

A del ta-encoded response differs froma standard response in four
ways:

1. It carries a status code of 226 (I M Used).

2. It carries an "I M response-header field, indicating which
delta encoding is used in this response.
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3. Its message-body is a delta encoding of the current instance,
rather than a full copy of the instance.

4. It mght carry several other new headers, as described later in
thi s docunent.

For exanple, a response to the request given in section 5.2 night
| ook |ike:

HTTP/ 1.1 226 | M Used

ETag: "489uhw

IM vcdiff

Dat e: Tue, 25 Nov 1997 18:30: 05 GMI

(W do not show the actual contents of the response body, since this
is a binary format.)

Note: the Etag header in a 226 response with a delta encoding
provides the entity tag of the current instance of the resource
variant. It is not neaningful to associate an entity tag with the
del ta value, which is not an instance.

5.7 Exanpl es of requests conbi ni ng Range and delta encodi ng
In the exanple used in section 5.2, the client sends:

GET /foo.htm HTTP/1.1
Host: bar. exanpl e. net

| f- None- Match: "123xyz"
A-IM vcdiff, diffe, gzip

and the server either responds with a 304 (Not Modified) response, or
with the appropriate delta encoding.

Here are a few nore exanples, to clarify how the client request
shoul d be interpreted.

If the client sends

GET /foo.htm HTTP/ 1.1

Host: bar.exanpl e. net

I f-None- Match: "123xyz"

A-IM vcdiff, diffe, gzip, range
Range: byt es=0-99
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then the nmeaning is the sane as in the exanpl e above, except that
after the delta encoding (and conpression, if any) is conputed, the
server then returns only the first 100 bytes of the output of the
delta encoding. (If it is shorter than 100 bytes, the entire delta
encoding is returned.) Because the "range" token appears last in the
"A-IM header, this tells the origin server to apply any range
selection after the other instance-manipul ati ons.

The interaction between the If-Range nechani sm and delta encoding is
somewhat conplex. (If-Range neans, informally, "if the entity is
unchanged, send ne the part(s) that | am nissing; otherw se, send ne
the entire newentity.") Here is an exanple that should clarify the
use of this conbination.

Suppose that the client wants to have the complete current instance

of http://bar.exanple.net/foo.htm. It already has a (conplete)
cache entry for this URI, with entity tag "A", so it issues this
request:

GET /foo.htm HTTP/ 1.1
host: bar. exanpl e. net

| f- None- Mat ch: "A"
A-IM vcediff

Suppose that the server’'s current instance has entity tag "B", and
that the server also has retained a copy of the instance with entity
tag "A". Then, the server could conmpute the difference between "B"
and "A", and respond wth:

HTTP/ 1.1 226 | M Used

Etag: "B"

IM vcdiff

Date: Tue, 25 Nov 1997 18:30:05 GMI
Cont ent - Lengt h: 1000

but the network connection is termnated after the client has
recei ved exactly 900 bytes of the message body for the delta-encoded
content.

The client wants to retrieve the renmaining 100 bytes of the delta

encodi ng that was being sent in the interrupted response. It
therefore shoul d send:
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GET /foo.htm HTTP/ 1.1
host: bar. exanpl e. net

| f-None- Match: "A"

| f- Range: "B"

A-IM vcdiff,range
Range: byt es=900-

This rather el aborate request has a well-defined meani ng, which
depends on the current entity tag Tcur of the instance when the
server receives the request:

Tcur = "A" (i.e., for some reason, the instance has reverted to
the value already in the client’s cache). The server
should return a 304 (Not Modified) response, as
required by the HITP/ 1.1 specification for "If-None-
Mat ch".

Tcur = "B" (i.e., the instance has not changed again). The
HTTP/ 1.1 specification for "If-None-Match", in this
case, is that the header field is ignored (by a
server that does not understand delta encoding).
Therefore, this is equivalent to the client’s
previ ous request, except that the Range selection is
applied after the vecdiff instance manipulation (if
both are to be applied). So the (delta-aware) server
again conmputes the delta between the "A" instance and
the "B" instance (or uses a cached conputation of the
delta), then applies the Range sel ection, and returns
a 226 (1M Used) response, with an nessage-body
contai ning bytes 900 to 999 of the result of the
vedi ff encoding, with an "I Mvcdiff, range" response
header .

Tcur = "C (i.e., the instance has changed again). 1In this
case, the HITP/ 1.1 specification for "If-None-Match"
again neans that this is equivalent to an
uncondi ti onal request for the current instance. The
specification for "If-Range" requires the server to
return the entire current instance. However, a
del ta-aware server can construct the delta between
the "A" instance described by the "If-None-Match"
field and the current ("C') instance, and return a
226 (I M Used) response, with an "I Mvcdiff" response
header .

If the client’s request had not included the "If-None-Match: "A""

header field, the server could not have conputed a delta, since it
woul d not have known which entire instance was already available to
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the client. |If the request had not included the "If-Range: "B""
header field, the server could not have distingui shed between the
latter two cases (Tcur = "B" or Tcur = "C') and would not have been

able to apply the Range selection to the result of delta encoding.

On the other hand, suppose that the client has a cache entry for the

"A" instance of http://bar.exanple.net/foo.htm, and it has al ready
received the first 900 bytes of a new instance "B" (perhaps as the

result of an aborted transfer). Now the client wants to receive the

entire current instance, so it could send this request:

GET /foo.htm HTTP/ 1.1
host: bar. exanpl e. net

| f-None- Match: "A"

| f- Range: "B"

A-IM range, vcdiff
Range: byt es=900-

In this exanple, as in the previous exanple, if Tcur = "A" then the
server should send 304 (Not Modified), and if Tcur = "C', then the

server should send the entire new instance, either as a 200 response

or as a delta encoding agai nst instance "A"

However, if Tcur = "B", in this case the server should first select
the specified range (bytes 900 through the end) from both instances
"A" and "B", then conpute the delta encodi ng between these ranges
(using vcdiff), and then transmt the result using a 226 (IM Used)
response with an "I Mrange, vedi ff" response header

6 Encoding algorithns and formats

A nunber of delta encoding algorithms and formats have been descri bed

in the literature:

diff -e The UNI X "di ff" programis ubiquitously avail able,

and is relatively fast for both encodi ng and decodi ng

(decoding is actually done using the "ed" program
However, the size of the resulting deltas is

relatively large. This algorithmcan only be used on

text-format files.

diff -e | gzip Running the output of "diff" through a conpression
al gorithm such as "gzip" [5] (or, perhaps better
"deflate" [7, 6]) yields a nore conpact encoding,
the costs of encodi ng and decodi ng are ruch hi gher
than for "diff" by itself. This algorithmcan only
be used on text-format files.
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vcedi ff (vdelta) The algorithmthat generates the "vecdiff" format [19,
20] inherently conpresses its output, and generally
produces smaller results than the conbinati on of
"diff" and "gzip". The algorithmalso runs nuch
faster, and can be applied to binary-format input.
The "vcdiff" format is based on previous work on an
al gorithm named "vdelta.” (Note that the "vcdiff"
format can be used either for delta encoding or as a
compressed format, so two different instance-
mani pul ati on val ues woul d have to be registered in
order to distinguish these two uses, should its use
as a conpressed format be adopted.) The npst recent
publi shed study suggests that "vdelta" is the best
overall delta algorithm][16].

gdi ff The gdiff format [14] was specified as a generic,
al gorithmindependent format for expressing deltas.
Because it is nore generic it is easy to inplenment,
but it may not be the npst compact encoding format.

Qur proposal does not recomrend any specific algorithmor format, but
rat her encourages client and server inplenentors to choose the nost
appropriate one(s). However, to avoid the possibility of excessively
long "A-I M headers, we suggest that, after sone period of
experinentation, it mght be reasonable to specify a "recomended"
set of delta formats for general - purpose HITP i npl enent ati ons.

We suspect that it should be possible to devise a delta encoding

al gorithm appropriate for use on typical imge encodi ngs, such as A F
and JPEG Al though experinents with vdelta have not shown much
potential [23], this may sinply be because these experinments used
vdelta directly on the al ready-conpressed forns of these encodi ngs.
However, it m ght be necessary to devise a delta encoding al gorithm
that is aware of the two-di nensional nature of inmages. W have sone
expectation that this is possible, since MPEG conpression relies on
computing deltas between successive franmes of a video stream

7 Management of base instances

If the time between nodifications of a resource is less than the
typical eviction tine for responses in client caches, this neans that
the "old instance" indicated in a client’s conditional request night
not refer to the nost recent prior instance. This raises the
question of how many ol d instances of a resource should be maintai ned
by the server, if any. W call these old instances "base instances."
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There are nmany possible options for server inplenmentors. For
exanpl e:

- The server m ght not store any old instances, and so woul d
never respond with a delta.

- The server mght only store the nbst recent prior instance;
requests attenpting to validate this instance could be answered
with a delta, but requests attenpting to validate ol der
i nstances woul d be answered with a full copy of the resource.

- The server mght store all prior instances, allowing it to
provide a delta response for any client request.

- The server mght store only a subset of the prior instances.
The use of a Least Recently Used (LRU) algorithmto determ ne
this kind of subset has proved effective in sonme simlar
ci rcunstances, such as cache repl acenent.

The server mght not have to store prior instances explicitly. It

m ght, instead, store just the deltas between specific base instances
and subsequent instances (or the inverse deltas between base
instances and prior instances). This approach might be integrated
with a cache of conputed deltas.

None of these approaches necessarily requires additional protoco
support. However, if a server admnistrator wants to store only a
subset of the prior instances, but would |ike the server to be able
to respond using deltas as often as possible, then the client needs
sone additional information. Oherwise, the client’s "If-None-Match"
header m ght specify a base instance not stored at the server, even
though an appropriate base instance is held in the client’s cache.

We identify two additional protocol changes to help solve this
probl em

7.1 Multiple entity tags in the If-None-Match header

Al t hough the exanpl es we have given so far show only one entity tag
in an "If-None-Match" header, the HTTP/ 1.1 specification allows the
header to carry nore than one entity-tag. This feature was included
in HTTP/ 1.1 to support efficient caching of multiple variants of a
resource, but it is not restricted to that use.

Suppose that a client has kept nore than one instance of a resource
inits cache. That is, not only does it keep the nobst recent
instance, but it also holds onto copies of one or nore prior, invalid
instances. (Alternatively, it mght retain sufficient delta or
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inverse-delta information to reconstruct older instances.) 1In this
case, it could use its conditional request to tell the server about
all of the instances it could apply a delta to. For exanple, the
client mght send:

GET /foo.htm HTTP/ 1.1

host: bar. exanpl e. net

| f-None- Match: "123xyz", "337pey", "489uhw'
A-IM vcdiff

to indicate that it has three instances of this resource inits
cache. |If the server is able to generate a delta fromany of these
prior instances, it can select the appropriate base instance, conpute
the delta, and return the result to the client.

In this case, however, the server nust also tell the client which
base instance to use, and so we need to define a response header,
naned "Del ta-Base", for this purpose. For exanple, the server nmight

reply:

HTTP/ 1.1 226 | M Used

ETag: "lacl 059"

IM vcdiff

Del t a- Base: "337pey"

Date: Tue, 25 Nov 1997 18:30: 05 GMI

This response tells the client to apply the delta to the cached
response with entity tag "337pey", and to associate the entity tag
"lacl 059" with the result.

O course, if the server has retained nore than one of the prior
instances identified by the client, this could conplicate the problem
of choosing the optimal delta to return, since now the server has a
choice not only of the delta format, but al so of the base instance to
use.

7.2 Hints for managing the client cache

Support for nultiple entity tags in choosing the base instance
inplies that a client mght benefit fromstoring nultiple old
instances of a resource inits cache. Aclient with finite space
woul d not want to keep all old instances, so it nust nanage its cache
for maxi mal effectiveness by saving those instances nost likely to be
useful for future deltas. Although this could be acconplished using
information purely local to the client (e.g., an LRU algorithm,
certain "hint" information fromthe server could inprove the client’s
ability to manage its cache. The use of hints for inproving Wb
cache performance has been described previously [4, 22].
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If the server intends to retain certain instances and not others, it
can | abel the responses that transmit the retained instances. This
woul d help the client manage its cache, since it would not have to
retain all prior instances on the possibility that only sonme of them
m ght be useful later. The label is a hint to the client, not a
prom se that the server will indefinitely retain an instance.

We propose adding a new directive to the existing "Cache-Control"
header for this purpose, named "retain". For exanple, in response to
an unconditional request, the server m ght send:

HTTP/ 1.1 200 K

ETag: "337pey”

Date: Tue, 25 Nov 1997 18: 30: 05 Gwr
Cache-Control: retain

to suggest that a delta-capable client should retain this instance.
The "retain" directive could also appear in a delta response,
referring to the current instance:

HTTP/ 1.1 226 | M Used

ETag: "lacl 059"

Dat e: Tue, 25 Nov 1997 18:30: 05 GMI
Cache-Control: retain

IM vcdiff

Del t a- Base: "337pey"

The "retain" directive includes an optional timeout paraneter, which
the server can use if it expects to delete an old base instance at a
particular time. For exanple,

HTTP/ 1.1 200 OK

ETag: "337pey"

Date: Tue, 25 Nov 1997 18: 30: 05 GMI
Cache-Control : retai n=3600

nmeans that the server intends to retain this base instance for one
hour .

Anot her situation where a server can provide a hint to a client is
where the server supports the delta nmechanismin general, but does
not intend to provide delta-encoded responses for a particul ar
resource. By sending a "retain=0" directive, it indicates that the
client should not waste request-header bytes attenpting to obtain a
del t a- encoded response using this base instance (and, by inplication,
for this resource). It also indicates that the client ought not
wast e cache space on this instance after it has becone stale. To
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avoi d wasting response-header bytes, a server ought not send
"retai n=0", except in reply to a request that attenpts to obtain a
del t a- encoded response.

Note that the "retain" directive is orthogonal to the "nax-age"
directive. The "max-age" directive indicates how | ong a cache
entry remains fresh (i.e.,can be used w thout contacting the
origin server for revalidation); the "retain" directive is of
interest to a client AFTER the cache entry has becone stale.

In practice, the "Cache-Control" response-header field night already
be present, so the cost (in bytes) of sending this directive mght be
smal | er than these exanples inplies.

8 Deltas and internmedi ate caches

Al t hough we have desi gned the delta-encoded responses so that they
will not be stored by naive proxy caches, if a proxy does understand
the delta mechanism it might be beneficial for it to participate in
sendi ng and receiving deltas.

A proxy could participate in several independent ways:

- In addition to forwardi ng a delta-encoded response, the proxy
m ght store it, and then use it to reply to a subsequent
request with a conpatible "If-None-Match" field (i.e., one that
is either a superset of the corresponding field of the request
that first elicited the response, or one that includes the
"Del t a- Base" value in the cached response), and with a
conpatible "I M response-header field (one that includes the
actual delta-encoding format used in the response.) O course,
such uses are subject to all of the other HTTP rul es concerning
the validity of cache entries.

- In addition to forwardi ng a delta-encoded response, the proxy
m ght apply the delta to the appropriate entry in its own
cache, which could then be used for |ater responses (even from
non- del t a- capabl e clients).

- \When the proxy receives a conditional request froma delta-
capable client, and the proxy has a conplete copy of an up-to-
date ("fresh," in HITP/1.1 terninol ogy) response in its cache,
it could generate a delta locally and return it to the
requesting client.

- \When the proxy receives a request froma non-delta-capabl e

client, it mght convert this into a delta request before
forwarding it to the server, and then (after applying a
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resulting delta response to one of its own cache entries) it
woul d return a full-body response to the client (or a response
with status code 206 or 304, as appropriate).

Al'l of these optional techniques increase proxy software conplexity,
and night increase proxy storage or CPU requirenents. However, if
applied carefully, they should help to reduce the | atencies seen by
end users, and | oad on the network. GCenerally, CPU speed and di sk
costs are inproving faster than network | atencies, so we expect to
see increasing value available fromconpl ex proxy inplenentations.

9 Digests for data integrity

10

10.

When a recipient reassenbles a conplete HITP response from severa

i ndi vi dual nessages, it might be necessary to check the integrity of
the conpl ete response. For exanple, the client’s cache mi ght be
corrupt, or the inplenentation of delta encoding (either at client or
server) might have a bug.

HTTP/ 1.1 includes nechani sns for ensuring the integrity of individua
messages. A message may include a "Content-NMD5" response header,

whi ch provides an MD5 nessage di gest of the body of the nessage (but
not the headers). The Digest Authentication nmechanism]|[11] provides
a sinilar nmessage-digest function, except that it includes certain
header fields. Neither of these mechani snms nakes any provision for
covering a set of data transmitted over several nessages, as would be
the case for the result of applying a delta-encoded response (or, for
that matter, a Range response).

Data integrity for reassenbl ed nessages requires the introduction of
a new nessage header. Such a nechanismis proposed in a separate
docunent [24]. One might still want to use the Digest Authentication
mechani sm or something stronger, to protect delta nessages agai nst

t amperi ng.

Speci fication

In this specification, the key words "MJST", "MJST NOT", "SHOULD',
"SHOULD NOT", and "MAY" are to be interpreted as described in RFC
2119 [3].

1 Protocol paraneter specifications

Thi s specification defines a new HITP paraneter type, an instance-
mani pul ati on:
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i nst ance- mani pul ati on = token [i npar ans]

imparans = ";" inparamnane [ "=" ( token | quoted-string ) ]
i mpar am name = token

Note that the inmparam nane MJST NOT be "q", to avoid anmbiguity with
the use of gval ues (see [10]).

The set of instance-manipulation values is initially:

- vediff
A delta using the "vecdiff" encoding format [19, 20].

- diffe
The output of the UNIX "diff -e" command [ 26].

- gdiff
The GDI FF encodi ng format [14].

- gzip
Sane definition as the HITP "gzi p" content-coding.

- deflate
Same definition as the HTTP "defl ate" content-codi ng.

- range
A token indicating that the result is partial content, as the
result of a range selection

- identity
A token used only in the A-1M header (not in the | M header), to
i ndi cate whether or not the identity instance-nmanipulation is
accept abl e.

For convenience in the rest of this specification, we define a subset
of instance-mani pul ati on val ues as delta-codi ng val ues:

delta-coding = "vecdi ff" | "diffe" | "gdiff" | token

Future instance-nmani pul ation values mght also be included in this
list.
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10. 2 | ANA Consi der ati ons

The Internet Assigned Numbers Authority (1ANA) adm nisters the name
space for instance-nmanipul ati on values. Values and their neaning
must be docunented in an RFC or other peer-reviewed, pernmanent, and
readily avail able reference, in sufficient detail so that
interoperability between independent inplenmentations is possible.
Subj ect to these constraints, name assignnents are First Cone, First
Served (see RFC 2434 [25]).

This specification also inserts a new value in the | ANA HTTP Stat us
Code Registry (see RFC 2817 [18]). See section 10.4.1 for the
speci fication of this code.

10. 3 Basic requirenents for delta-encoded responses

A server MAY send a delta-encoded response if all of these conditions

are true:
1. The server would be able to send a 200 (OK) response for the
request.
2. The client’s request includes an A-IM header field listing at
| east one del t a-coding.
3. The client’s request includes an |f-None-Mtch header field

listing at least one valid entity tag for an instance of the
Request-URI (a "base instance").

A del t a- encoded response:

MJUST carry a status code of 226 (IM Used).

MUST include an I M header field listing, at |east, the delta-
codi ng enpl oyed.

MAY include a Delta-Base header field listing the entity tag of
t he base-instance.

10. 4 Status code specifications

The foll owi ng new status code is defined for HTTP
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10.

10.

10.

4.1 226 | M Used

The server has fulfilled a GET request for the resource, and the
response is a representation of the result of one or nore instance-
mani pul ations applied to the current instance. The actual current

i nstance m ght not be avail abl e except by conbining this response
with other previous or future responses, as appropriate for the
specific instance-mani pul ation(s). |If so, the headers of the
resulting instance are the result of combining the headers fromthe
status-226 response and the other instances, following the rules in
section 13.5.3 of the HITP/ 1.1 specification [10].

The request MJST have included an A-1M header field listing at |east
one instance-mani pul ati on. The response MJST include an Etag header
field giving the entity tag of the current instance.

A response received with a status code of 226 MAY be stored by a
cache and used in reply to a subsequent request, subject to the HITP
expi rati on mechani smand any Cache-Control headers, and to the
requirenents in section 10. 6.

A response received with a status code of 226 MAY be used by a cache,
in conjunction with a cache entry for the base instance, to create a
cache entry for the current instance.

5 Header specifications

The foll owi ng headers are defined, for use as entity-headers. (Due
to the termnol ogi cal confusion discussed in section 3, sone entity-
headers are nore properly associated with instances than with
entities.)

5.1 Delta-Base

The Delta-Base entity-header field is used in a delta-encoded
response to specify the entity tag of the base instance.

Del t a- Base = "Delta-Base" ":" entity-tag
A Del ta-Base header field MJST be included in a response with an IM
header that includes a delta-coding, if the request included nore
than one entity tag in its If-None-Match header field.

Any response with an | M header that includes a delta-coding MAY
i nclude a Del ta-Base header
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We are not aware of other cases where a delta-encoded response
MUST or SHOULD include a Delta-Base header, but we have not done
an exhaustive or formal analysis. Inplenentors mght be wise to
include a Delta-Base header in every delta-encoded response.

A cache or proxy that receives a delta-encoded response that |acks a
Del t a- base header MAY add a Del t a- Base header whose value is the
entity tag given in the If-None-Match field of the request (but only
if that field lists exactly one entity tag).

10.5.2 I M

The | M response-header field is used to indicate the instance-
mani pul ations, if any, that have been applied to the instance
represented by the response. Typical instance manipul ations include
del ta encodi ng and conpressi on

IM="IM ":" #(instance-manipul ati on)
I nst ance- mani pul ati ons are defined in section 10. 1.

As a special case, if the instance-manipul ations include both range
sel ection and at | east one other non-identity instance-nani pul ation,
the I M header field MIST be used to indicate the order in which all
of these instance-nmani pul ations, including range selection, were
applied. |If the IMheader lists the "range" instance-manipul ation,
the response MUST include either a Content-Range header or a

mul ti part/ byteranges Content-Type in which each part contains a
Cont ent - Range header. (See section 10.10 for specific discussion of
conbi ning delta encoding and mul ti part/byteranges.)

Responses that include an | M header MUST carry a response status code
of 226 (1M Used), as specified in section 10.4.1

The server SHOULD omit the IMheader if it would list only the
"range" instance-nmani pul ation. Such responses would normally be sent
with response status code 206 (Partial Content), as specified by
HTTP/ 1.1 [10].
Exanpl es of the use of the | M header include:

IM vcdiff

Thi s exanple indicates that the entity-body is a delta encodi ng of
the instance, using the vcdiff encoding.

IM diffe, deflate, range
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This exanple indicates that the instance has first been delta-encoded
using the diffe encoding, then the result of that has been conpressed
using deflate, and finally one or nore ranges of that conpressed
encodi ng have been sel ect ed.

IM range, vcdiff

Thi s exanpl e indicates that one or nore ranges of the instance have
been selected, and the result has then been delta encoded agai nst
i dentical ranges of a previous base instance.

A cache using a response received in reply to one request to reply to
a subsequent request MJUST follow the rules in section 10.6 if the
cached response includes an | M header field.

5.3 A-IM

The A-1Mrequest-header field is simlar to Accept, but restricts the
i nstance- mani pul ati ons (section 10.1) that are acceptable in the
response. As specified in section 10.5.2, a response nay be the
result of applying multiple instance-manipul ati ons.

A-IM="AIM ":" #( instance-nani pul ation
[ " "gq" =" qualue ] )

When an A-1 M request-header field includes one or nore delta-coding
val ues, the request MJST contain an |f-None-Mtch header field,
listing one or nore entity tags fromprior responses for the
request - URl .

A server tests whether an instance-mani pul ation (anbng the ones it is
capabl e of enploying) is acceptable, according to a given A-1M header
field, using these rules:

1. If the instance-manipulation is listed in the A-IMfield, then
it is acceptable, unless it is acconpanied by a gvalue of O.
(As defined in section 3.9 of the HITP/ 1.1 specification [10],
a gval ue of 0 neans "not acceptable.") A server MJST NOT use a
non-identity instance-mani pul ation for a response unless the
i nstance-mani pulation is listed in an A-I M header in the
request.

2. If multiple but inconpatible instance-nanipul ations are
acceptabl e, then the acceptabl e i nstance-mani pul ation with the
hi ghest non-zero qvalue is preferred.
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3. The "identity" instance-manipulation is always acceptabl e,
unl ess specifically refused because the A-IMfield includes
"identity; g=0".

If an AA-IMfield is present in a request, and if the server cannot
send a response which is acceptable according to the A-IM header,
then the server SHOULD send an error response with the 406 (Not
Accept abl e) status code

If a response uses nore than one instance-mani pul ation, the
i nst ance- mani pul ati ons MJUST be applied in the order in which they
appear in the A-IMrequest-header field.

The server’s choi ce about whether to apply an instance-manipul ation
SHOULD be i ndependent of its choice to apply any subsequent two-input
i nstance-mani pul ati ons to the response. (Two-input instance-
mani pul ati ons include delta-codings, because they take two different
val ues as input. Conpression and "range" instance-mani pul ations take
only one input. Qher instance-manipulations nay be defined in the
future.)

Note: the intent of this requirenent is to prevent the server from
generating a delta-encoded response that the client can only
decode by first applying an instance-mani pul ation encoding to its
cached base instance. A server inplenmentor might wish to consider
what the client would logically have in its cache, when deciding
whi ch instance-mani pul ations to apply prior to a delta-coding.

Exanpl es:
A-IM vcdiff, gdiff

Thi s exanple nmeans that the client will accept a delta encoding in
either vediff or gdiff fornmat.

A-IM vcediff, gdiff;g=0.3

Thi s exanple nmeans that the client will accept a delta encoding in
either vecdiff or gdiff format, but prefers the vcdiff format.

A-IM vediff, diffe, gzip

Thi s exanple nmeans that the client will accept a delta encoding in
either vcdiff or diffe format, and will accept the output of the
delta encodi ng conpressed with gzip. It also nmeans that the client
wi Il accept a gzip conpression of the instance, w thout any delta
encodi ng, because A-1M provides no way to insist that gzip be used
only if diffe is used.
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It is left to the server inplenmentor to choose useful conbinations of
accept abl e i nstance-mani pul ations (for exanple, follow ng diffe by
gzip is useful, but follow ng vediff by gzip probably is not useful).

10.6 Caching rules for 226 responses

When a client or proxy receives a 226 (I M Used) response, it MAY use
this response to create a cache entry in three ways:

1. It MAY decode all of the instance-nmanipulations to recover the
original instance, and store that instance in the cache. 1In
this case, the recovered instance is stored as a status-200
response, and MJUST be used in accordance with the normal HITP
cachi ng rul es.

2. It MAY decode all of the instance-nanipul ati ons except for
range sel ection(s), and store the result in the cache. |In this
case, the result is stored as a status-206 response, and MJST
be used in accordance with the normal HTTP caching rules for
Partial Content.

3. It MAY store the status-226 (I M Used) response as a cache
entry.

A status-226 cache entry MJST NOT be used in response to a subsequent
request under any of these conditions (a cache that never stores
status-226 responses nmay ignore these tests):

1. If any of the instance-nanipul ati on values fromthe | M header
field in the cached response do not appear in the subsequent
request’s A-IM header field. The conparison between the
headers is done using an exact match on each instance-
mani pul ati on val ue incl uding any associ ated i nparans val ues
(see section 10.1).

2. If the order of instance-nanipul ation values appearing in the
cached | M header field differs fromthe order of that set of
i nstance-mani pul ations in the A-1 M header field of the
subsequent request.

3. If the cache inplenentation is not aware of, or is not at |east

conditionally conpliant with, the specification of any of the
i nst ance- mani pul ati on values in the cached | M header fi el d.
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Note: This rule allows for extending the set of instance-
mani pul ati ons without causi ng depl oyed cache inplenmentations to
commit errors. The specification of new instance-manipul ations
may include additional caching rules to inprove cache-hit rates
i n cogni zant inpl enentations.

4. 1f any of the instance-nanipul ation values in the cached | M
header field is a delta-coding, and the cache entry includes a
Del t a- Base header field, and that Delta-Base entity tag is not
one of the entity tags listed in an |f-None-Match header field
of the subsequent request.

5. If any of the instance-manipul ation values in the cached I M
header field is a delta-coding, the cache entry does not
include a Delta-Base header field, and the If-None-Match header
field of the request that led to that cache entry does not
mat ch the |f-None-Match header field of the subsequent request.

If the | Mheader field of the cached response includes the "range"

i nst ance- mani pul ati on, then a status-226 cache entry MJST NOT be used
in response to a subsequent request if the cached response is

i nconsistent with the Range header field value(s) in the request, as
woul d be the case for a cached 206 (Partial Content) response.

Not e: we know of no existing, published formal specification for
deciding if a cached status-206 response is consistent with a
subsequent request. W believe that either of these conditions is
sufficient:

1. The ranges specified in the headers of the request that |ed
to the cached response are the same as specified in the
headers of the subsequent request.

2. The ranges specified in the cached response are the sane as
specified in the headers of the subsequent request.

Furt her anal ysis might be necessary.
7 Rules for deltas in the presence of content-codings

The use of delta encoding with content-encoded instances adds sone
slight conplexity. Wen a client (perhaps a proxy) has received a
del ta encoded response, either or both of that new response and a
cached previ ous response may have non-identity content-codings. W
specify rules for the server and client, to prevent situations where
the client is unable to nake sense of the server’s response.
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7.1 Rules for generating deltas in the presence of content-codings

VWhen a server generates a delta-encoded response, the list of
content-codings the server uses (i.e., the value of the response’s
Cont ent - Encodi ng header field) SHOULD be a prefix of the |ist of
content-codi ngs the server would have used had it not generated a
del ta encodi ng.

This requirenent allows a client receiving a delta-encoded response
to apply the delta to a cached base instance wi thout having to apply
any content-codings during the process (although the client mght, of
course, be required to decode sone content-codings).

7.2 Rules for applying deltas in the presence of content-codi ngs

When a client receives a delta response with one or nore non-identity
content codi ngs:

1. If both the new (delta) response and the cached response
(i nstance) have exactly the same set of content-codings, the
client applies the delta response to the cached response
wi t hout renoving the content-codings fromeither response.

2. If the new (delta) response and the cached response have a
different set of content-codings, before applying the delta the
client decodes one or nore content-codings fromthe cached
response, until the result has the same set of content-codings
as the delta response.

3. If a proxy or cache is forwarding the result of applying the
delta response to a cached base instance response, or |ater
forwards this result froma cache entry, the forwarded response
MJST carry the same Content-Encodi ng header field as the new
(delta) response (and so it nust be content-encoded as
i ndi cated by that header field).

The intent of these rules (and in particular, rule #3) is that the
results are always consistent with the rule that the entity tag is
associated with the result of the content-coding, and that any

reci pient after the application of the delta-coding receives exactly
the sane response it would have received as a status-200 response
fromthe origin server (wthout any delta-coding).
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10. 7.3 Exanples for using A-IM I M and content-codi ngs
Suppose a client, with an enpty cache, sends this request:

GET /foo.htm HTTP/ 1.1
Host: exanpl e. com
Accept - encodi ng: gzip

and the origin server responds wth:

HTTP/ 1.1 200 K

Date: Wed, 24 Dec 1997 14:00: 00 GVI
Etag: "abc"

Cont ent - encodi ng: gzip

W will use the notation URI;entity-tag to denote specific instances,
so this response would cause the client to store in its cache the
entity &I P(foo.htm; "abc").

Then suppose that the client, a mnute later, issues this conditiona
request:

GET /foo.htm HTTP/1.1
Host: exanpl e. com

| f-none-natch: "abc"
Accept - encodi ng: gzip
A-IM vediff

If the server is able to generate a delta-encoded response, it night
choose one of two alternatives. The first is to conpute the delta
fromthe conpressed instances (although this night not yield the nost
ef ficient coding):

HTTP/ 1.1 226 | M Used

Date: Wed, 24 Dec 1997 14:01: 00 GMI
Etag: "def"

Del t a- base: "abc"

Cont ent - encodi ng: gzip

IM vcdiff

The body of this response would be the result of

VCDI FF_DELTA(&ZI P(foo. htnl ; "abc"), &I P(foo.htm ;"def")). The client
woul d store as a new cache entry the entity GZIP(foo. htmi;"def"),
after recovering that entity by applying the delta to its previous
cache entry.

The server’s other alternative would be to conpute the delta fromthe
unconpressed val ues, returning:
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HTTP/ 1.1 226 | M Used

Date: Wed, 24 Dec 1997 14: 01: 00 GMI
Del t a- base: "abc"

Etag: "ghi"

IM vcdiff

The body of this response would be the result of

VCDI FF_DELTA( GUNZI P(&ZI P(f 0oo. htm ; "abc")), foo.htm ;"ghi"), or nore
simply VCDI FF_DELTA(foo. htm ; "abc", foo.htm ;"ghi"). The client
woul d store as a new cache entry the entity foo.htm;"ghi" (i.e.,

wi t hout any content-coding), after recovering that entity by applying
the delta to its previous cache entry.

Note that the new value of foo.htm (at 14:01:00 GMI) wi thout the
gzip content-codi ng nust have a different entity tag fromthe
conpressed instance of the sanme underlying file.

The client’s second request m ght have been

GET /foo.html HTTP/ 1.1
Host: exanpl e. com

| f-none-match: "abc"
Accept - encodi ng: gzip
A-IM diffe, gzip

The client lists gzip in both the Accept-Encodi ng and A-1M headers,
because if the server does not support delta encoding, the client
woul d at | east like to achieve the benefits of conpression (as a
content-coding). However, if the server does support the diffe
delta-coding, the client would like the result to be conpressed, and
this nust be done as an instance-nani pul ati on.

A server that does support diffe mght reply:

HTTP/ 1.1 226 | M Used

Date: Wed, 24 Dec 1997 14:01:00 GVIT
Del t a- base: "abc"

Etag: "ghi"

IM diffe, gzip

The body of this response would be the result of

GZI P( DI FFE_DELTA( GUNZI P(GZI P(foo. htm ; "abc")), foo.htm ;"ghi")), or
nmore sinply &I P(DI FFE_DELTA(f 0o. htm ; "abc", foo.htm;"ghi")).
Because the gzip conpression is, in this case, an instance-
mani pul ati on and not a content-coding, it is not retained when the
reassenbl ed response is stored or forwarded, so the client would
store as a new cache entry the entity foo.htm;"ghi" (w thout any
cont ent - codi ng or conpression).
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10.

8 New Cache-Control directives

We define two new cache-directives (see section 14.9 of RFC 2616 [ 10]
for the specification of cache-directive).

8.1 Retain directive

The set of cache-response-directive values is augmented to include
the retain directive.

cache-response-directive = ..
| "retain" [ "=" delta-seconds ]

Aretain directive is always a "hint" froma server to a client; it
never specifies a mandatory action for the recipient.

The presence of a retain directive indicates that a delta-capable
client ought to retain the instance in the response in its cache,
space pernmtting, and ought to use the corresponding entity tag in a
future request for a delta-encoded response. 1|.e., the server is
likely to provide delta-encoded responses using the correspondi ng
instance as a base instance. By inplication, if a client has
retrieved and cached several instances of a resource, some of which
are marked with "retain" and some not, then there is no point in
caching the instances not marked with "retain".

If the retain directive includes a delta-seconds value, then the
server is likely to stop using the correspondi ng i nstance as a base
i nstance after the specified nunber of seconds. A client ought not
use the corresponding entity tag in a future request for a delta-
encoded response after that interval ends. The interval is measured
fromthe tine that the response is generated, so a client ought to
include the response’s Age in its cal cul ations.

If the retain directive includes a delta-seconds val ue of zero, a
client SHOULD NOT use the corresponding entity tag in a future
request for a delta-encoded response.

Note: We reconmend that server inplenentors consider the bandw dth
inplications of sending the "retain=0" directive to clients or
proxi es that m ght not have the ability to make use of it.

8.2 IMdirective

The set of cache-response-directive values is augmented to include
the imdirective.
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cache-response-directive = ..
| Ili ml

A cache that conplies with the specification for the I M header, the
A-1 M header, and the 226 response-status code SHOULD i gnore a no-
store cache-directive if an imdirective is present in the sane
response. All other inplenmentations MJST ignore the imdirective
(i.e., MIST observe a no-store directive, if present).

10.9 Use of conpression with delta encoding

The application of data conpression to the diffe and gdiff delta
codi ngs has been shown to greatly reduce the size of the resulting
message bodies, in many cases. (The vcdiff coding, on the other
hand, is inherently conpressed and does not benefit fromfurther
conpression.) Therefore, it is strongly recomended that

i npl ementations that support the diffe and/or gdiff delta codi ngs
al so support the gzip and/or deflate conpression codings. (The
defl ate codi ng provides a nore conpact result.) However, this is not
a requirenent for the use of delta encoding, primarily because the
CPU-time costs associated with conpressi on and deconpressi on may be
excessive in some environnments.

A client that supports both delta encodi ng and conpression as
i nstance- mani pul ati ons signals this by, for exanple

A-lM diffe, deflate

The ordering rule stated in section 10.5.3 requires, if the server
uses both instance-mani pul ations in the response, that conpression be
applied to the result of the delta encoding, rather than vice versa.
l.e., the response in this case would include

IM diffe, deflate

Note that a client mght accept conpression either as a content-
codi ng or as an instance-nani pul ation. For exanple:

Accept - Encodi ng: gzip
A-IM gzip, gdiff

In this example, the server may apply the gzip conpression, either as
a content-coding or as an instance-nanipul ati on, before delta
encodi ng. Renenber that the entity tag is assigned after content-
codi ng but before instance-nmanipul ation, so this choice does affect
the semantics of delta encodi ng.
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10. 10 Delta encodi ng and mul ti part/byteranges

11

A client may request nultiple, non-contiguous byte ranges in a single
request. The server’'s response uses the "nultipart/byteranges" nedia
type (section 19.2 of [10]) to convey nmultiple ranges in a response.
If a nultipart/byteranges response is delta encoded (i.e, uses a

del ta-coding as an instance-mani pul ation), the delta-rel ated headers
are associated with the entire response, not with the individua
parts. (This is because there is only one base instance and one
current instance involved.) A delta-encoded response with nultiple
ranges MUST use the sane delta-coding for all of the ranges.

If a server chooses to use a delta encoding for a
mul ti part/byteranges response, it MJST generate a response in
accordance with the follow ng rules.

When a mul ti part/byteranges response uses a delta-coding prior to a
range selection, the A-IMand I M header fields list the delta-coding
before the "range" literal. (Recall that this is the approach taken
to obtain a partial response after a premature term nation of a
message transm ssion.) The server firsts generates a sequence of
bytes representing the difference (delta) between the base instance
and the current instance, then selects the specified ranges of bytes,
and transnits each such range in a part of the multipart/byteranges
medi a type

VWhen a mul ti part/byteranges response uses a delta-coding after a
range selection, the A-IMand | M header fields list the delta-coding
after the "range" literal. (Recall that this is the approach taken
to obtain an updated version just of selected sections of an
instance.) The server first selects the specified ranges fromthe
current instance, and al so selects the same specified ranges fromthe
base instance. (Sonme of these selected ranges m ght be the enpty
sequence, if the instance is not |ong enough.) The server then
generates the individual differences (deltas) between the pairs of
ranges, and transnits each such difference in a part of the

mul ti part/ byt eranges nedi a type.

Quantifying the protocol overhead

The proposed protocol changes increase the size of the HITP nessage
headers slightly. In the sinplest case, a conditional request (i.e.,
one for a URI for which the client already has a cache entry) woul d

i ncl ude one nore header, e.g.

A- I Mvcdiff
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This is about 13 extra bytes. A recent study [23] reports nean
request sizes fromtwo different traces of 281 and 306 bytes, so the
net increase in request size would be between 4% and 5%

Because a client nmust have an existing cache entry to use as a base
for a delta-encoded response, it would never send "A-IM vcdiff" (or
listing other delta encoding formats) for its unconditional requests.
The sane study showed that at |east 46% of the requests in |engthy
traces were for URLs not seen previously in the trace; this neans
that no nore than about half of typical client requests could be
conditional (and the actual fraction is likely to be smaller, given
the finite size of real caches).

The study al so showed that 64% of the responses in a |lengthy trace
were for image content-types (G F and JPEG. As noted in section 6
we do not currently know of a delta-encoding format suitable for such
i mge types. Unless a client did support such a delta-encoding
format, it would presumably not ask for a delta when making a

condi tional request for inmage content-types.

Taken together, these factors suggest that the nmean increase in
request header size would be nuch | ess than 5% and probably bel ow
1%

Del t a- encoded responses carry slightly |onger headers. |n the
si mpl est case, a response carries one nore header, e.qg.

I Mvcdi ff

This is about 11 bytes. Oher headers (such as "Delta-Base") night
al so be included. However, none of these extra headers woul d be

i ncl uded except in cases where a delta encoding is actually enployed,
and the sender of the response can avoid sending a delta encoding if
this results in a net increase in response size. Thus, a delta-
encoded response shoul d never be larger than a regul ar response for
the sane request.

Si mul ati ons suggest that, when delta encoding pays off at all, it
saves several thousand bytes [23]. Thus, adding a few dozen bytes to
the response headers shoul d al nbost never obviate the savings in the
nmessage- body si ze.

Finally, the use of the "retain" Cache-Control directive mght cause
some additional overhead. Some server heuristics mght be successfu
inlimting the use of these headers to situations where they woul d
probably optim ze future responses. Neither of these headers is
necessary for the sinpler uses of delta encoding.
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14

15

Security Considerations

We are not aware of any aspects of the basic delta encodi ng mechani sm
that affect the existing security considerations for the HTTP/ 1.1
pr ot ocol
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