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Status of this Meno

Thi s docunent specifies an Internet Best Current Practices for the

Internet Comrunity, and requests discussion and suggestions for

i mprovenents. Distribution of this nmeno is unlimted.
Copyri ght Notice

Copyright (C) The Internet Society (2002). Al R ghts Reserved.
Abst ract

This meno requests that the 1ANA create a registry for fields in the

| GW (Internet G oup Managenment Protocol) protocol header, and

provi des gui dance for the 1ANA to use in assigning parameters for

those fields.
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1. Introduction

This meno requests that the 1ANA create a registry for fields in the
| GWP protocol header

The terms "Specification Required", "Expert Review', "IESG Approval ",

"| ETF Consensus", and "Standards Action", are used in this nenp to
refer to the processes described in [2].

Fenner Best Current Practice [ Page 1]



RFC 3228 I ANA Considerations for |Pvd | GW February 2002

2

| ANA Considerations for fields in the |Pv4 | GW header

The 1 Pv4 | GW header [1] contains the following fields that carry
val ues assigned from | ANA- managed nane spaces: Type and Code. Code
field values are defined relative to a specific Type val ue.

Val ues for the IPv4 1 GW Type fields are all ocated using an | ESG
Approval or Standards Action processes. Code Values for existing

I Pv4d | GW Type fields are allocated using | ESG Approval or Standards
Action processes. The policy for assigning Code values for new | Pv4
| GWP Types shoul d be defined in the docunent defining the new Type
val ue.

Assignnents for testing and experinentation

I nstead of suggesting tenporary assignnments as in [3], this docunent
follows the | ead of [4] and assigns a range of values for
experinental use. The |IGW Code val ues 240-255 inclusive (0xfO -
Oxff) are reserved for protocol testing and experinmentation

Systens should silently ignore | GW nessages with unknown Code
val ues.

Security Considerations

Security anal yzers such as firewalls and network intrusion detection
monitors often rely on unambi guous interpretations of the fields
described in this nenmb. As new values for the fields are assigned,
exi sting security analyzers that do not understand the new val ues nmay
fail, resulting in either loss of connectivity if the anal yzer
declines to forward the unrecogni zed traffic, or |oss of security if
it does forward the traffic and the new val ues are used as part of an
attack. This vulnerability argues for high visibility (which the

St andards Action and | ETF Consensus processes ensure) for the

assi gnnent s whenever possi bl e.
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8.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Fenner Best Current Practice [ Page 4]






