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Abst ract
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1.

I nt roducti on

CVMB [ CMS] specifies Envel opedData. Envel opedData supports data
encryption using either symmetric or asymretric key nmanagenent
techni ques. Since asymretric key establishnment is relatively
expensive, it is desirable in sonme environnents to re-use a shared
content-encrypti on key established using asymmetric nmechani sns for
encryption operations in subsequent messages.

The basic idea here is to reuse the content-encryption key (CEK) from
a nessage (say MSGLl) to derive the key-encryption key (KEK) for a

| ater nmessage, (M5@®), by including a reference value for the CEK in
message 1, and that same value as the KEKldentifier for nessage 2

The CEK frommessage 1 is called the "referenced CEK".

The key words "MJST", "REQUI RED', "SHOULD', "RECOMMENDED', and " MAY'
in this docunent are to be interpreted as described in [RFC2119].

Applicability

This specification is intended to be used to provide nore efficient
sel ective field confidentiality between comunicating peers, in
particular in the cases where:

- The originator is a client that wishes to send a nunber of fields
to a server (the recipient) in a single transaction, where the
referenced CEK is used for the separate encryption of each field.

- The originator and recipient are servers that conmunicate very
frequently and use this specification purely for efficiency.

This specification is not intended to be applicable in all cases. It
is suited for use where

- Its use is further scoped: that is, this specification doesn't
define a protocol but nerely a trick that can be used in a | arger
context and additional specification will be needed for each such
case. In particular, in order to use this specification, it is
REQUI RED to define the originators’ and recipients’ behavior where
a referenced CEK has been "l ost".

- This specification is not suitable for general group key
managenent .
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- The underlying cryptographic APl is suitable: it is very likely
that any cryptographic APl that conpletely "hides" the bits of
cryptographic keys fromthe CVM5 | ayer will prevent reuse of a
referenced CEK (since they won't have a primtive that all ows
MBSGL. CEK to be transforned to MS@. KEK) .

- The algorithms for content and key encryption have conpati bl e key
val ues and strengths, that is, if MSGL. content Encrypti onAl gorithm
is a 40bit ci pher and M5&2. keyEncrypti onAl gorithmrequires 168
bits of keying material, then this specification SHOULD NOT be
used.

There are other ways that could be envisaged to establish the
required symmetric keying material, e.g., by leveraging a group
keying schenme or by defining a content type that contains a KEK
value. Although this schene is nuch sinpler than generic group key
managenent, if an inplenmentation already supports group key
management then this scheme doesn’t add value. This schene is also
suitable for inclusion in CM5s libraries (though the addition of new
state m ght be a problem for some inplenmentations), which can offer
some advant ages over application | ayer schenes (e.g., where the
content includes MS@R. KEK).

3. Howto do it

In order to reference the content-encryption key (CEK) used in an
Envel opedData, a key identifier can be included in the
unprotectedAttrs field of MSGL. This key can then be used to derive
the key-encryption key (KEK) for other instances of Envel opedData or
for other purposes. |If the CEK fromMSGL is to be used to derive the
KEK for MS& then MSGL MUST contain an unprotectedAttrs Attribute of
type id-aa- CEKRef erence with a single value using the CEKReference
synt ax.

MS&2.KEK is to be derived by reversing the bytes of MSGL. CEK. The
byte reversal is to avoid an attack where the attacker has a known
pl ai ntext and the related ci phertext (encrypted with MSGL. CEK) t hat
(otherwi se) could be directly used as a Ms@&. KEK

The application MJST ensure that the relevant algorithns are
conpatible. That is, a CEKReference attribute al one can only be used
where the content-encryption algorithmfrom MSGL enpl oys the sane
type of symetric key as the key-encryption algorithmfrom MS@&.
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Not es:

1) There is nothing to prevent inclusion of a CEKReference attribute
in MS& as well as in MBGL. That is, an originator could "roll"
the referenced CEK with every nessage.

2) The CEKReference attribute can occur with any of the choices for
Reci pientlnfo: ktri, kari or kekri. |Inplenentors MUST NOT assune
that CEKReference can only occur where ktri or kari is used.

i d- aa- CEKRef erence OBJECT IDENTIFIER ::= { id-aa 30 }
CEKRef erence ::= OCTET STRI NG

id-aa is an object identifier defined in [ CVM5-M5Q .

In order to allow the originator of MSGL to indicate the "lifetinme"
of the CEK, the originator MAY include a CEKMaxDecrypts attribute,
also in the unprotectedAttrs field of Envel opedData. This attribute
has an | NTECER syntax (the value MJUST be >=1 and maximally 2731), and
indicates to the recipient the maxi mum nunber of nessages (excl uding
MBGL) that will use the referenced CEK. This Attribute MJST only be
sent when a CEKReference attribute is also included.

The reci pient SHOULD mai ntai n the CEKReference information (mnimally
the key identifier and the CEK value) while | ess than maxDecrypt
messages have been successfully received. Recipients SHOULD del ete
the CEKReference information after sone locally configured period.

When this attribute is not present, originators and recipients SHOULD
behave as if a value of one had been sent.

i d- aa- CEKMaxDecrypts OBJECT IDENTIFIER ::= { id-aa 31 }
CEKMaxDecrypts ::= | NTEGER

I f CEKMaxDecrypts is nissing, or has the value one, then each CEK
will be re-used once as the KEK for the next nessage. This neans
that MSG n].KEK is the byte-reversal of M@ n-1].CEK; subsequently
M5 n+1] . KEK wil | be the byte-reversal of M5 n].CEK. Note that
M5d n- 1] . CEK has no i npact whatsoever to M5 n+l], so |long as CEKs
are generated randomy (and not e.g., derived from KEKs sonehow).

4. Using different CEK and KEK al gorithmns

Wher e MSGL. cont ent -encryption al gorithm and MS@&2. key-encrypti on
algorithmare the same then the M5SG&2. KEK is the byte-reverse of
MBGL. CEK. However, in general, these algorithns MAY differ, e.g.,
requiring different key lengths. This section specifies a generic
way to derive MS@. KEK for such cases.
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Note: In some sense, the CEK and KEK al gorithnms are never the "sane",
e.g., id-al g-CVS3DESwW ap and des-ede3-chc differ. However, for the
pur poses of this specification, all we care about is that the

al gorithms use the sane format and size of keying material (see also
security considerations) and that they do not differ significantly in
terns of the resulting cryptographic "strength.” In that sense the
two algorithnms in the exanpl e above are the "sane."

I mpl enent ati ons MAY include this functionality.

The basic approach is to use the PBKDF2 key derivation function
defined in PKCS#5 [ RFC2898], but using MSGL. CEK as input instead of a
password. The output of the PBKDF2 function is MS&.KEK. To this
end, a new attribute type is defined which all ows passing of the
required parameters

i d- aa- KEKDeri vati onAl g OBJECT IDENTIFIER ::={ id-aa 32 }
KEKDer i vati onAl gorithm ::= SEQUENCE {

kekAl g Al gorithmdentifier,

pbkdf 2Par am PBKDF2- par ans

}

kekAlg is the algorithmidentifier (and associ ated paraneters, if
any), for the MS& key encryption algorithm Note that it is not
necessary to protect this field since nodification of keyAlg only
represents a denial -of-service attack

The PBKDF2 al gorithm paranmeters are to be handl ed as foll ows:

- The salt MJST use the "specified" elenent of the CHO CE

- The message originator selects the iterati onCount.

- The value of keylLength is determ ned by the kekAl g and MJST be
present.

- The prf field MIUST use the default algorithmspecified in
[ RFC2898] which is al gid-hnacWthSHAL (and so the prf field MJST
be omtted).

5. Confor nance

This specification only applies to nessages where the CEKReference
attribute is present. Al attributes specified here SHOULD be

i gnored unless they are present in a nessage containing a valid, new
or recogni zed, existing value of CEKReference. The CEKMaxDecrypts
attribute is to be treated by the recipient as a hint, but MJST be
honored by the originator
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The optional to inplenment KEKDerivationAl gorithmattribute MJUST only
be present when MSGL. content-encryption algorithmdiffers from

MB&2. key-encryption algorithm in which case it MJST be present.

I npl enent ati ons that recognize this attribute, but do not support the
functionality SHOULD i gnore the attribute.

Ignoring attributes as discussed above, will lead to decryption
failures. CM inplenentations SHOULD be able to signal the
particul ar reason for this failure to the calling application

6. Security Considerations

Encrypti on does not provide authentication, for exanple, if the
encryptedContent is essentially randomthen recipients MJST NOT
assune that "know ng" a CEKReference val ue proves anything - anyone
coul d have created the Envel opedData. This is relevant both for
security (the recovered plaintext should not be entirely random and
for avoiding denial of service (the recipient MJST NOT assune that
usi ng the right CEKReference neans that message originator is

genui ne) .

Simlarly, using the correct CEKReference does not nean that a
message has not been replayed or inserted, and recipients MJST NOT
assune that replay has been avoi ded.

The maxDecrypts field presents a potential denial-of-service attack
if a very large value is included by an originator in an attenpt to
get a recipient to consune nenory by storing the referenced CEKs for
a long period or if the originator never sends the indicated nunber
of ciphertexts. Recipients SHOULD therefore drop referenced CEKs
where the maxDecrypts value is too large (according to | oca
configuration) or the referenced CEK has been held for too long a
peri od.

Suppose MSGL is sent to a set S1 of users. 1In the case where MB& is
sent to only a subset of users in Sl1, all users fromS1l will still be
able to decrypt MB& (since MS@.KEK is conmputed only from MSGL. CEK)

I mpl enenters should be aware that in such cases, all menbers of the
original set of recipients (S1) can access the plaintext of MS& and
subsequent messages.

The reason for the byte reversal is as follows: w thout the byte
reversal, an attacker knowi ng some of MSGL.plaintext (a prefix in a
field for instance) can use the correspondi ng ci phertext block as the
next encrypted CEK, i.e., as MS@®. KEKReci pi ent | nfo. encrypt edkey. Now
the attacker knows the next CEK. This attacks sonmething this note is
not claimng to protect (origin authentication), but is easily

avoi ded using the byte reversal. Byte-reversal was chosen over bit-
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reversal since bit-reversal would cause parity bits from MSGL. CEK to
be used as keying bits for MS&. KEK for DES-based algorithms. Note
that byte reversal would sinmlarly affect parity if parity checks
spanned nore than one octet, however no well-known al gorithns operate
in this way.

I mpl ement ati ons should be very careful with this scheme if M{ n]. KEK
is used to derive Ms@n].CEK, e.g., if M5 n].CEK were the byte-
reversal of M5 n].KEK, then this schene could result in a fixed key
bei ng unexpectedly used.
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Appendi x A: ASN. 1 Mbdul e

SM MERcek
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) rcek(13) }

-- This nodul e contains the definitions of the attributes
-- used for re-using the content encryption key froma
-- message in further nessages.

DEFINITIONS I MPLICI T TAGS :: =

BEG N
-- EXPORTS ALL --

I MPORTS

Al gorithm dentifier FROM
Aut henti cati onFramework { joint-iso-itu-t ds(5)
modul e(1) authenticati onFramework(7) 3 } ;

-- [ RFC2898] uses 1993 ASN. 1 to define PBKDF2-paranms. Since
-- this specification only uses 1988 ASN. 1, the definition is
-- repeated here for conpl et eness.

-- The DEFAULT prf field value, MJST be used for this
-- specification
di gest Al gorithm OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) 2}
i d- hmacW t hSHA1 OBJECT | DENTI FI ER :: = {di gest Al gorithm 7}

-- [ RFC2898] defi nes PBKDF2-parans using 1993 ASN. 1, which
-- results in the same encodi ng as produced by the definition
-- below. See [RFC2898] for that definition.

PBKDF2- par ans ::= SEQUENCE {
salt CHO CE {
speci fied OCTET STRING -- MJST BE USED
ot her Source Algorithmdentifier -- DO NOT USE TH S FI ELD
H
iterationCount | NTEGER (1..MAX),
keyLength | NTEGER (1..MAX) OPTI ONAL

}

-- id-aa is the arc with all new authenticated and
-- unauthenticated attributes produced the by S/M M
-- Wrking Goup. It is also defined in [CVE MSG
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i d-aa OBJECT |IDENTIFIER ::=
{iso(1) nenber-body(2) usa(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smime(16) attributes(2)}

-- This attribute contains what will be the key identifier
-- for subsequent nessages

i d- aa- CEKRef erence OBJECT IDENTIFIER ::= { id-aa 30 }
CEKRef erence ::= OCTET STRI NG

-- This attribute contains a "hint" to the recipient

-- indicating how many tines the originator will use

-- the re-used CEK

i d- aa- CEKMaxDecrypt s OBJECT IDENTIFIER ::= { id-aa 31}
CEKMaxDecrypts ::= | NTEGER

-- This attribute specifies the key derivation function
-- to be used when the default byte reversal operation cannot

-- be used.
i d- aa- KEKDeri vati onAl g OBJECT IDENTIFIER ::={ id-aa 32}
KEKDer i vati onAl gorithm ::= SEQUENCE {

kekAl g Al gorithmdentifier,

pbkdf 2Par am PBKDF2- par ans }

END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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