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Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

Thi s docunent describes the representation of identity information in
PCOLI CY_DATA obj ect for supporting policy based adm ssion control in
the Resource ReSerVation Protocol (RSVP). The goal of identity
representation is to allow a process on a systemto securely identify
the owner and the application of the conmunicating process (e.g.,

user id) and convey this information in RSVP nessages (PATH or RESV)
in a secure manner. W describe the encoding of identities as RSVP
policy element. W describe the processing rules to generate
identity policy elenments for nmulticast nmerged flows. Subsequently,
we describe representations of user identities for Kerberos and

Public Key based user authentication nechanisns. |In sunmary, we
describe the use of this identity information in an operationa
setting.

This meno corrects an RSVP POLI CY_DATA P-Type codepoi nt assi gnnent
error and a field size definition error in ErrorValue in RFC 2752.
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1. Conventions used in this document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

2. Introduction

RSVP [ RFC 2205] is a resource reservation setup protocol designed for
an integrated services Internet [RFC 1633]. RSVP is used by a host
to request specific quality of service (QS) fromthe network for
particul ar application data streans or flows. RSVP is al so used by
routers to deliver QoS requests to all nodes along the path(s) of the
flows and to establish and maintain state to provide the requested
service. RSVP requests will generally result in resources being
reserved in each node along the data path. RSVP allows particul ar
users to obtain preferential access to network resources, under the
control of an adnission control mechanism Permission to nake a
reservation is based both upon the availability of the requested
resources along the path of the data and upon satisfaction of policy
rules. Providing policy based adm ssion control nechani sm based on
user identity or application is one of the prine requirenents.

In order to solve these problens and inplenment identity based policy
control it is required to identify the user and/or application making
a RSVP request.

Thi s docunent proposes a nmechani smfor sending identification
information in the RSVP nessages and enabl es authorizati on deci sions
based on policy and identity.

We describe the authentication policy el enment (AUTH DATA) cont ai ned
in the POLI CY_DATA object. User process can generate an AUTH DATA
policy elenent and gives it to RSVP process (service) on the
originating host. RSVP service inserts AUTH DATA into the RSVP
message to identify the owner (user and/or application) making the
request for network resources. Network el enments, such as routers,
aut henti cate request using the credentials presented in the AUTH DATA
and admt the RSVP nessage based on adnission policy. After a
request has been authenticated, first hop router installs the RSVP
state and forwards the new policy el enent returned by the Policy
Deci si on Point (PDP) [POL-FRAVE].
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3. Pol

icy Elenent for Authentication Data

3.1 Policy Data Object Format

PCOLI CY_DATA obj ects contain policy information and are carried by
RSVP nessages. A detail description of the fornat of POLI CY_DATA

obj

ect can be found in "RSVP Extensions for Policy Control" [POL-

EXT] .

3.2 Authentication Data Policy El enent

In

this section, we describe a policy element (PE) called

aut henti cati on data (AUTH DATA). AUTH DATA policy el enent contains a
list of authentication attri butes.

S S S S +
| Length | P-Type = ldentity Type |
S S S S +
/1 Authentication Attribute List /1
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
Length

The I ength of the policy elenment (including the Length and P-Type)
is in nunber of octets (MJST be a multiple of 4) and indicates the
end of the authentication attribute list.

P- Type (ldentity Type)

Type of identity information contained in this Policy Elenent
supplied as the Policy elenent type (P-type). The Internet

Assi gned Nunbers Authority (I ANA) acts as a registry for policy
el ement types for identity as described in the [PO.-EXT].
Initially, the registry contains the followi ng P-Types for
identity:

2 AUTH_USER Aut hentication schene to identify users

3 AUTH_APP Aut hentication schenme to identify
appl i cations

Aut hentication Attribute List

Yadav,

Aut hentication attributes contain information specific to

aut henti cati on method and type of AUTH DATA. The policy el enent
provi des the mechani sm for grouping a collection of authentication
attributes
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3.3 Authentication Attributes

Aut hentication attributes MIST be encoded as a nmultiple of 4 octets,
attributes that are not a multiple of 4 octets |ong MJST be padded to
a 4-octet boundary.

Fommmaa - Fommmaa - Fommmaa - Fommmaa - +
| Length | A-Type | SubType
Fomm oo Fomm oo Fomm oo Fomm oo +
| Val ue

S I S S S +
Lengt h

The length field is two octets and indicates the actual |ength of
the attribute (including the Length and A-Type fields) in nunber
of octets. The length does not include any bytes padding to the
value field to nmake the attribute nultiple of 4 octets |ong.

A-Type
Aut hentication attribute type (A-Type) field is one octet. [|ANA
acts as a registry for A-Types as described in the section 8,
| ANA Considerations. Initially, the registry contains the

foll owi ng A Types:

1 PCLI CY_LOCATOR Uni que string for locating the
adm ssion policy (such as X. 500 DN
described in [RFC 1779]).

2 CREDENTI AL User credential such as Kerberos
ticket, or digital certificate.
Application credential such as
application |ID.

3 DIGTAL_SIGNATURE Digital signature of the
aut hentication data policy el enent.

4 POLI CY_ERROR OBJECT Detailed information on policy
failures.

SubType
Aut hentication attribute sub-type field is one octet. Value of
SubType depends on A-type.

Val ue:
The value field contains the attribute specific informtion
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3.3.1 Policy Locator

POLI CY_LOCATOR is used to |ocate the adm ssion policy for the user or
application. Distinguished Nane (DN) is unique for each User or
application hence a DN is used as policy |ocator.

Fommma - Fommma - Fommma - Fommma - +
| Length | A- Type | SubType|
R, R, R, R, +
| CctetString

S D S S S S S
Lengt h

Length of the attribute, which MIST be >= 4.

A- Type
PCOLI CY_LOCATOR

SubType
Fol I owi ng sub types for PCLI CY_LOCATOR are defined. |ANA acts as
a registry for POLI CY_LOCATOR sub types as described in the
section 8, | ANA Considerations. Initially, the registry contains
the followi ng sub types for POLI CY_LOCATOR:

1 ASCI_DN Cctet String contains the X 500 DN as
described in the RFC 1779 as an ASCI |
string.

2 UNI CODE_DN CctetString contains the X. 500 DN descri bed

in the RFC 1779 as an UNI CODE stri ng.

3 ASCI | _DN_ENCRYPT CctetString contains the encrypted X 500
DN. The Kerberos session key or digital
certificate private key is used for
encryption. For Kerberos encryption the
format is the sane as returned from
gss_seal [RFC 1509].

4 UNI CODE_DN _ENCRYPT OCctetString contains the encrypted UN CODE
X.500 DN. The Kerberos session key or
digital certificate private key is used for
encryption. For Kerberos encryption the
format is the sane as returned from
gss_seal [RFC 1509].

CctetString
The CctetString field contains the DN
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3.3.2 Credenti al

CREDENTI AL i ndi cates the credenti al

aut henti cated. For

obj ect contains the Kerberos session ticket.
authentication this field contains a digital

A summary of the CREDENTIAL attribute format

ldentity Representation for RSVP

Cct ober 2001

of the user or application to be

Ker beros aut henticati on net hod t he CREDENTI AL

fields are transmtted fromleft to right.

For public key based
certificate.

is shown below. The

Fomm o - Fomm o - Fomm o - Fomm o - +
| Length | A- Type | SubType]|
S S S S +
| CctetString
R, R, R, Fomm oo
Length
Length of the attribute, which MJUST be >= 4.
A- Type
CREDENTI AL
SubType
| ANA acts as a registry for CREDENTIAL sub types as described in
the section 8, | ANA Considerations. Initially, the registry
contains the follow ng sub types for CREDENTI AL:
1 ASCI_ID Cctet String contains user or application
identification in plain ASCII text string.
2 UNICODE_ID Cctet String contains user or application
identification in plain UNICODE text string.
3 KERBERCS TKT COctetString contains Kerberos ticket.
4 X509 V3 CERT CctetString contains X 509 V3 digital
certificate [ X 509].
5 PGP_CERT CctetString contains PGP digital certificate.
CctetString
The CctetString contains the user or application credential.
Yadav, et al. St andards Track
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3.3.3 Digital Signature

The DI A TAL_SI GNATURE attribute MJST be the last attribute in the
attribute list and contains the digital signature of the AUTH DATA
policy elenent. The digital signature signs all data in the

AUTH DATA policy element up to the DIG TAL_SI GNATURE. The al gorithm
used to conpute the digital signature depends on the authentication
met hod specified by the CREDENTI AL SubType fi el d.

A summary of DI G TAL_SI GNATURE attribute format is described bel ow.

Fomm o - Fomm o - Fomm o - Fomm o - +
| Length | A- Type | SubType]|
N N N N +
| CctetString

AR, AR, AR, S SRR
Lengt h

Length of the attribute, which MIUST be >= 4.

A- Type
DI G TAL_SI GNATURE

SubType
No sub types for DI G TAL_SI GNATURE are currently defined. This
field MIUST be set to O.

CctetString
CctetString contains the digital signature of the AUTH DATA.

3.3.4 Policy Error Object

This attribute is used to carry any specific policy control errors
generated by a node when processing/validating an Authentication Data
Policy Elenent. Wen a RSVP policy node (local policy decision point
or renote PDP) encounters a request that fails policy control due to
its Authentication Policy Element, it SHOULD add a POLI CY_ERROR CODE
contai ning additional information about the reason the failure
occurred into the policy element. This will then cause an
appropri ate PATH ERROR or RESV_ERROR nessage to be generated with the
policy el ement and appropriate RSVP error code in the nessage, which
is returned to the request’s source.

The AUTH DATA policy elenent in the PATH or RSVP nmessage SHOULD not
contain the PCLI CY_ERROR OBJECT attribute. These are only inserted
i nto PATH ERROR and RESV_ERROR nessages when generated by policy
awar e intermedi ate nodes.
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I I I I +
| Length | A-Type | SubType |
TS TS TS TS +
| 0 (Reserved) | ErrorVal ue |
S IR S R Focmmnaaann S R +
| CctetString

T S R Ippep I I +
Length

Length of the attribute, which MUST be >= 8.

A-Type
PCOLI CY_ERROR_CCODE

SubType
No sub types for POLICY_ERROR CODE are currently defined. This
field MUST be set to O.

Er r or Val ue
A 16-bit bit code containing the reason that the policy decision
point failed to process the policy elenent. |ANA acts as a
registry for ErrorValues as described in section 8, |ANA
Consi derations. Follow ng val ues have been defi ned.

1 ERROR_NO _MORE_I NFO No information is avail abl e.
2 UNSUPPORTED CREDENTI AL_TYPE This type of credentials is
not support ed.

3 | NSUFFI CI ENT_PRI VI LEGES The credentials do not have
sufficient privilege.
4 EXPI RED_CREDENTI AL The credential has expired.
5 | DENTI TY_CHANGED Identity has changed.
Cctet String

The CctetString field contains information fromthe policy

deci sion point that MAY contain additional information about the
policy failure. For exanple, it may include a human-readabl e
message in the ASCI| text.

4. Authentication Data Fornats

Aut hentication attributes are grouped in a policy elenent to
represent the identity credentials.
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4.1 Sinple User Authentication

In sinple user authentication nmethod the user login ID (in plain
ASCIl or UNICODE text) is encoded as CREDENTIAL attribute. A summary
of the sinple user AUTH DATA policy elenent is shown bel ow.

o e e o - o e e o - o e e o - o e e o - +
| Length | P-type = AUTH USER |
o e e - o e e - o e e - o e e - +
| Length | POLI CY_LOCATOR| SubType |
oo s oo s oo s oo s +
| CctetString (User’s Distingui shed Nane)

o e e o - o e e o - o e e o - o e e o - +
| Length | CREDENTI AL | ASCII_ID

o e e - o e e - o e e - o e e - +
| CctetString (User’'s login ID)

oo s oo s oo s oo s +

4.2 Kerberos User Authentication

Ker beros [RFC 1510] authentication uses a trusted third party (the
Kerberos Distribution Center - KDC) to provide for authentication of
the user to a network server. It is assuned that a KDC is present
and both host and verifier of authentication information (router or
PDP) i npl ement Kerberos authenticati on.

A summary of the Kerberos AUTH DATA policy element is shown bel ow.

S S S S +
| Length | P-type = AUTH USER |
. . . . +
| Length | POLI CY_LOCATOR) SubType |
o e e - o e e - o e e - o e e - +
| CctetString (User’s Distingui shed Nane)

. S S S +
| Length | CREDENTIAL | KERBERCS_TKT |
. . . . +
| CctetString (Kerberos Session Ticket)

o e e - o e e - o e e - o e e - +

4.2.1. Qperational Setting using Kerberos lIdentities

An RSVP enabl ed host is configured to construct and insert AUTH DATA
policy elenent into RSVP nessages that designate use of the Kerberos
aut henti cati on met hod (KERBEROS TKT). Upon RSVP session
initialization, the user application contacts the KDC to obtain a
Kerberos ticket for the next network node or its PDP. A router when
generating a RSVP nessage contacts the KDC to obtain a Kerberos
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ticket for the next hop network node or its PDP. The identity of the
PDP or next network hop can be statically configured, |earned via
DHCP or maintained in a directory service. The Kerberos ticket is
sent to the next network node (which may be a router or host) in a
RSVP nessage. The KDC is used to validate the ticket and

aut hentication the user sendi ng RSVP nessage.

4.3 Public Key based User Authentication

In public key based user authentication nethod digital certificate is
encoded as user credentials. The digital signature is used for

aut henticating the user. A sunmary of the public key user AUTH DATA
policy elenment is shown bel ow

o e e - o e e - o e e - o e e - +
| Length | P-type = AUTH USER |
oo Fom e oo om e +
| Length | POLI CY_LOCATOR)| SubType |
oo e e Fom e +
| CctetString (User’s Distingui shed Nane)

o e e - o e e - o e e - o e e - +
| Length | CREDENTI AL | SubType |
oo Fom e oo oo +
| CctetString (User’'s Digital Certificate)

oo e Fom e e +
| Length | DOGTAL_SIGN. | O

o e e - o e e - o e e - o e e - +
| CctetString (Digital signature)

oo Fom e Fom e Fom e +

4.3.1. Qperational Setting for public key based authentication
Public key based authentication assunmes foll ow ng:

- RSVP service requestors have a pair of keys (private key and
public key).

- Private key is secured with the user.

- Public keys are stored in digital certificates and a trusted
party, certificate authority (CA) issues these digita
certificates.

- The verifier (PDP or router) has the ability to verify the
digital certificate.
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RSVP requestor uses its private key to generate DI G TAL_SI GNATURE.
User Authenticators (router, PDP) use the user’s public key (stored
inthe digital certificate) to verify the signature and authenticate
t he user.

4.4 Sinple Application Authentication
The application authentication method encodes the application

identification such as an executable filenane as plain ASCI I or
UNI CODE t ext .

. . . . +
| Length | P-type = AUTH_APP |
oo o - S S S +
| Length | POLI CY_LOCATOR| SubType |
S R R R +

| CctetString (Application lIdentity attributes in
| the formof a Distinguished Nane)

o a o o e e o - o e e o - o e e o - +
| Length | CREDENTIAL | ASCII_ID
o e o e e - o e e - o e e - +
| CctetString (Application Id, e.g., vic.exe)

o a o oo s oo s oo s +

+--- - - + +--- - - +
| PDP |------- + | PDP |
t----- + | t----- +
I I

Fome e - + Transit Fo-am - +

+----| Router |------ : Net wor k R | Router|--+

| E S + : : S +

| | | |

I I I I

Host A B C D

Figure 1: User and Application Authentication using AUTH DATA PE

Net wor k nodes (hosts/routers) generate AUTH DATA policy el enents,
contents of which are depend on the identity type used and the

aut henti cation nmethod used. These generally contain authentication
credentials (Kerberos ticket or digital certificate) and policy

| ocators (which can be the X 500 Di stingui shed Nane of the user or
networ k node or application names). Network nodes generate AUTH DATA
policy el enment containing the authentication identity when naking the
RSVP request or forwarding a RSVP nessage.
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Net
f ol

1.

Net
f ol

1.

wor k nodes generate user AUTH _DATA policy el enent using the
| owi ng rul es:

For uni cast sessions the user policy locator is copied fromthe
previous hop. The authentication credentials are for the current
network node identity.

For multicast messages the user policy locator is for the current
network node identity. The authentication credentials are for the
current network node.

wor k nodes generate application AUTH DATA policy el enent using the
| owi ng rul es:

For uni cast sessions the application AUTH DATA is copied fromthe
previ ous hop.

For multicast nmessages the application AUTH DATA is either the
first application AUTH DATA in the message or chosen by the PDP

6. Message Processing Rul es

6.1 Message Generation (RSVP Host)

An

RSVP nessage is created as specified in [RFC 2205] with foll ow ng

nmodi fi cati ons.

1.

2

Yadav,

RSVP nessage MAY contain multiple AUTH DATA policy el enents.

Aut hentication policy elenment (AUTH DATA) is created and the
IdentityType field is set to indicate the identity type in the
policy el enent.

- DNis inserted as POLICY_LOCATOR attri bute.

- Credentials such as Kerberos ticket or digital certificate are
inserted as the CREDENTI AL attribute.

PCLI CY_DATA obj ect (containing the AUTH DATA policy element) is
inserted in the RSVP nessage in appropriate place. |If INTEGRITY
object is not conmputed for the RSVP nessage then an | NTEGRI TY
obj ect SHOULD be conputed for this POLI CY_DATA object, as
described in the [ POL_EXT], and SHOULD be inserted as a Policy
Dat a opti on.
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6.2 Message Reception (Router)

RSVP nessage is processed as specified in [RFC 2205] with foll ow ng
nodi fi cati ons.

1. If router is not policy aware then it SHOULD send the RSVP nessage
to the PDP and wait for response. |If the router is policy unaware
then it ignores the policy data objects and continues processing
the RSVP message.

2. Reject the nessage if the response fromthe PDP is negative.
3. Continue processing the RSVP nessage.
6.3 Aut hentication (Router/PDP)

1. Retrieve the AUTH DATA policy elenent. Check the PE type field
and return an error if the identity type is not supported.

2. Verify user credenti al

- Sinple authentication: e.g., Get user ID and validate it, or
get executable nane and validate it.

- Kerberos: Send the Kerberos ticket to the KDC to obtain the
session key. Using the session key authenticate the user.

- Public Key: Validate the certificate that it was issued by a
trusted Certificate Authority (CA) and authenticate the user or
application by verifying the digital signature.

7. Error Signaling

If PDP fails to verify the AUTH DATA policy elenent then it MJST
return policy control failure (Error Code = 02) to the PEP. The
error values are described in [ RFC 2205] and [ PCOL-EXT]. Al so PDP
SHOULD supply a policy data object containing an AUTH DATA Policy

El ement with A-Type=POLI CY_ERROR CODE contai ning nore details on the
Policy Control failure (see section 3.3.4). The PEP will include
this Policy Data object in the outgoing RSVP Error nessage.

8. | ANA Consi derations
Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS], Standard

RSVP Policy El enents (P-type val ues) are assigned by | ETF Consensus
action as described in [POL- EXT].
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P- Type AUTH USER is assigned the value 2. P-Type AUTH APP is
assi gned the val ue 3.

Fol I owi ng the policies outlined in [IANA- CONSI DERATI ONS] ,
authentication attribute types (A-Type) in the range 0-127 are

al | ocated through an | ETF Consensus action, A-Type val ues between
128- 255 are reserved for Private Use and are not assigned by | ANA

A- Type POLI CY_LOCATOR is assigned the value 1. A-Type CREDENTIAL is
assigned the value 2. A-Type DI A TAL_SI GNATURE i s assi gned the val ue
3. A-Type POLI CY_ERROR OBJECT is assigned the value 4.

Foll owi ng the policies outlined in [|ANA- CONSI DERATI ONS] ,

POLI CY_LOCATOR SubType values in the range 0-127 are allocated
through an | ETF Consensus action, POLI CY_LOCATOR SubType val ues

bet ween 128-255 are reserved for Private Use and are not assigned by
| ANA.

POLI CY_LOCATOR SubType ASCII_DN is assigned the value 1, SubType
UNI CODE DN i s assigned the value 2, SubType ASCI | _DN ENCRYPT is
assigned the value 3 and SubType UNI CODE_DN ENCRYPT is assigned the
val ue 4.

Foll owi ng the policies outlined in [|ANA- CONSI DERATI ONS], CREDENTI AL
SubType values in the range 0-127 are allocated through an | ETF
Consensus action, CREDENTI AL SubType val ues between 128-255 are
reserved for Private Use and are not assigned by | ANA

CREDENTI AL SubType ASCI|I _ID is assigned the value 1, SubType
UNICODE I D is assigned the value 2, SubType KERBEROS TKT is assi gnhed
the value 3, SubType X509 V3 _CERT is assigned the value 4, SubType
PGP_CERT is assigned the value 5.

Fol l owi ng the policies outlined in [I ANA- CONSI DERATI ONS], Error Val ues
in the range 0-32767 are allocated through an | ETF Consensus acti on,

Error Val ues between 32768- 65535 are reserved for Private Use and are
not assigned by | ANA.

ErrorVal ue ERROR NO MORE I NFO i s assigned the value 1,

UNSUPPORTED CREDENTI AL_TYPE i s assigned the val ue 2,

I NSUFFI Cl ENT_PRI VI LEGES i s assigned the value 3, EXPlI RED CREDENTI AL
is assigned the value 4, and | DENTI TY_CHANGED i s assi gned the val ue
5.
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9

10.

11.

Security Considerations

The purpose of this nmenop is to describe a mechanismto authenticate
RSVP requests based on user identity in a secure manner. RSVP

| NTECRI TY object is used to protect the policy object containing user
identity information fromsecurity (replay) attacks. Conbining the
AUTH_DATA policy element and the I NTEGRITY object results in a secure
access control that enforces authentication based on both the
identity of the user and the identity of the originating node.

Si npl e authenticati on does not contain credential that can be
securely authenticated and is inherently |ess secured.

The Kerberos authentication nmechanismis reasonably well secured.

User authentication using a public key certificate is known to
provi de the strongest security.
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