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Status of this Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2001). All R ghts Reserved.
Abst r act

Thi s docunent describes a preenption priority policy elenent for use
by signal ed policy based adm ssion protocols (such as the Resource
ReSer Vati on Protocol (RSVP) and Conmon Open Policy Service (COPS).

Preenption priority defines a relative inportance (rank) within the
set of flows conpeting to be adnmitted into the network. Rather than
admitting flows by order of arrival (First Cone First Adnmitted)

net wor k nodes may consider priorities to preenpt sone previously
admtted low priority flows in order to nake roomfor a newer, high-
priority flow

This menmo corrects an RSVP POLI CY_DATA P- Type codepoi nt assi gnnent
error in RFC 2751.
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1 Introduction

Thi s docunent describes a preenption priority policy elenent for use
by signal ed policy based adm ssion protocols (such as [ RSVP] and
[COPY]).

Traditional Capacity based Adm ssion Control (CAC) indiscrimnately
admts new flows until capacity is exhausted (First Come First
Admitted). Policy based Adnission Control (PAC) on the other hand
attenpts to nminimze the significance of order of arrival and use
policy based admission criteria instead.

One of the nore popular policy criteria is the rank of inportance of
a flowrelative to the others conpeting for adm ssion into a network
node. Preenption Priority takes effect only when a set of flows
attenpti ng adm ssion through a node represents overbooki ng of
resources such that based on CAC sone woul d have to be rejected
Preenption priority criteria help the node select the npst inportant
flows (highest priority) for admi ssion, while rejecting the | ow
priority ones.

Net wor k nodes whi ch support preenption should consider priorities to

preenpt sonme previously admtted lowpriority flows in order to nake
roomfor a newer, high-priority flow.
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Thi s docunent describes the format and applicability of the
preenption priority represented as a policy element in [RSVP-EXT].

2 Scope and Applicability

The Framewor k docunent for policy-based adm ssion control [ RAP]
descri bes the various conponents that participate in policy decision
making (i.e., PDP, PEP and LDP). The enphasis of PREEMPTI ON_PRI
elements is to be sinmple, stateless, and |ight-weight such that they
could be inplenented internally within a node’s LDP (Local Decision
Poi nt) .

Certain base assunptions are nmade in the usage nodel for
PREEMPTI ON_PRI el enent s:

- They are created by PDPs

In a nodel where PDPs control PEPs at the periphery of the policy
domain (e.g., in border routers), PDPs reduce sets of rel evant
policy rules into a single priority criterion. This priority as
expressed in the PREEMPTI ON_PRI el enent can then be communi cat ed
to downstream PEPs of the sane policy domain, which have LDPs but
no controlling PDP

- They can be processed by LDPs

PREEMPTI ON_PRI el enents are processed by LDPs of nodes that do not
have a controlling PDP. LDPs may interpret these objects, forward
themas is, or performlocal nerging to forward an equi val ent

mer ged PREEMPTI ON PRI policy elenment. LDPs nust follow the
mergi ng strategy that was encoded by PDPs in the PREEMPTI ON_PRI
objects. (Cearly, a PDP, being a superset of LDP, may act as an
LDP as well).

- They are enforced by PEPs

PREEMPTI ON_PRI el enments interact with a node’s traffic control
modul e (and capacity adm ssion control) to enforce priorities, and
preenpt previously admitted fl ows when the need arises.

3 Stateless Policy

Signaled Preenption Priority is statel ess (does not require past
history or external information to be interpreted). Therefore, when
carried in COPS nessages for the outsourcing of policy decisions,
these objects are included as COPS Statel ess Policy Data Decision
obj ects (see [COPS, COPS-RSVP]).
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4 Policy El ement Format
The format of Policy Data objects is defined in [RSVP-EXT]. A single
Policy Data object nmay contain one or nore policy elenents, each
representing a different (and perhaps orthogonal) policy.

The format of preenption priority policy elenment is as follows:

S S S S +
| Length (12) | P-Type = PREEMPTI ON_PRI |
oommo- oommo- . S e +
| Flags | M Strategy | Error Code | Reserved(0) |
ommmo - S S S S +
| Preemption Priority | Defending Priority |
R R S S S +

Length: 16 bits
Always 12. The overall length of the policy elenment, in bytes.

P- Type: 16 bits
PREEMPTION PRI =1

This value is registered with | ANA, see Section 7

Fl ags: 8 bits
Reserved (al ways 0).

Merge Strategy: 8 bit
1 Take priority of highest QS:. recommended
2 Take highest priority: aggressive
3 Force Error on heterogeneous nerge

Reserved: 8 bhits

Error code: 8 bits
0 NO _ERROR Val ue used for regular PREEMPTI ON PRI el enents
1 PREEMPTI ON This previously adnmitted fl ow was preenpted
2 HETEROGENEQUS This el ement encountered heterogeneous merge

Reserved: 8 bits
Al ways 0.

Preenption Priority: 16 bit (unsigned)
The priority of the new flow conpared with the defending priority
of previously admitted flows. Hi gher values represent higher
Priority.
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Def ending Priority: 16 bits (unsigned)
Once a flow was adnmitted, the preenption priority becones
irrelevant. Instead, its defending priority is used to conpare
with the preenption priority of new fl ows.

For any specific flow, its preenption priority nust always be |ess
than or equal to the defending priority. A wide gap between
preenption and defending priority provides added stability: noderate
preenption priority nakes it harder for a flow to preenpt others, but
once it succeeded, the higher defending priority nmakes it easier for
the flow to avoid preenption itself. This provides a nmechanismfor
bal anci ng between order dependency and priority.

5 Priority Merging |ssues
Consi der the case where two RSVP reservations nerge

F1: QoS=H gh, Priority=Low
F2: QoS=Low, Priority=Hi gh

F1+F2= F3: QoS=Hi gh, Priority=???

The nerged reservation F3 should have QoS=Hi, but what Priority
should it assune? Several negative side-effects have been identified
that may affect such a nerger:

Free- Ri ders:

If F3 assunes Priority=H gh, then F1 got a free ride, assum ng high
priority that was only intended to the low QS F2. |f one associates
costs as a function of QoS and priority, F1 receives an "expensive"
priority without having to "pay" for it.

Deni al of Service

If F3 assunes Priority=Low, the merged fl ow could be preenpted or
fail even though F2 presented high priority.

Deni al of service is virtually the inverse of the free-rider problem
When flows conpete for resources, if one flow receives undeserving
high priority it may be able to preenpt another deserving flow (hence
one free-rider turns out to be another’s denial of service).
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Instability:

The conbi nati on of preenption priority, killer reservation and

bl ockade state [RSVP] may increase the instability of admtted flows
where a reservation nmay be preenpted, reinstated, and preenpted again
periodically.

5.1 Priority Merging Strategies

In merging situations LDPs nmay receive nmultiple preenption el enents
and nust conpute the priority of the nerged flow according to the
follow ng rul es:

a. Preenmption priority and defending priority are nmerged and conputed
separately, irrespective of each other

b. Participating priority elenents are sel ected.

Al priority elenents are exam ned according to their merging
strategy to deci de whether they should participate in the nerged
result (as specified bellow).

c. The highest priority of all participating priority elenments is
conput ed.

The renmai nder of this section describes the different merging
strategies the can be specified in the PREEMPTI ON_PRI el enment.

5.1.1 Take priority of highest QS

The PREEMPTI ON_PRI el enent woul d participate in the merged
reservation only if it belongs to a flow that contributed to the
merged QoS level (i.e., that its QoS requirenment does not constitute
a subset another reservation.) A sinple way to determ ne whether a
flow contributed to the nerged QoS result is to conpute the nerged
Q@S with and without it and to conpare the results (although this is
clearly not the nost efficient method).

The reasoning for this approach is that the highest QS flowis the
one dom nating the nerged reservation and as such its priority should

dom nate it as well. This approach is the nost anmiable to the
prevention of priority distortions such as free-riders and denial of
servi ce.

This is a reconmrended nergi ng strategy.
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5.1.2 Take highest priority
Al PREEMPTI ON_PRI el ements participate in the nerged reservation.

This strategy disassociates priority and QoS level, and therefore is
hi ghly subject to free-riders and its inverse inage, denial of
servi ce.

This is not a recommended net hod, but nmay be sinpler to inplenent.
5.1.3 Force error on heterogeneous nerge

A PREEMPTI ON_PRI el enment nmay participate in a nmerged reservation only
if all other flows in the merged reservation have the sane QS | eve
(honmogeneous fl ows).

The reasoning for this approach assunmes that the heterogeneous case
is relatively rare and too conplicated to deal with, thus it better
be prohibited.

This strategy lends itself to denial of service, when a single
recei ver specifying a non-conpatible QS |evel nmay cause denial of
service for all other receivers of the nerged reservation

Not e: The determination of heterogeneous flows applies to QoS | evel
only (FLOABPEC values), and is a matter for local (LDP) definition
O her types of heterogeneous reservations (e.g., conflicting
reservation styles) are handled by RSVP and are unrelated to this
PREEMPTI ON_PRI el enent.

This is a reconended nerging strategy when reservati on honogeneity
is coordinated and enforced for the entire nulticast tree. It is
more restrictive than Section 5.1.1, but is easier to inplenent.

5.2 Modifying Priority El enents

When POLI CY_DATA objects are protected by integrity, LDPs should not
attenpt to nodify them They nust be forwarded as-is or else their
security envel ope would be invalidated. |In other cases, LDPs may
nmodi fy and nerge i ncom ng PREEMPTI ON PRI el enents to reduce their
size and nunber according to the follow ng rule:

Merging is performed for each merging strategy separately.
There is no known algorithmto nmerge PREEMPTI ON_PRI el ement of

different nmerging strategies wthout |oosing valuable infornmation
that may affect OTHER nodes.
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- For each nerging strategy, the highest QS of all participating
PREEMPTI ON_PRI el enents is taken and is placed in an outgoing
PREEMPTI ON_PRI el enent of this nerging strategy.

- This approach effectively conpresses the nunber of forwarded
PREEMPTI ON_PRI el enments to at nost to the nunber of different
mergi ng strategies, regardless of the nunber of receivers (See the
exanpl e in Appendix A 2).

6 Error Processing

A PREEMPTI ON_PRI error object is sent back toward the appropriate
receivers when an error involving PREEMPTI ON_PRI el ements occur

PREEMPTI ON

When a previously adnitted flow is preenpted, a copy of the
preenpting flow s PREEMPTI ON PRI el enent is sent back toward the PDP
that originated the preenpted PREEMPTI ON PRI object. This PDP
havi ng i nformati on on both the preenpting and the preenpted
priorities may construct a higher priority PREEMPTION PRI el enent in
an effort to re-instate the preenpted fl ow.

Het er ogenei ty
When a flow F1 with Heterogeneous Error merging strategy set inits
PREEMPTI ON_PRI el enent encounters heterogeneity the PREEMPTI ON_PRI
el ement is sent back toward receivers with the Heterogeneity error
code set.

7 1 ANA Consi derations
Fol l owi ng the policies outlined in [IANA- CONSI DERATI ONS], Standard
RSVP Policy Elenents (P-type val ues) are assigned by | ETF Consensus
action as described in [ RSVP-EXT].
P- Type PREEMPTI ON_PRI is assigned the value 1.

8 Security Considerations

The integrity of PREEMPTION PRI is guaranteed, as any other policy
el ement, by the encapsulation into a Policy Data object [RSVP-EXT].

Furt her security mechani snms are not warranted, especially considering
that preenption priority ains to provide sinple and qui ck gui dance to
routers within a trusted zone or at least a single zone (no zone
boundari es are crossed).
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Appendi x A: Exanpl e
The foll owi ng exanpl es descri be the conputation of nerged priority
el ements as well as the translation (conpression) of PREEMPTI ON PRI
el ement s.

A.1 Computing Merged Priority

ri
/ QS=H (Pr=3, St=Hi ghest QYS)
/
sl----- Aemmmee-- B-------- r2 QS=Low (Pr=4, St=Highest PP)
\ \
\ \ QS=Low (Pr=7, St=Hi ghest QS)
r4 r3

QS=Low (Pr=9, St=Error)
Exanpl e 1: Merging preenption priority elenents

Exanpl e one describes a multicast scenario with one sender and four
receivers each with each own PREEMPTI ON PRI el ement definition.

rl, r2 and r3 merge in B. The resulting priority is 4.

Reason: The PREEMPTI ON PRI of r3 doesn't participate (since r3 is not
contributing to the merged QoS) and the priority is the highest of
the PREEMPTION PRI fromrl and r2.

rl, r2, r3 and r4 merge in A The resulting priority is again 4. r4
doesn’t participate because its own QoS=Low is inconpatible with the
other (r1) QoS=Hi gh. An error PREEMPTI ON PRI should be sent back to
rd4 telling it that its PREEMPTI ON_PRI el enent encountered

het er ogenei ty.
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A. 2 Translation (Conpression) of Priority El enents

G ven this set of participating PREEMPTI ON_PRI el ements, the
fol |l owi ng conpression can take place at the nergi ng node:

From
(Pr=3, St=Highest QS)
(Pr=7, St=Hi ghest Q0S)
(Pr=4, St=Hi ghest PP)
(Pr=9, St=Hi ghest PP)
(Pr=6, St=Hi ghest PP)
To:

(Pr=7, St=Hi ghest Q0S)
(Pr=9, St=Hi ghest PP)
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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