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1. Overview of Contents

NOTE: The text below is nostly taken from|[FIPS 180-1] and assertions
therein of the security of SHA-1 are nade by the US Governnent, the
aut hor of [FIPS 180-1], and not by the authors of this docunent.

Thi s docunent specifies a Secure Hash Algorithm SHA-1, for computing
a condensed representation of a nessage or a data file. Wen a
message of any length < 2764 bits is input, the SHA-1 produces a
160-bit output called a nmessage digest. The nessage di gest can then,
for exanple, be input to a signature al gorithmwhich generates or
verifies the signhature for the nmessage. Signing the nessage di gest
rat her than the message often inproves the efficiency of the process
because the nessage digest is usually nuch smaller in size than the
message. The sane hash al gorithm nust be used by the verifier of a
digital signature as was used by the creator of the digita

signature. Any change to the nessage in transit will, with very high
probability, result in a different nessage digest, and the signature
will fail to verify.

The SHA-1 is called secure because it is conputationally infeasible
to find a nmessage which corresponds to a given nessage digest, or to
find two different nessages whi ch produce the sane nmessage di gest.
Any change to a nessage in transit will, with very high probability,
result in a different nessage digest, and the signature will fail to
verify.
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Section 2 bel ow defines the terninology and functions used as
bui I di ng bl ocks to form SHA-1.

2. Definitions of Bit Strings and Integers

The following terninology related to bit strings and integers will be
used:

a.

hex digit is an element of the set {O, 1, ... , 9, A ... , F}.
hex digit is the representation of a 4-bit string. Exanples: 7
0111, A = 1010.

n>>

A word equals a 32-bit string which may be represented as a
sequence of 8 hex digits. To convert a word to 8 hex digits each
4-bit string is converted to its hex equival ent as described in
(a) above. Exanpl e:

1010 0001 0000 0011 1111 1110 0010 0011 = A1O03FE23.

An integer between 0 and 2732 - 1 inclusive may be represented as
a word. The least significant four bits of the integer are
represented by the right-nost hex digit of the word
representation. Exanple: the integer 291 = 278+2"5+271+2"0 =
256+32+2+1 is represented by the hex word, 00000123.

If z is an integer, 0 <= z < 2764, then z = (2"32)x + y where 0 <=
X < 2732 and 0 <=y < 2"32. Since x and y can be represented as
words X and Y, respectively, z can be represented as the pair of
words (X, Y)

bl ock = 512-bit string. A block (e.g., B) may be represented as a
sequence of 16 words.

Qperations on Wrds

The followi ng | ogical operators will be applied to words:

a.

Bitwi se | ogical word operations

XAND Y = bitwise logical "and" of X and Y.
XORY = bitwise logical "inclusive-or" of X and Y.
X XORY = bitwise |logical "exclusive-or" of X and Y.
NOT X = bitwi se logical "conplenment" of X
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Exanpl e:

01101100101110011101001001111011
XOR  01100101110000010110100110110111

= 00001001011110001011101111001100

b. The operation X + Y is defined as follows: words X and Y
represent integers x and y, where 0 <= x < 2732 and 0 <=y < 2"32
For positive integers n and m |let n nod mbe the renmai nder upon
dividing n by m Conpute

z = (x +vy) nod 2"32.

Then 0 <= z < 27"32. Convert z to a word, Z, and define Z = X +
Y.

c. The circular left shift operation S*"n(X), where X is a word and n
is an integer with 0 <= n < 32, is defined by

S'n(X) = (X << n) OR (X > 32-n).

In the above, X << n is obtained as follows: discard the |eft-nost
n bits of X and then pad the result with n zeroes on the right
(the result will still be 32 bits). X >>n is obtained by

di scarding the right-nmost n bits of X and then padding the result
with n zeroes on the left. Thus S*n(X) is equivalent to a
circular shift of X by n positions to the left.

4. Message Paddi ng

SHA-1 is used to conpute a nmessage digest for a nessage or data file
that is provided as input. The nessage or data file should be
considered to be a bit string. The length of the nessage is the
nunber of bits in the nessage (the enpty nessage has length 0). |If
the nunber of bits in a nessage is a nultiple of 8 for conpactness
we can represent the nessage in hex. The purpose of nessage paddi ng
is to make the total length of a padded nmessage a multiple of 512
SHA-1 sequentially processes bl ocks of 512 bits when computing the
message digest. The follow ng specifies how this padding shall be
performed. As a sumary, a "1" followed by m"0"s foll owed by a 64-
bit integer are appended to the end of the nmessage to produce a
padded nessage of length 512 * n. The 64-bit integer is the length
of the original nmessage. The padded nessage is then processed by the
SHA-1 as n 512-bit bl ocks.
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Suppose a nmessage has length | < 2764. Before it is input to the
SHA-1, the message is padded on the right as foll ows:

a. "1" is appended. Exanple: if the original nessage is "01010000",
this is padded to "010100001".

b. "0"s are appended. The nunber of "0"s will depend on the origina
Il ength of the message. The last 64 bits of the last 512-bit bl ock
are reserved

for the length | of the original nessage.

Exanpl e:  Suppose the original nessage is the bit string
01100001 01100010 01100011 01100100 01100101

After step (a) this gives
01100001 01100010 01100011 01100100 01100101 1.

Since | = 40, the nunber of bits in the above is 41 and 407 "0"s
are appended, nmking the total now 448. This gives (in hex)

61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000.

c. Obtain the 2-word representation of |, the nunber of bits in the
original message. |If | < 2732 then the first word is all zeroes.
Append these two words to the padded nessage.

Exanmpl e: Suppose the original nmessage is as in (b). Then | = 40
(note that | is conmputed before any padding). The two-word
representation of 40 is hex 00000000 00000028. Hence the fina
padded nessage is hex

61626364 65800000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000028.

The padded nessage will contain 16 * n words for some n > O.

The padded nessage is regarded as a sequence of n blocks M1) ,
M 2), first characters (or bits) of the message.
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5. Functions and Constants Used

A sequence of logical functions f(0), f(1),..., f(79) is used in
SHA-1. Each f(t), 0 <=t <= 79, operates on three 32-bit words B, C
D and produces a 32-bit word as output. f(t;B,C D) is defined as
follows: for words B, C, D,

f(t;B,C,D) = (B AND C) OR ((NOT B) AND D) (0 <=t <= 19)

f(t;B,C D = B XOR C XCR D (20 <= t <= 39)

f(t;B,CD) = (BANDC OR(BANDD) OR (CAND D) (40 <=t <= 59)

f(t;B,C, D) = B XOR C XOR D (60 <=t <= 79).
A sequence of constant words K(0), K(1), ... , K(79) is used in the
SHA-1. In hex these are given by

K(t) = 5A827999 (0<=1 <=19)

K(t) = 6EDIEBAL (20 <=t <= 39)

K(t) = 8F1BBCDC (40 <= t <= 59)

K(t) = CA62ClD6 (60 <=t <= 79).

6. Conmputing the Message Di gest

The nethods given in 6.1 and 6.2 below yield the sane nessage di gest.
Al 't hough using nethod 2 saves sixty-four 32-bit words of storage, it
is likely to I engthen execution tinme due to the increased conmplexity
of the address conputations for the { Wt] } in step (c). There are
ot her comnputation nmethods which give identical results.

6.1 Method 1

The nessage digest is conputed using the nmessage padded as descri bed
in section 4. The computation is described using two buffers, each
consisting of five 32-bit words, and a sequence of eighty 32-bit
words. The words of the first 5-word buffer are labeled A B, C D E
The words of the second 5-word buffer are | abeled HO, H1, H2, H3, H4.
The words of the 80-word sequence are |abeled WO), W1),..., W79).
A single word buffer TEMP is al so enpl oyed.

To generate the nmessage digest, the 16-word bl ocks M1), M2),...,

M n) defined in section 4 are processed in order. The processing of
each Mi) involves 80 steps.
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Bef ore processing any blocks, the Hs are initialized as follows: in

hex,
HO = 67452301
H1 = EFCDAB89
H2 = 98BADCFE
H3 = 10325476
H4 = C3D2E1FO.
Now M'1), M?2), ... , Mn) are processed. To process Mi), we

proceed as foll ows:

a. Divide Mi) into 16 words WO0), W1), ... , WI15), where WO0)
is the | eft-nost word.

b. For t = 16 to 79 let

Wt) = SMI(Wt-3) XOR Wt-8) XOR Wt-14) XOR Wt-16)).
c. Let A=H0O, B=Hl, C=H2, D= H3, E = H4.
d. For t = 0 to 79 do

TEMP = S*"5(A) + f(t;B,C D + E + Wt) + K(t);

E=D D=C C=35S"'30(B); B=A A= TEMW;

e. Let HH=HO +A HH=H1+B H=H+C H=H +D H=H
+ E

After processing Mn), the nmessage digest is the 160-bit string
represented by the 5 words

HO H1 H2 H3 HA4.
6.2 Method 2
The net hod above assunes that the sequence WO), ... , W79) is
i npl erented as an array of eighty 32-bit words. This is efficient
fromthe standpoint of mnimzation of execution time, since the

addresses of Wt-3), ... ,Wt-16) in step (b) are easily conputed.
If space is at a premium an alternative is to regard { Wt) } as a
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7.

L R R T

circular queue, which nmay be inplenmented using an array of sixteen
32-bit words WO], ... W15]. 1In this case, in hex let

MASK = 0000000F. Then processing of Mi) is as follows:

a. Divide Mi) into 16 words WO], ... , W15], where WO0] is the
| eft-nost word.

b. Let A=H0, B=Hl, C=H2, D=H3 E=H4.

0 to 79 do

c. For t
s =t AND MASK;

if (t >= 16) Ws] = S*1(W(s + 13) AND MASK] XOR W (s + 8) AND
MASK] XOR W (s + 2) AND MASK] XOR Ws]);

TEMP = S*"5(A) + f(t;B,C,D + E + Ws] + K(t);
E=D D=C C=5'30(B); B=A A= TEW,

d. Let HH=HO +A H =H +B HR=H+C H=H +D H =H
+ E

C Code

Bel ow i s a denonstration inplenmentation of SHA-1 in C  Section 7.1
contains the header file, 7.2 the C code, and 7.3 a test driver.

1 .hfile
shal. h
Descri pti on:

This is the header file for code which inplenments the Secure
Hashing Algorithm1 as defined in FIPS PUB 180-1 published
April 17, 1995.

Many of the variable nanmes in this code, especially the
singl e character nanes, were used because those were the nanes
used in the publication.

Pl ease read the file shal.c for nore information.
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#i fndef _SHA1 H_
#define SHAL H

#i ncl ude <stdint. h>
/*
* |f you do not have the | SO standard stdint.h header file, then you

* must typdef the foll ow ng:

* nane meani ng

* uint32_t unsi gned 32 bit integer

* uint8_t unsigned 8 bit integer (i.e., unsigned char)
* int_|eastl6 t i nteger of >= 16 bhits

*

*

/

#i f ndef _SHA enum_
#define _SHA enum_

enum
{
shaSuccess = 0,
shalNul |, /* Null pointer paraneter */
shal nput TooLong, /* input data too long */
shaSt at eErr or /[* called Input after Result */
3
#endi f
#def i ne SHAlHashSi ze 20
/*
* This structure will hold context information for the SHA-1
* hashi ng operation
*/

typedef struct SHA1Cont ext
uint32_t Internedi ate_Hash[ SHA1HashSi ze/4]; /* Message Digest */

uint32 t Length_Low, /* Message length in bits */
uint32 t Length_High; /* Message length in bits */

/* Index into nessage bl ock array */
int_|eastl16_t Message_ Bl ock_I ndex;

uint8 t Message_ Bl ock[ 64]; /* 512-bit nessage bl ocks */
i nt Conput ed; /* Is the digest conputed? */
i nt Corrupted; /* Is the message digest corrupted? */
} SHA1Cont ext;
/*
* Function Prototypes
*/
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Desc

Port

Cave
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Reset ( SHAlCont ext *);
I nput (  SHAlCont ext *,
const uint8 t *,
unsigned int);
Resul t (  SHAl1Cont ext *,
uint8 t Message_ Di gest[ SHAlHashSi ze]);

ile

.C

ription:
This file inplenments the Secure Hashing Al gorithm1 as
defined in FIPS PUB 180-1 published April 17, 1995.

The SHA-1, produces a 160-bit nessage digest for a given
data stream It should take about 2**n steps to find a
message with the sanme digest as a given nessage and
2**(n/2) to find any two nessages with the sane digest,
when n is the digest size in bits. Therefore, this

al gorithmcan serve as a neans of providing a
"fingerprint" for a nessage.

ability Issues:

SHA-1 is defined in terns of 32-bit "words". This code
uses <stdint.h> (included via "shal.h" to define 32 and 8
bit unsigned integer types. |f your C conpiler does not
support 32 bit unsigned integers, this code is not
appropri at e.

at s:

SHA-1 is designed to work with messages | ess than 2764 bhits

2001

|l ong. Although SHA-1 allows a nmessage digest to be generated

for messages of any number of bits | ess than 2764, this
i mpl ementation only works with messages with a length that
a multiple of the size of an 8-bit character

is
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#i ncl ude "shal. h"

/*
* Define the SHAL circular left shift macro
*/
#defi ne SHALC rcul ar Shift(bits,word) \
(((word) << (bits)) | ((word) >> (32-(bhits))))

/* Local Function Prototyptes */
voi d SHA1PadMessage( SHA1Cont ext *);
voi d SHALProcessMessageBl ock( SHA1Cont ext *);

~

s TR R R . N N N N N T

— ~

SHA1Reset

Descri ption:
This function will initialize the SHA1Context in preparation
for conputing a new SHA1 nessage di gest.

Par anet ers:
context: [in/out]
The context to reset.
Ret ur ns:
sha Error Code

SHA1Reset ( SHA1Cont ext *cont ext)

~—

if (!context)

return shalNull;

}

cont ext->Length Low = 0;

cont ext - >Lengt h_Hi gh = 0,

cont ext - >Message_BIl ock_| ndex = 0;

cont ext - >l nt er nedi at e_Hash[ 0] = 0x67452301;
cont ext - >l nt ernedi at e_Hash[ 1] = OxEFCDAB89;
cont ext - >l nt er nedi at e_Hash[ 2] = 0x98BADCFE
cont ext - >l nt er nedi at e_Hash[ 3] = 0x10325476;
cont ext - >l nt er nedi at e_Hash[ 4] = OxC3D2E1FO;

cont ext - >Conput ed = 0;
context->Corrupted =0

3
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return shaSuccess;

}

/*
*  SHAlResul t
*
* Description:
* This function will return the 160-bit nessage digest into the
* Message Digest array provided by the caller.
* NOTE: The first octet of hash is stored in the Oth el ement,
* the last octet of hash in the 19th el ement.
*
*  Paraneters:
* context: [in/out]
* The context to use to cal cul ate the SHA-1 hash.
* Message Digest: [out]
* Where the digest is returned.
*
* Returns:
* sha Error Code.
*
*

int SHAlResul t ( SHA1Cont ext *context,
uint8 t Message D gest[ SHAlHashSi ze])

int i;

if (!context || !Message_Di gest)
{

}

i f (context->Corrupted)
{

}

i f (!context->Comput ed)
{

return shaNull;

return context->Corrupt ed,

SHAl1PadMessage( cont ext) ;
for(i=0; i<64; ++i)
{
/* message may be sensitive, clear it out */
cont ext - >Message_Bl ock[i] = 0;
}
cont ext->Length Low = O;
context->Length Hi gh = 0;
cont ext - >Conputed = 1;

/* and clear length */
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}
for(i = 0; i < SHAlHashSi ze; ++i)
{
Message Digest[i] = context->Internedi ate_Hash[i >>2]
> 8 * ((3- (i &0x03) );
}
return shaSuccess;
}
/*
*  SHALl nput
*
* Description:
* This function accepts an array of octets as the next portion
* of the nessage.
*
*  Paraneters:
* context: [in/out]
* The SHA context to update
* message_array: [in]
* An array of characters representing the next portion of
* t he nmessage.
* I ength: [in]
* The I ength of the nmessage in nmessage_array
*
* Returns:
* sha Error Code
*
*/
i nt SHALl nput ( SHA1Cont ext *cont ext ,
const uint8_t *nmessage_array,
unsi gned | engt h)
{
if (!length)
{
return shaSuccess;
}
if (lcontext || !nessage_array)
{
return shalNul | ;
}
i f (context->Conput ed)
{

cont ext->Corrupted = shaStateError
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return shaStateError;

}

i f (context->Corrupted)

{ return context->Corrupt ed;

\}Nhi I e(l ength-- && !context->Corrupted)

cont ext - >Message_ Bl ock[ cont ext - >Message_Bl ock | ndex++] =
(*nessage_array & OxFF);

context->Length_Low += 8;
if (context->Length_Low == 0)

{
cont ext - >Lengt h_Hi gh++;
if (context->Length H gh == 0)
/* Message is too long */
context->Corrupted = 1;
}
}

i f (context->Message Bl ock | ndex == 64)

SHA1Pr ocessMessageBl ock(cont ext);
}

message_array++;

}

return shaSuccess;

~

L T R . T . N N N

SHA1Pr ocessMessageBl ock

Descri pti on:
This function will process the next 512 bits of the nmessage
stored in the Message Bl ock array.

Par anet ers:
None.

Ret ur ns:
Not hi ng.

Comment s:
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Many of the variable names in this code, especially the
singl e character nanes, were used because those were the
nanes used in the publication

* ok X X kX

/
voi d SHA1ProcessMessageBl ock( SHA1Cont ext *cont ext)

{
const uint32_t K] = { /* Constants defined in SHA-1 */
0x5A827999,
Ox6EDOEBAL,
0x8F1BBCDC
0xCA62C1D6
s
i nt t; /* Loop counter */
uint32_t t enp; /* Tenporary word val ue */
uint32_t W 80] ; /* Wbrd sequence */
uint32_t A B C D E [* Word buffers */
/*
* Initialize the first 16 words in the array W
*
/
for(t = 0; t < 16; t++)
{
Wt] = context->Message Bl ock[t * 4] << 24;
Wt] | = context->Message_ Bl ock[t * 4 + 1] << 16;
Wt] | = context->Message_ Bl ock[t * 4 + 2] << §;
Wt] | = context->Message_Bl ock[t * 4 + 3];

for(t = 16; t < 80; t++)

Wt] = SHALG rcularShift(1, Wt-3] ~ Wt-8] ~ Wt-14] ~ Wt-16]);

cont ext - >l nternedi ate_Hash[ 0] ;
cont ext - >l nt ernedi at e_Hash[ 1] ;
cont ext - >l nt er nedi at e_Hash[ 2] ;
cont ext - >l nt er nedi at e_Hash[ 3] ;
cont ext - >l nt ernedi at e_Hash[ 4] ;

mooOow>» -
I

for(t =0; t < 20; t++)

{
temp = SHA1Circul arShift (5, A +
(B&Q | ((-B) &D)) +E+ Wt] + KO0];
E =D
D=C
C = SHAL1CGi rcul ar Shi ft (30, B)
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B = A
A = tenp;
}
for(t = 20; t < 40; t++)
{
tenp = SHA1LG rcularShift(5,A) + (B~ C~ D + E+ Wt] + K 1];
E = D
D =C
C = SHALC rcul ar Shi ft (30, B);
B = A
A = tenp;
}
for(t = 40; t < 60; t++)
{
temp = SHA1C rcul arShift(5, A +
((B&QC | (B&D | (C&D) +E+ Wt] + K 2];
E = D
D= C
C = SHAl1CGi rcul ar Shi ft (30, B);
B = A
A = tenp,
}
for(t = 60; t < 80; t++)
{
temp = SHA1C rcul arShift(5,A) + (B~ C~ D + E + Wt] + K 3];
E = D
D=¢
C = SHAL1G rcul ar Shi ft (30, B);
B = A
A = tenp;
}

context->I nternedi ate Hash[ 0] += A;
context->I nternedi ate_Hash[ 1] += B;
cont ext->I nternedi ate_Hash[2] += C
context->Internmedi ate_Hash[3] += D
cont ext - >l nternedi at e_Hash[ 4] += E

cont ext - >Message_ Bl ock_| ndex = 0;

/*
SHA1PadMessage

*
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* Description:

* According to the standard, the nmessage nust be padded to an even
* 512 bits. The first padding bit nust be a 1. The |ast 64

* bits represent the length of the original nessage. Al bits in
* bet ween should be 0. This function will pad the nessage

* according to those rules by filling the Message Bl ock array

* accordingly. It will also call the ProcessMessageBl ock function
* provi ded appropriately. Wien it returns, it can be assumed that
* the message di gest has been comput ed.

*

*  Parameters:

* context: [in/out]

* The context to pad

* ProcessMessageBl ock: [in]

* The appropriate SHA*ProcessMessageBl ock function

* Returns:

* Not hi ng.

*

*

/

voi d SHAlPadMessage( SHA1Cont ext *cont ext)
{ s
* Check to see if the current nessage block is too snmall to hold
* the initial padding bits and length. If so, we will pad the
* bl ock, process it, and then continue padding into a second
*
*
f

bl ock.
/
i f (context->Message Bl ock | ndex > 55)
{
cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_| ndex++] = 0x80;
whi | e( cont ext - >Message_Bl ock_I ndex < 64)
{
cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++] = 0;
}
SHA1Pr ocessMessageBl ock(cont ext);
whi | e( cont ext - >Message_Bl ock_I ndex < 56)
{
cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock | ndex++] = 0;
}
}
el se
{

cont ext - >Message_ Bl ock[ cont ext - >Message_ Bl ock_| ndex++] = 0x80;
whi | e( cont ext - >Message_Bl ock_| ndex < 56)

{
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cont ext - >Message_BIl ock[ cont ext - >Message_Bl ock_I ndex++] = 0;

}
}
/*
* Store the nessage length as the last 8 octets
*/

cont ext - >Message_BIl ock[ 56]
cont ext - >Message_BIl ock[ 57]
cont ext - >Message_ Bl ock[ 58]
cont ext - >Message_ Bl ock[ 59]
cont ext - >Message_ Bl ock[ 60]
cont ext - >Message_ Bl ock[ 61]
cont ext - >Message_BIl ock[ 62]
cont ext - >Message_BIl ock[ 63]

cont ext - >Lengt h_Hi gh >> 24;
cont ext - >Lengt h_Hi gh >> 16;
cont ext->Length Hi gh >> 8;
cont ext - >Lengt h_Hi gh;
context->Length_Low >> 24;
cont ext->Lengt h_Low >> 16;
cont ext->Length_Low >> 8;
cont ext - >Lengt h_Low;

SHA1Pr ocessMessageBl ock(cont ext);
}

7.3 Test Driver

The following code is a main programtest driver to exercise the code
in shal.c.

shaltest.c

Descri ption:
This file will exercise the SHA-1 code performng the three
tests documented in FIPS PUB 180-1 plus one which calls
SHA1ll nput with an exact multiple of 512 bits, plus a few
error test checks.

Portability I|ssues:
None.

E o B R N N N R

/

#i ncl ude <stdint. h>
#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude "shal. h"

/*
* Define patterns for testing
*/
#define TEST1 "abc"
#def i ne TEST2a "abcdbcdecdef def gef ghf ghi ghijhi"
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#defi ne TEST2b
#defi ne TEST2
#defi ne TEST3
#def i ne TEST4a
#def i ne TEST4b
/* an exact
#defi ne TEST4
char *testarray|
{
TEST1,
TEST2,
TESTS3,
TEST4
s

long int repeatc

US Secure Hash Al gorithm 1 (SHAL)

"j ki jkljkl nkl ml mommopnopq"
TEST2a TEST2b

"a
"01234567012345670123456701234567"
"01234567012345670123456701234567"
mul tiple of 512 bits */

TEST4a TEST4b

4] =

ount[4] = { 1, 1, 1000000, 10 };

char *resultarray[4] =

Sept enber 2001

"A9 99 3E 36 47 06 81 6A BA 3E 25 71 78 50 C2 6C 9C DO D8 9D',
"84 98 3E 44 1C 3B D2 6E BA AE 4A Al F9 51 29 ES E5 46 70 F1",
"34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F",
"DE A3 56 A2 CD DD 90 C7 A7 EC ED C5 EB B5 63 93 4F 46 04 52"

{

b

int main()

{
SHA1Cont ext
int i, j, er

uint8 t Mess

/*
*  Perform
*/
for(j = 0; |

printf(

sha;
r;
age_Di gest [ 20] ;
SHA-1 tests
< 4; ++4j)

"\ nTest %: %, "%’ \n",

j+1,

repeatcount[j],
testarray[j]);

err = SHAlReset (&sha);

if (err)

{
fprintf(stderr, "SHA1Reset Error %d.\n",
br eak; /* out of for j loop */

}

for(i = 0; i < repeatcount[j]; ++i)

{

East| ake & Jones
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err = SHALll nput (&sha,
(const unsigned char *) testarray[j],
strlen(testarray[j]));

if (err)
fprintf(stderr, "SHAllnput Error %.\n", err );
br eak; /* out of for i |oop */
}
}
err = SHAlResul t (&ha, Message Digest);
if (err)
fprintf(stderr,
"SHAlResult Error %, could not conpute nessage digest.\n",
err );
}
el se
{
printf("\t");

for(i = 0; i <20 ; ++i)
printf("9®2X ", Message Digest[i]);
printf("\n");

}
printf("Should match:\n");
printf("\t%\n", resultarray[j]);

}

/* Test some error returns */

err = SHAll nput (&sha, (const unsigned char *) testarray[1l], 1);
printf ("\nError %. Should be %l.\n", err, shaStateError );
err = SHAlReset (0);

printf ("\nError %. Should be %l.\n", err, shaNull );

return O;

}

8. Security Considerations

Thi s docunent is intended to provide conveni ent open source access by
the Internet community to the United States of America Federa

I nformation Processing Standard Secure Hash Function SHA-1 [FIPS
180-1]. No independent assertion of the security of this hash
function by the authors for any particular use is intended.
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