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Abst r act

Thi s docunent describes the format of a request sent to a Tine

St anpi ng Authority (TSA) and of the response that is returned. It

al so establishes several security-relevant requirenments for TSA
operation, with regards to processing requests to generate responses.

1. Introduction

A time-stanping service supports assertions of proof that a datum

exi sted before a particular tine. A TSA may be operated as a Trusted
Third Party (TTP) service, though other operational nodels may be
appropriate, e.g., an organization nmght require a TSA for interna

ti me- st anpi ng purposes.

Non-repudi ation services [ISONR] require the ability to establish the
exi stence of data before specified tines. This protocol may be used
as a building block to support such services. An exanple of howto
prove that a digital signature was generated during the validity
period of a public key certificate is given in an annex.
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The key words "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT",
"SHALL", "RECOMMENDED', "MAY", and "OPTIONAL" in this document (in
upper case, as shown) are to be interpreted as described in [ RFC2119].

In order to associate a datumwith a particular point intinme, a Tine
Stanp Authority (TSA) may need to be used. This Trusted Third Party
provi des a "proof-of-existence" for this particular datumat an
instant in tinme.

The TSA's role is to tinme-stanp a datumto establish evidence
indicating that a datumexisted before a particular tine. This can
then be used, for exanple, to verify that a digital signature was
applied to a nmessage before the corresponding certificate was revoked
thus allowing a revoked public key certificate to be used for
verifying signatures created prior to the tine of revocation. This
is an inportant public key infrastructure operation. The TSA can
al so be used to indicate the time of subnission when a deadline is
critical, or to indicate the tinme of transaction for entries in a

Il og. An exhaustive list of possible uses of a TSA is beyond the
scope of this docunent.

Thi s standard does not establish overall security requirenents for
TSA operation, just |ike other PKIX standards do not establish such
requirenents for CA operation. Rather, it is anticipated that a TSA
wi Il nmake known to prospective clients the policies it inplenments to
ensure accurate time-stanp generation, and clients will nmake use of
the services of a TSAonly if they are satisfied that these policies
meet their needs.

2. The TSA

The TSA is a TTP that creates tinme-stanp tokens in order to indicate
that a datumexisted at a particular point in tinme.

For the renmainder of this docunent a "valid request” shall nmean one
that can be decoded correctly, is of the formspecified in Section
2.4, and is froma supported TSA subscri ber

2.1. Requirenents of the TSA

The TSA i s REQUI RED:

1. to use a trustworthy source of tine.

2. to include a trustworthy tinme value for each tinme-stanp token

3. to include a unique integer for each newy generated tine-stanp
t oken.
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4. to produce a time-stanp token upon receiving a valid request
fromthe requester, when it is possible.

5. to include within each tinme-stanp token an identifier to
uni quely indicate the security policy under which the token was
creat ed.

6. to only time-stanp a hash representation of the datum i.e., a

data inprint associated with a one-way col lision resistant
hash-function uniquely identified by an O D.

7. to exanine the O D of the one-way collision resistant hash-
function and to verify that the hash value length is consistent
with the hash al gorithm

8. not to exanmne the inprint being tine-stanped in any way (other
than to check its length, as specified in the previous bullet).

9. not to include any identification of the requesting entity in
the tinme-stanp tokens.

10. to sign each tinme-stanp token using a key generated exclusively
for this purpose and have this property of the key indicated on
the corresponding certificate.

11. to include additional information in the tinme-stanp token, if
asked by the requester using the extensions field, only for the
extensions that are supported by the TSA. If this is not

possi bl e, the TSA SHALL respond with an error nessage.
2.2. TSA Transactions

As the first nessage of this nechanism the requesting entity
requests a tinme-stanp token by sending a request (which is or

i ncludes a Ti meStanpReq, as defined below) to the Time Stanping
Authority. As the second nessage, the Tinme Stanping Authority
responds by sending a response (which is or includes a Ti neStanpResp,
as defined below) to the requesting entity.

Upon receiving the response (which is or includes a TimeStanpResp
that normally contains a TineStanpToken (TST), as defined bel ow), the
requesting entity SHALL verify the status error returned in the
response and if no error is present it SHALL verify the various
fields contained in the Ti meStanpToken and the validity of the
digital signature of the TineStanpToken. In particular, it SHALL
verify that what was tinme-stanped corresponds to what was requested
to be tine-stanped. The requester SHALL verify that the

Ti meSt anpToken contains the correct certificate identifier of the
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TSA, the correct data inmprint and the correct hash algorithmQD. It
SHALL then verify the tinmeliness of the response by verifying either
the tinme included in the response against a local trusted tine
reference, if one is available, or the value of the nonce (large
random nunber with a high probability that it is generated by the
client only once) included in the response against the val ue included
in the request. For nore details about replay attack detection, see
the security considerations section (item®6). |If any of the
verifications above fails, the TinmeStanpToken SHALL be rejected.

Then, since the TSA's certificate may have been revoked, the status
of the certificate SHOULD be checked (e.g., by checking the
appropriate CRL) to verify that the certificate is still valid.

Then, the client application SHOULD check the policy field to
determ ne whether or not the policy under which the token was issued
is acceptable for the application

2.3. ldentification of the TSA

The TSA MJST sign each tinme-stanp nmessage with a key reserved
specifically for that purpose. A TSA MAY have distinct private keys,
e.g., to accomvpdate different policies, different algorithns,
different private key sizes or to increase the perfornmance. The
corresponding certificate MJST contain only one instance of the

ext ended key usage field extension as defined in [ RFC2459] Section
4.2.1.13 with KeyPurposel D havi ng val ue:

i d-kp-tinmeStanmping. This extension MJST be critical

The foll owing object identifier identifies the KeyPurposel D havi ng
val ue id-kp-ti nmeStanpi ng.

i d-kp-tinmeStanpi ng OBJECT I DENTIFIER ::= {iso(1)
i dentified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
kp (3) tinmestanping (8)}
2. 4. Request and Response Formats
2.4.1. Request Format

A time-stanmping request is as follows:

Ti meSt anpReq :: = SEQUENCE ({
version I NTECER { vi1(1) },
nmessagel npri nt Messagel npri nt,

--a hash algorithm O D and the hash value of the data to be
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--ti nme-stanped

reqPol i cy TSAPol i cyl d OPTI ONAL
nonce | NTEGER OPTI ONAL,

cert Req BOOLEAN DEFAULT FALSE
ext ensi ons [0] IMPLICIT Extensions OPTIONAL }

The version field (currently vl1) describes the version of the Tine-
Stanp request.

The nessagelnprint field SHOULD contain the hash of the datumto be
ti me-stanped. The hash is represented as an OCTET STRING |Its

| ength MUST match the length of the hash value for that algorithm
(e.g., 20 bytes for SHA-1 or 16 bytes for MD5).

Messagel nprint ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier
hashedMessage OCTET STRING }

The hash algorithmindicated in the hashAl gorithmfield SHOULD be a
known hash al gorithm (one-way and collision resistant). That neans
that it SHOULD be one-way and collision resistant. The Tine Stanp
Aut hority SHOULD check whether or not the given hash algorithmis
known to be "sufficient" (based on the current state of know edge in
cryptanal ysis and the current state of the art in conputationa
resources, for exanple). |If the TSA does not recogni ze the hash

al gorithmor knows that the hash algorithmis weak (a decision |eft
to the discretion of each individual TSA), then the TSA SHOULD ref use
to provide the tinme-stanp token by returning a pki Statuslnfo of
"bad_al g’

The reqPolicy field, if included, indicates the TSA policy under
whi ch the Ti meStanpToken SHOULD be provided. TSAPolicyld is defined
as follows:

TSAPol i cyld ::= OBJECT | DENTI FI ER

The nonce, if included, allows the client to verify the tineliness of
the response when no local clock is available. The nonce is a |arge
random nunber with a high probability that the client generates it
only once (e.g., a 64 bit integer). |In such a case the sane nonce
val ue MJST be included in the response, otherw se the response shal
be rejected.

If the certReq field is present and set to true, the TSA's public key
certificate that is referenced by the ESSCertID identifier inside a
SigningCertificate attribute in the response MJST be provided by the
TSA in the certificates field fromthe SignedData structure in that
response. That field may al so contain other certificates.
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If the certReq field is missing or if the certReq field is present
and set to false then the certificates field fromthe SignedData
structure MJST not be present in the response.

The extensions field is a generic way to add additional infornation
to the request in the future. Extensions is defined in [RFC 2459].
If an extension, whether it is marked critical or not critical, is
used by a requester but is not recognized by a tine-stanping server,
the server SHALL not issue a token and SHALL return a failure
(unaccept edExt ensi on).

The tine-stanp request does not identify the requester, as this
information is not validated by the TSA (See Section 2.1). In
situations where the TSA requires the identity of the requesting
entity, alternate identification /authentication means have to be
used (e.g., CMS encapsulation [CMS] or TLS authentication [RFC2246]).

2.4.2. Response For nmat

A time-stanping response is as foll ows:

Ti meSt anpResp :: = SEQUENCE ({
status PKI St at usl nf o,
ti meSt anpToken Ti meSt anpToken OPTI ONAL 1}

The status is based on the definition of status in section 3.2.3
of [RFC2510] as foll ows:

PKI St atusl nfo ::= SEQUENCE {
stat us PKI St at us,
statusString PKIFreeText OPTI ONAL
faillnfo PKI Fai l urelnfo OPTIONAL }

When the status contains the value zero or one, a TineStanpToken MJUST
be present. Wen status contains a value other than zero or one, a
Ti meSt anpToken MJST NOT be present. One of the follow ng val ues MJST
be contained in status:

PKI Status ::= | NTEGER {
grant ed (0),
-- when the PKI Status contains the value zero a Ti neStanpToken, as
requested, is present.
gr ant edW t hivbds (1),
-- when the PKI Status contains the val ue one a Ti neStanmpToken,
with nodifications, is present.

rejection (2),
wai ting (3),
revocat i onWar ni ng (4),
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-- this message contains a warning that a revocation is
-- i nm nent

revocationNotification (5)

-- notification that a revocation has occurred }

Conpl i ant servers SHOULD NOT produce any other values. Conpliant
clients MJST generate an error if values it does not understand are
present.

When the TineStanpToken is not present, the faillnfo indicates the
reason why the tine-stanp request was rejected and nay be one of the
fol l owi ng val ues.

PKI Fai lurelnfo ::= BIT STRI NG {
badAl g (0),
-- unrecogni zed or unsupported Al gorithmldentifier
badRequest (2),
-- transaction not pernitted or supported
badDat aFor mat (95),

-- the data submitted has the wrong format
ti meNot Avai | abl e (14),
-- the TSA's time source is not avail able
unaccept edPol i cy (15),
-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),
-- the requested extension is not supported by the TSA
addl nf oNot Avai | abl e (17)
-- the additional information requested could not be understood
-- or is not available
systenfail ure (25)
-- the request cannot be handl ed due to systemfailure }

These are the only values of PKIFailurelnfo that SHALL be support ed.
Conpl i ant servers SHOULD NOT produce any other values. Conpliant
clients MJUST generate an error if values it does not understand are
present.

The statusString field of PKIStatuslnfo MAY be used to include reason
text such as "messagelnprint field is not correctly formatted"

A TimeStanpToken is as follows. It is defined as a Contentlnfo
([CvB]) and SHALL encapsul ate a signed data content type.

Ti meSt anpToken ::= Contentlnfo

-- content Type is id-signedData ([ CMVg])
-- content is SignedData ([CMS])
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The fields of type Encapsul atedContentInfo of the SignedData
construct have the foll ow ng meani ngs:

eContent Type is an object identifier that uniquely specifies the
content type. For a tinme-stanp token it is defined as:

id-ct-TSTInfo OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 4}

eContent is the content itself, carried as an octet string.
The eContent SHALL be the DER-encoded val ue of TSTI nfo.

The tine-stanp token MJUST NOT contain any signatures other than the
signature of the TSA. The certificate identifier (ESSCertlD) of the
TSA certificate MIST be included as a signerinfo attribute inside a
SigningCertificate attribute.

TSTInfo ::= SEQUENCE ({
ver sion I NTEGER { v1(1) },
policy TSAPol i cyl d,
messagel npri nt Messagel npri nt,
-- MJST have the same value as the sinilar field in
-- Ti meSt anpReq
seri al Nunber | NTEGER,

-- Time-Stanpi ng users MJST be ready to accommodate integers
-- up to 160 bits.

genTi me Gener al i zedTi e,
accuracy Accur acy OPTIl ONAL
ordering BOOLEAN DEFAULT FALSE
nonce I NTEGER OPTI ONAL,

-- MJST be present if the sinmilar field was present

-- in TimeStanpReq. In that case it MJST have the sane val ue.
tsa [ 0] Ceneral Nane OPTI ONAL
ext ensi ons [1] IMPLICIT Extensions OPTI ONAL }

The version field (currently v1) describes the version of the tine-
stanmp token.

Conformng time-stanping servers MIST be able to provide version 1
ti me-stanp tokens.

Anmong the optional fields, only the nonce field MIUST be support ed.
Conform ng time-stanpi ng requesters MJST be able to recognize version

1 time-stanp tokens with all the optional fields present, but are not
mandat ed to understand the senmantics of any extension, if present.
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The policy field MIST indicate the TSA's policy under which the
response was produced. |If a simlar field was present in the

Ti meSt anpReq, then it MJST have the sane val ue, otherw se an error
(unacceptedPol icy) MJUST be returned. This policy MAY include the
followi ng types of information (although this list is certainly not
exhaustive):

* The conditions under which the time-stanp token may be used.

* The availability of a tine-stanp token log, to allow | ater
verification that a tinme-stanp token is authentic.

The nessagel nprint MUST have the sane value as the sinmlar field in
Ti meSt anpReq, provided that the size of the hash val ue matches the
expected size of the hash algorithmidentified in hashAl gorithm

The serial Nunber field is an integer assigned by the TSA to each

Ti meSt anpToken. 1t MJST be unique for each TimeStanpToken issued by
a given TSA (i.e., the TSA nane and serial nunber identify a unique
Ti meSt anpToken). It should be noticed that the property MJST be
preserved even after a possible interruption (e.g., crash) of the
servi ce.

genTinme is the tine at which the tine-stanp token has been created by
the TSA. It is expressed as UTC tinme (Coordinated Universal Tine) to
reduce confusion with the local tinme zone use. UTCis a tinme scale,
based on the second (SlI), as defined and recommended by the CC R, and
mai ntai ned by the Bureau International des Poids et Mesures (BIPM. A
synonymis "Zulu" time which is used by the civil aviation and
represented by the letter "Z" (phonetically "Zulu").

The ASN. 1 GeneralizedTime syntax can include fraction-of-second
details. Such syntax, without the restrictions from[RFC 2459]
Section 4.1.2.5.2, where GeneralizedTine is limted to represent the
time with a granularity of one second, may be used here.

General i zedTi me val ues MJUST include seconds. However, when there is
no need to have a precision better than the second, then
GeneralizedTime with a precision limted to one second SHOULD be used
(as in [ RFC 2459]).

The syntax is: YYYYMVDDhhmss[.s...]Z
Exanpl e: 19990609001326. 343527

X.690 | 1SO1EC 8825-1 provides the following restrictions for a
DER- encodi ng.
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The encoding MJST terminate with a "Z" (which neans "Zulu" tinme). The
deci mal point elenent, if present, MJST be the point option ".". The
fractional -seconds elements, if present, MJST omt all trailing 0 s;
if the elenments correspond to 0, they MJUST be wholly onitted, and the
deci mal point el enent al so MUST be onitted.

M dni ght (GMI) shall be represented in the form "YYYYMVDDO0O00O00OZ"
where "YYYYMVDD' represents the day follow ng the m dnight in
quest i on.

Here are a few exanples of valid representations:
"19920521000000Z"
"19920622123421Z"
"19920722132100. 32"

accuracy represents the tinme deviation around the UTC ti ne contai ned
in GeneralizedTi ne.

Accuracy ::= SEQUENCE ({
seconds | NTEGER OPTI ONAL
mllis [0] INTEGER (1..999) OPTI ONAL
m cros [1] INTEGER (1..999) OPTI ONAL  }
If either seconds, millis or mcros is mssing, then a value of zero

MJUST be taken for the missing field.

By addi ng the accuracy value to the GeneralizedTine, an upper limt

of the tine at which the tine-stanp token has been created by the TSA
can be obtained. |In the sane way, by subtracting the accuracy to the
GeneralizedTinme, a lower linmt of the time at which the tinme-stanp

t oken has been created by the TSA can be obt ai ned.

accuracy can be deconposed in seconds, mlliseconds (between 1-999)
and nmicroseconds (1-999), all expressed as integer

When the accuracy optional field is not present, then the accuracy
may be avail abl e through other nmeans, e.g., the TSAPolicyld.

If the ordering field is mssing, or if the ordering field is present
and set to false, then the genTine field only indicates the tine at
which the tinme-stanp token has been created by the TSA. |In such a
case, the ordering of tine-stanp tokens issued by the sane TSA or
different TSAs is only possible when the difference between the
genTime of the first time-stanp token and the genTime of the second
time-stanp token is greater than the sum of the accuracies of the
genTinme for each tine-stanp token

Adans, et al. St andards Track [ Page 10]



RFC 3161 Ti me- Stanp Protocol (TSP) August 2001

If the ordering field is present and set to true, every time-stanp
token fromthe same TSA can al ways be ordered based on the genTinme
field, regardl ess of the genTime accuracy.

The nonce field MJST be present if it was present in the
Ti meSt anpReq. In such a case it MJST equal the value provided in the
Ti meSt anpReq structure.

The purpose of the tsa field is to give a hint in identifying the
nane of the TSA. If present, it MJST correspond to one of the

subj ect nanes included in the certificate that is to be used to
verify the token. However, the actual identification of the entity
that signed the response will always occur through the use of the
certificate identifier (ESSCertID Attribute) inside a
SigningCertificate attribute which is part of the signerinfo (See
Section 5 of [ESS]).

extensions is a generic way to add additional information in the
future. Extensions is defined in [ RFC 2459].

Particul ar extension field types may be specified in standards or may
be defined and regi stered by any organi zati on or community.

3. Transports

There is no mandatory transport nechani smfor TSA nessages in this
docunent. The mechani snms descri bed bel ow are optional; additiona
optional nechani sns may be defined in the future.

3.1. Time-Stanp Protocol Using E-nmil

This section specifies a neans for conveying ASN. 1-encoded nessages
for the protocol exchanges described in Section 2 and Appendi x D via
Internet mail.

Two M ME obj ects are specified as foll ows:

Cont ent - Type: application/tinestanp-query
Cont ent - Tr ansf er - Encodi ng: base64
<<t he ASN. 1 DER-encoded Ti me-Stanp nessage, base64-encoded>>

Cont ent - Type: application/tinestanp-reply
Cont ent - Transf er - Encodi ng: base64
<<t he ASN.1 DER-encoded Ti nme- St anp nmessage, base64- encoded>>

These M ME obj ects can be respectively sent and received using comon

M ME processing engi nes and provides a sinple Internet nail transport
for Tine-Stanp nessages
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For the application/tinmestanp-query and application/tinmestanmp-reply
M ME types, inplenmentations SHOULD i nclude the optional "name" and
"filename" parameters. Including a file nane hel ps preserve type

i nformati on when tinme-stanp queries and replies are saved as files.
When these paraneters are included, a file nane with the appropriate
ext ensi on SHOULD be sel ect ed:

M ME Type Fil e Extension
appl i cation/tinestanp-query . TSQ
application/tinestanp-reply . TSR

In addition, the file name SHOULD be Iinited to eight characters
followed by a three letter extension. The eight character fil enane
base can be any distinct nane.

3.2. File Based Protocol

A file containing a tinme-stanp nmessage MJST contain only the DER
encodi ng of one TSA nessage, i.e., there MJST be no extraneous header
or trailer information in the file. Such files can be used to
transport time stanp nessages using for example, FTP

A Tinme-Stanmp Request SHOULD be contained in a file with file
extension .tsq (like Tinme-Stanp Query). A Tine-Stanp Response
SHOULD be contained in a file with file extension .tsr (like
Ti me- Stanmp Reply).

3.3. Socket Based Protoco

The foll owing sinple TCP-based protocol is to be used for transport
of TSA messages. This protocol is suitable for cases where an entity
initiates a transaction and can poll to pick up the results.

The protocol basically assunes a |istener process on a TSA that can
accept TSA nessages on a well-defined port (IP port nunber 318).

Typically an initiator binds to this port and submits the initial TSA
message. The responder replies with a TSA nessage and/or with a

ref erence nunber to be used | ater when polling for the actual TSA
nessage response.

If a nunber of TSA response nessages are to be produced for a given
request (say if a receipt must be sent before the actual token can be
produced) then a new polling reference is al so returned.

When the final TSA response nessage has been picked up by the
initiator then no new polling reference is supplied.
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The initiator of a transaction sends a "direct TCP-based TSA nessage"
to the recipient. The recipient responds with a simlar nmessage.

A "direct TCP-based TSA nessage" consists of:
length (32-bits), flag (8-bits), value (defined bel ow)

The length field contains the nunber of octets of the remainder of
the message (i.e., nunber of octets of "value" plus one). Al 32-bit
values in this protocol are specified to be in netwirk byte order

Message nane flag val ue
t saMsg "00'H DER- encoded TSA nessage
-- TSA nmessage
pol | Rep "01'H polling reference (32 bits),

ti me-to-check-back (32 bits)
-- poll response where no TSA nessage response ready; use polling
-- reference value (and estimated tinme value) for later polling

pol | Req "02'H polling reference (32 bhits)
-- request for a TSA nessage response to initial message
negPol | Rep "03'H "00'H

-- no further polling responses (i.e., transaction conplete)
partial MsgRep '04'H next polling reference (32 bits),
ti me-to-check-back (32 bits),
DER- encoded TSA nessage
-- partial response (receipt) to initial message plus new polling
-- reference (and estimated tine value) to use to get next part of

-- response
fi nal MsgRep 05" H DER- encoded TSA nessage

-- final (and possibly sole) response to initial nessage
error MsgRep 06" H human readabl e error nessage

-- produced when an error is detected (e.g., a polling reference
-- is received which doesn’'t exist or is finished wth)

The sequence of nessages that can occur is:

a) entity sends tsaMsg and receives one of poll Rep, negPol | Rep,
partial MsgRep, or final MsgRep in response.

b) end entity sends pol |l Req nessage and receives one of
negPol | Rep, partial MsgRep, final MsgRep, or errorMgRep in
response.

The "time-to-check-back" paranmeter is an unsigned 32-bit integer. It
is the tinme in seconds indicating the m nimuminterval after which
the client SHOULD check the status again.

It provides an estinmate of the tinme that the end entity should send
its next poll Req.
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3.4. Time-Stanp Protocol via HTTP

Thi s subsection specifies a means for conveying ASN. 1- encoded
messages for the protocol exchanges described in Section 2 and
Appendi x D via the HyperText Transfer Protocol

Two M ME obj ects are specified as foll ows.
Cont ent - Type: application/tinmestanp-query

<<t he ASN. 1 DER-encoded Ti nme-Stanp Request nessage>>
Cont ent - Type: application/tinestanp-reply

<<the ASN.1 DER-encoded Ti me-Stanp Response nessage>>

These M ME obj ects can be sent and received using common HITP
processi ng engi nes over WAV I|inks and provi des a sinple browser-
server transport for Time-Stanp nessages

Upon receiving a valid request, the server MJST respond with either a
valid response with content type application/tinestanp-response or
with an HTTP error

4. Security Considerations

This entire document concerns security considerations. Wen
designing a TSA service, the follow ng considerati ons have been
identified that have an inpact upon the validity or "trust" in the
ti me-stanp token

1. Wen a TSA shall not be used anynore, but the TSA private key has
not been conprom sed, the authority’ s certificate SHALL be
revoked. When the reasonCode extension relative to the revoked
certificate fromthe TSA is present in the CRL entry extensions,
it SHALL be set either to unspecified (0), affiliationChanged (3),
superseded (4) or cessationOfCperation (5). |In that case, at any
future time, the tokens signed with the corresponding key will be
considered as invalid, but tokens generated before the revocation
time will remain valid. Wen the reasonCode extension relative to
the revoked certificate fromthe TSA is not present in the CRL
entry extensions, then all the tokens that have been signed with
the correspondi ng key SHALL be considered as invalid. For that
reason, it is recommended to use the reasonCode extension.
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2. Wien the TSA private key has been conprom sed, then the
corresponding certificate SHALL be revoked. |In that case, the
reasonCode extension relative to the revoked certificate fromthe
TSA may or may not be present in the CRL entry extensions. Wen
it is present then it SHALL be set to keyConpromise (1). Any
token signed by the TSA using that private key cannot be trusted
anynmore. For this reason, it is inperative that the TSA' s private
key be guarded with proper security and controls in order to
mnimze the possibility of conprom se. In case the private key
does becone conpronised, an audit trail of all tokens generated by
the TSA MAY provide a neans to discrininate between genui ne and
fal se backdated tokens. Two tinme-stanp tokens fromtwo different
TSAs is another way to address this issue.

3. The TSA signing key MJST be of a sufficient length to allow for a
sufficiently long lifetine. Even if this is done, the key wll
have a finite lifetine. Thus, any token signed by the TSA SHOULD
be time-stanped again (if authentic copies of old CRLs are
avail abl e) or notarized (if they aren’t) at a later date to renew
the trust that exists in the TSA's signature. time-stanp tokens
could al so be kept with an Evidence Recording Authority to
maintain this trust.

4. A client application using only a nonce and no |local clock SHOULD
be concerned about the anmount of tinme it is willing to wait for a
response. A ‘man-in-the-mddle’ attack can introduce del ays.

Thus, any Ti neStanpResp that takes nore than an acceptabl e period
of tinme SHOULD be considered suspect. Since each transport nethod
specified in this docunent has different delay characteristics,
the period of tine that is considered acceptable will depend upon
the particular transport method used, as well as other environnent
factors.

5. If different entities obtain tinme-stanp tokens on the sane data
obj ect using the sane hash algorithm or a single entity obtains
multiple time-stanp tokens on the sane object, the generated
time-stanp tokens will include identical nessage inprints; as a
result, an observer with access to those time-stanp tokens could
infer that the tinme-stanps may refer to the sane underlyi ng data.
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6. I nadvertent or deliberate replays for requests incorporating the
same hash al gorithm and val ue may happen. |nadvertent replays
occur when nore than one copy of the same request nmessage gets
sent to the TSA because of problens in the intervening network
el ements. Deliberate replays occur when a mddl eman is repl aying
legitimate TS responses. |n order to detect these situations,
several techniques may be used. Using a nonce always allows to
detect replays, and hence its use is RECOMVENDED. Anot her
possibility is to use both a local clock and a moving tine w ndow
during which the requester renenbers all the hashes sent during
that tinme window \Wen receiving a response, the requester
ensures both that the tinme of the response is within the time
wi ndow and that there is only one occurrence of the hash value in
that time window |If the same hash value is present nore than
once within a time w ndow, the requester may either use a nonce,
or wait until the time w ndow has noved to conme back to the case
where the sane hash val ue appears only once during that tine
wi ndow.

Intell ectual Property Rights

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to per-
tain to the inplenentation or use of the technol ogy described in this
docunment or the extent to which any license under such rights m ght
or mght not be avail able; neither does it represent that it has made
any effort to identify any such rights. Information on the IETF s
procedures with respect to rights in standards-track and standards-
rel ated docunentation can be found in BCP-11. Copies of clains of
rights nade avail able for publication and any assurances of |icenses
to be nade available, or the result of an attenpt nade to obtain a
general license or perm ssion for the use of such proprietary rights
by inplementors or users of this specification can be obtained from
the | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

The following eight (8) United States Patents related to time
stanmping, listed in chronol ogical order, are known by the authors to
exist at this time. This may not be an exhaustive list. O her
patents MAY exi st or be issued at any tinme. This list is provided
for informational purposes; to date, the | ETF has not been notified
of intellectual property rights clained in regard to any of the
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specification contained in this docunment. Should this situation

change, the current status nmay be found at the online list of clained

rights (1 ETF Page of Intellectual Property Rights Notices).

I mpl enenters of this protocol SHOULD performtheir own patent search

and determ ne whet her or not any encunbrances exist on their
i mpl ement ati on.

Users of this protocol SHOULD performtheir own patent search and
det erm ne whether or not any encunbrances exist on the use of this
st andar d.

# 5,001, 752 Public/Key Date-Tinme Notary Facility
Filing date: Cctober 13, 1989

| ssued: March 19, 1991

Inventor: Addison M Fischer

# 5,022,080 Electronic Notary

Filing date: April 16, 1989

| ssued: June 4, 1991

Inventors: Robert T. Durst, Kevin D. Hunter

# 5,136,643 Public/Key Date-Tinme Notary Facility
Filing date: Decenber 20, 1990

| ssued: August 4, 1992

I nventor: Addison M Fischer

Note: This is a continuation of patent # 5,001, 752.)

# 5,136,646 Digital Docunent Tinme-Stanping with Catenate Certificate
Filing date: August 2, 1990

| ssued: August 4, 1992

I nventors: Stuart A. Haber, Wakefield S. Stornetta Jr.

(assignee) Bell Conmunications Research, Inc.,

# 5,136,647 Method for Secure Tine-Stanping of Digital Docunents
Filing date: August 2, 1990

| ssued: August 4, 1992

I nventors: Stuart A. Haber, Wakefield S. Stornetta Jr.
(assignee) Bell Conmunications Research, Inc.,

# 5,373,561 Method of Extending the Validity of a Cryptographic
Certificate

Filing date: Decenber 21, 1992

| ssued: Decenber 13, 1994

Inventors: Stuart A. Haber, Wakefield S. Stornetta Jr.

(assi gnee) Bell Conmmunications Research, Inc.,
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# 5,422,953 Personal Date/ Tine Notary Device
Filing date: May 5, 1993

I ssued: June 6, 1995

I nventor: Addison M Fischer

# 5,781,629 Digital Docunent Authentication System
Filing date: February 21, 1997

I ssued: July 14, 1998

Inventor: Stuart A. Haber, Wakefield S. Stornetta Jr.
(assignee) Surety Technol ogies, Inc.,

6. References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

2001

[ RFC2246] Dierks, T. and C. Allen, "The TLS Protocol, Version 1.0",

RFC 2246, January 1999.

[ RFC2510] Adans, C. and S. Farrell, "Internet X 509 Public Key

Infrastructure, Certificate Managenent Protocols", RFC

2510, March 1999.

[ RFC2459] Housley, R, Ford, W, Polk, W and D. Solo, "Internet

X. 509 Public Key Infrastructure, Certificate and CRL
Profile", RFC 2459, January 1999.

[ CvB] Housl ey, R, "Cryptographic Message Syntax", RFC 2630,
June 1999.

[ DSS] Digital Signature Standard. FIPS Pub 186. Nati onal
Institute of Standards and Technol ogy. 19 May 1994.

[ ESS] Hof f man, P., "Enhanced Security Services for SIMM", RFC
2634, June 1999.

[ 1 SONR] I SO I EC 10181-5: Security Frameworks in Open Systens.
Non- Repudi ation Framework. April 1997.

[ MD5] Rivest, R, "The MD5 Message-Digest Al gorithni, RFC 1321,
April 1992.

[ SHA1] Secure Hash Standard. FIPS Pub 180-1. National Institute

of Standards and Technol ogy. 17 April 1995.

Adans, et al. St andards Track [ Page 18]



RFC 3161 Ti me- Stanp Protocol (TSP) August 2001

7. Authors’ Addresses

Carlisle Adans
Entrust, Inc.

1000 I nnovation Drive
Otawa, Ontario

K2K 3E7

CANADA

EMui | : cadams@nt rust.com
Pat Cain

BBN

70 Fawcett Street

Canbri dge, MA 02138

U S A

EMai | : pcai n@bn. com

Deni s Pi nkas

Integris

68 route de Versailles
B.P. 434

78430 Louveci ennes
FRANCE

EMui | : Deni s. Pi nkas@ul | . net

Robert Zuccherato
Entrust, Inc.

1000 I nnovation Drive
Otawa, Ontario

K2K 3E7

CANADA

EMai | : robert.zuccherato@ntrust.com

Adans, et al. St andards Track [ Page 19]



RFC 3161 Ti me- Stanp Protocol (TSP) August 2001

APPENDI X A - Signhature Time-stanp attribute using CMS

One of the major uses of time-stanping is to time-stanp a digita
signature to prove that the digital signature was created before a
given time. Should the corresponding public key certificate be
revoked this allows a verifier to know whether the signature was
created before or after the revocation date.

A sensible place to store a time-stanp is in a [CM5] structure as an
unsigned attribute.

Thi s appendi x defines a Sighature Tinme-stanp attribute that nmay be
used to tinme-stanp a digital signature.

The followi ng object identifier identifies the Signature Tine-stanp
attribute:

i d-aa-timeStanpToken OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) aa(2) 14 }

The Signature time-stanp attribute value has ASN. 1 type
Si gnat ur eTi neSt anpToken:

Si gnat ur eTi meSt anpToken :: = Ti neSt anpToken

The val ue of messagelnprint field within TineStanpToken shall be a
hash of the value of signature field within Signerinfo for the
si gnedDat a bei ng tinme-stanped.

APPENDI X B - Placing a Signature At a Particular Point in Tine

We present an exanple of a possible use of this general tine-stanping
service. It places a signature at a particular point in tine, from
which the appropriate certificate status information (e.g., CRLS)
MUST be checked. This application is intended to be used in
conjunction with evidence generated using a digital signature
mechani sm

Signatures can only be verified according to a non-repudi ati on
policy. This policy MAY be inplicit or explicit (i.e., indicated in
the evidence provided by the signer). The non-repudiation policy can
speci fy, anmong other things, the tine period allowed by a signer to
decl are the conpronise of a signature key used for the generation of
digital signatures. Thus a signature may not be guaranteed to be
valid until the termination of this time period.

To verify a digital signature, the follow ng basic technique may be
used:
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A) Tinme-stanping information needs to be obtained soon after the
si gnature has been produced (e.g., within a few m nutes or hours).

1)

2)

The signature is presented to the Tinme Stanping Authority
(TSA). The TSA then returns a TineStanpToken (TST) upon
that signature.

The invoker of the service MJST then verify that the
Ti meSt anpToken i s correct.

B) The validity of the digital signature may then be verified in the
foll owi ng way:

1)

2)

3)

4)

5)

6)

If all

shal |

The tinme-stanp token itself MJST be verified and it MJST be
verified that it applies to the signature of the signer

The date/tine indicated by the TSA in the Ti neStanpToken
MUST be retrieved.

The certificate used by the signer MJIST be identified and
retrieved.

The date/tine indicated by the TSA MUST be within the
validity period of the signer’s certificate.

The revocation informati on about that certificate, at the
date/time of the Tine-Stanping operation, MIST be retrieved.

Shoul d the certificate be revoked, then the date/tine of
revocation shall be later than the date/tinme indicated by
t he TSA.

these conditions are successful, then the digital signature
be decl ared as valid.

APPENDI X C. ASN. 1 Mdul e usi ng 1988 Syntax

PKI XTSP {iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-nmd(0) id-nod-tsp(13)}

DEFINITIONS I MPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

I MPORTS
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Ext ensi ons, Al gorithm dentifier

FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sms(5) pkix(7)

i d-nmod(0) id-pkixl-explicit-88(1)}

Gener al Name FROM PKI X1l nplicit88 {iso(1)
i dentified-organi zation(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-pkix1l-inplicit-88(2)}

Cont ent | nf o FROM Crypt ogr aphi cMessageSynt ax {iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) cns(1)}
PKI FreeText FROM PKI XCWP {iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-nmod-cnp(9)} ;

-- Locally defined O Ds --

-- eContent Type for a time-stanp token

id-ct-TSTInfo OBJECT IDENTIFIER ::={ iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smine(1l6) ct(1l) 4}
--2.4.1
Ti meSt anpReq ::= SEQUENCE ({

version I NTECER { vi1(1) },

nmessagel npri nt Messagel npri nt,

--a hash algorithm O D and the hash value of the data to be
--ti nme-stanped

reqPol i cy TSAPol i cyl d OPTI ONAL,
nonce | NTEGER OPTI ONAL,
cert Req BOOLEAN DEFAULT FALSE,
ext ensi ons [0] IMPLICIT Extensions OPTI ONAL  }
Messagel nprint ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier,
hashedMessage OCTET STRING }
TSAPol i cyld ::= OBJECT | DENTI FI ER
--2.4.2
Ti meSt anpResp :: = SEQUENCE ({
status PKI St at usl nf o,
ti meSt anpToken Ti meSt anpToken OPTI ONAL 1}
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-- The status is based on the definition of status
-- in section 3.2.3 of [RFC2510]

PKI St atusl nfo ::= SEQUENCE {
st at us PKI St at us,
statusString PKIFreeText OPTI ONAL,
faillnfo PKI Fai l urelnfo OPTI ONAL }
PKI Status ::= | NTEGER {
grant ed (0),

-- when the PKI Status contains the value zero a Ti neStanpToken, as
requested, is present.

gr ant edW t hivbds (1),

-- when the PKI Status contains the val ue one a Ti neStanmpToken,
with nodifications, is present.

rejection (2),

wai ting (3),

revocat i onVWar ni ng (4),

-- this message contains a warning that a revocation is
-- i nm nent

revocationNotification (5)
-- notification that a revocation has occurred }

-- When the TineStanmpToken i s not present
-- faillnfo indicates the reason why the
-- time-stanp request was rejected and
-- may be one of the foll ow ng val ues.

PKI Fai lurelnfo ::= BIT STRI NG {
badAl g (0),
-- unrecogni zed or unsupported Al gorithmldentifier
badRequest (2),
-- transaction not permtted or supported
badDat aFor mat (5),

-- the data submtted has the wrong fornat
ti meNot Avai | abl e (14),
-- the TSA's time source is not avail able
unaccept edPol i cy (15),
-- the requested TSA policy is not supported by the TSA
unaccept edExt ensi on (16),
-- the requested extension is not supported by the TSA
addl nf oNot Avai | abl e (17)
-- the additional information requested could not be understood
-- or is not available
systenfail ure (25)
-- the request cannot be handl ed due to systemfailure }

Ti meSt anpToken ::= ContentInfo
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-- content Type is id-signedData as defined in [ CV5]
-- content is SignedData as defined in([CV5])

-- eContent Type within SignedData is id-ct-TSTInfo
-- eContent within SignedData is TSTInfo

TSTInfo ::= SEQUENCE ({
ver sion I NTEGER { v1(1) },
policy TSAPol i cyl d,
messagel npri nt Messagel npri nt,
-- MJST have the same value as the sinilar field in
-- Ti meSt anpReq
seri al Nunber | NTEGER,

-- Time-Stanpi ng users MJST be ready to accommodate integers
-- up to 160 bits.

genTi me Gener al i zedTi e,
accuracy Accur acy OPTI ONAL,
ordering BOOLEAN DEFAULT FALSE,
nonce I NTEGER OPTI ONAL,
-- MJST be present if the sinmilar field was present
-- in TimeStanpReq. |In that case it MJST have the sane val ue.
tsa [ 0] Ceneral Nane OPTI ONAL,
ext ensi ons [1] IMPLICIT Extensions OPTI ONAL }
Accuracy ::= SEQUENCE ({
seconds | NTEGER OPTI ONAL,
mllis [0] INTEGER (1..999) OPTI ONAL,
m cros [1] INTEGER (1..999) OPTIONAL }

END
APPENDI X D: Access descriptors for Tine-Stanping.

[ This annex describes an extension based on the SI A extension that
will be defined in the "son-of - RFC2459". Since at the tine of
publication of this docunment, "son-of-RFC2459" is not yet avail abl e,
its description is placed in an informative annex. The contents of
this annex will eventually becone incorporated into the son-of-
RFC2459 docunent, at which tinme this annex will no | onger be needed.
A future version of this docunent will likely omt this annex and
refer to son-of -RFC2459 directly.]

A TSA's certificate MAY contain a Subject Information Access (SIA)
ext ensi on (son of RFC2459) in order to convey the method of
contacting the TSA. The accessMethod field in this extension MJST
contain the O D id-ad-tinestanping:

The followi ng object identifier identifies the access descriptors for
ti me- St anpi ng.
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i d-ad-timeStanpi ng OBJECT | DENTI FIER ::= {iso(1)
i dentified-organization(3) dod(6)
internet (1) security(5) mechanisnms(5) pkix(7)
ad (48) tinestanping (3)}

The val ue of the accessLocation field defines the transport (e.g.,

HTTP) used to access the TSA and may contain other transport
dependent information (e.g., a URL).
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Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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