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1. Introduction

"Credentials" are information that can be used to establish the
identity of an entity, or help that entity comunicate securely.
Credential s include such things as private keys, trusted roots,
tickets, or the private part of a Personal Security Environnment (PSE)
[ RFC2510] - that is, information used in secure comruni cation on the
Internet. Credentials are used to support various |nternet
protocols, e.g., SIMM, |PSec and TLS.
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In sinple nodels, users and other entities (e.g., conputers like
routers) are provided with credentials, and these credentials stay in
one place. However, the nunber, and nore inportantly the nunmber of
different types, of devices that can be used to access the Internet
is increasing. It is now possible to access Internet services and
accounts using desktop conputers, |aptop conputers, wreless phones,
pagers, personal digital assistants (PDAs) and ot her types of
devices. Further, nany users want to access private information and
secure services froma nunber of different devices, and want access
to the same information fromany device. Simlarly credentials my
have to be noved between routers when they are upgraded.

Thi s docunent identifies a set of requirements for credential
mobility. The Wrking G oup will al so produce conpani on docunents,
whi ch describe a framework for secure credential mobility, and a set
of protocols for acconplishing this goal

The key words "MJST", "REQUI RED', "SHOULD', "RECOMVENDED', and " MAY'
in this docunent are to be interpreted as described in [RFC2119].

1.1 Background and Motivation

In sinple nodels of Internet use, users and other entities are
provided with credentials, and these credentials stay in one place.
For exanple, Mm generates a public and private key on her desktop
comput er, provides the public key to a Certification Authority (CA)
to be included in a certificate, and keeps the private key on her
conputer. It never has to be noved

However, Mm nmay want to able to send signed e-nmail nessages from
her desktop conputer when she is in the office, and from her |aptop
comput er when she is on the road, and she does not want nessage
recipients to know the difference. 1In order to do this, she nust
sonehow make her private key available on both devices - that is,
that credential nmust be noved.

Simlarly, WIIl may want to retrieve and read encrypted e-mail from
either his wirel ess phone or fromhis two-way pager. He wants to use
whi chever device he has with himat the nonent, and does not want to
be deni ed access to his mail or to be unable to decrypt inportant
nmessages sinply because he has the wong device. Thus, he nust be
abl e to have the sane private key avail abl e on both devices.

The followi ng scenario relating to routers has al so been of fered:
"Once upon a time, a router generated a keypair. The administrators
transferred the public key of that router to a |l ot of other (peer)
routers and used that router to encrypt traffic to the other routers.
And this was good for many years. Then one day, the network
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adm nistrators found that this particular little router couldn't
handl e an OC-192. So they trashed it and replaced it with a really
big router. Wile they were there, the craft workers inserted a
smart card into the router and logged into the router. They gave the
appropri ate commands and entered the correct answers and so the
credentials (keypair) were transferred to the new, big router

Al ternatively, the craft people could have | ogged into the router,
given it a mnimal configuration and transferred the credentials from
a credential server to the router. They had to performthe correct

i ncantations and authentications for the transfer to be successful

In this way, the identity of the router was noved froman old router
to a new one. The admi nistrators were glad that they didn't have to
edit the configurations of all of the peer routers as well."

It is generally accepted that the private key in these exanpl es nust
be transferred securely. 1In the first exanple, the private key
shoul d not be exposed to anyone other than Mm herself (and ideally,
it would not be directly exposed to her). Furthernore, it nust be
transferred correctly. It nust be transferred to the proper devi ce,
and it must not be corrupted - inproperly nodified - during transfer.

Maki ng credentials securely available (in an interoperable fashion)

wi Il provide substantial value to network owners, adm nistrators, and
end users. The intent is that this value be provided |argely

i ndependent of the hardware device used to access the secure
credential and the type of storage nediumto which the secure
credential is witten. Different credential storage devices, (e.g.,
desktop or laptop PC conputer nenory, a 3.5 inch flexible diskette, a
hard disk file, a cell phone, a smart card, etc.) will have very
different security characteristics and, often very different protoco
handl i ng capabilities. Using SACRED protocols, users will be able to
securely nove their credentials between different |ocations,

different Internet devices, and different storage nedi a as needed.

In the renmai nder of this docunent we present a set of requirenents
for the secure transfer of software-based credentials.

1.2 Working Goup Organization and Docunents

The SACRED Working Group is working on the standardi zati on of a set
of protocols for securely transferring credentials anong devices. A
general framework is being devel oped that will give an abstract
definition of protocols which can neet the credential-transfer
requirenents. This framework will allow for the devel opment of a set
of protocols, which may vary from one another in sone respects.
Specific protocols that conformto the framework can then be

devel oped.
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Wrk is being done on a number of documents. This docunent
identifies the requirenents for the general framework, as well as the
requirenents for specific protocols. Another docunment wll describe
the protocol framework. Still others will define the protocols

t hensel ves.

1.3 Structure of This Document

Section 1 of this document provides an introduction to the probl em
bei ng solved by this working group. Section 2 describes requirenents
on the framework. Section 3 identifies the overall requirenents for
secure credential -transfer protocols, and separate requirenents for
two different classes of solutions. Section 4 identifies Security
Consi derations. Appendi x A describes the relationship of the SACRED
solutions and credential -mobility solutions involving hardware
conponents such as smart cards. Appendix B contains sone additiona
scenari os which were consi dered when devel opi ng the requirenents.

2. Framewor k Requirenents

Thi s section describes requirenents that the SACRED framework has to
nmeet, as opposed to requirenents that are to be net by a specific
protocol that uses the franmework

2.1 Credential Server and Direct sol utions

There are at least two different ways to solve the problem of secure
credential transfer between devices. One class of solutions uses a
"credential server" as an internedi ate node, and the other class
provi des direct transfer between devi ces.

A "credential server" can be likened to a server that sits in front
of a repository where credentials can be securely stored for |ater
retrieval. The credential server is active in the protocol, that is,
it inplenments security enforcing functionality.

To transfer credentials securely fromone end device to another is a
straightforward two-step process. Users can have their credentials
securely "upl oaded” from one device, e.g., a wireless phone, to the
credential server. They can be stored on the credential server, and
"downl oaded" when needed using another device; e.g., a two-way pager

Sone advant ages of a credential server approach conpared to
credential transfer are:
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1. It provides a conceptually clean and straightforward approach
For all end devices, there is one protocol, with a set of actions
defined to transfer credentials fromthe device to the server, and
anot her set of actions defined to transfer credentials fromthe
server to the device. Furthernore, this protocol involves clients
(the devices) and a server (the credential server), |like many
other Internet protocols; thus, the design of this protocol is
likely to be famliar to nost people fanmiliar with nost other
I nternet protocols.

2. It provides for a place where credentials can be securely stored
for arbitrary lengths of time. Gven a reasonable-quality server
operating under generally accepted practices, it is unlikely the
credentials will be permanently |ost due to a hardware failure.
This contrasts with systens where credentials are only stored on
end devices, in which a failure of or the |oss of the device could
mean that the credentials are | ost forever

3. The credential server nmay be able to enforce a uniformsecurity
policy regarding credential handling. This is particularly the
case where credentials are issued by an organization for its own
pur poses, and are not "created" by the end user, and so nust be
governed by the policies of the issuer, not the user

However, the credential server approach has sonme potenti al
di sadvant ages, too:

1. It mght be sonmewhat expensive to maintain and run the credentia
server, particularly if there are stringent requirenents on
availability and reliability of the server. This is particularly
true for servers which are used for a |l arge comunity of users.
When the credential server is intended for a small community, the
compl exity and cost woul d be ruch |ess.

2. The credential server may have to be "trusted" in sone sense and
al so introduces a point of potential vulnerability. (See the
Security Considerations section for sone of the issues.) Good
protocol and systemdesign will limt the vulnerability that
exists at the credential server, but at a mninmm soneone wth
access to the credential server will be able to delete credentials
and t hus deny the SACRED service to system users.

Thus, some users may prefer a different class of solution, in which
credentials are transferred directly from one device to another
(i.e., having no internediary el enent that processes or has any
under st andi ng of the credentials).
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For exanpl e, consider the case where Mm sends a nessage from her

Wi rel ess phone containing the credentials in question, and retrieves
it using her two-way pager. |In getting fromone place to another,
the bits of the nessage cross the wirel ess phone network to a base
station. These bits are likely transferred over the wired phone
network to a nmessage server run by the wirel ess phone operator, and
are transferred fromthere over the Internet to a nessage server run
by the pagi ng operator. Fromthe paging operator they are
transferred to a base station and then finally to Mm’s pager
Certainly, there are devices other than the original wireless phone
and ultimte pager that are involved in the credential transfer, in
the sense that they transmt bits fromone place to another

However, to all devices except the pager and the wirel ess phone, what
is being transferred is an un-interpreted and unprocessed set of
bits. No security-related decisions are nade, and no actions are
taken based on the fact that this nessage contains credentials, at
any of the internediate nodes. They exist sinply to forward bits.
Thus, we consider this to be a "direct" transfer of credentials.

Solutions involving the direct transfer of credentials from one
device to another are potentially somewhat nore conplex than the
credenti al -server approach, owing to the | arge nunber of different
devices and formats that nay have to be supported. Conplexity is
al so added due to the fact that each device may in turn have to
exhi bit the behavior of both a client and a server

We believe that both cl asses of solutions are useful in certain

envi ronnents, and thus that the SACRED framework will have to define
solutions for both. The extent to which elenents of the above
solutions overlap remains to be determ ned.

This all leads to our first set of requirenents:

F1. The framework MUST support both "credential server" and
"direct" solutions.

F2. The "credential server" and "direct" solutions SHOULD use the

same technol ogy as far as possible.
2.2 User authentication

There is a wi de range of depl oynent options for credential nobility
solutions. |In many of these cases, it is useful to be able to re-use
an existing user authentication schenme, for exanple where passwords
have previously been established, it may be nore secure to re-use
these than try to manage a whol e new set of passwords. Different
devices may also limt the types of user authentication schene that
are possible, e.g., not all nobile devices are practically capabl e of
carrying out asymmetric cryptography.
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F3. The framework MUST allow for protocols which support different
user authentication schenes

2.3 Credential Formats

Today there is no single standard format for credentials and
this is not likely to change in the near future. There are a
nunber of fairly wi dely deployed formats, e.g., [PGP],

[ PKCS#12] that have to be supported. This means that the
framework has to allow for protocols supporting any credentia
format.

F4. The details of the actual credential type or format MJST be
opaque to the protocol, though not to processing within the
protocol’s peers. The protocol MJST NOT depend on the interna
structure of any credential type or fornat.

2.4 Transport |ssues

Different devices allow for different transport |ayer possibilities,
e.g., current WAP 1.x devices do not support TCP. For this reason
the framework has to be transport "agnostic".

F5. The framework MUST al |l ow use of different transports.
3. Protocol Requirenents

In this section, we identify the requirenents for secure credential -
transfer solutions. W will begin by listing a set of rel evant

vul nerabilities and the requirenents that nust be net by al
solutions. Then we identify additional requirenments that nust be net
by solutions involving a credential server, followed by additiona
requi renents that mnmust be met by solutions involving direct transfer
of credentials.

3.1 Wlnerabilities

This section lists the vulnerabilities against which a SACRED

prot ocol SHOULD offer protection. Any protocol claimng to nmeet the
requirenents listed in this document MJUST explicitly indicate how (or
whether) it offers protection for each of these vulnerabilities.

V1. A passive attacker can watch all packets on the network and
|ater carry out a dictionary attack.
V2. An attacker can attenpt to masquerade as a credential server

in an attenpt to get a client to reveal information on |ine
that allows for a later dictionary attack.
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V3. An attacker can attenpt to get a client to decrypt a chosen
"ciphertext” and get the client to nake use of the resulting
pl ai ntext - the attacker may then be able to carry out a
dictionary attack (e.g., if the plaintext resulting from
"decryption" of a randomstring is used as a DSA private
key) .

V4. An attacker could overwite a repository entry so that when
a user subsequently uses what they think is a good
credential, they expose information about their password
(and hence the "real" credential).

V5. An attacker can copy a credential server’'s repository and
carry out a dictionary attack.
V6. An attacker can attenpt to nasquerade as a client in an

attenpt to get a server to reveal information that allows
for a later dictionary attack

V7. An attacker can persuade a server that a successful login
has occurred, even if it hasn't.

V8. (Upl oad) An attacker can overwite soneone else’'s
credentials on the server

V9. (When usi ng password-based aut hentication) An attacker can
force a password change to a known (or "weak") password

V10. An attacker can attenpt a man-in-the-mddle attack for lots

V11. User enters password instead of nane.

V12. An attacker could attenpt various denial -of-service attacks.

3.2 General Protocol Requirements

Looki ng again at the exanples described in Section 1.1, we can
readily see that there are a nunber of requirenents that nust apply
to the transfer of credentials if the ultimte goal of supporting the
Internet security protocols (e.g., TLS, IPSec, SSMME) is to be net.
For exanple, the credentials nmust remain confidential at all tinmes;

it is unacceptable for nodes other than the end-user’s device(s) to
see the credentials in any readable, cleartext form

These, then, are the requirements that apply to all secure
credential -transfer sol utions:

Gl. Credential transfer both to and from a device MIST be
support ed.

. Credentials MJUST NOT be forced by the protocol to be present
in cleartext at any device other than the end user’s.

G3. The protocol SHOULD ensure that all transferred credentials
be authenticated in sone way (e.g., digitally signed or
MAC- ed) .

4. The protocol MJST support a range of cryptographic

al gorithms, including symetric and asymetric al gorithms,
hash al gorithmnms, and MAC al gorithns.
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The protocol MJST all ow the use of various credential types
and formats (e.g., X 509, PGP, PKCS12, ...).

One mandatory to support credential format MJUST be defi ned.
One nmandatory to support user authentication schene MJIST be
def i ned.

The protocol MAY allow credentials to be |abeled with a text
handl e, (outside the credential), to allow the end user to
sel ect anongst a set of credentials or to name a particul ar
credenti al .

Ful | 118N support is REQUI RED (via UTF8 support) [RFC2277].
It is desirable that the protocol be able to support
privacy, that is, anonynmity for the client.

Transferred credentials MAY incorporate timng information,
for exanple a "time to live" value determ ning the maxi mum
time for which the credential is to be usable follow ng
transf er/downl oad.

3.3 Requirenments for Credential Server-based sol utions

The followi ng requirements assume that there is a credential server
fromwhich credentials are downl oaded to the end user device, and to
whi ch credentials are uploaded froman end user devi ce.

S1.

S2.

S3.

S4.

S5.

S6.

S7.

S9.

Credential downloads (to an end user) and upload (to the
credential server) MJIST be support ed.

Credentials MIUST only be downl oadabl e fol |l owi ng user

aut hentication or el se only downl oaded in a format that
requires conpletion of user authentication for deciphering.
It MJST be possible to ensure the authenticity of a
credential during upl oad.

Different end user devices MAY be used to

downl oad/ upl oad/ manage the same set of credentials.
Credential servers SHOULD be authenticated to the user for
al | operations except downl oad. Note: This requirenent can
be ignored if the credential format itself is strongly
protected, as there is no risk (other than user confusion)
from an unaut henticated credential server

It SHOULD be possible to authenticate the credential server
to the user as part of a downl oad operation

The user SHOULD only have to enter a single secret value in
order to downl oad and use a credenti al

Sharing of secrets across nmultiple servers MAY be possi bl e,
so that penetration of sone servers does not expose the
private parts of a credential ("mfromn" operation).

The protocol MAY support "away-from hone" operation, where
the user enters both a nanme and a domain (e.g.

Roam ngSt ephen@al ti nore.ie) and the donain can be used in
order to locate the user’s credential server
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S10. The protocol MJST provide operations allow ng users to
manage their credentials stored on the credential server,
e.g., toretrieve alist of their credentials stored on a
server; add credentials to the server; delete credentials
fromthe server.

Si1. Client-initiated authentication information (e.g., password)
change MJST be support ed.

S12. The user SHOULD be able to retrieve a list of
accesses/changes to their credential s.

S13. The protocol MJST support user self-enrollnment. One

scenario calling for this is where a previously unknown user
upl oads his credential w thout requiring nanual operator
i ntervention.

S14. The protocol MJST NOT prevent bulk initializing of a
credential server’s repository.
S15. The protocol SHOULD require mnimal client configuration

3.4 Requirenents for Direct-Transfer Sol utions

The full set of requirements for this case has not been el uci dated,
and this list is therefore provisional. An additional requirements
docunent (or a nodification of this one) will be required prior to
progressi on of a direct-transfer protocol.

The followi ng requirenments apply to solutions supporting the "direct"
transfer of credentials fromone device to another. (See Section 2
for the note on the meaning of "direct” in this case.)

D1. It SHOULD be possible for the receiving device to authenticate
that the credential package indeed cane fromthe purported
sendi ng devi ce.

D2. In order for a sender to know that a credential has been
received by a recipient, it SHOULD be possible for the
recei ving device to send an acknow edgnent of credentia
recei pt back to the sending device, and for the sending device
to authenticate this acknow edgnent.

4. Security Considerations
4.1 Hardware vs. Software

Mobil e credentials will never be as secure as a "pure" hardware-based
sol ution, because of potential attacks through the operating system
of the end-user device. However, an acceptable |evel of security may
be acconplished through some sinple neans. In fact the |evel of
security nmay be inproved (conpared to password encrypted files)

t hrough the use of SACRED protocols.
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The platforms to which credentials are downl oaded usual ly cannot be
regarded as tanper-resistant, and it therefore is not too hard to
anal yze contents of their nmenmories. Further, storage of private
keys, even if they are encrypted, on a credential server, wll be
unacceptable in some environnents. Lastly, replacenent of installed
or downl oaded SACRED client software with a Trojan horse program wil |l
al ways be possible, such a programcould enmanil the usernane and
password to the program s author.

4.2 Auditing

Al t hough out of scope of the SACRED protocol devel oprent work,
i mpl ement ations should carefully audit events that nay be security

relevant. |In particular credential server inplenmentations should
audit all operations and should include information about the tine
and source (e.g., |P address) of the operation, the clained identity

of the client (possibly nmasked - see below), the type and result of
the operation and possibly other operation specific information.

I mpl ement ati ons should al so take care not to include security
sensitive information in the audit trail, especially not sensitive
aut henti cation i nformation.

It may be sensible to mask the clained identity in sonme way in order
to ensure that even if a user enters her password in a "usernanme"
field, that that information is not in clear in the audit trail
regardl ess of whether or not it was received in clear.

Sim | ar nmechani sns whi ch shoul d be supported, but which are out of
scope of protocol devel opnent include alerts and account |ocking, in
particular follow ng repeated authentication failures.

4.3 Def ense agai nst attacks

Credential servers are major targets. Soneone who can successfully
attack a credential server mght be able to gain access to the
credentials of a number of users, unless those credentials are
sufficiently protected (e.g., encrypted sufficiently that they cannot
be read or used by someone who gains access to them. Attackers

m ght also be able to substitute credentials of users, to carry out
other systemattacks (e.g., an attacker could provide a user with a
"trusted root" credential that the attacker controls, which would
|later allow the attacker to have sone other certificate accepted by
the user counter to policy).

In addition, a credential server is a major target for denial of
service attacks. Ensuring that a credential server is unavailable to
legitimate users can be of great assistance to attackers. Users who
were not able to retrieve needed credentials mght be forced to
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operate insecurely, or not operate at all. Credential servers are
especially vul nerable to denial of service attacks if they do | ots of
expensi ve cryptographic operations - it mght not take very many
operations for the attacker to bring service to an unacceptabl e

| evel .

Thus, great care should be taken in designing systens that use
credential servers to protect against these attacks.
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Appendi x A: A note on SACRED vs. hardware support.

One way of acconplishing many of the goals of the SACRED W is to put
the credentials on hardware tokens - e.g., smart cards, PCMClI A cards,
or other devices. There are a nunber of types of hardware tokens
today that provide secure storage for sensitive information, sone
degree of authentication, and interfaces to a nunber of types of

wi rel ess and ot her devices. Thus, in the second exanple from section
1.1, WII could sinply put his private key on a smart card, always
take the smart card with him and be assured that whichever device he
uses to retrieve his e-mail, he will have all of the infornation
necessary to decrypt and read nessages.

However, hardware tokens are not appropriate for every environnent.
They cost nore than software-only solutions, and the additiona
security they provide nay or may not be worth the increnental cost.
Not all devices have interfaces for the sane hardware tokens. And
har dwar e tokens are subject to different failure nmodes than typica
computers - it is not at all unusual for a smart card to be lost or
stolen; or for a PCMCI A card to physically break

Thus, it is appropriate to devel op conpl enmentary software-based
solution that allows credentials to be nmoved fromone device to

anot her, and provides a |evel of security sufficient for its
environments. Wile we recognize that the | evel of security provided
by a software solution may not be as high as that provided by the

har dwar e sol uti ons di scussed above, and sone organi zati ons may not
consider it sufficient at all, we believe that a worthwhile solution
can be devel oped.

Fi nal Iy, SACRED protocols can al so conpl enent hardware credentia
solutions by providing standard nechani sns for the update of
credentials which are stored on the hardware device. Today, this
often requires returning (with) the device to an admnistrative
centre, which is often inconvenient and nmay be costly. SACRED
protocol s provide a way to update and nanage credentials stored on
har dwar e devi ces wi thout requiring such physical presence.

Appendi x B: Additional Use Cases
Thi s appendi x descri bes sone additional use cases for SACRED

protocols. SACRED protocols are NOT REQUI RED to support all these
use cases, that is, this text is purely informative.
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B. 1 Home/ Wor k Desktop Conput er
Scenari o Overvi ew

A university utilizing a PKI for various applications and services
on-canpus is likely to find that many of its users would like to nmake
use of the same PKI-enabl ed services and applications on conputers

|l ocated in their residence. These home conputers may be owned either
by the university or by the individual but are permanently |ocated at
the residence as opposed to | aptop systens that nmay be taken hone.
The usage depicted in this scenario may be notivated by fornal

tel econmuting arrangenents or sinply by the need to catch up on work
fromhonme in the evenings. The basic scenario should apply equally
well to the comrercial, health care, and hi gher education

envi ronment s.

Assunpt i ons

Thi s scenario assunmes that the institution has not inplenented a
har dwar e t oken-based PKI nobility sol ution

The hone conputer has a dial-up as opposed to a pernanent network
connecti on.

The PKI applications, whenever practical, should be functional in
both on-line and off-1ine nodes. For exanple, the home user signing
an emai|l nessage to be queued for later bulk sending and the readi ng
of a received encrypted nessage may be supported off-line while
conposi ng and queui ng of an encrypted nmessage m ght not be supported
in off-l1ine node.

Applications using digital signatures may require "non-repudiation"

The institution prefers that the user be identified via a single
certificate / key-pair fromall conputers used by the individual

The hone conputer system can not be directly supported by the
institution's IT staff. Hardware, operating system versions, and
operating systemconfigurations will vary widely. Significant
software installation or specialized configurations will be difficult
to inplenent.

Uni queness of Scenario
vThe PKI mobility support needed for this scenario is, in general,

simlar to the other nmobility scenarios. However, it does have
several uni que aspects:
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1. The home-user scenario differs fromthe general public workstation
case in that it provides the opportunity to permanently store the
user’s certificate and key-pair on the workstation

2. Likewi se the appropriate CA certificates and even certificates for
ot her users can be pernanently stored or cached on the hone
wor kst ati on.

3. Another key difference is the need to support off-line use of the
PKI credentials given the assuned dial -up network connection

4. The level of hardware and software platform consistency (operating
system versions and configurations) will vary w dely.

5. Finally, the level of available technical support is significantly
| ess for hone systens than for equival ent systens nmanaged by the
IT staff at the office |ocation.

B.2 Public Lab / On-canpus Shared Wrkstation
Scenario Overvi ew

Many col | eges and universities operate |abs full of computer systens
that are available for use by the general student population. These
computers are typically configured with identical hardware and an
operating systembuild that is replicated to all of the systens in
the lab. Many typical configurations provide no permanent storage of
any type while others nmay offer individual disk space for persona
files on a central server. Some schene is generally used to ensure
that the configuration of the operating systemis preserved across
users and that tenporary files created by one user are renoved before
the next user logs in. Students generally sit down at the next
avai l abl e workstation wi thout any clear pattern of usage.

The sane basic technical solutions used to operate public |abs are
often al so used in general environnments where several people share a
single workstation. This is often found in locations with shift work
such as nedical facilities and service bureaus that provide services
to nultiple time zones.

Assunpti ons

1. This scenario assunes that the institution has not inplenmented a
har dwar e t oken-based PKI nobility sol ution.

2. The conputer systens are permanently networked with LAN
connecti ons.
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3. The configuration of the conputer systemis centrally maintained
and custom zations are relatively easy to inplenment. For exanple
it would be easy to |oad enterprise root certificates, LDAP server
configurations, specialized software, and any other needed
conponents of the PKI on to the workstations.

4. Applications using digital signatures may require "non-
repudi ati on" in some of the anticipated environments. Exanples of
this mght include honmework submission in a public | ab environnent
or medical records in a health care environment.

5. The institution prefers that the user be identified via a single
certificate / key-pair fromall conputers used by the individual

6. Many anticipated inplenentations of this scenario will not
i npl ement any user authentication at the desktop operating system
| evel. Instead, user authentication will occur at during the
startup of networked applications such as enail, web-based
services, etc. Login at the desktop level may be with generic
user nanes that are nore targeted at matching printouts to
machi nes than identifying users.

7. Users, with alnost ridiculous frequency, will walk away froma
system forgetting to first |ogout from running authenticated
appl i cations.

Uni queness of Scenario

The PKI nobility support needed for this scenario is, in general,
simlar to the other nmobility scenarios. However, it does have
several unique aspects:

1. Unlike situations with personal workstations, there is no
per manent storage available to hold user key pairs and
certificates.

2. Appropriate CA certificates and custom software are easily added
and mai ntai ned for these types of shared systens.

3. The workstations are installed in public |ocations and users wl|

frequently forget to close applications before permanently wal ki ng
away fromthe workstation.
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B.3 Public Kiosk Mbility
Overvi ew

Thi s scenario describes the needs of the travel er or the shopper

This person is traveling light (no conputer) or is burdened with
everything but a conmputer. |t recognizes the increasing availability
of Internet access points in public spaces, such as libraries,

ai rports, shopping malls, and "cyber cafes".

The Need

In our increasingly nobile society, the chances of needing

i nformati on when away fromthe normal conputing place are great. One
may need to | ook up a tel ephone nunmber. Have you tried to find a
phone book at a public phone lately? It nay becone necessary to use
a data device to find the next place to rush to. Wth the
proliferation of wireless devices (electronic | eashes), others have
the ability to create a need for quick access to electronic
information. A pager can generate a need to check the email inbox or
address book. A cell phone can drive you to your database to answer
a pressing question.

The ability to quickly access sensitive or protected information or
services frompublicly avail abl e devices will only becone nore
necessary as we becone nore and nore "connected"

The Device

The access device is nore a function of the best discount or
mar keting effort than of design. Any nunber of hardware platforns
wi || be encountered.

Si nce these devices are open to the public I/O ports are not likely
to be. In order to protect the device and its imredi ate network
environment, nost devices will be in sone sort of protective
container. Access to serial, parallel, USB, firewire, SCSI, or
PCMCI A connections will not be possible. Likew se floppy, zip, or CD
drives. Therefore, any software "token" mnust be obtained fromthe
network itself.

The Concer ns
1. Getting the "token". Since it will be necessary to obtain the

token (key, certificate, credential) fromacross the network. How
can it be protected during transit?
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2. VWere did you get it? One of the primary controls in PKI is
protection of the private key. Placing the key on a host that is
accessible froma public network nmeans that there is an inherent
exposure fromthat network. The access controls and other
security neasures on the host nachine are an area of concern

3. How did you get it? Wen you obtained the token fromthe server,
how did it know that you are you? Authentication becones
critical

4. \What happens to the token when you | eave? You' ve checked your
mai |, downl oaded a recipe fromthat super-secure recipe server
found out howto get to the adult beverage store for the... uh..
accessories... for the nmeal, and you're off! Is your token? O
is it still sitting there on the public kiosk waiting for those
youngsters com ng out of the nusic store to notice and cruise the
i nformati on hi ghway on your ticket?
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I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Arsenault & Farrell I nf or mat i onal [ Page 20]






