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Abst ract
Thi s docunent nakes performance-rel ated recommendati ons for users of
network paths that traverse "very low bit-rate" |inks.
"Very low bit-rate” inplies "slower than we would like". This

recomendati on may be useful in any network where hosts can saturate
avai | abl e bandwi dth, but the design space for this recomendation
explicitly includes connections that traverse 56 Kb/second nbdem
links or 4.8 Kb/second wireless access links - both of which are

wi del y depl oyed

Thi s docunent di scusses general - purpose nechani sns. Were
application-specific mechani sns can outperformthe rel evant general -
pur pose nmechani sm we point this out and expl ai n why.

Thi s docunent has some reconmendations in common with RFC 2689,
"Providing integrated services over lowbitrate |inks", especially in
areas |i ke header conpression. This docunent focuses nore on
traditional data applications for which "best-effort delivery" is
appropri at e.
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1.0 I ntroduction

The Internet protocol stack was designed to operate in a w de range
of link speeds, and has net this design goal with only a linited
nunber of enhancenents (for exanple, the use of TCP w ndow scaling as
described in "TCP Extensions for Hi gh Performance" [RFC1323] for
very- hi gh- bandwi dt h connecti ons).

Pre-World Wde Wb application protocols tended to be either
interactive applications sending very little data (e.g., Telnet) or
bul k transfer applications that did not require interactive response
(e.g., File Transfer Protocol, Network News). The Wrld Wde Wb has
given us traffic that is both interactive and often "bul ky",

i ncludi ng i mages, sound, and video.

The World Wde Wb has al so popul arized the Internet, so that there
is significant interest in accessing the Internet over |ink speeds

that are much "slower" than typical office network speeds. |In fact,
a significant proportion of the current Internet users is connected
to the Internet over a relatively slowlast-hop link. In future, the

nunber of such users is likely to increase rapidly as various nobile
devices are foreseen to to be attached to the Internet over slow
wi rel ess |inks.

In order to provide the best interactive response for these "bul ky"

transfers, inplenentors may wish to mninmze the nunber of bits
actually transmtted over these "slow' connections. There are two
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areas that can be considered - conpressing the bits that make up the
over head associated with the connection, and conpressing the bits
that make up the payl oad being transported over the connection

In addition, inplenentors nay wi sh to consider TCP receive w ndow
settings and queui ng nmechani sms as techniques to inprove performance
over |l owspeed links. Wile these techniques do not involve protoco
changes, they are included in this docunment for conpleteness.

2.0 Description of Optimzations

Thi s section describes optim zations which have been suggested for
use in situations where hosts can saturate their links. The next
section sunmari zes recomendati ons about the use of these

optim zati ons.

2.1 Header Conpression Alternatives

Mechani sns for TCP and | P header conpression defined in [ RFC1144,
RFC2507, RFC2508, RFC2509, RFC3095] provide the follow ng benefits:

- Inprove interactive response tine

- Decrease header overhead (for a typical dialup MU of 296
bytes, the overhead of TCP/IP headers can decrease from about
13 percent with typical 40-byte headers to 1-1.5 percent with
with 3-5 byte conpressed headers, for nmpbst packets). This
enabl es use of small packets for delay-sensitive |ow data-rate
traffic and good line efficiency for bulk data even with snall
segnment sizes (for reasons to use a small MIU on sl ow |inks,
see section 2.3)

- Mny slow links today are wireless and tend to be significantly
| ossy. Header conpression reduces packet |oss rate over |ossy
links (sinply because shorter transm ssion tinmes expose packets
to fewer events that cause |o0ss).

[ RFC1144] header compression is a Proposed Standard for TCP Header
conmpression that is widely deployed. Unfortunately it is vulnerable
on lossy links, because even a single bit error results in |oss of
synchroni zati on between the conpressor and deconpressor. It uses TCP
timeouts to detect a | oss of such synchronization, but these errors
result in loss of data (up to a full TCP wi ndow), delay of a ful

RTO, and unnecessary slowstart.
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A nore recent header conpression proposal [RFC2507] includes an
explicit request for retransm ssion of an unconpressed packet to

al | ow resynchroni zati on without waiting for a TCP tinmeout (and
executing congestion avoi dance procedures). This works nuch better
on links with | ossy characteristics.

The above schene ceases to performwell under conditions as extremne
as those of many cellular links (error conditions of le-3 or le-2 and
round trip times over 100 ms.). For these cases, the ’'Robust Header
Conpressi on’ working group has devel oped ROHC [ RFC3095]. Extensions
of ROHC to support conpression of TCP headers are al so under

devel opment .

[ RFC1323] defines a "TCP Ti mestamp" option, used to prevent

"wr appi ng" of the TCP sequence numnber space on hi gh-speed |inks, and
to inprove TCP RTT estimates by providi ng unanbi guous TCP roundtrip
timngs. Use of TCP tinestanps prevents header conpression, because
the tinestanps are sent as TCP options. This neans that each

ti mest anped header has TCP options that differ fromthe previous
header, and headers with changed TCP options are always sent
unconpressed. In addition, tinestanps do not seemto have nuch of an
i mpact on RTO estimation [ Al Pa99].

Nevert hel ess, the ROHC working group i s devel opi ng schenes to
conmpress TCP headers, including options such as tinestanps and
sel ecti ve acknow edgenents.

Recomendati on: | npl enent [ RFC2507], in particular as it relates to

| Pv4 tunnels and M ninmal Encapsul ation for Mbile IP, as well as TCP
header conpression for lossy links and |inks that reorder packets.
PPP capabl e devices should inplement "IP Header Conpression over PPP"
[ RFC2509]. Robust Header Conpression [RFC3095] is reconmended for
extrenmely slow links with very high error rates (see above), but

i mpl ementors should judge if its conplexity is justified (perhaps by
the cost of the radio frequency resources).

[ RFC1144] header conpression should only be enabl ed when operating
over reliable "slow' links.

Use of TCP Tinestanps [RFCL323] is not recommended with these
connections, because it conplicates header conpression. Even though
t he Robust Header Conpression (ROHC) working group is devel opi ng
specifications to remedy this, those mechanisnms are not yet fully
devel oped nor depl oyed, and may not be generally justifiable.

Furt hernore, connections traversing "slow' links do not require
protection agai nst TCP sequence- nunber w appi ng.
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2.2 Payl oad Conpression Alternatives

Conpression of |IP payloads is also desirable on "slow' network |inks.
"I P Payl oad Conpression Protocol (IPConp)" [RFC2393] defines a
framewor k where comon conpression algorithns can be applied to
arbitrary | P segnment payl oads

| P payl oad conpression is sonething of a niche optimzation. It is
necessary because I P-level security converts |IP payl oads to random
bit streans, defeating comonly-depl oyed |ink-1layer conpression
mechani snms whi ch are faced with payl oads that have no redundant
"informati on" that can be nore conpactly represented.

However, many | P payl oads are already compressed (images, audio,

vi deo, "zipped" files being transferred), or are already encrypted
above the I P layer (e.g., SSL [SSL]/TLS [ RFC2246]). These payl oads
will not "conpress" further, limting the benefit of this

optim zation.

For unconpressed HTTP payl oad types, HITP/ 1.1 [ RFC2616] al so incl udes
Cont ent - Encodi ng and Accept - Encodi ng headers, supporting a variety of
conpression algorithns for comobn conpressible MM types |ike
text/plain. This |leaves only the HTTP headers thensel ves

unconpr essed.

In general, application-Ievel compression can often outperform
| PConp, because of the opportunity to use conpression dictionaries
based on know edge of the specific data bei ng conpressed.

Ext ensi ve use of application-level compression techniques will reduce
the need for |PConp, especially for WWVusers.

Recomendati on: |1 PConp may optionally be inpl emented.
2.3 Choosing MU Si zes

There are several points to keep in mind when choosing an MIU for
| ow speed |inks.

First, if a full-length MU occupies a |link for |onger than the

del ayed ACK tineout (typically 200 nmilliseconds, but nay be up to 500
mlliseconds), this timeout will cause an ACK to be generated for
every segnent, rather than every second segnent, as occurs wth nost

i mpl ement ati ons of the TCP del ayed ACK al gorithm
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Second, "relatively large" MIUs, which take human-perceptible amunts
of time to be transmtted into the network, create human-perceptible
delays in other flows using the sanme |link. [RFCL144] considers
100-200 nmillisecond delays as human-percepti ble. The convention of
choosi ng 296-byte MIUs (with header conpression enabl ed) for dialup
access is a conpromise that limts the maxi mum|link occupancy del ay
with full-length MIUs close to 200 nmilliseconds on 9.6 Kb/second
I'inks.

Third, on last-hop links using a larger link MU size, and therefore
| arger MSS, would allow a TCP sender to increase its congestion

wi ndow faster in bytes than when using a snaller MIU size (and a
smal ler MSS). However, with a smaller MU size, and a snaller MS
size, the congestion w ndow, when neasured in segnents, increases
more quickly than it would with a |arger MSS size. Connections using
smal ler MSS sizes are nore likely to be able to send enough segnents
to generate three duplicate acknow edgenents, triggering fast
retransnmit/fast recovery when packet |osses are encountered. Hence,
a smaller MIU size is useful for slowlinks with |ossy
characteristics.

Fourth, using a smaller MIU size al so decreases the queui ng del ay of
a TCP flow (and thereby RTT) conpared to use of larger MIU size with
the sane nunber of packets in a queue. This neans that a TCP fl ow
using a smaller segnent size and traversing a slowlink is able to
inflate the congestion wi ndow (in nunber of segments) to a | arger
val ue whil e experiencing the same queui ng del ay.

Finally, some networks charge for traffic on a per-packet basis, not

on a per-kilobyte basis. In these cases, connections using a |arger

MIU may be charged | ess than connections transferring the sane nunber
of bytes using a smaller MU

Recomendation: If it is possible to do so, MIUs should be chosen
that do not nonopolize network interfaces for hunan-perceptible
anounts of tinme, and inplenentors should not chose MIUs that will
occupy a network interface for significantly nore than 100-200
mlliseconds.

2.4 Interactions with TCP Congestion Control [RFC2581]

In many cases, TCP connections that traverse slow |inks have the sl ow
link as an "access" link, with higher-speed Iinks in use for nost of
the connection path. One comon configuration m ght be a I aptop
comput er using dialup access to a termnal server (a |last-hop
router), with an HTTP server on a hi gh-speed LAN "behi nd" the

term nal server.
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In this case, the HITP server may be able to place packets on its
directly-attached high-speed LAN at a higher rate than the | ast-hop
router can forward themon the | ow speed |ink. When the |ast-hop
router falls behind, it will be unable to buffer the traffic intended
for the | owspeed link, and will becone a point of congestion and
begin to drop the excess packets. |In particular, several packets may
be dropped in a single transnission wi ndow when initial slow start
overshoots the | ast-hop router buffer.

Al t hough packet loss is occurring, it isn't detected at the TCP
sender until one RTT tine after the router buffer space is exhausted
and the first packet is dropped. This |late congestion signal allows
the congestion window to increase up to double the size it was at the
time the first packet was dropped at the router.

If the link MU is | arge enough to take nore than the del ayed ACK
timeout interval to transnmit a packet, an ACK is sent for every

segnment and the congestion windowis doubled in a single RTT. |If a
smaller link MTUis in use and del ayed ACKs can be utilized, the
congesti on wi ndow i ncreases by a factor of 1.5 in one RTT. |In both

cases the sender continues transmtting packets well beyond the
congestion point of the last-hop router, resulting in nmultiple packet
| osses in a single w ndow.

The sel f-clocking nature of TCP's slow start and congesti on avoi dance

al gorithms prevent this buffer overrun fromcontinuing. |In addition,
these algorithns all ow senders to "probe" for avail abl e bandwi dth -
cycling through an increasing rate of transm ssion until |oss occurs,

followed by a dramatic (50-percent) drop in transmission rate. This
happens when a host directly connected to a | owspeed link offers an
advertised window that is unrealistically large for the | ow speed
link. During the congestion avoi dance phase the peer host continues
to probe for avail able bandwidth, trying to fill the advertised

wi ndow, until packet |oss occurs.

The sane problens nmay al so exi st when a sending host is directly
connected to a slow link as nost slow |inks have sone |ocal buffer in
the link interface. This link interface buffer is subject to
overflow exactly in the same way as the | ast-hop router buffer

When a last-hop router with a small nunber of buffers per outbound
link is used, the first buffer overflow occurs earlier than it would
if the router had a | arger nunmber of buffers. Subsequently with a
smal | er nunmber of buffers the periodic packet | osses occur nore
frequently during congestion avoi dance, when the sender probes for
avai | abl e bandwi dt h.
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The nost inmportant responsibility of router buffers is to absorb
bursts. Too few buffers (for exanple, only three buffers per

out bound |ink as described in [ RFC2416]) neans that routers wl|l
overflow their buffer pools very easily and are unlikely to absorb
even a very small burst. Wen a |arger nunber of router buffers are
al | ocat ed per outbound link, the buffer space does not overflow as
qui ckly but the buffers are still likely to beconme full due to TCP's
default behavior. A larger nunber of router buffers |eads to | onger
queui ng del ays and a | onger RIT.

If router queues becone full before congestion is signaled or renain
full for long periods of tinme, this is likely to result in "lock-
out", where a single connection or a few connections occupy the
router queue space, preventing other connections fromusing the |ink
[ RFC2309], especially when a tail drop queue managenent discipline is
bei ng used.

Therefore, it is essential to have a | arge enough nunber of buffers
inrouters to be able to absorb data bursts, but keep the queues
normally small. In order to achieve this it has been recommended in
[ RFC2309] that an active queue nmanagenent nechani sm |ike Random
Early Detection (RED) [REDO3], should be inplenmented in all Internet

routers, including the last-hop routers in front of a slowlink. It
shoul d al so be noted that RED requires a sufficiently |arge nunber of
router buffers to work properly. In addition, the appropriate

paraneters of RED on a last-hop router connected to a slow link will
likely deviate fromthe defaults recomended.

Active queue managenent nechani sm do not elim nate packet drops but,

i nstead, drop packets at earlier stage to solve the full-queue
problem for flows that are responsive to packet drops as congestion
signal. Hosts that are directly connected to | ow speed |inks may
limt the receive windows they advertise in order to | ower or
elimnate the nunber of packet drops in a last-hop router. Wen
doi ng so one should, however, take care that the advertised wi ndow is
| arge enough to allow full utilization of the |ast-hop |link capacity
and to allow triggering fast retransmit, when a packet loss is
encountered. This recommendation takes two forns:

- Mbdern operating systens use relatively |arge default TCP receive
buffers conpared to what is required to fully utilize the link
capacity of |ow speed |inks. Users should be able to choose the
default receive window size in use - typically a systemw de
paraneter. (This "choice" may be as sinple as "dial -up access/LAN
access"” on a dialog box - this would accommpdat e many environnents
wi t hout requiring hand-tuning by experienced network engineers.)
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- Application devel opers should not attenpt to nanually manage
net wor k bandwi dt h usi ng socket buffer sizes. Only in very rare
circunstances will an application actually know both the bandwi dth
and delay of a path and be able to choose a suitably |ow (or high)
val ue for the socket buffer size to obtain good network
per f or mance.

Thi s reconmendation is not a general solution for any network path

that mght involve a slowlink. Instead, this recommendation is
applicable in environments where the host "knows" it is always
connected to other hosts via "slow links". For hosts that may

connect to other host over a variety of links (e.g., dial-up |aptop
conputers with LAN-connected docking stations), buffer auto-tuning
for the receive buffer is a nore reasonabl e reconmendation, and is
di scussed bel ow.

2.5 TCP Buffer Auto-tuning

[ SMWB8] recogni zes a tension between the desire to allocate "large"
TCP buffers, so that network paths are fully utilized, and a desire
tolimt the amount of nmenory dedicated to TCP buffers, in order to
efficiently support |arge nunbers of connections to hosts over
network paths that may vary by six orders of nmagnitude.

The techni que proposed is to dynamcally allocate TCP buffers, based
on the current congestion w ndow, rather than attenpting to
preal | ocate TCP buffers w thout any know edge of the network path.

This proposal results in receive buffers that are appropriate for the
wi ndow si zes in use, and send buffers |large enough to contain two

wi ndows of segnments, so that SACK and fast recovery can recover

| osses without forcing the connection to use |engthy retransm ssion
ti meouts.

Wil e nost of the notivation for this proposal is given froma
server’'s perspective, hosts that connect using multiple interfaces
with markedly-different |ink speeds may also find this kind of

techni que useful. This is true in particular with slow |Iinks, which
are likely to dominate the end-to-end RTT. |If the host is connected
only via a single slowlink interface at atine, it is fairly easy to
(dynam cal | y) adjust the receive wi ndow (and thus the adverti sed

wi ndow) to a value appropriate for the slow last-hop link with known
bandwi dt h and del ay characteristics.

Recommendation: If a host is sonetimes connected via a slow |ink but
the host is al so connected using other interfaces with nmarkedly-
different link speeds, it may use receive buffer auto-tuning to

adj ust the advertised wi ndow to an appropriate val ue.
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2.6 Small W ndow Effects

If a TCP connection stabilizes with a congestion wi ndow of only a few
segnents (as could be expected on a "slow' link), the sender isn't
sendi ng enough segnents to generate three duplicate acknow edgenents,
triggering fast retransnit and fast recovery. This neans that a
retransmssion tineout is required to repair the loss - dropping the
TCP connection to a congestion wi ndow with only one segnent.

[ TCPB98] and [ TCPF98] observe that (in studies of network trace
datasets) it is relatively commopn for TCP retransm ssion tineouts to
occur even when sone duplicate acknow edgenents are being sent. The
challenge is to use these duplicate acknow edgenents to trigger fast
retransmt/fast recovery without injecting traffic into the network
unnecessarily - and especially not injecting traffic in ways that
wWill result ininstability.

The "Limted Transmit" algorithm[RFC3042] suggests sending a new
segnment when the first and second duplicate acknow edgenents are
received, so that the receiver is nore likely to be able to continue
to generate duplicate acknow edgenents until the TCP retransm t
threshold is reached, triggering fast retransmt and fast recovery.
When the congestion windowis small, this is very useful in assisting
fast retransnmit and fast recovery to recover from a packet |o0ss

wi thout using a retransm ssion timeout. W note that a maxi mum of
two additional new segnments will be sent before the receiver sends
either a new acknow edgenent advancing the wi ndow or two additiona
dupl i cate acknow edgenents, triggering fast retransmt/fast recovery,
and that these new segnents will be acknow edgenent-cl ocked, not
back-t o- back.

Recommendation: Limted Transnmit should be inplemented in all hosts.
3.0 Summary of Recommended Opti m zations

Thi s section summari zes our recomrendations regardi ng the previous
st andards-track nmechani sns, for end nodes that are connected via a
sl ow |ink.

Header conpression should be inplenented. [RFCL144] header
conpressi on can be enabl ed over robust network |inks. [RFC2507]
shoul d be used over network connections that are expected to
experience |l oss due to corruption as well as |oss due to congestion
For extrenely | ossy and slow |links, inplementors should eval uate ROHC
[ RFC3095] as a potential solution. [RFC1323] TCP tinestanps nust be
turned of f because (1) their protection against TCP sequence nunber
wapping is unjustified for slow links, and (2) they conplicate TCP
header conpression.
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| P Payl oad Conpression [ RFC2393] shoul d be inpl enmented, although
compression at higher l|ayers of the protocol stack (for exanmple [RFC
2616]) may nmeke this mechani smless useful

For HTTP/ 1.1 environnents, [RFC2616] payl oad conpressi on should be
i mpl ement ed and shoul d be used for payloads that are not already
conpr essed

I mpl enentors shoul d choose MIUs that don't nonopolize network
interfaces for nore than 100-200 milliseconds, in order to limt the
i mpact of a single connection on all other connections sharing the
network interface.

Use of active queue managenent is recomended on | ast-hop routers
that provide Internet access to host behind a slow link. In

addi tion, nunber of router buffers per slow link should be |arge
enough to absorb concurrent data bursts fromnore than a single flow
To absorb concurrent data bursts fromtwo or three TCP senders with a
typical data burst of three back-to-back segnments per sender, at

| east six (6) or nine (9) buffers are needed. Effective use of
active queue managenent is likely to require even |arger nunber of
buffers.

| mpl enentors should consider the possibility that a host will be
directly connected to a | owspeed |ink when choosing default TCP
recei ve wi ndow si zes.

Application devel opers should not attenpt to nanually nmanage network
bandwi dt h using socket buffer sizes as only in very rare
circunstances an application will be able to choose a suitable val ue
for the socket buffer size to obtain good network performance.

Limted Transmit [RFC3042] should be inplenented in all end hosts as
it assists in triggering fast retransmt when congestion w ndowis
smal | .

Al of the nechani sns descri bed above are stable standards-track RFCs
(at Proposed Standard status, as of this witing).

In addition, inplenentors nmay wi sh to consider TCP buffer auto-
tuning, especially when the host systemis likely to be used with a
wi de variety of access link speeds. This is not a standards-track
TCP nechanismbut, as it is an operating systeminpl enentation issue,
it does not need to be standardi zed.

O the above nmechani sns, only Header Conpression (for |IP and TCP) may

cease to work in the presence of end-to-end | PSEC. However,
[ RFC3095] does all ow conpressing the ESP header
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4.0 Topi cs For Further Work

In addition to the standards-track mechani snms di scussed above, there
are still opportunities to inprove performance over |ow speed |inks.

"Sending fewer bits" is an obvious response to slow |link speeds. The
now def unct HTTP- NG proposal [HTTP-NG replaced the text-based HTTP
header representation with a binary representation for conpactness.
However, HTTP-NG is not moving forward and HTTP/1.1 is not being
enhanced to include a nore conpact HITP header representation

I nstead, the Wreless Application Protocol (WAP) Forum has opted for
the XM.-based Wrel ess Session Protocol [WSP], which includes a
conpact header encodi ng nmechani sm

It would be nice to agree on a nore conpact header representation
that will be used by all WWVcomunities, not only the wireless WAN
community. Indeed, general XM. content encodi ngs have been proposed
[MIlau], although they are not yet wi dely adopted.

We note that TCP options which change from segment to segnent
effectively di sabl e header conpression schenes depl oyed today,
because there’s no way to indicate that sone fields in the header are
unchanged fromthe previous segnment, while other fields are not. The
Robust Header Conpression working group i s devel opi ng such schenes
for TCP options such as tinestanps and sel ective acknow edgenents.
Hopeful Iy, docunents subsequent to [RFC3095] wi |l define such

speci fications.

Anot her effort worth following is that of 'Delta Encoding’. Here,
clients that request a slightly nodified version of sonme previously
cached resource woul d receive a succinct description of the
differences, rather than the entire resource [HITP-DELTA].

5.0 Security Considerations

Al'l recomendations included in this docunent are stable standards-
track RFCs (at Proposed Standard status, as of this witing) or

ot herwi se do not suggest any changes to any protocol. Wth the
exception of Van Jacobson conpression [ RFC1144] and [ RFC2507,
RFC2508, RFC2509], all other mechanisns are applicable to TCP
connections protected by end-to-end | PSec. This includes ROHC

[ RFC3095], albeit partially, because even though it can conpress the

out ernost ESP header to sonme extent, encryption still renders any
payl oad data unconpressible (including any subsequent protoco
headers) .
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6.0 | ANA Consi derati ons

This docunent is a pointer to other, existing | ETF standards. There
are no new | ANA consi derati ons.

7.0 Acknow edgenents

Thi s reconmendati on has grown out of "Long Thin Networks" [RFC2757],
which in turn benefited fromwork done in the | ETF TCPSAT wor ki ng

group.
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