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Abst r act
Thi s docunent catal ogs a nunber of known problems with Wrld Wde Wb

(WY (caching) proxies and cache servers. The goal of the docunent
is to provide a discussion of the problems and proposed workarounds,

and ultimately to inprove conditions by illustrating problens. The
construction of this docunent is a joint effort of the Wb caching
conmmuni ty.
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1. Introduction

This meno di scusses problens with proxies - which act as
application-level internmediaries for Wb requests - and nore
specifically with caching proxies, which retain copies of previously
requested resources in the hope of inproving overall quality of
service by serving the content locally. Conmmonly used term nology in
this meno can be found in the "Internet Web Replication and Cachi ng
Taxonony"[ 2] .

No i ndividual or organization has conpl ete know edge of the known
problenms in Wb caching, and the editors are grateful to the
contributors to this docunent.

1.1 Problem Tenpl ate

A comon problemtenplate is used within the follow ng sections. W
gratefully acknow edge RFC2525 [1] which hel ped define an initia
format for this known problens list. The tenplate format is

summari zed in the follow ng table and described in nore detail bel ow

Nane: short, descriptive name of the problem (3-5 words)
Classification: classifies the problem perfornmance, security, etc
Descri pti on: descri bes the probl em succinctly

Si gni ficance: magni t ude of problem environments where it exists
I mplications: the inpact of the problemon systens and networks
See Al so: a reference to a related known probl em

I ndi cati ons: states how to detect the presence of this problem
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Sol ution(s): describe the solution(s) to this problem if any

Wor kar ound: practical workaround for the probl em

Ref er ences: i nformati on about the problem or solution

Cont act : contact nane and enmil address for this section
Name

A short, descriptive, nane (3-5 words) name associated with the

probl em

Classification
Probl ens are grouped into categories of sinilar problens for ease
of reading of this neno. Choose the category that best describes
the problem The suggested categories include three genera
categories and several nore specific categories.

* Architecture: the fundanental design is inconplete, or
i ncorrect

* Specification: the spec is anmbi guous, inconplete, or incorrect.
* Implenentation: the inplenmentation of the spec is incorrect.

* Perfornmance: perceived page response at the client is
excessi ve; network bandw dth consunption is excessive; demand
on origin or proxy servers exceed reasonabl e bounds.

* Adm nistration: care and feeding of caches is, or causes, a
probl em

* Security: privacy, integrity, or authentication concerns.

Descri ption
A definition of the problem succinct but including necessary
background i nfornmation.

Si gni ficance (Hi gh, Medium Low)
May include a brief summary of the environnments for which the
problemis significant.

I mplications
Wiy the problemis viewed as a problem \What inappropriate
behavior results fromit? This section should substantiate the
magni t ude of any problemindicated with H gh significance.

See Al so

Optional. List of other known problens that are related to this
one.
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I ndi cati ons
How to detect the presence of the problem This may include
references to one or nmore substantiating docunments that
denonstrate the problem This should include the network
configuration that led to the problemsuch that it can be
reproduced. Problens that are not reproducible will not appear in
thi s neno.

So

ution(s)

Sol utions that permanently fix the problem if such are known. For
exanpl e, what version of the software does not exhibit the
problen? Indicate if the solution is accepted by the comunity,
one of several solutions pending agreenent, or open possibly with
experinental solutions.

Wor kar ound
Practical workaround if no solution is available or usable. The
wor karound shoul d have sufficient detail for someone experiencing
the problemto get around it.

Ref er ences
Ref erences to related information in technical publications or on
the web. \Where can soneone interested in |earning nore go to find
out nore about this problem its solution, or workarounds?

Cont act
Contact nanme and emmil address of the person who supplied the
information for this section. The editors are listed as contacts
for anonynous subm ssi ons.

2. Known Probl ens

The remai ni ng sections of this docunent present the currently
docunent ed known problens. The problens are ordered by
classification and significance. |ssues with protocol specification
or architecture are first, followed by inplenmentation issues. |ssues
of high significance are first, followed by |ower significance

Sone of the problenms initially identified in the previous versions of
this docunment have been noved to Appendi x A since they discuss issues
where resolution primarily involves education rather than protocol

wor K.

A full list of the problems is available in the table of contents.

Cooper & Dilley I nf or mat i onal [ Page 4]



RFC 3143 Known HTTP Proxy/ Cachi ng Probl ens June 2001

2.1 Known Specification Problens
2.1.1 Vary header is underspecified and/or m sl eadi ng

Name
The "Vary" header is underspecified and/ or m sl eadi ng

Cl assification
Speci fication

Description
The Vary header in HTTP/ 1.1 was designed to allow a caching proxy
to safely cache responses even if the server’s choice of variants
is not entirely understood. As RFC 2616 says:

The Vary header field can be used to express the paraneters the
server uses to select a representation that is subject to
server-driven negotiation.

One m ght expect that this mechanismis useful in general for
ext ensi ons that change the response message based on sone aspects
of the request. However, that is not true.

During the design of the HTTP delta encoding specification[9] it
was realized that an HTTP/ 1.1 proxy that does not understand delta
encodi ng m ght cache a delta-encoded response and then |ater
deliver it to a non-delta-capable client, unless the extension

i ncluded sonme nmechanismto prevent this. Initially, it was

t hought that Vary would suffice, but the follow ng scenario proves
thi s wrong.

NOTE: It is likely that other scenarios exhibiting the sane basic
problemw th "Vary" could be devised, without reference to delta
encoding. This is sinply a concrete scenario used to explain the
probl em

A conpl ete description of the IMand A-1M headers nay be found in
the "Delta encoding in HTTP" specification. For the purpose of
this probl em description, the relevant details are:

1. The concept of an "instance nanipulation"” is introduced. In
some ways, this is simlar to a content-coding, but there are
differences. One exanple of an instance nani pul ation name is
"vedi ff".

2. Aclient signals its willingness to accept one or nore
i nst ance- mani pul ati ons using the A-1M header
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3. A server indicates which instance-nmanipulations are used to
encode the body of a response using the |IM header.

4. Existing inplenentations will ignore the A-1M and | M headers,
foll owi ng the usual HTTP rules for handling unknown headers.

5. Responses encoded with an instance-nani pul ati on are sent using
the (proposed) 226 status code, "IM Used".

6. In response to a conditional request that carries an | M header,
if the request-URI has been nodified then a server may transmt
a conpact encodi ng of the nodifications using a delta-encoding
i nstead of a status-200 response. The encoded response cannot
be understood by an inplenentation that does not support delta
encodi ngs.

This summary omts many details.

Suppose client A sends this request via proxy P:
GET http://exanple.com foo.htm HITP/1.1
Host: exanpl e. com
| f- None- Mat ch: "abc"

A-IM vcdiff

and the origin server returns, via P, this response:

HTTP/ 1.1 226 | M Used

Etag: "def"
Date: Wed, 19 Apr 2000 18:46:13 GMI
IM vcdiff

Cache- Control : nax-age- 60
Vary: A-IM 1f-None-Match

the body of which is a delta-encoded response (it encodes the

di fference between the Etag "abc" instance of foo.htm, and the
"def" instance). Assune that P stores this response in its cache,
and that P does not understand the vcdiff encoding.

Later, client B, also ignorant of delta-encoding, sends this
request via P:

GET http://exanple.com foo.htm HITP/ 1.1
Host: exanpl e. com

What can P do now? According to the specification for the Vary
header in RFC2616,
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The Vary field value indicates the set of request-header fields
that fully determ nes, while the response is fresh, whether a
cache is permtted to use the response to reply to a subsequent
request w thout revalidation

Implicitly, however, the cache would be allowed to use the stored
response in response to client B WTH "revalidation". This is the
potential bug.

An obvious inplenentation of the proxy would send this request to
test whether its cache entry is fresh (i.e., to revalidate the
entry):

GET /foo.htm HTTP/ 1.1
Host: exanpl e. com
| f- None- Mat ch: "def"

That is, the proxy sinply forwards the new request, after doing
the usual transformation on the URL and tacking on the "obvious"
I f - None- Mat ch header.

If the origin server’s Etag for the current instance is stil
"def", it would naturally respond

HTTP/ 1.1 304 Not Modified
Etag: "def"
Date: Wed, 19 Apr 2000 18:46:14 GVII

thus telling the proxy P that it can use its stored response. But
this cache response actually involves a delta-encoding that would
not be sensible to client B, signaled by a header field that would
be ignored by B, and so the client displays garbage.

The problemhere is that the original request (fromclient A
generated a response that is not sensible to client B, not nerely
one that is not "the appropriate representation" (as the result of
server-driven negotiation).

One m ght argue that the proxy P shouldn’t be storing status-226
responses in the first place. True in theory, perhaps, but
unfortunately RFC2616, section 13.4, says:

A response received with any [status code other than 200, 203,
206, 300, 301 or 410] MUST NOT be returned in a reply to a
subsequent request unless there are cache-control directives or
anot her header(s) that explicitly allowit. For exanple, these
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include the follow ng: an Expires header (section 14.21); a
"max-age", "s-nmaxage", "nust-revalidate", "proxy-revalidate",
"public" or "private" cache-control directive (section 14.9).

In other words, the specification allows caching of responses with
yet-to-be-defined status codes if the response carries a plausible
Cache-Control directive. So unless we ban servers inplenenting
this kind of extension fromusing these Cache-Control directives
at all, the Vary header just won't work.

Si gni ficance
Medi um

I mplications
Certain plausible extensions to the HITP/ 1.1 protocol m ght not
interoperate correctly with older HITP/ 1.1 caches, if the
ext ensi ons depend on an interpretation of Vary that is not the
same as is used by the cache inplenenter.

This woul d have the effect either of causing hard-to-debug cache
transparency failures, or of discouraging the deploynent of such
ext ensi ons, or of encouraging the inplenenters of such extensions
to di sable caching entirely.

I ndi cati ons
The problemis visible when hand-sinul ati ng pl ausi bl e nessage
exchanges, especially when using the proposed delta encoding
extension. It probably has not been visible in practice yet.

Sol uti on(s)

1. Section 13.4 of the HITP/ 1.1 specification should probably be
changed to prohibit caching of responses with status codes that
the cache doesn’t understand, whether or not they include
Expi res headers and the like. (It might require sone care to
define what "understands" neans, |eaving roomfor future
extensions with new status codes.) The behavior in this case
needs to be defined as equivalent to "Cache-Control: no-store"
rat her than "no-cache", since the latter allows revalidation.

Possi bly the specification of Vary should require that it be
treated as "Cache-Control: no-store" whenever the status code
i s unknown - that should solve the problemin the scenario

gi ven here.
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2. Designers of HTTP/ 1.1 extensions should consider using
mechani sms ot her than Vary to prevent fal se caching.

It is not clear whether the Vary nechanismis widely
i npl emented in caches; if not, this favors solution #1.

Wor kar ound
A cache could treat the presence of a Vary header in a response as
an inplicit "Cache-control: no-store", except for "known" status
codes, even though this is not required by RFC 2616. This woul d
avoid any transparency failures. "Known status codes" for basic
HTTP/ 1.1 caches probably include: 200, 203, 206, 300, 301, 410
(al though this list should be re-evaluated in light of the problem
di scussed here).

Ref er ences
See [9] for the specification of the delta encodi ng extension, as
well as for an exanple of the use of a Cache-Control extension
i nstead of "Vary."

Cont act
Jeff Mogul <nogul @a. dec. cone

2.1.2 dient Chaining Loses Valuable Length Mt a-Data

Name
Client Chaining Loses Valuable Length Meta-Data

Cl assification
Per f or mance

Descri ption
HTTP/ 1. 1[ 3] inplenmentations are prohibited from sendi ng Content -
Length headers with any nmessage whose body has been Transfer-
Encoded. Because 1.0 clients cannot accept chunked Transfer-
Encodi ngs, receiving 1.1 inplenentations nmust forward the body to
1.0 clients nust do so without the benefit of information that was
di scarded earlier in the chain.

Si gni ficance
Low

I mpli cations
Lacki ng either a chunked transfer encoding or Content-Length
i ndi cation creates negative performance inplications for how the
proxy must forward the nessage body.
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In the case of response bodies, the server may either forward the
response while closing the connection to indicate the end of the
response or nust utilize store and forward semantics to buffer the
entire response in order to calculate a Content-Length. The
fornmer option defeats the perfornance benefits of persistent
connections in HITP/1.1 (and their Keep-Alive cousin in HTTP/1.0)
as well as creating sone anbi guously | engthed responses. The
latter store and forward option may not even be feasible given the
size of the resource and it will always introduce increased

| at ency.

Request bodi es nust undertake the store and forward process as 1.0
request bodi es nust be delinmited by Content-Length headers. As
with response bodies this may pl ace unacceptabl e resource
constraints on the proxy and the request may not be able to be
sati sfi ed.

I ndi cati ons
The lack of HTTP/ 1.0 style persistent connections between 1.0
clients and 1.1 proxies, only when accessing 1.1 servers, is a
strong indication of this problem

Sol uti on(s)
An HTTP specification clarification that would allow origin known
identity docunment Content-Lengths to be carried end to end woul d
alleviate this issue.

Wor kar ound
None.

Cont act
Patrick McManus <ncmanus@\ppl i edTheory. cone

2.2 Known Architectural Problens
2.2.1 Interception proxies break client cache directives

Name
Interception proxies break client cache directives

Cl assification
Architecture

Descri ption
HTTP[ 3] is designed for the user agent to be aware if it is
connected to an origin server or to a proxy. User agents
believing they are transacting with an origin server but which are
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really in a connection with an interception proxy may fail to send
critical cache-control information they would have ot herw se
included in their request.

Si gni ficance
Hi gh

I mplications
Clients may receive data that is not synchronized with the origin
even when they request an end to end refresh, because of the |ack
of inclusion of either a "Cache-control: no-cache" or "nmnust-
reval i date" header. These headers have no inpact on origin server
behavi or so may not be included by the browser if it believes it
is connected to that resource. Oher related data inplications
are possible as well. For instance, data security may be
conprom sed by the | ack of inclusion of "private" or "no-store"
cl auses of the Cache-control header under simlar conditions.

I ndi cati ons
Easily detected by placing fresh (un-expired) content on a caching
proxy while changing the authoritative copy, then requesting an
end-to-end rel oad of the data through a proxy in both interception
and explicit nodes.

Sol uti on(s)
Elimnate the need for interception proxies and |IP spoofing, which
will return correct context awareness to the client.

Wor kar ound
I nclude rel evant Cache-Control directives in every request at the
cost of increased bandwi dth and CPU requirenents.

Cont act
Patrick McManus <ncrmanus@\ppl i edTheory. cone

2.2.2 Interception proxies prevent introduction of new HTTP net hods

Name
I nterception proxies prevent introduction of new HTTP met hods

Cl assification
Architecture

Descri ption
A proxy that receives a request with a nethod unknown to it is
required to generate an HTTP 501 Error as a response. HITP
met hods are designed to be extensible so there may be applications
deployed with initial support just for the user agent and origin

Cooper & Dilley I nf or mat i onal [ Page 11]



RFC 3143 Known HTTP Proxy/ Cachi ng Probl ens June 2001

server. An interception proxy that hijacks requests which include
new net hods destined for servers that have inplenmented those
met hods creates a de-facto firewall where none may be intended.

Si gni ficance
Mediumwithin interception proxy environnents.

I mplications
Renders new conpliant applications usel ess unless nodifications
are nade to proxy software. Because new net hods are not required
to be globally standardized it is inpossible to keep up to date in
the general case.

Sol uti on(s)
Elimnate the need for interception proxies. A client receiving a
501 in a traditional HTTP environnent nay either choose to repeat
the request to the origin server directly, or perhaps be
configured to use a different proxy.

Wor kar ound
Level 5 switches (sonetinmes called Level 7 or application |ayer
swi tches) can be used to keep HITP traffic wi th unknown nethods
out of the proxy. However, these devices have heavy buffering
responsibilities, still require TCP sequence nunber spoofing, and
do not interact well with persistent connections.

The HTTP/ 1.1 specification allows a proxy to switch over to tunne
nmode when it receives a request with a nmethod or HTTP version it
does not understand how to handl e.

Cont act
Patrick McManus <ncmanus@\ppl i edTheory. cone
Henri k Nordstrom <hno@em passagen.se> (HITP/ 1.1 clarification)

2.2.3 Interception proxies break | P address-based aut hentication

Nane
Interception proxies break | P address-based authentication

Cl assification
Architecture

Descri ption
Sone web servers are not open for public access, but restrict
thensel ves to accept only requests fromcertain |IP address ranges
for security reasons. |Interception proxies alter the source
(client) IP addresses to that of the proxy itself, without the
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know edge of the client/user. This breaks such authentication
mechani sms and prohibits otherwise allowed clients access to the
servers.

Si gni ficance
Medi um

I mplications
Creates end user confusion and frustration

I ndi cati ons
Users may start to see refused connections to servers after
i nterception proxies are depl oyed.

Sol uti on(s)
Use user-based authentication instead of (IP) address-based
aut henti cati on.

Wor kar ound
Using IP filters at the intercepting device (L4 switch) and bypass
all requests to such servers concer ned.

Cont act
Keith K. Chau <keithc@nitechnetworks. conp

2.2.4 Caching proxy peer selection in heterogeneous networks

Name
Cachi ng proxy peer selection in heterogeneous networks

Cl assification
Architecture

Descri ption
| CP[ 4] based caching proxy peer selection in networks with |arge
variance in |atency and bandw dth between peers can | ead to non-
opti mal peer selection. For exanple take Proxy Cwith two
siblings, Sibl and Sib2, and the foll owi ng network topol ogy
(summari zed) .

* Cache Cs link to Sibl, 2 Mit/sec with 300 nsec | atency
* Cache Cs link to Sib2, 64 Kbit/sec with 10 nsec | atency.
| CP[4] does not work well in this context. |If a user submts a

request to Proxy C for page P that results in a mss, Cwll send
an | CP request to Sibl and Sib2. Assunme both siblings have the
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requested object P. The ICP_H T reply will always conme from Si b2
before Sibl. However, it is clear that the retrieval of large
objects will be faster from Si bl, rather than Sib2

The problemis nore conpl ex because Si bl and Sib2 can’t have a
100% hit ratio. Wth a hit rate of 10% it is nore efficient to
use Sibl with resources larger than 48K The best choi ce depends
on at least the hit rate and link characteristics; naybe ot her
paraneters as wel |

Si gni ficance
Medi um

I mplications
By using the first peer to respond, peer selection algorithnms are
not optimzing retrieval latency to end users. Furthernore they
are causing nore work for the high-latency peer since it nust
respond to such requests but will never be chosen to serve content
if the |ower | atency peer has a copy.

I ndi cations
I nherent in design of ICP vl, ICP v2, and any cache nesh protoco
that sel ects peers based upon first response.

This problemis not exhibited by cache digest or other protocols
which (attenpt to) maintain know edge of peer contents and only
hit peers that are believed to have a copy of the requested page.

Sol uti on(s)
This problemis architectural with the peer selection protocols.

Wor kar ound
Cache mesh desi gn when using such a protocol should be done in
such a way that there is not a high | atency variance anbng peers.
In the exanple presented in the above description the high | atency
hi gh bandw dth peer could be used as a parent, but should not be
used as a sibling.

Cont act

Ivan Lovric <ivan.lovric@net.francetel ecomfr>
John Dilley <jad@kanai.con
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2.2.5 | CP Performance

Name
| CP performance

Classification
Architecture(l CP), Performance

Descri ption
| CP[4] exhibits Q' n"2) scaling properties, where n is the nunber
of participating peer proxies. This can lead ICP traffic to
domi nate HTTP traffic within a network.

Si gni ficance
Medi um

I mplications
If a proxy has many | CP peers the bandw dth demand of | CP can be
excessive. System managers must carefully regulate | CP peering.
I CP al so | eads proxies to beconme honmbgeneous in what they serve;
i f your proxy does not have a document it is unlikely your peers
will have it either. Therefore, ICP traffic requests are largely
unable to locate a |l ocal copy of an object (see [6]).

I ndi cati ons
I nherent in design of ICP vl, ICP v2.

Sol uti on(s)
This problemis architectural - protocol redesign or replacenent
is required to solve it if ICPis to continue to be used

Wor kar ound
I mpl enent ati on wor karounds exist, for exanple to turn off use of
ICP, to carefully regulate peering, or to use another nechanismif
avai | abl e, such as cache digests. A cache digest protocol shares
a sunmary of cache contents using a BloomFilter technique. This
all ows a cache to estinate whether a peer has a docunment. Filters
are updated regularly but are not always up-to-date so cannot hel p
when a spike in popularity occurs. They also increase traffic but
not as nuch as |CP.

Proxy clustering protocols organi ze proxies into a nmesh provide
anot her alternative solution. There is ongoing research on this
t opi c.

Cont act
John Dilley <jad@kanai.con
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2.2.6 Caching proxy meshes can break HTTP serialization of content

Name
Cachi ng proxy nmeshes can break HTTP serialization of content

Classification
Architecture (HTTP protocol)

Descri ption
A caching proxy nesh where a request nay travel different paths,
dependi ng on the state of the nesh and associ ated caches, can
break HTTP content serialization, possibly causing the end user to
recei ve ol der content than seen on an earlier request, where the
request traversed another path in the nesh.

Si gni ficance
Medi um

I mpli cations
Can cause end user confusion. May in sonme situations (sibling
cache hit, object has changed state from cacheabl e to uncacheabl e)
be close to inpossible to get the caches properly updated with the
new content.

I ndi cati ons
O der content is unexpectedly returned froma cachi ng proxy nesh
after sone tine.

Sol uti ons(s)
Work with caching proxy vendors and researchers to find a suitable
protocol for maintaining proxy relations and object state in a
mesh.

Wor kar ound
When desi gning a hierarchy/ nesh, nake sure that for each end-
user/URL conbination there is only one single path in the mesh
during normal operation.

Cont act
Henri k Nordstrom <hno@em passagen. se>
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2.3 Known | npl enentation Probl ens
2.3.1 User agent/proxy failover

Name
User agent/proxy fail over

Cl assification
| mpl enent ati on

Description
Fai | over between proxies at the user agent (using a proxy.pac[8]
file) is erratic and no standard behavior is defined.
Addi tionally, behavior is hard-coded into the browser, so that
proxy adm nistrators cannot use failover at the user agent
ef fectively.

Si gni fi cance
Medi um

I mplications
Architects are forced to inplenent failover at the proxy itself,
when it nmay be nore appropriate and economical to do it within the
user agent.

I ndi cations
If a browser detects that its primary proxy is down, it will wait
n mnutes before trying the next one it is configured to use. It
will then wait y minutes before asking the user if they'd like to
try the original proxy again. This is very confusing for end
users.

Sol uti on(s)
Wrk with browser vendors to establish standard extensions to
JavaScript proxy.pac libraries that will allow configuration of
t hese tineouts.

Wor kar ound
User education; redundancy at the proxy |evel

Cont act
Mar k Not t i ngham <mot @mot . net >
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2.3.2 Some servers send bad Content-Length headers for files that
contain CR

Name
Sone servers send bad Content-Length headers for files that
contain CR

Cl assification
| mpl enent ati on

Description
Certain web servers send a Content-length value that is |arger
than nunber of bytes in the HTTP nessage body. This happens when
the server strips off CR characters fromtext files with lines
termnated with CRLF as the file is witten to the client. The
server probably uses the stat() systemcall to get the file size
for the Content-Length header. Servers that exhibit this behavior
include the GN Wb server (version 2.14 at |east).

Si gni ficance
Low. Surveys indicate only a small nunber of sites run faulty
servers.

I mpli cations
In this case, an HTTP client (e.g., user agent or proxy) hay
believe it received a partial response. HITP/1.1 [3] advises that
caches MAY store partial responses.

I ndi cati ons
Count the nunber of bytes in the nessage body and conpare to the
Content-length value. |If they differ the server exhibits this
probl em

Sol uti ons
Upgrade or replace the buggy server

Wor kar ound
Sone browsers and proxi es use one TCP connection per object and
ignore the Content-Length. The docunent end of file is identified
by the cl ose of the TCP socket.

Cont act
Duane Wessel s <wessel s@reasurenent -factory. cons

3. Security Considerations

This nmeno does not raise security considerations in itself. See the
i ndi vi dual submi ssions for details of security concerns and issues.
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Appendi x A.  Archi ved Known Probl ens

The foll owi ng sub-sections are an archive of problens identified in
the initial production of this meno. These are typically problens
requiring further work/research, or user education. They are

i ncluded here for reference purposes only.

A. 1 Architectura
A. 1.1 Cannot specify nmultiple URIs for replicated resources

Narme
Cannot specify nultiple URIs for replicated resources

Cl assification
Architecture

Descri ption
There is no way to specify that nultiple URIs may be used for a
singl e resource, one for each replica of the resource. Simlarly,
there is no way to say that some set of proxies (each identified
by a URI) may be used to resolve a UR

Si gni fi cance
Medi um

I mplications
Forces users to understand the replication nodel and mechani sm
Makes it difficult to create a replication framework w thout
protocol support for replication and nani ng.

I ndi cati ons
Inherent in HTTP/ 1.0, HITP/ 1.1

Sol uti on(s)
Architectural - protocol design is necessary.

Wor kar ound
Replication mechani sms force users to locate a replica or mrror
site for replicated content.

Cont act
Dani el Laliberte <liberte@3. org>

Cooper & Dilley I nf or mat i onal [ Page 21]



RFC 3143 Known HTTP Proxy/ Cachi ng Probl ens June 2001

A. 1.2 Replica distance is unknown

Name
Replica distance i s unknown

Cl assification
Architecture

Descri ption
There is no recormended way to find out which of several servers
or proxies is closer either to the requesting client or to another
machi ne, either geographically or in the network topol ogy.

Si gni ficance
Medi um

I mplications
Clients must guess which replica is closer to them when requesting
a copy of a docurment that may be served fromnmultiple |ocations.
Users must know the set of servers that can serve a particul ar
object. This in general is hard to determ ne and maintain. Users
must understand network topology in order to choose the closest
copy. Note that the closest copy is not always the one that will
result in quickest service. A nearby but heavily | oaded server
may be sl ower than a nore distant but lightly | oaded server

I ndi cati ons
Inherent in HTTP/ 1.0, HITP/ 1.1

Sol uti on(s)
Architectural - protocol work is necessary. This is a specific
instance of a general problemin widely distributed systems. A
general solution is unlikely, however a specific solution in the
web context is possible.

Wor kar ound
Servers can (many do) provide |location hints in a replica
sel ecti on web page. Users choose one based upon their |ocation
Users can | earn which replica server gives them best performance.
Note that the closest replica geographically is not necessarily
the closest in terms of network topology. Expecting users to
under st and network topol ogy is unreasonabl e.

Cont act
Dani el Laliberte <liberte@a3. org>
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A. 1.3 Proxy resource |ocation

Name
Proxy resource | ocation

Cl assification
Architecture

Descri ption
There is no way for a client or server (including another proxy)
to informa proxy of an alternate address (perhaps including the
proxy to use to reach that address) to use to fetch a resource.
If the client does not trust where the redirected resource came
from it may need to validate it or validate where it came from

Si gni ficance
Medi um

I mpli cations
Proxi es have no systematic way to | ocate resources wthin other
proxies or origin servers. This nakes it nmore difficult to share
i nformati on anong proxies. Information sharing would inprove
gl obal efficiency.

I ndi cati ons
Inherent in HTTP/ 1.0, HITP/ 1.1

Sol uti on(s)
Architectural - protocol design is necessary.

Wor kar ound
Certain proxies share location hints in the formof sunmary
digests of their contents (e.g., Squid). Certain proxy protocols
enabl e a proxy query another for its contents (e.g., ICP). (See
however "I CP Performance" issue (Section 2.2.5).)

Cont act
Dani el Laliberte <liberte@a3. org>

A.2 Inplementation
A 2.1 Use of Cache-Control headers

Name
Use of Cache-Control headers

Cl assification
I mpl ement ati on

Cooper & Dilley I nf or mat i onal [ Page 23]



RFC 3143 Known HTTP Proxy/ Cachi ng Probl ens June 2001

Descri ption
Many (if not nobst) inplenmentations incorrectly interpret Cache-
Control response headers.

Si gni ficance
Hi gh

I mplications
Cache-Control headers will be spurned by end users if there are
conflicting or non-standard inpl enentations.

| ndi cati ons

Sol uti on(s)
Wrk with vendors and others to assure proper application

Wor kar ound
None.

Cont act
Mar k Not t i ngham <mot @mot . net >

A. 2.2 Lack of HTTP/ 1.1 conpliance for caching proxies

Name
Lack of HITP/ 1.1 compliance for caching proxies

Cl assification
I mpl ement ati on

Descri ption
Al t hough performance benchmarki ng of caches is starting to be
expl ored, protocol conpliance is just as inportant.

Si gni fi cance
Hi gh

I mplications
Cachi ng proxy vendors inplenment their interpretation of the
speci fication; because the specification is very |large, sonetines
vague and anbi guous, this can lead to inconsistent behavior
bet ween cachi ng proxi es.

Caching proxies need to conply to the specification (or the
speci fication needs to change).
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I ndi cati ons
There is no currently known conpliance test being used.

There is work underway to quantify how closely servers conply with
the current specification. A joint technical report between AT&T
and HP Labs [7] describes the conpliance testing. This report
exam nes how wel |l each of a set of top traffic-producing sites
support certain HITP/ 1.1 features.

The Measurenent Factory (formerly I RCache) is working to devel op

protocol conpliance testing software. Running such a confornmance
test suite against caching proxy products would nmeasure conpliance
and ultimately woul d hel p assure they conply to the specification.

So

ution(s)
Testing should conmence and be reported in an open industry forum
Proxy inplementations should conformto the specification.

Wor kar ound
There is no workaround for non-conpliance.

Cont act
Mar k Not t i ngham <mot @mot . net >
Duane Wessel s <wessel s@reasurenent -factory. cons

A. 2.3 ETag support

Name
ETag support

Cl assification
| mpl enent ati on

Descri ption
Avai | abl e cachi ng proxies appear not to support ETag (strong)
val i dati on.

Si gni ficance
Medi um

I mplications
Last-Modified/|f-Mdified-Since validation is inappropriate for
many requirements, both because of its weakness and its use of
dates. Lack of a usable, strong coherency protocol |eads
devel opers and end users not to trust caches.

I ndi cati ons
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Sol uti on(s)
Wrk with vendors to inplenent ETags; work for better validation
pr ot ocol s.

Wor kar ound
Use Last-Mdified/If-Mdified-Since validation

Cont act
Mar k Not t i ngham <mot @mot . net >

A. 2.4 Servers and content should be optimzed for caching

Nane
Servers and content should be optimzed for caching

Classification
I mpl enent ati on (Perfornmance)

Descri ption
Many web servers and nuch web content could be inplenented to be
nmor e conduci ve to caching, reduci ng bandw dth demand and page | oad
del ay.

Si gni fi cance
Medi um

I mplications
By maki ng poor use of caches, origin servers encourage |onger | oad
times, greater |oad on caching proxies, and increased network
demand.

I ndi cations
The problemis nmpost apparent for pages that have | ow or zero
expires tinme, yet do not change

Sol uti on(s)

Wor kar ound
Servers could start using unique object identifiers for wite-only
content: if an object changes it gets a new nane, otherwise it is
considered to be i Mmutable and therefore have an infinite expire
age. Certain hosting providers do this already.

Cont act
Pet er Danzig
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A. 3 Administration
A. 3.1 Lack of fine-grained, standardized hierarchy controls

Nane
Lack of fine-grained, standardized hierarchy controls

Cl assification
Adm ni stration

Description
There is no standard for instructing a proxy as to how it should
resolve the parent to fetch a given object from |nplenentations
therefore vary greatly, and it can be difficult to make them
interoperate correctly in a conplex environnent.

Si gni ficance
Medi um

I mplications
Conplications in deploynent of caches in a conplex network
(especially corporate networks)

I ndi cati ons
Inability of some proxies to be configured to direct traffic based
on domai n nanme, reverse |ookup | P address, raw | P address, in
normal operation and in failover node. Inability in some proxies
to set a preferred parent / backup parent configuration.

Sol uti on(s)
Wor kar ound
Wrk with vendors to establish an acceptable configuration within

the limts of their product; standardize on one product.

Cont act
Mar k Not t i ngham <mot @mot . net >

A. 3.2 Proxy/ Server exhaustive |og fornmat standard for analysis

Name
Proxy/ Server exhaustive | og format standard for anal ysis

Cl assification
Adm ni stration
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Descri ption
Most proxy or origin server |logs used for characterization or
eval uati on do not provide sufficient detail to determne
cacheability of responses.

Si gni fi cance
Low (for operationality; high significance for research efforts)

I mplications
Characterizations and sinulati ons are based on non-representative
wor kl oads

See Al so
WBC Web Characterization Activity, since they are al so concerned
with collecting high quality |ogs and building characterizations
fromthem

| ndi cati ons

Sol uti on(s)
To properly clean and to accurately determ ne cacheability of
responses, a conplete log is required (including all request
headers as well as all response headers such as "User-agent" [for
renoval of spiders] and "Expires", "nmax-age", "Set-cookie", "no-
cache", etc.)

Wor kar ound

Ref er ences
See "Web Traffic Logs: An Inperfect Resource for Evaluation"[5]
for some discussion of this.

Cont act
Brian D. Davi son <davi son@cm or g>
Terence Kelly <tpkell y@ecs. um ch. edu>
A. 3.3 Trace |l og tinmestanps

Name
Trace | og timestanps

Cl assification
Adm ni stration
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Descri ption
Sone proxies/servers |og requests w thout sufficient timng
detail. MIllisecond resolution is often too small to preserve

request ordering and either the servers should record request
reception tine in addition to conpletion tine, or elapsed tine
pl us either one.

Si gni ficance
Low (for operationality; mediumsignificance for research efforts)

I mplications
Characterization and sinulation fidelity is inproved with accurate
timng and ordering information. Since logs are generally witten
in order of request conpletion, these | ogs cannot be re-played
wi t hout knowi ng request generation tines and reordering
accordingly.

See Al so

I ndi cations
Ti mestanps can be identical for nmultiple entries (when only
mllisecond resolution is used). Request orderings can be junbled
when clients open additional connections for enbedded objects
while still receiving the container object.

Sol uti on(s)
Si nce request conpletion tinme is comon (e.g., Squid), recomrend
continuing to use it (with mcrosecond resolution if possible)
pl us recording elapsed tine since request reception.

Wor kar ound

Ref erences
See "Web Traffic Logs: An Inperfect Resource for Eval uation"[5]
for sonme di scussion of this.

Cont act
Brian D. Davi son <davi son@cm or g>

A. 3.4 Exchange format for |og summuaries

Name
Exchange format for | og sunmmaries

Cl assification
Admi ni stration/ Anal ysi s?
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Descri ption
Al t hough we have (nmore or less) a standard log file format for
proxies (plain vanilla Common Logfile and Squid), there isn't a
commonly accepted format for sunmmaries of those log files.
Sunmaries coul d be generated by the cache itself, or by post-
processing existing log file formats such as Squid’s.

Si gni ficance
Hi gh, since it neans that each log file sunmarizi ng/anal ysis too
is essentially reinventing the wheel (un-necessary repetition of
code), and the cost of processing a |arge nunber of large |og
files through a variety of analysis tools is (again for no good
reason) excessive.

I mplications
In order to performa neaningful analysis (e.g., to neasure
performance in relation to | oadi ng/ configuration over tine) the
access logs fromnultiple busy caches, it's often necessary to run
first one tool then another, each against the entire log file (or
a significantly large subset of the log). Wth log files running
into hundreds of MB even after conpression (for a cache dealing
with millions of transactions per day) this is a non-trivial task.

See Al so
| P packet/header sniffing - it may be that individual transactions
are at a level of granularity which sinply isn't sensible to be
attenpting on extrenely busy caches. There may al so be | ega
inplications in some countries, e.g., if this analysis identifies
i ndi vi dual s.

I ndi cati ons
Di sks/menory full (!) Stats (using nultiple prograns) take too |ong
to run. Stats crunching nmust be distributed out to multiple
machi nes because of its high conputational cost.

Sol uti on(s)

Have the proxy produce a standardi zed summary of its activity
either automatically or via an external (e.g., third party) tool,
in a conmonly agreed format. The format could be sonmething |ike
XML or the Extended Common Logfile, but the format and contents
are subjects for discussion. Ideally this approach would permt

i ndi vi dual cache server products to supply subsets of the possible
summary info, since it may not be feasible for all servers to

provide all of the information which people would like to see.
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Wor kar ound
Devise a private summary format for your own personal use - but
this conplicates or even precludes the exchange of sunmary info
with other interested parties.

Ref erences
See the web pages for the conmonly used cache stats analysis
progranms, e.g., Calanmaris, squidtimes, squidclients, etc.

Cont act
Martin Ham | ton <marti n@wwcache. j a. net >
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