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Abstract

This is a neno of a DNSSEC (Donmai n Nane System Security Extensions)
status neeting.

1.0 I ntroduction

A neeting of groups involved in the devel opment of the DNS Security
Ext ensi ons (DNSSEC) was held in conjunction with the 49th IETF. The
di scussi on covered the extent of current efforts, a discussion of
what questions are being asked of DNSSEC, and what is needed by the
| ETF to progress the definition to the Draft Standard | evel

DNSSEC [ RFC 2535] has been under consideration for quite a few years,
with RFC 2535 being the core of the nost recent definition. DNSSEC
is part of the charter of two working groups, DNSEXT and DNSOP

ISC s BIND v8.2 inplenented part of the specification, BIND v9
represents the first full inplenentation. In 1999 and 2000, nore
than a half dozen workshops have been held to test the concepts and
the earliest versions of inplementations. But to date, DNSSEC is not
i n conmon use

The current collective wisdomis that DNSSEC is 1) inportant, 2) a
buzzword, 3) hard, 4) inmature. To capture the true state of the
technol ogy and identify where work is needed, an informal gathering
of groups known to be involved in DNSSEC was held in conjunction with
the 49th IETF. The attendees represented NLnet Labs, The Foundati on
for Internet Infrastructure, RIPE NCC, ARIN, CAIRN (ISl and NA

Labs), N ST, DI SA, RSSAC, Network Associates and Verisign

(COM NET/ ORG TLDs) .
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The agenda of the neeting consisted of three itens. Reports from
each group on their current research goals were followed by a

di scussi on of questions being asked of DNSSEC. Finally, wth
reaching Draft Standard status as a goal, what was needed to make
thi s happen was consi der ed.

This report is not sinply a transcript of the neeting, it is a
summary. Sone of the information presented here was obtained in
direct contact with participants after the neeting.

1.1 What does the term "DNSSEC' nean?

One of the comrents nade during discussions is that DNSSEC does not

refer to just one monolithic technology. The termhas come to refer
to "tool box" of techniques and nethodol ogi es, that when used properly
can inprove the integrity of the DNS. G ven this observation, it can
be seen that sone portions of DNSSEC are evol ving nmuch nore rapidly
than other portions. |In particular, TSIG [RFC 2845] has certainly

reached a | evel "being depl oyabl e" for zone transfers.

The foll owi ng four conponents are considered to be part of DNSSEC
The concept of digital signature protection of DNS traffic as
described in RFC 2535 and a few support docunents (such as [RFC
3008]), which is designed to protect the transfer of data on an
Internet scale. The concept of protecting queries and responses
through the | ess-scal able but nmore efficient TSI G nechani sm[RFC
2845], which has applicability to zone transfers, DHCP registrations,
and other resolver to nane server traffic. Secure dynam c updates

[ RFC 3007], by virtue of using TSIG can be considered to be part of
DNSSEC. Finally, the definition of the CERT resource record [RFC
2538] gives DNS the ability to beconme a distribution mechanismfor
security data.

This definition of the conponents of DNSSEC is in no way definitive.
To be honest, this is a somewhat artificial grouping. DNSSEC does
not enconpass all of the security practiced in DNS today, for
exampl e, the redefinition of when and how data is cached [ RFC 2181],
plays a big role in hardening the DNS system The four el enents of
DNSSEC descri bed in the previous paragraph are grouped together
nostly because they do interrelate, but also they were devel oped at
approxi mately the same tine.

2.0 G oup Reports
The first part of the neeting consisted of reports of goals. From

this a taxonony of efforts has been nade to see if there are gaps in
t he wor k.
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2.1 NLnet Labs

Efforts by NLnet Labs are directed towards yiel ding an understandi ng
of the inmpact of DNSSEC on ccTLDs, specifically .de (Gernmany), .nl
(The Netherlands), and .se (Sweden). W rk to date has studied the
probl em of applying digital signatures and NXT records to a zone.
The conclusion drawn is that there are no real problens regarding
menory or CPU speed when signing | arge zones, not even for ".com"
NLnet Labs has offered to work with Verisign to examine this further

NLnet Labs is trying to define and docunent procedures for TLD
registries, registrars and registrants to properly handl e actions
|'i ke zone-resigning and key-rollover at the root, TLD, and | ower

|l evels. The outcone so far is that the DNSOP Roll Over proposa
seens inpractical or possibly even inpossible to inplenment at |arge
TLDs. NLnet Labs will produce a draft on an alternative KEY+SI G
handl i ng schene where SIGs are only kept in the zone where the
correspondi ng zone-KEY is |located. This schene reduces the necessary
actions for resigning zones from2 |levels (current zone and all
children) to 1 level (current zone), and for key-rollover from3

| evel s (parent, current zone and all children) to 2 | evels (parent
and current zone).

2.2 Verisign

Verisign's registry operations and corporate conponents have been

i nvestigati ng what DNSSEC nmeans to very |arge zones, not just froma
hardware point of view, but froman institutional point of view

Wth the service of providing del egations already comrercialized,
they are attenpting to define what it would take to provi de a DNSSEC
service. An inportant issue is the parent validation of each

del egated zone' s keys.

2.3 The Foundation for Internet Infrastructure

The Foundation for Internet Infrastructure, an organization in
Sweden, is running a project with two parts. One part is directed at
the "topol ogy" of the participants in DNSSEC, the other part of the
project is directed towards general devel opnment of tools.

The study is examining the adm nistrative issues of running DNSSEC
One issue is the possible 4-party interaction in the use of DNSSEC
The four parties are the registry, the registrar, the registrant, and
the DNS operator. O these four parties, any conbination nmay occur
within one entity, such as a registrant that operates their own DNS
as part of their information technol ogy departnent.
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The other part of the study is |ooking at what happens in the
resolver. Goals include DNSSEC-enabling tools such as | SAKMPd (an

| PSEC key negotiation software) secure NTP4, and e-mail. Part of
this effort is inplenmented in the sigz.net experinment, information on
this exists at www. sigz. net.

2.4 RSSAC

The RSSAC (Root Server System Advisory Committee) has cone to the
conclusion that TSIGis worthwhile and shoul d be depl oyed. There is
no schedul e for depl oynent, however.

As for the rest of DNSSEC, there is a need to better understand the
i npact of the new features before being introduced into production
Currently issues regarding potential testbeds are being document ed.
Two fundanental assunptions are that a DNSSEC testbed involving the
root servers is desirable and that such a testbed would allow for
long termtesting. The latter assunption is based upon the need to
under st and how repeated zone key validations can occur at multiple
i ndependent | evels of the DNS hierarchy.

2.5 CAIRN

CAI RN (Col | aborative Advanced I nteragency Research Network) is a
DARPA- sponsored network for coll aborative research. A funded
activity that involves DNSSEC is FMESHD, shorthand for Fault-Tol erant
Mesh of Trust in DNSSEC. The effort of this activity is to determ ne
a nmeans of building a resolver’s chain of trust when sone of the DNS
tree is unavail abl e or unsecured. An early deliverable of this is an
extension of secure shell to retrieve keys from DNSSEC. As part of
this activity, the use of DNSSEC i n a non-naj or provider zone is
bei ng i npl emented and st udi ed.

2.6 NIST

NI ST is collecting performance informati on regardi ng DNSSEC. One of
the fears in adopting DNSSEC is the workload it adds to existing DNS
machi ne wor kl oad. The hopes of this effort is to quantify the fear,
to see if it is real or imagined

If tine permts, there may be an effort to inplenent a zone integrity
checking program (inplenmented in Java) that will | ook for mssteps in
the use of DNSSEC. Base code exists, but needs work (beyond the
current baseline).
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2.7 D SA

The U.S. Defense Information Systens Agency is providing funds to
have DNSSEC i nplenmented in BIND. O particular interest is naking
sure that the DNSSEC specifications are correct, that BIND adheres to
the specifications, and that BIND is available on the operating
systens in use by the US Departnment of Defense. DI SA expects that
every line of code devel oped through this effort be made publicly
avai l abl e as part of stock BIND rel eases.

2.8 RI PE NCC

The RIPE NCC is | ooking at the inpact of DNSSEC on | P-registries.
The RIPE NCC is planning to coordinate and assist in the depl oynent
of DNSSEC. Because the RIPE NCC is the Regional Internet Registry
for Europe the focus will be on the depl oynent of DNSSEC on the
reverse map tree (in-addr.arpa for |Pv4).

2.9 ARIN

ARIN is investigating DNSSEC for use in signing its del egated zones
under in-addr.arpa. It participated in a dnssec workshop foll ow ng
NANOG 20 held in Washington, DC in Cctober, 2000. It also
participated in an ipv6-dnssec workshop that followed | ETF 49 in San
Diego, California. Additionally, AR N has stood up a server

dedi cated to testing various dns experinmentation, including dnssec
and carrying out limted testing.

2.10 Network Associ ates

NAl is pressing to get the tislabs.comzone running in accordance
with DNSSEC. This is an exanple of a non-Internet service provider
(neither an IP transit, |IP address allocation, nor a domai n nane
managi ng entity) making use of DNSSEC within the normal operations of
the Informati on Technol ogy depart nent.

2.11 ip6.int. domain
The nane servers authoritative for the ip6.int. domain are nostly
upgraded to be able to support CERT records and TSIG Once this is
fully acconplished and proposals are approved, TSI G and CERT records
will be used. Further DNSSEC work is unknown.

2.12 Topol ogy Based Domai n Search
Topol ogy Based Donmain Search (TBDS), is a DARPA funded activity

i nvestigating how DNS may continue to run in disconnected parts of
the Internet. Topics of interest (either covered by this project, or
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associ ated with the project) are the use of split keys, self-signed
zone (keys), and nultiple signing algorithms. A goal is the

est abli shnent of signed infrastructure zones, facilitating the
creation of a distributed CA for activities |ike | PSEC and FreeSwan

3.0 Taxonony of efforts and What is missing

The efforts being undertaken appear to cover a broad range of work
areas, fromlarge domain registries to domai n nane consuners. Wirk
has been progressing in the production of zones (signing, key
managenent), and is starting in the use (resolver) of DNSSEC secured
dat a.

From t he di scussion, there were no apparent areas |acking attention
Addi tional input in some areas is needed however, particularly in
maki ng use (applications and I T departnent) of DNSSEC

4.0 Questions faci ng DNSSEC

By the 49th | ETF neeting, the nost pressing question on DNSSEC is "is
it deployable?" Fromjust the enphasis placed on this question, the
nmeeting generated a |ist of questions and nade sure that either the
answer was known, or work was being done to address the question.

4.1 Is it deployabl e? Wen?

The usual answer to this has been "not now. " Wen is always off into
the future - "about a year." To get to a deployable point, a series
of workshops have been held since the spring of 1999

At this point, it is becoming clearer that |onger term workshops are
needed. In going through the notions of any workshop, the nunmber of
i ssues raised that inpact the protocol’s specification is
dimnishing, as well as inplenentation issues. As such, one or two
day wor kshops have been hel ping | ess and | ess in reaching depl oynent.

What is needed is to run longer termtest configurations, possibly
wor kshops that are help in conjunction with other events and that
assune continuity. This will allow a better assessnent of the issues
that involve the passage of time - expirations on key validations,
etc.

As was noted in section 1.1, and touched on in section 2, one
component of DNSSEC, TSIG is nore advanced that the others. Use of
TSIGto protect zone transfers is already matured to the "really good
idea to do stage" even if other elenents of DNSSEC are not. Using
TSIGto protect traffic between |ocal resolver and their "default"
recursive nane server still needs nore work, however.
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4.2 Does DNSSEC work? 1Is it the right approach?

Currently there is a lot of effort into making the specification as
proposed work. There is sone effort in assessing the specification
at this point, particularly the value of the NXT records and possible
repl acenents of it.

There seens little question on value of the KEY and SI G records.
There is sone research still needed on KEY validation across zone
boundaries. Such work is at |east schedul ed.

4.3 How will client software make use of DNSSEC?

There are a nunber of efforts to take existing applications and have
them make direct use of DNSSEC to carry out their functions. One
such exanple is secure shell

When or whether DNSSEC wi Il be understood in the (using PCSIX-1ike
terns) operating systenms "gethostbynane" and simlar routines has not
been addressed.

4.4 \What are the renmaining issues?

There are still a few protocol issues. The NXT resource record is
designed to provide a neans to authentically deny data exists. The
problemis that the solution proposed may be worse than the problem
in the eyes of sone. There is an alternative proposal, the NO
resource record, under consideration in the DNSEXT worki ng group. At
the present time, the DNSEXT working is considering the follow ng
question: |Is there a need to authentically deny exi stence of data, if
so, which is better, NXT (being incunmbent) or NO?

Anot her | ess defined issue is the nechanismfor parent validation of
children signatures. Although the protocol elenments of this are
becom ng settled, the operational considerations are not, as

evi denced by work nmentioned in section 2. DNSSEC i nteractions have
al so been referenced in discussions over a standard registry-

regi strar protocol

5.0 Progressing to Draft Standard
The I ETF goal for DNSSEC is to progress the docunents through the
standards track [ RFC 2026]. Currently, RFC 2535 is the second

iteration at the Proposed standard level. There is a need to cycle
t hrough Proposed once nore. Following this, the next goal is Draft.
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To pass to the Draft Standard |evel, two main requirenents nust be
met. There nust be two or nore interoperable inplenentations. There
must al so be sufficient successful operational experience.

5.1 Revision of RFC 2535 vi a DNSEXT

DNSEXT wi Il soon begin a rewite of the RFC 2535 specification (and
its support docunments), rolling in updates and clarifications based
upon i npl enentati on and testing experience.

5.2 Operations docunent(s) via DNSCP

DNSOP wi Il continue to be the forum for operations docunents based
upon DNSSEC activity. There is a need for the community to provide
more docunents to this group

5.3 Interoperability

Denonstrating i nteroperability of DNSSEC, neaning the interaction of
two di fferent inplenentations when performnm ng DNSSEC work, poses an
i ssue because, to date, only BIND is seriously being fitted with
DNSSEC. There are other partial inplenmentations of DNSSEC
functionality, so the potential for partial interoperability
denonstrations may exist.

During the nmeeting, it was realized that given goals stated, a second
DNSSEC i npl ementation is needed in 18 nonths. Various folks in the
room nmentioned that they would begin see what coul d be done about
this.
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8.0 Security Considerations

Thi s docunent, although a discussion of security enhancenents to the
DNS, does not itself inpact security. Were security issues arise,
they will be discussed in the Security Considerations of the
appropri ate docunent.
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11.0 Full Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Lew s I nf or mat i onal [ Page 10]






