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Abst ract

Thi s docunent describes the Congestion Manager (CM, an end-system
nodul e that:

(i) Enables an ensenble of nultiple concurrent streanms froma sender
destined to the sane receiver and sharing the same congestion
properties to perform proper congestion avoi dance and control, and
(ii) Allows applications to easily adapt to network congestion.

1. Conventions used in this docunent:

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC- 2119 [Bradner97].

STREAM

A group of packets that all share the sane source and destination
| P address, |IP type-of-service, transport protocol, and source and
destination transport-layer port nunbers.
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MACROFLOW

A group of CMenabled streanms that all use the same congestion
managenment and schedul ing al gorithns, and share congestion state
information. Currently, streans destined to different receivers
belong to different macrofl ows. Streams destined to the sane
recei ver MAY belong to different macroflows. When the Congestion
Manager is in use, streanms that experience identical congestion
behavi or and use the sane congestion control al gorithm SHOULD

bel ong to the sane macrofl ow.

APPLI| CATI ON

Any software nodul e that uses the CM This includes user-|evel
applications such as Wb servers or audi o/video servers, as well
as in-kernel protocols such as TCP [ Postel 81] that use the CM for
congestion control .

VELL- BEHAVED APPLI CATI ON
An application that only transmts when all owed by the CM and
accurately accounts for all data that it has sent to the receiver
by informng the CM using the CM API .

PATH MAXI MUM TRANSM SSI ON UNI T ( PMTU)
The size of the | argest packet that the sender can transmt
without it being fragnented en route to the receiver. It includes
the sizes of all headers and data except the |IP header.

CONGESTI ON W NDOW ( cwnd)

A CM state variable that nodul ates the anobunt of outstanding data
bet ween sender and receiver.

OUTSTANDI NG W NDOW ( ownd)
The nunber of bytes that has been transnmitted by the source, but
not known to have been either received by the destination or |ost
in the network.

I NI TI AL W NDOW (1 W

The size of the sender’s congestion wi ndow at the begi nning of a
macr of | ow.
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2

DATA TYPE SYNTAX

We use "u64" for unsigned 64-bit, "u32" for unsigned 32-bit, "ul6"
for unsigned 16-bit, "u8" for unsigned 8-bit, "i32" for signed

32-bit, "il1l6" for signed 16-bit quantities, "float" for |EEE
floating point values. The type "void" is used to indicate that
no return value is expected froma call. Pointers are referred to

using "*" syntax, follow ng C | anguage conventi on

We enphasi ze that all the APl functions described in this docunent
are "abstract" calls and that conformant CM i npl enentations may
differ in specific inplementation details.

I nt roducti on

The framework described in this docunent integrates congestion
managenent across all applications and transport protocols. The CM
mai nt ai ns congestion paraneters (avail able aggregate and per-stream
bandwi dt h, per-receiver round-trip tinmes, etc.) and exports an API
that enabl es applications to | earn about network characteristics,
pass information to the CM share congestion information with each

ot her, and schedul e data transm ssions. This docunent focuses on
applications and transport protocols with their own i ndependent per-
byt e or per-packet sequence nunber information, and does not require
nmodi fications to the receiver protocol stack. However, the receiving
application nust provide feedback to the sending application about
recei ved packets and | osses, and the latter is expected to use the CM
APl to update CM state. This docunent does not address networks with
reservations or service differentiation

The CMis an end-system nodul e that enables an ensenmble of multiple
concurrent streams to perform stable congestion avoi dance and
control, and allows applications to easily adapt their transm ssions
to prevailing network conditions. It integrates congestion
managenent across all applications and transport protocols. It
mai nt ai ns congestion paraneters (avail able aggregate and per-stream
bandwi dt h, per-receiver round-trip tinmes, etc.) and exports an API
that enabl es applications to | earn about network characteristics,
pass information to the CM share congestion information with each
other, and schedul e data transm ssions. Wen the CMis used, al
data transmi ssions subject to the CM nust be done with the explicit
consent of the CMvia this APl to ensure proper congestion behavi or

Systens MAY choose to use CM and if so they MJUST follow this
speci fication.

Thi s docunent focuses on applications and networks where the
foll owi ng conditions hold:
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1. Applications are well-behaved with their own independent
per-byte or per-packet sequence number information, and use the
CM APl to update internal state in the CM

2. Networks are best-effort w thout service discrimnation or
reservations. |In particular, it does not address situations
where different streans between the same pair of hosts traverse
paths with differing characteristics.

The Congestion Manager framework can be extended to support
applications that do not provide their own feedback and to
differentially-served networks. These extensions will be addressed
in later docunents.

The CMis notivated by two main goal s

(i) Enable efficient multiplexing. Increasingly, the trend on the
Internet is for unicast data senders (e.g., Wb servers) to transmt
het er ogeneous types of data to receivers, ranging fromunreliable
real -tine streaming content to reliable Wb pages and applets. As a
result, many logically different streans share the same path between
sender and receiver. For the Internet to remain stable, each of
these streans nust incorporate control protocols that safely probe
for spare bandwi dth and react to congestion. Unfortunately, these
concurrent streams typically conpete with each other for network
resources, rather than share themeffectively. Furthernore, they do
not |earn fromeach other about the state of the network. Even if
they each independently inplenent congestion control (e.g., a group
of TCP connections each inplenmenting the algorithns in [Jacobson88,
Al'l man99]), the ensenble of streans tends to be nore aggressive in
the face of congestion than a single TCP connection inplenenting
standard TCP congestion control and avoi dance [ Bal akri shnan98].

(ii) Enable application adaptation to congestion. Increasingly,
popul ar real -tine streanm ng applications run over UDP using their own
user-level transport protocols for good application performance, but
in nost cases today do not adapt or react properly to network
congestion. By inplenmenting a stable control algorithm and exposing
an adaptation API, the CM enabl es easy application adaptation to
congestion. Applications adapt the data they transnmt to the current
net work conditions.

The CM franmework builds on recent work on TCP control bl ock sharing
[ Touch97], integrated TCP congestion control (TCP-Int)

[ Bal akri shnan98] and TCP sessi ons [ Padmanabhan98]. [ Touch97]
advocates the sharing of sone of the state in the TCP control bl ock
to inprove transient transport perfornance and describes sharing
across an ensenble of TCP connections. [Bal akrishnan98],
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[ Padmanabhan98], and [ Eggert 00] descri be several experinents that
quantify the benefits of sharing congestion state, including inproved
stability in the face of congestion and better |oss recovery.
Integrating | oss recovery across concurrent connections significantly
i mproves perfornance because | osses on one connection can be detected
by noticing that later data sent on another connection has been

recei ved and acknowl edged. The CM franework extends these ideas in
two significant ways: (i) it extends congestion management to non- TCP
streans, which are becom ng increasingly conmon and often do not

i npl ement proper congestion nanagenent, and (ii) it provides an AP
for applications to adapt their transmi ssions to current network
conditions. For an extended discussion of the nmotivation for the CM
its architecture, API, and algorithms, see [Bal akri shnan99]; for a
description of an inplementation and perfornmance results, see

[ Ander sen00] .

The resulting end-host protocol architecture at the sender is shown
in Figure 1. The CM hel ps achieve network stability by inplenmenting
st abl e congesti on avoi dance and control algorithns that are "TCP-
friendly" [ Mahdavi 98] based on algorithms described in [ Al man99].
However, it does not attenpt to enforce proper congestion behavior
for all applications (but it does not preclude a policer on the host
that perforns this task). Note that while the policer at the end-
host can use CM the network has to be protected agai nst conpronises
to the CM and the policer at the end hosts, a task that requires
router machinery [Floyd99a]. We do not address this issue further in
this docunent.
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Figure 1

The key components of the CMfranework are (i) the API, (ii) the
congestion controller, and (iii) the scheduler. The APl is (in part)
nmotivated by the requirenents of application-level framng (ALF)

[0 ark90], and is described in Section 4. The CMinternals (Section
5) include a congestion controller (Section 5.1) and a scheduler to
orchestrate data transm ssions between concurrent streanms in a

macr of | ow (Section 5.2). The congestion controller adjusts the
aggregate transm ssion rate between sender and receiver based on its
estimate of congestion in the network. It obtains feedback about its
past transnissions fromapplications thenselves via the API. The
schedul er apportions avail abl e bandwi dt h anongst the different
streanms within each macrofl ow and notifies applications when they are
permitted to send data. This document focuses on well-behaved
applications; a future one will describe the sender-receiver protocol
and header formats that will handl e applications that do not

i ncorporate their own feedback to the CM

3. CM API
By convention, the | ETF does not treat Application Progrannm ng
Interfaces as standards track. However, it is considered inportant

to have the CM APl and CM al gorithmrequirenments in one coherent
docunent. The followi ng section on the CM APl uses the terns MJST,
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SHOULD, etc., but the terns are nmeant to apply within the context of
an inplementation of the CM API. The section does not apply to
congestion control inplenmentations in general, only to those

i mpl ementations offering the CM API.

Using the CM API, streans can deternmine their share of the avail able
bandwi dt h, request and have their data transmni ssions schedul ed,

i nformthe CM about successful transm ssions, and be informed when
the CM s estimte of path bandw dth changes. Thus, the CMfrees
applications fromhaving to maintain informati on about the state of
congestion and avail abl e bandwi dth al ong any pat h.

The function prototypes below foll ow standard C | anguage conventi on.
We emphasi ze that these APl functions are abstract calls and

conformant CM i nplenentations may differ in specific details, as |ong
as equivalent functionality is provided.

When a new streamis created by an application, it passes sone
information to the CMvia the cmopen(streaminfo) APl call.

Currently, stream.info consists of the followi ng information: (i) the
source | P address, (ii) the source port, (iii) the destination IP
address, (iv) the destination port, and (v) the I P protocol nunber.

3.1 State nmmintenance

1. Open: Al applications MIST call cmopen(stream.info) before
using the CM API. This returns a handle, cmstreamd, for the
application to use for all further CM APl invocations for that
stream |If the returned cmstreamd is -1, then the cmopen()
failed and that stream cannot use the CM

All other calls to the CMfor a streamuse the cmstream d
returned fromthe cmopen() call.

2. Cose: Wen a streamtermnates, the application SHOULD i nvoke
cmclose(cmstreanid) to informthe CM about the term nation
of the stream

3. Packet size: cmntu(cmstreamd) returns the estimted PMIU of
the path between sender and receiver. Internally, this
i nformati on SHOULD be obtai ned via path MIU di scovery
[ Mogul 90]. It MAY be statically configured in the absence of
such a mechani sm
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3.2 Data transm ssion

The CM accommpdates two types of adaptive senders, enabling
applications to dynam cally adapt their content based on prevailing
networ k conditions, and supporting ALF-based applications.

1. Cal |l back-based transm ssion. The call back-based transnission AP
puts the streamin firmcontrol of deciding what to transnmt at each
point in time. To achieve this, the CM does not buffer any data;
instead, it allows streans the opportunity to adapt to unexpected
networ k changes at the | ast possible instant. Thus, this enables
streans to "pull out" and repacketize data upon | earni ng about any
rate change, which is hard to do once the data has been buffered.
The CM must inplenent a cmrequest(i32 cmstreamd) call for streans
wi shing to send data in this style. After sone tine, depending on
the rate, the CM MJST invoke a call back using cmapp_send(), which is
a grant for the streamto send up to PMIU bytes. The call back-style
APl is the recommended choice for ALF-based streans. Note that
cmrequest () does not take the nunmber of bytes or MIU-sized units as
an argument; each call to cmrequest() is an inplicit request for
sending up to PMIU bytes. The CM MAY provide an alternate interface,
cmrequest (int k). The cmapp_send call back for this request is
granted the right to send up to k PMIU sized segnents. Section 4.3
di scusses the tinme duration for which the transmission grant is
valid, while Section 5.2 describes how these requests are schedul ed
and cal | backs nmade.

2. Synchronous-style. The above call back-based APl accomobdates a
class of ALF streans that are "asynchronous." Asynchronous
transmtters do not transnit based on a periodic clock, but do so
triggered by asynchronous events like file reads or captured franes.
On the other hand, there are many streams that are "synchronous"
transmtters, which transmt periodically based on their own interna
timers (e.g., an audi o senders that sends at a constant sanpling
rate). Wile CMcallbacks could be configured to periodically
interrupt such transmitters, the transmt |oop of such applications
is less affected if they retain their original tinmer-based loop. In
addition, it complicates the CM APl to have a stream express the
periodicity and granularity of its callbacks. Thus, the CM MJST
export an APl that allows such streans to be infornmed of changes in
rates using the cmapp_update(u64 newate, u32 srtt, u32 rttdev)
cal l back function, where newate is the newrate in bits per second
for this stream srtt is the current smoothed round trip tinme
estimate in mcroseconds, and rttdev is the snoothed |inear deviation
in the round-trip tine estimte cal cul ated using the same al gorithm
as in TCP [Paxson00]. The newate val ue reports an instantaneous
rate cal cul ated, for exanple, by taking the ratio of cwnd and srtt,
and dividing by the fraction of that ratio allocated to the stream
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In response, the stream MJST adapt its packet size or change its
timer interval to conformto (i.e., not exceed) the allowed rate. O
course, it may choose not to use all of this rate. Note that the CM
is not on the data path of the actual transm ssion

To avoi d unnecessary cnapp_update() call backs that the application
will only ignore, the CM MJST provide a cmthresh(fl oat

rate_downt hresh, float rate upthresh, float rtt_downthresh, fl oat
rtt_upthresh) function that a streamcan use at any stage in its
execution. In response, the CM SHOULD i nvoke the cal |l back only when
the rate decreases to |l ess than (rate_downthresh * |astrate) or
increases to nore than (rate_upthresh * lastrate), where lastrate is
the rate last notified to the stream or when the round-trip tine
changes correspondingly by the requisite thresholds. This
information is used as a hint by the CM in the sense the
cmapp_update() can be called even if these conditions are not net.

The CM MUST i npl enent a cm query(i 32 cmstream d, u64* rate, u32*
srtt, u32* rttdev) to allow an application to query the current CM
state. This sets the rate variable to the current rate estimate in
bits per second, the srtt variable to the current snoothed round-trip
time estimate in mcroseconds, and rttdev to the nean |inear
deviation. |f the CM does not have valid estimates for the
macroflow, it fills in negative values for the rate, srtt, and
rttdev.

Note that a stream can use nore than one of the above transm ssion
APls at the same tine. |In particular, the know edge of sustainable
rate is useful for asynchronous streans as well as synchronous ones;
e.g., an asynchronous Wb server dissem nating i nages using TCP may
use cmapp_send() to schedule its transm ssions and crmapp_update() to
deci de whether to send a lowresolution or high-resolution imge. A
TCP i npl enentation using the CMis described in Section 6.1.1, where
the benefit of the cmrequest() call back APl for TCP wi |l becone
appar ent .

The reader will notice that the basic CM APl does not provide an
interface for buffered congestion-controlled transm ssions. This is
intentional, since this transm ssion node can be inpl enented using
the cal | back-based primtive. Section 6.1.2 describes how
congestion-controll ed UDP sockets may be inplenmented using the CM
API .

3.3 Application notification
When a streamrecei ves feedback fromreceivers, it MJST use

cmupdate(i 32 cm streami d, u32 nrecd, u32 nlost, u8 |ossnode, i32
rtt) to informthe CM about events such as congestion | osses,
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successful receptions, type of loss (timeout event, Explicit
Congestion Notification [Ramakri shnan99], etc.) and round-trip time
samples. The nrecd paraneter indicates how many bytes were
successfully received by the receiver since the | ast cmupdate call
while the nrecd paraneter identifies how many bytes were received
were |lost during the sanme tinme period. The rtt value indicates the
round-trip time nmeasured during the transnission of these bytes. The
rtt value nust be set to -1 if no valid round-trip sanple was
obt ai ned by the application. The |ossnode paraneter provides an

i ndi cator of how a | oss was detected. A value of CM NO FEEDBACK

i ndi cates that the application has received no feedback for all its
outstanding data, and is reporting this to the CM For exanple, a
TCP t hat has experienced a tinmeout would use this parameter to inform
the CMof this. A value of CMLOSS FEEDBACK indicates that the
appl i cation has experienced sone | oss, which it believes to be due to
congestion, but not all outstanding data has been lost. For exanple,
a TCP segnent | oss detected using duplicate (selective)

acknow edgnents or other data-driven techniques fits this category.

A val ue of CM EXPLI CI T_CONGESTI ON i ndicates that the receiver echoed
an explicit congestion notification nmessage. Finally, a value of

CM _NO CONGESTI ON i ndi cates that no congestion-rel ated | oss has
occurred. The | ossnode paranmeter MJUST be reported as a bit-vector
where the bits correspond to CM NO FEEDBACK, CM LOSS FEEDBACK

CM EXPLI CI T_CONGESTI ON, and CM NO CONGESTION. Note that over |inks
(paths) that experience |osses for reasons other than congestion, an
application SHOULD i nfformthe CM of | osses, with the CM NO CONGESTI ON
field set.

cmnotify(i32 cmstream d, u32 nsent) MJST be called when data is
transmtted fromthe host (e.g., in the IP output routine) to inform
the CMthat nsent bytes were just transmitted on a given stream

This allows the CMto update its estimte of the nunber of

out standi ng bytes for the macrofl ow and for the stream

A cmapp_send() grant fromthe CMto an application is valid only for
an expiration time, equal to the larger of the round-trip tinme and an
i mpl ement at i on- dependent threshold comuni cated as an argunment to the
cmapp_send() call back function. The application MJST NOT send data
based on this callback after this tinme has expired. Furthermore, if
the application decides not to send data after receiving this

call back, it SHOULD call cmnotify(streaminfo, 0) to allowthe CMto
permit other streans in the nacroflowto transmt data. The CM
congestion controller MJUST be robust to applications forgetting to

i nvoke cmnotify(streaminfo, 0) correctly, or applications that
crash or disappear after having made a cmrequest() call.
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3.4 Querying

If applications wish to | earn about per-stream avail abl e bandw dth
and round-trip tine, they can use the CMs cm query(i 32 cm stream d,
i 64* rate, i32* srtt, i32* rttdev) call, which fills in the desired
quantities. |If the CM does not have valid estimates for the
macroflow, it fills in negative values for the rate, srtt, and
rttdev.

3.5 Sharing granularity

One of the decisions the CMneeds to nmake is the granularity at which
a macroflow is constructed, by deciding which streans belong to the
same macrofl ow and share congestion information. The APl provides
two functions that allow applications to decide which of their
streans ought to belong to the same nmacrofl ow.

cm getmacrofl ow(i 32 cm stream d) returns a uni que i 32 nacrofl ow
identifier. cmsetmacroflow(i32 cmmacroflowid, i32 cmstream d)
sets the macrofl ow of the streamcmstreanid to cmnmacroflowid. |f
the cmmacroflowid that is passed to cmsetmacroflowm) is -1, then a
new macroflow is constructed and this is returned to the caller

Each call to cm setnmacrofl owm) overrides the previous nmacrofl ow
association for the stream should one exist.

The default suggested aggregation nmethod is to aggregate by
destination IP address; i.e., all streanms to the sane destination
address are aggregated to a single nmacrofl ow by default. The

cm getmacrofl ow() and cm setmacroflowm) calls can then be used to
change this as needed. W do note that there are sone cases where
this may not be optinmal, even over best-effort networks. For
exanpl e, when a group of receivers are behind a NAT device, the

sender will see themall as one address. |f the hosts behind the NAT
are in fact connected over different bottl eneck |inks, sonme of those
hosts could see worse performance than before. It is possible to

detect such hosts when using delay and | oss estinmates, although the
speci fic nechani sns for doing so are beyond the scope of this
docurnent .

The objective of this interface is to set up sharing of groups not
sharing policy of relative weights of streans in a nacroflow. The
|latter requires the scheduler to provide an interface to set sharing
policy. However, because we want to support many different

schedul ers (each of which may need different information to set
policy), we do not specify a complete APl to the schedul er (but see
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Section 5.2). A later guideline docunent is expected to describe a
few sinple schedulers (e.g., weighted round-robin, hierarchica
schedul i ng) and the APl they export to provide relative
prioritization.

4, CMinternals

This section describes the internal conponents of the CM It
i ncludes a Congestion Controller and a Scheduler, with well-defined,
abstract interfaces exported by them

4.1 Congestion controller

Associ ated with each macrofl ow is a congestion control algorithm the
collection of all these algorithns conprises the congestion
controller of the CM The control al gorithm decides when and how
much data can be transmitted by a macroflow. It uses application
notifications (Section 4.3) fromconcurrent streans on the sane
macroflow to build up informati on about the congestion state of the
net wor k path used by the macrofl ow.

The congestion controller MJST inplenent a "TCP-friendly" [ Mahdavi 98]
congestion control algorithm Several nacroflows MAY (and i ndeed,
often will) use the sane congestion control algorithmbut each

macr of | ow mai ntai ns state about the network used by its streans.

The congestion control nodul e MJUST inpl enent the foll ow ng abstract
interfaces. W enphasize that these are not directly visible to
applications; they are within the context of a macroflow, and are
different fromthe CM APl functions of Section 4.

- void query(u64 *rate, u32 *srtt, u32 *rttdev): This function
returns the estimated rate (in bits per second) and snoot hed
round trip time (in mcroseconds) for the nmacrofl ow.

- void notify(u32 nsent): This function MJST be used to notify the
congestion control nodul e whenever data is sent by an
application. The nsent parameter indicates the number of bytes
just sent by the application

- void update(u32 nsent, u32 nrecd, u32 rtt, u32 |l ossnode): This
function is called whenever any of the CM streans associated with
a macrofl ow identifies that data has reached the receiver or has
been I ost en route. The nrecd paraneter indicates the nunber of
bytes that have just arrived at the receiver. The nsent
paraneter is the sumof the nunber of bytes just received and the
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nunber of bytes identified as lost en route. The rtt paraneter is
the estimated round trip tinme in mcroseconds during the

transfer. The | ossnode paraneter provides an indicator of how a

| oss was detected (section 4.3).

Al t hough these interfaces are not visible to applications, the
congestion controller MJUST inplenment these abstract interfaces to
provide for nodular inter-operability with different separately-
devel oped schedul ers.

The congestion control nodule MUST al so call the associated
schedul er’s schedul e function (section 5.2) when it believes that the
current congestion state allows an MIU-sized packet to be sent.

4.2 Schedul er

Wiile it is the responsibility of the congestion control nodule to
det erm ne when and how much data can be transnmitted, it is the
responsibility of a macrofl ow s schedul er nodul e to determn ne which
of the streans should get the opportunity to transmt data.

The Schedul er MUST i npl enent the follow ng interfaces:

- void schedul e(u32 num bytes): Wen the congestion control nodul e
determnes that data can be sent, the schedul e() routine MJST be
called with no nmore than the nunber of bytes that can be sent.

In turn, the schedul er MAY call the cmapp_send() function that CM
appl i cations nust provide.

- float query share(i32 cmstreamid): This call returns the
descri bed stream s share of the total bandwi dth available to the
macrofl ow. This call conbined with the query call of the
congestion controller provides the information to satisfy an
application’s cmquery() request.

- void notify(i32 cmstreamd, u32 nsent): This interface is used
to notify the schedul er nodul e whenever data is sent by a CM
application. The nsent parameter indicates the number of bytes
just sent by the application

The Schedul er MAY inplenent nmany additional interfaces. As
experience with CM schedul ers increases, future docunments nay
make additions and/or changes to some parts of the schedul er
API .
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5. Exanpl es
5.1 Exanpl e applications

Thi s section describes three possible uses of the CM APl by
applications. W describe two asynchronous applications---an

i npl ementation of a TCP sender and an i npl enentation of congestion-
controll ed UDP sockets, and a synchronous application---a stream ng
audi o server. More details of these applications and CM

i npl ementation optimzations for efficient operation are described in
[ Ander sen00] .

Al'l applications that use the CM MJUST i ncorporate feedback fromthe
receiver. For exanmple, it rmust periodically (typically once or tw ce
per round trip tine) determ ne how many of its packets arrived at the
receiver. Wen the source gets this feedback, it MJST use
cmupdate() to informthe CMof this newinformation. This results
in the CMupdating owd and nay result in the CMchanging its
estimates and calling cmapp_update() of the streams of the nmacrofl ow

The protocols in this section are exanpl es and suggestions for
i npl ementation, rather than requirenents for any confornmant
i mpl ement ati on.

5.1.1 TCP

A TCP inpl enentation that uses CM shoul d use the cmapp_send()

call back API. TCP only identifies which data it should send upon the
arrival of an acknow edgenment or expiration of a timer. As a result,
it requires tight control over when and if new data or

retransm ssions are sent.

VWhen TCP either connects to or accepts a connection from anot her
host, it perforns a cmopen() call to associate the TCP connection
with a cm stream d.

Once a connection is established, the CMis used to control the
transm ssion of outgoing data. The CMelimnates the need for
tracking and reacting to congestion in TCP, because the CMand its
transm ssi on APl ensure proper congestion behavior. Loss recovery is
still performed by TCP based on fast retransnissions and recovery as
well as timeouts. |In addition, TCP is also nodified to have its own
out standi ng wi ndow (tcp_ownd) estimate. Wenever data segnents are
sent fromits cmapp_send() callback, TCP updates its tcp_ownd val ue.
The ownd variable is also updated after each cmupdate() call. TCP
al so mai ntains a count of the nunber of outstanding segnents
(pkt_cnt). At any time, TCP can cal cul ate the average packet size
(avg_pkt size) as tcp_ownd/pkt _cnt. The avg pkt _size is used by TCP
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to help estimate the amount of outstanding data. Note that this is
not needed if the SACK option is used on the connection, since this
information is explicitly avail abl e.

The TCP output routines are nodified as foll ows:
1. Al congestion wi ndow (cwnd) checks are renoved

2. When application data is available. The TCP output routines
performall non-congestion checks (Nagle algorithm receiver-
adverti sed wi ndow check, etc). |If these checks pass, the output
routine queues the data and calls cmrequest() for the stream

3. If incoming data or tiners result in a |loss being detected, the
retransm ssion is also placed in a queue and cmrequest() is
called for the stream

4. The crmapp_send() callback for TCP is set to an output routine.
If any retransmi ssion is enqueued, the routine outputs the
retransm ssion. Oherw se, the routine outputs as nuch new data
as the TCP connection state allows. However, the cmapp_send()
never sends nore than a single segnent per call. This routine
arranges for the other output conputations to be done, such as
header and options conputations.

The I P output routine on the host calls cmnotify() when the packets
are actually sent out. Because it does not know which cmstreamd is
responsi ble for the packet, cmnotify() takes the stream.info as
argunent (see Section 4 for what the stream.info should contain).
Because cmnotify() reports the I P payload size, TCP keeps track of
the total header size and incorporates these updates.

The TCP input routines are nodified as foll ows:

1. RIT estimation is done as normal using either tinmestanps or
Karn's algorithm Any rtt estinate that is generated is passed to
CMvia the cmupdate call.

2. Al cwnd and slow start threshold (ssthresh) updates are
removed.

3. Upon the arrival of an ack for new data, TCP conputes the val ue
of in_flight (the ambunt of data in flight) as snd_max-ack-1
(i.e., MAX Sequence Sent - Current Ack - 1). TCP then calls
cmupdate(streamd, tcp_ownd - in_flight, 0, CM NO CONGESTI ON
rtt).
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4. Upon the arrival of a duplicate acknow edgenent, TCP nust check
its dupack count (dup_acks) to deternmine its action. |f dup_acks
< 3, the TCP does nothing. If dup_acks == 3, TCP assunes that a
packet was |lost and that at |east 3 packets arrived to generate
these duplicate acks. Therefore, it calls cmupdate(streamd, 4 *
avg_pkt _size, 3 * avg pkt_size, CM LOSS FEEDBACK, rtt). The

aver age packet size is used since the acknow edgnents do not

i ndi cate exactly how much data has reached the other end. Mbst
TCP inpl enentations interpret a duplicate ACK as an indication
that a full MSS has reached its destination. Once a new ACK is
recei ved, these TCP sender inplenentations may resynchronize with
TCP receiver. The CM APl does not provide a nechanismfor TCP to
pass information fromthis resynchroni zation. Therefore, TCP can
only infer the arrival of an avg_pkt_size anount of data from each
duplicate ack. TCP also enqueues a retransm ssion of the |ost
segnment and calls cmrequest(). |If dup_acks > 3, TCP assunes that
a packet has reached the other end and caused this ack to be sent.
As a result, it calls cmupdate(streanm d, avg_pkt_size,

avg_pkt _size, CM_NO CONGESTION, rtt).

5. Upon the arrival of a partial acknow edgnent (one that does not
exceed the highest segnent transmtted at the tine the | oss
occurred, as defined in [Floyd99b]), TCP assunes that a packet was
lost and that the retransnitted packet has reached the recipient.
Therefore, it calls cmupdate(streanid, 2 * avg_pkt_si ze,

avg_pkt _size, CM NO CONGESTIQN, rtt). CM NO CONGESTION is used
since the | oss period has already been reported. TCP al so
enqueues a retransm ssion of the | ost segnment and calls
cmrequest ().

When the TCP retransmi ssion timer expires, the sender identifies that
a segnment has been | ost and calls cmupdate(stream d, avg pkt_size,
0, CM NO FEEDBACK, 0) to signify that no feedback has been received
fromthe receiver and that one segnent is sure to have "left the

pi pe." TCP al so enqueues a retransm ssion of the |ost segrment and
calls cmrequest().

5.1.2 Congestion-controlled UDP

Congestion-controlled UDP is a useful CM application, which we
describe in the context of Berkeley sockets [Stevens94]. They
provide the same functionality as standard Berkel ey UDP sockets, but
instead of imrediately sending the data fromthe kernel packet queue
to lower layers for transm ssion, the buffered socket inplementation
makes calls to the APl exported by the CMinside the kernel and gets
cal |l backs fromthe CM Wen a CM UDP socket is created, it is bound
to a particular stream Later, when data is added to the packet
queue, cmrequest() is called on the stream associated with the
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socket. When the CM schedules this streamfor transmission, it calls
udp_ccappsend() in the UDP nodule. This function transmts one MIU
fromthe packet queue, and schedul es the transm ssion of any
remai ni ng packets. The in-kernel inplementation of the CM UDP AP
shoul d not require any additional data copies and shoul d support al
standard UDP options. Modifying existing applications to use
congestion-controlled UDP requires the inplenmentation of a new socket
option on the socket. To work correctly, the sender nust obtain

f eedback about congestion. This can be done in at |east two ways:
(i) the UDP receiver application can provide feedback to the sender
application, which will informthe CMof network conditions using
cmupdate(); (ii) the UDP receiver inplenentation can provide
feedback to the sending UDP. Note that this latter alternative
requires changes to the receiver’s network stack and the sender UDP
cannot assune that all receivers support this option wi thout explicit
negoti ati on.

5.1.3 Audi o server

A typical audio application often has access to the sanple in a

mul titude of data rates and qualities. The objective of the
application is then to deliver the highest possible quality of audio
(typically the highest data rate) its clients. The selection of

whi ch version of audio to transnit should be based on the current
congestion state of the network. |In addition, the source will want
audio delivered to its users at a consistent sanpling rate. As a
result, it nust send data a regular rate, mnimzing del aying
transm ssi ons and reduci ng buffering before playback. To neet these
requirenents, this application can use the synchronous sender API
(Section 4.2).

When the source first starts, it uses the cmquery() call to get an
initial estimte of network bandw dth and delay. |If some other
streans on that macrofl ow have al ready been active, then it gets an
initial estimate that is valid; otherwise, it gets negative val ues,
which it ignores. |t then chooses an encodi ng that does not exceed
these estimates (or, in the case of an invalid estimte, uses
application-specific initial values) and begins transmtting data.
The application also inplenments the cmapp_update() call back. Wen
the CM determ nes that network characteristics have changed, it calls
the application’s cnapp_update() function and passes it a new rate
and round-trip tine estimate. The application nmust change its choice
of audio encoding to ensure that it does not exceed these new
estimates.
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5.2 Exanpl e congestion control nodul e

To illustrate the responsibilities of a congestion control nodul e,
the follow ng describes sone of the actions of a sinple TCP-like
congestion control nodule that inplenments Additive |Increase

Mul tiplicative Decrease congestion control (Al M) _CO):

- query(): AIMD CC returns the current congestion w ndow (cwnd)
di vided by the snmoothed rtt (srtt) as its bandwidth estimate. It
returns the snoothed rtt estinate as srtt.

- notify(): AIMD_CC adds the number of bytes sent to its
out st andi ng data wi ndow (ownd).

- update(): AIMD CC subtracts nsent fromownd. |If the value of rtt
is non-zero, AIMD CC updates srtt using the TCP srtt cal cul ation.
If the update indicates that data has been |l ost, A MD CC sets
cwnd to 1 MIUif the loss _node is CM NO FEEDBACK and to cwnd/ 2
(with a mMninumof 1 MIU) if the |oss_node is CM LOSS FEEDBACK or
CM EXPLICI T_CONGESTION. AIMD CC also sets its internal ssthresh
variable to cwnd/2. If no |oss had occurred, AIMD CC mnics TCP
slow start and linear growth nodes. It increnents cwnd by nsent
when cwnd < ssthresh (bounded by a maxi num of ssthresh-cwnd) and
by nsent * MU cwnd when cwnd > ssthresh.

- Wien cwnd or ownd are updated and indicate that at |east one MU
may be transmtted, AIMD CC calls the CMto schedule a
transm ssi on.
5.3 Exanpl e Schedul er Mdul e
To clarify the responsibilities of a schedul er nodule, the follow ng
descri bes sonme of the actions of a sinple round robin schedul er
nmodul e (RR _sched):

- schedul e(): RR sched schedul es as many streans as possible in round
robi n fashi on.

- query_share(): RR_sched returns 1/ (nunber of streans in macrofl ow).

- notify(): RR_sched does nothing. Round robin scheduling is not
af fected by the anpbunt of data sent.

6. Security Considerations
The CM provi des many of the sane services that the congestion control

in TCP provides. As such, it is vulnerable to many of the sane
security problenms. For exanple, incorrect reports of |osses and
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transm ssions will give the CMan inaccurate picture of the network’s
congestion state. By giving CMa high estinmate of congestion, an
attacker can degrade the performance observed by applications. For
exanple, a streamon a host can arbitrarily slow down any other
stream on the same macroflow, a form of denial of service.

The nore dangerous form of attack occurs when an application gives
the CMa | ow estimate of congestion. This would cause CMto be
overly aggressive and allow data to be sent much nore quickly than
sound congestion control policies would allow

[ Touch97] describes a nunber of the security problens that arise with
congestion information sharing. An additional vulnerability (not
covered by [Touch97])) occurs because applications have access
through the CM APl to control shared state that will affect other
applications on the sane conputer. For instance, a poorly designed,
possi bly a conprom sed, or intentionally nalicious UDP application
could m suse cmupdate() to cause starvation and/or too-aggressive
behavi or of others in the macrofl ow
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