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Service Location Protocol Mdifications for |Pv6
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2001). All Ri ghts Reserved.
Abst ract
Thi s docunment defines the Service Location Protocol Version 2's
(SLPv2) use over |IPv6 networks. Since this protocol relies on UDP
and TCP, the changes to support its use over |Pv6 are mnor.
Thi s docunment does not describe how to use SLPvl over |Pv6 networKks.
There is at the tinme of this publication no inplenmentation or

depl oynent of SLPvl over IPv6. It is RECOMWENDED that SLPv2 be used
in general, and specifically on networks which support |Pv6.
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1. Introduction

The Service Location Protoco
the di scovery and sel ection of network services.
conputers using | P based networks no | onger need so nmuch
static configuration of network services for network based

This is especially inportant as conputers becone nore
t he

pr ot ocol ,

appl i cations.
portable, and users less tolerant of or less able to fulfill

demands of network adm nistration

Using this

May 2001
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(SLP) provides a scal able framework for

The foll owing are changes required to have the Service Location
Prot ocol work over |Pv6. These changes i nclude:

El i m nating support for broadcast SLP requests

Address Specification for | Pv6 Addresses in URLs

Use of IPv6 multicast addresses and | Pv6 address scopes

Restricted Propagati on of Service Advertisements

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and " OPTI ONAL"

docunent are to be interpreted as described in [4].
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2. BElimnating support for broadcast SLP requests

Service Location over |Pv4 all ows broadcasts to send Service Location

request nessages. |Pv6 nakes use of link-local multicast in place of
broadcast. Broadcast-only configuration for SLP is not supported
under IPv6. |If a User Agent w shes to nmake a request to di scover

Directory Agents or make a request of multiple Service Agents, the
User Agent must mnulticast the request to the appropriate nulticast
addr ess.

Thi s change nodifies the requirenents described in Section 6.1 (Use
of Ports, UDP and Miulticast) of the Service Location Protocol [2].

3. Address Specification for |Pv6 Addresses in URLs

Whenever possible the DNS [5] nane of the service should be used
rat her than the numerical representation described in this section

Service Location allows the use of the protocol without the benefit
of DNS. This is relevant when a group of systens is connected to
build a network w thout any previous configuration of servers to
support this network. Wen Service Location is used in this manner,
nuneri cal addresses nust be used to identify the |ocation of
services

The format of a "service:" URL is defined in [6]. This URL is an
"absolute URI" as defined by [7].

A nunerical |Pv6 address, such as may be used in a "service:" URL, is
specified as in [8]. The textual representation defined for litera
| Pv6 addresses in [9]:

i pv6-addr = "[" numaddr "]"
num addr = ; Text represented |Pv6 address syntax is as
; specified in RFC 2373 [8], Section 2.2,
Exanpl es:

This is a site-1ocal scoped address, as could be used in a SLP
DAAdvert mnessage.

service: directory-agent://[ FECO: : 323: A3F9: 25ff: fe91: 109D
This is a link-1ocal scoped address, as could be used by a SAto
advertise its service on a | Pv6 network with no routers or DNS

servi ce.

service:printer:ipp://[FE80::al5A: 93ff: fe5D: B098]: 8080/ path
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4. SLP multicast and uni cast behavi or over |Pv6

Section 4.1 describes how different nulticast addresses are used for
transmitting and receiving SLPv2 nessages over |Pv6. Section 4.2
defines rules for the use of these addresses and covers scoped
address issues in general

4.1 SLPv2 Multicast Goup-I1Ds for |IPv6

SLPv2 for IPv4 specifies only one nulticast address, relative to an
Adm ni stratively Scoped Address range [11]. The reason only one
address was used is that there are only 256 relative assignments
avai l abl e for this purpose. [Pv6, on the other hand, has scoped
addresses and enough space for a range of assignnents.

SLPv2 for I Pv6 uses the follow ng nmulticast group-id assignnents:

FFOX: 0: 0: 0: 0: 0: 0: 116 SVRLOC

FFOX: 0: 0: 0: 0: 0: 0: 123 SVRLOC- DA

FFOX: 0: 0: 0: 0: 0: 1: 1000 Servi ce Location
-FFOX: 0:0:0:0:0:1: 13FF

These group-ids are conbined with the scope prefix of the scope to
which the nmulticast nmessage is to be sent.

The SVRLOC group-id is used for the foll owi ng nessages: Service Type
Request and Attri bute Request nessages.

The SVRLOC-DA group-id is used for nulticast Service Requests for the
"service:directory-agent" service type. Al so, DAs send unsolicited
DA Advert nessages to the SVRLOC-DA nulticast group-id.

Al'l other multicast Service Request nessages are sent to the

appropriate Service Location nmulticast group-id. SAs join the groups
whi ch correspond to the Service Types of the services they adverti se.
The group-id is determined using the algorithmprovided in SLPvl [3].
The Service Type string used in the SrvRgst is hashed to a value from
0-1023. This determi nes the offset into the FFOX :1:1000- 13FF range.

The hash algorithmis defined as foll ows:

An unsigned 32 bit value Vis initialized to 0. Each byte of the
Service Type UTF-8 [12] encoded string value is considered
consecutively. The current value Vis multiplied by 33, then the
val ue of the current string byte is added. Each byte in the Service
Type string is processed in this manner. The result is contained in
the I ow order 10 bits of V. For exanple, the follow ng code

i nplements this algorithm
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unsi gned | ong sl p_hash(const char *pc, unsigned int len) {
unsigned long h = 0;
while (len-- 1= 0) {
h *= 33;
h += *pc++;
}
return (Ox3FF & h); /* round to a range of 0-1023 */
}

4.2 SLPv2 Scoping Rules for |1Pv6

I Pv6 provides different scopes for interface address configuration
and nul ticast addresses. A SLPv2 Agent m ght di scover services that
it cannot use or not discover services which it could use unless
rules are given to prevent this.

Say a SLPv2 UA, for exanple, could request a service using site-loca
scope nulticast and obtain a service: URL containing a |link-1oca
literal address. |If the service referred to were not on the same
link as the SLPv2 UA, the service could not be reached.

4.2.1 Joining SLPv2 Multicast G oups

A SLPv2 Agent MAY send a nulticast nessage using any scope which it
is allowed to (see section 4.2.2). A SA and a DA MJST join al
groups to which a SLPv2 Agent may send a message. This ensures that
the SA or DAwll be able to receive all mnulticast messages.

Specifically, a SLPv2 Agent MUST NOT join a nulticast group which has
greater scope for an interface than it is configured with for use
with unicast. For exanmple, an interface which is only configured
with a link-1ocal address joins groups in scopes with FFO1 and FFO2.
If the interface is configured with a site-local or gl obal address,
the scope of all multicast groups joined can be no greater than scope
FFO5. In this case, SLPv2 SAs and DAs MUST join nulticast groups in
all the followi ng scopes: FFO1 - FFO5.

A DA MIUST join the SVRLOC-DA group to receive SrvRgst messages
requesti ng DAAdverts.

A SA MUST join the SVRLOC-DA group to receive DAAdvert nessages.

A SA MIUST join the groups fromthe Service Location range of group-
ids to receive SrvRgst nmessages. The SA only joins those groups
corresponding to services it advertises. For exanple, a service
agent which responds to requests for "service:service-agent" (used
for SA discovery), would join groups with the group-id derived from
the hash function defined in section 4.1
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sl p_hash("service: service-agent") + base address
0x01d8 + FFOX: 0:0:0:0:0:1:1000
FFOX: 0:0:0:0:0:1:11d8

group-id to join

The SA MAY join the SVRLOC group in order to receive SrvTypeRgst and
AttrRgst nmessages; these features are OPTIONAL for the SAto
i mpl enent .

A UA MAY join the SVRLOC-DA group at any or all of these scopes in
order to receive DAAdvert nessages

4.2.2 Sending SLPv2 Multicast Messages
The maxi mum scope for a SLPv2 nulticast nessage is site-local (FFO05).

Mul ticast SLPv2 nmessages are sent using a particular scope. An SLPv2
agent MUST issue this request using a source address with a scope no
| ess than the scope of the nulticast group

This prevents, for exanple, a site-local multicast nessage being sent
froma |ink-local source address.

A SLPv2 UA with an interface configured with at | east one gl oba
address could nulticast a SrvRgst to any scope up to and i ncluding
site-local, for instance.

4.2.3 Rules for Message Processing

SLPv2 SAs and DAs MJST deterni ne which scope a service: URL address
isin. This may be possible by examining the URL if it contains a
nunerical |IPv6 address. |If the URL contains a host nanme, the SA or
DA MJST resol ve that nane to a set of addresses.

A SLPv2 SA or DA MJST NOT respond to a SrvRgst with a service: URL

for a service with an address scope | ess than the request’s source
address scope. The rules are given in Figure 1, bel ow
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Request Source Address Scope

S S B S +
| Link-Local | Site-Local | d obal
S Fom e m oo - - Fom e m oo - - R S —— +
Service | Link-Local | Respond | Dr op | Drop |
Address  4------------- R R e +
Scope | Site-Local | Respond | Respond | Dr op
o e e e e oo o S S B S +
| d obal | Respond | Respond | Respond
S Fom e m oo - - Fom e m oo - - R S —— +

Figure 1: CQut-of-Scope Rules

This prevents UAs from bei ng abl e di scover service: URLs for services
whi ch cannot be accessed.

4.2.4 SLPv2 Agents with multiple interfaces

A scope zone, or a sinply a zone, is a connected region of topology
of a given scope. For exanple, the set of |inks connected by routers
within a particular site, and the interfaces attached to those |inks,
conprise a single zone of site-local scope. To understand the

di stinction between scopes and zones, observe that the topol ogica
regions within two different sites are considered to be two DI FFERENT
zones, but of the SAME scope.

A host which has multiple interfaces attached to different links is
by definition is attached to two |ink-local zones. A host nmay al so
be attached to nultiple zones of other scopes.

A SLPv2 Agent MJST NOT propagate service adverti senents from one zone
to another. Another way of saying this is a SLPv2 SA or DA MJST NOT
respond to a request fromone zone with service informtion
associated with a service in a different zone.

The specific inplication of these rules is discussed in the sections
whi ch fol | ow.

4.2.4.1 Ceneral rules
Service Locations (in SrvReg, SrvRply, AttrRst, SAAdvert or DAAdvert
messages) whose locations are literal addresses MJST only be sent to
SLP agents | ocated on the sane zone.
For exanple, a service: URL containing a link-local address on link A

may be sent in a SLPv2 nessage on link A to a link-local destination
address only.
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Each interface of a nmultihomed device is potentially on a separate
link. It is often difficult to determ ne whether two interfaces are
connected to the sane |ink. For that reason a prudent inplenentation
strategy is to not issue SLP nessages containing |ink-local service

| ocati ons except on the interface where the service is known to

resi de.

4.2.4.2 Multihomed UA

+----+ +----+ +----+

| SA |-------- | UA |-------- | DA |

+----+ Link 1 +----+ Link 2 +----+
(Zone 1) (Zone 2)

Figure 2: Miltihoned UA

In Figure 2 the UAis nultihomed. The UA can issue a service request
in Zone 1 and discover services on the SA or in Zone 2 and di scover
services advertised by the DA. For exanple, if the request is issued
froma link-1ocal source address, the SAwll only reply with a
service available on link 1, the DA only with a service avail able on
link 2.

The UA MUST use active discovery to detect DAs before issuing
mul ti cast requests, as per SLPv2 [2]. The UA MJST issue requests
using increasing nulticast scopes starting at FFO1l and increasing to
a maxi mum scope of FFO05, to solicit DAAdvertisenments. Note the
restrictions in Section 4.2.2.

If the UAis unable to discover any DAs using multicast discovery, it
may issue site-local scope (FFO5) or less multicast requests. (Note
that the source address of the request nust be of at |east the scope
of the multicast, as described in section 4.2.2.)

If the UA wishes to discover all services, it nmust issue requests
into both Zone 1 and 2

4.2.4.3 Multihomed SA

+o-- -t +o-- -t +o-- -t

| UA[-------- | SA[-------- | DA |

4----+ Link 1 +----+ Link 2 +----+
(Zone 1) (Zone 2)

Figure 3: Miltihormed SA
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In Figure 3, the SAis nmultihomed. The SA may receive a request from
the UA on Link 1 (Zone 1). The SA MJST NOT return service
information for services offered on a different zone as a request.

For exanple, the UA could discover services offered in Zone 1 not
Zone 2.

The SA may receive a DAAdvert on Link 2 (Zone 2). The SA MJST NOT
send a service registration to the DA for a service which is present
in Zone 1. The SA MJST register a service with the DA which is
present in Zone 2.

The SA MUST NOT include an address in a SAAdvert nessage which is
sent on a zone where the address is not valid. For exanmple, the SA
MUST NOT send a SAAdvert onto link 2, if the SAADvert contains a
service: URL with a literal link-1ocal scoped |IPv6 address for Link
1.

The SA perforns active DA discovery, as described in SLPv2 [2]. The
SA MJST issue requests using multicast scope FF02 to solicit
DAAdvertisements. |If the SA has a site-local or global source
address, it MJST reissue the request with increasing scopes up to a
maxi mum scope of FF05. Active DA discovery nust be attenpted in both
Zone 1 and 2. This ensures that the SAwll discover as many DAs in
its scope as possible.

4.2.4.4 Multihomed DA

+----+ +----+ +----+

| UA |-------- | DA |-------- | SA |

+----+ Link 1 +----+ Link 2 +----+
(Zone 1) (Zone 2)

Figure 4: Miltihomed DA

In Figure 4, the DA is multihomed. The DA MJUST keep track of which
interface registrations were nmade on. The DA MJST prevent a
registration fromthe SA which contains a service information valid
in one zone from being discovered in another zone. For exanple,
services registered by the SAin Zone 2 would not be discoverabl e by
the UA in Zone 1.

Care must be taken when issuing DAAdverts. The DA nust respond to
active DA discovery requests using the same scope as the request.
For instance, if the SA issues a SrvRgst message for service type
"service:directory" froma |ink-local source address, the DA MJST
respond with a link-local (link 2) source address.
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The DA MUST nul ticast unsolicited DAAdverts on each interface using
link-1ocal and site-local source addresses, unless it is only
configured with a link-1ocal address. |In that case, the DA MJST

i ssue DAAdverts with |ink-1ocal scope only.

The DA URL MUST contain the address of the greatest scope the DA is

configured with in the zone. For instance, if the DA is configured

with a link-1ocal, site-local and global address in Zone 2, it would
use the global address in the DA URL (as a literal |Pv6 address).

5. | ANA Consi derati ons

The 1 Pv6 mul ticast group-id range FFO5::1:1000 - FFO5::1: 13FF was
previ ously assigned by IANA in RFC 2375 for use by SLP [10].

Thi s docunent defines how the range of addresses FFOX::1:1000 -
FFOX:: 1: 13FF is used. |ANA has assigned this range of addresses for
use by Service Location Protocol

Thi s docunent fully defines the nulticast addresses that this
protocol will use. There is no requirement for the 1ANA to establish
a registry to assign additional addresses.

6. Security Considerations

User Agents and Directory Agents MAY ignore all unauthenticated
Servi ce Locati on nessages when a valid | PSec association exists.

Service Agents and Directory Agents MJST be able to use the IP

Aut hentication and | P Encapsul ating Security Payl oad for issuing and
processing Service Location nessages whenever an appropriate |PSec
Security Association exists [13].

SLP allows digital signatures to be produced to allow the
verification of the contents of nessages. There is nothing in the
Modi fi cations for | Pv6 document which weakens or strengthens this
t echni que.

Acknowl edgnent s

Thanks to Dan Harrington, JimWod and Al ain Durand, Thonas Narten,
Dave Thaler and Erik Nordmark for their reviews of this docunent.
John Vei zades contributed to the original version of this docunent.
The hash function is nodified froma code fragnment attributed to
Chris Torek. Text on Scope Zones is taken fromwiting by Steve
Deering, Brian Haberman and Brian Zill.

Gut t man St andards Track [ Page 10]



RFC 3111 Servi ce Location Protocol Modifications for |Pv6 May 2001

Ref er ences

[1] Bradner, S., "The Internet Standards Process -- Version 3", BCP
9, RFC 2026, Cctober 1996.

[2] Guttman, E., Perkins, C., Veizades, J. and M Day, "Service
Location Protocol, Version 2", RFC 2608, June 1999.

[3] Veizades, J., Guttman, E., Perkins, C. and S. Kaplan, "Service
Location Protocol", RFC 2165, June 1997.

[4] Bradner, S., "Key words for use in RFCs to Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[5] Mockapetris, P., "Domain Names - Concepts and Facilities", STD
13, RFC 1034, Novenber 1987.

Mockapetris, P., "Domain Nanmes - |nplenentation and
Speci fication", STD 13, RFC 1035, Novenber 1987.

[6] Guttman, E., Perkins, C. and J. Kenpf, "Service Tenpl ates and
URLs", RFC 2609, July 1999.

[7] Berners-Lee, T., Fielding, R and L. Masinter, "Uniform Resource
Identifiers (URI): Ceneric Syntax", RFC 2396, August 1998.

[8 H nden, R and B. Carpenter, "Format for Literal |Pv6 Addresses
in URL's", RFC 2732, Decenber 1999.

[9] H nden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 2373, July 1998.

[10] H nden, R and S. Deering, "IPv6 Milticast Address Assignnents”,
RFC 2375, July 1997.

[11] Meyer, D., "Administratively Scoped IP Milticast", RFC 2365,
July 1998.

[12] Yergeau, F., "UTF-8, a transformation format of |1SO 10646", RFC
2279, January 1998.

[13] Kent, S. and R Atkinson, "Security Architecture for the
Internet Protocol", RFC 2401, Novenber 1998.

Gut t man St andards Track [ Page 11]



RFC 3111 Servi ce Location Protocol Modifications for |Pv6 May 2001

Aut hor’ s Addr ess

Eri k Guttman

Sun M crosyst ens

Ei chhoel zel str. 7

74915 Wi bstadt, GCernany

Phone: +49 7263 911701
EMai |l :  Erik. Qutt man@er many. sun. com

Gut t man St andards Track [ Page 12]



RFC 3111 Servi ce Location Protocol Modifications for |Pv6 May 2001

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Gut t man St andards Track [ Page 13]






