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| ESG Not e

The | ESG notes that the set of docunents describing the RSIP

technol ogy inmply significant host and gateway changes for a conplete
inplementation. In addition, the floating of port numbers can cause
probl ens for sone applications, preventing an RSIP-enabl ed host from
interoperating transparently with existing applications in sone cases
(e.g., IPsec). Finally, there may be significant operationa

compl exities associated with using RSIP. Sonme of these and other
complications are outlined in section 6 of the RFC 3102, as well as
in the Appendi ces of RFC 3104. Accordingly, the costs and benefits
of using RSIP should be carefully wei ghed agai nst ot her neans of
relieving address shortage.

Abst ract

Thi s docunent proposes mechani sns that enable Real m Specific IP
(RSIP) to handle end-to-end I Psec (IP Security).
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1. Introduction

Thi s docunent specifies RSIP extensions to enable end-to-end | Psec.
It assunes the RSIP framework as presented in [RSIP-FW, and
specifies extensions to the RSIP protocol defined in [RSIP-P]. Cher
termi nol ogy follows [ NAT- TERMS] .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Model

For clarity, the discussion bel ow assunmes this nodel:

RSIP client RSI P server Host
Xa Na Nb Yb
. + Nbl +------------ +
[X]------ | Addr space |----[N----- | Addr space |------- [Y]
| A | N2 | B |
R + . R +
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Hosts X and Y belong to different address spaces A and B
respectively, and Nis an RSIP server. N has two addresses: Na on
address space A, and Nb on address space B. For exanple, A could be
a private address space, and B the public address space of the
general Internet. Additionally, N nmay have a pool of addresses in
address space B which it can assign to or lend to X

Thi s docunent proposes RSIP extensions and nechani sns to enable an
RSIP client Xto initiate | KE and | Psec sessions to a | egacy | KE and
I Psec node Y. In order to do so, X exchanges RSIP protocol nessages
with the RSIP server N. This docunent does not yet address | KE/ | Psec
session initiation fromY to an RSIP client X. For sone thoughts on
this matter see Appendi x G

The di scussi on bel ow assunmes that the RSIP server Nis exam ning a
packet sent by Y, destined for X. This inplies that "source" refers
to Y and "destination" refers to Y's peer, nanely, X s presence at N

Thi s docunent assunes the use of the RSAP-IP flavor of RSIP (except
that port number assignments are optional), on top of which SP

val ues are used for demultiplexing. Because of this, nore than one
RSIP client may share the sane gl obal |P address.

3. Inplenmentation Notes

The RSIP server Nis not required to have nore than one address on
address space B. RSIP allows X (and any ot her hosts on address space
A) to reuse Nb. Because of this, Y s SPD SHOULD NOT be configured to
support address-based keying. Address-based keying inplies that only
one RSIP client may, at any given point in tine, use address Nb when
exchangi ng | Psec packets with Y. |Instead, Y s SPD SHOULD be
configured to support session-oriented keying, or user-oriented
keying [Kent98c]. |In addition to user-oriented keying, other types
of identifications within the IKE Identification Payload are equally
effective at disanbiguating who is the real client behind the single
address Nb [ Pi per98].

Because it cannot rely on address-based keying, RSIP support for
IPsec is simlar to the application of |IPsec for renote access using
dynanmi cal | y assi gned addresses. Both cases inpose additiona

requi renents which are not nmet by mninmally conpliant |Psec

i npl ementations [Gupta]:

Note that a minimally-conpliant |IKE inplenmentation (which only

i mpl ements Main node with Pre-shared keys for Phase

aut henti cation) cannot be used on a renpte host with a dynanmically
assi gned address. The | KE responder (gateway) needs to | ook up
the initiator’s (nmobile node’'s) pre-shared key before it can
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decrypt the latter’s third main node nmessage (fifth overall in
Phase 1). Since the initiator’s identity is contained in the
encrypted message, only its I P address is available for | ookup and
must be predictable. Oher options, such as Main node with
digital signatures/RSA encryption and Aggressive node, can
acconmodat e | KE peers with dynamically assigned addresses.

| KE packets are typically carried on UDP port 500 for both source and
destination, although the use of epheneral source ports is not
precluded [I SAKMP]. | KE inplenentations for use with RSIP SHOULD
enpl oy epheneral ports, and should handl e themas follows [|PSEC
M5Q :

| KE i npl ement ati ons MJUST support UDP port 500 for both source and
destination, but other port nunbers are also allowed. If an

i npl ementation allows other-than-port-500 for IKE, it sets the
val ue of the port nunbers as reported in the ID payload to O
(meaning "any port"), instead of 500. UDP port nunbers (500 or
not) are handl ed by the comon "swap src/dst port and reply”

met hod.

It is inportant to note that |IPsec inplenentations MJST be aware of
RSI P, at least in sone peripheral sense, in order to receive assigned
SPIs and perhaps other paraneters froman RSIP client. Therefore,
bunp-in-the-stack (BITS) inplenentations of |IPsec are not expected to
work "out of the box" with RSIP

4. |KE Handling and Denul ti pl exi ng

If an RSIP client requires the use of port 500 as its | KE source,
this prevents that field being used for denultiplexing. Instead, the
"Initiator Cookie" field in the | KE header fields nmust be used for
this purpose. This field is appropriate as it is guaranteed to be
present in every | KE exchange (Phase 1 and Phase 2), and is
guaranteed to be in the clear (even if subsequent |KE payl oads are
encrypted). However, it is protected by the Hash payload in | KE
[IKE]. Because of this, an RSIP client and server must agree upon a
valid value for the Initiator Cookie.

Once X and N arrive at a nutually agreeable value for the Initiator
Cookie, X uses it to create an | KE packet and tunnels it the RSIP
server N. N decapsul ates the | KE packet and sends it on address
space B.

The m ni mum tupl e negotiated via RSIP, and used for denultiplexing
incom ng |KE responses fromY at the RSIP server N, is:
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- | KE destination port number
- Initiator Cookie
- Destination |P address

One problemstill renmains: how does Y know that it is supposed to
send packets to X via Nb? Y is not RSIP-aware, but it is definitely

| KE-aware. Y sees | KE packets coming fromaddress Nb. To prevent Y
frommstakenly deriving the identity of its | KE peer based on the
source address of the packets (Nb), X MJIST exchange client
identifiers with Y:

- IDi, IDr if in Phase 1, and
- IDci, IDcr if in Phase 2

The proper use of identifiers allows the clear separation between
those identities and the source | P address of the packets.

5. I Psec Handling and Demul ti pl exi ng

The RSIP client X and server N nmust arrive at an SPI value to denote
the incomng | Psec security association fromY to X. Once N and X
make sure that the SPl is unique within both of their SPlI spaces, X
communi cates its value to Y as part of the |IPsec security association
est abl i shnent process, nanely, Quick Mdde in IKE [IKE] or manua

assi gnnent .

This ensures that Y sends | Psec packets (protocols 51 and 50 for AH
and ESP, respectively) [Kent98a, Kent98b] to X via address Nb using
the negoti ated SPI.
| Psec packets fromY destined for X arrive at RSIP server N. They
are denul tipl exed based on the follow ng m ni numtuple of
denul ti pl exing fields:

- protocol (50 or 51)

- SPI

- destination | P address
If Nis able to find a matching mapping, it tunnels the packet to X

according to the tunneling node in effect. |If N cannot find an
appropriate mapping, it MJST discard the packet.
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6. RSI P Protocol Extensions

The next two sections specify how the RSIP protocol [RSIP-P] is
extended to support both IKE (a UDP application) and the | Psec-
defined AH and ESP headers (|l ayered directly over IP with their own
prot ocol nunbers).

If a server inplements RSIP support for IKE and | Psec as defined in
this document, it MAY include the RSIP Method paraneter for RSIP with
I Psec in the REA STER RESPONSE net hod sent to the client. This

met hod is assigned a val ue of 3:

3 RSIP with | Psec (RSIPSEC)

Unl ess ot herwi se specified, requirenments of mcro and nmacro fl ow
based policy are handl ed according to [ RSIP-P].

6.1 | KE Support in RSIP

As di scussed above, if X' s IPsec inplementation allows use of an
epheneral source port for IKE, then incomng IKE traffic can be
demul ti pl exed by N based on the destination address and port tuple.
This is the sinplest and nost desirable way of supporting I|KE, and
| Psec inplementations that interact with RSIP SHOULD allow it.

However, if X nmust use source port 500 for IKE, there are two
techniques with which X and N can arrive at a mutually uni que
Initiator Cookie.

- Trial and error.
- Negotiation via an extension of the RSIP protocol

The trial and error technique consists of X first obtaining resources
with which to use I Psec (via ASSI GN REQUEST RSI PSEC, defi ned bel ow),
and then randomy choosing an Initiator Cookie and transmtting the
first packet to Y. Upon arrival at N, the RSIP server exanines the
Initiator Cookie for uniqueness per X s assigned address (Nb). If
the cookie is unique, N allows the use of this cookie for this an al
subsequent packets between X and Y on this RSIP binding. |If the
cookie is not unique, N drops the packet.

When an | KE packet is deternined to be lost, the IKE client will
attenpt to retransmit at least three times [IKE]. An RSIP-aware |KE
client SHOULD use different Initiator Cookies for each of these
retransm ssions.
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The probability of an Initiator Cookie collision at N and subsequent
retransmssions by X, is infinitesiml given the 64-bit cookie space.
According to the birthday paradox, in a population of 640 million
RSIP clients going through the same RSIP server, the chances of a
first collisionis just 1% Thus, it is desirable to use the trial
and error nmethod over negotiation, for these reasons:

- Sinpler inplenmentation requirenents

- It is highly unlikely that nore than one round trip between X
and N will be necessary.

6.2 | Psec Support in RSIP

This section defines the protocol extensions required for RSIP to
support AH and ESP. The required nessage types are
ASSI GN_REQUEST_RSI PSEC and ASSI GN_RESPONSE_RSI PSEC:

ASS| GN_REQUEST_RSI PSEC

The ASSI GN_REQUEST_RSI PSEC nessage is used by an RSIP client to
request | Psec parameter assignnents. An RSIP client MJST request
an | P address and SPIs in one nessage.

If the RSIP client wishes to use |Psec to protect a TCP or UDP
application, it MJST use the port range paraneter (see Appendi X
A). Oherwise, it MIST set the port parameters to the "don't
need" value. This is acconplished by setting the length field to
0, and by onmtting both the nunber field and the port field. This
informs the server that the client does not actually need any port
assi gnnent s.

The client may initialize the SPI parameter to the "don’t care"
val ue (see below). In this case, it is requesting the server to
assign it a valid SPI value to use.

Alternatively, the client may initialize the SPI paraneter to a
value it considers valid. 1In this case, it is suggesting that
value to the server. O course, the server may choose to reject
that suggestion and return an appropriate error nmessage.
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The format of this message is:

<ASS| GN_REQUEST_RSI PSEC> : : = <Ver si on>

<Message Type>
<Overal | Length>
<Cient |ID>
<Address (local)>
<Ports (local)>
<Address (renote)>
<Ports (renote)>
<SPl >

[ Message Counter]
[ Lease Ti ne]

[ Tunnel Type]

The foll owi ng nessage-specific error conditions exist. The error
behavi or of ASSI GN REQUEST RSI P_| PSEC fol | ows that of
ASS|I GN_REQUEST_RSAP-I P for all non-1Psec errors.

If the client is not allowed to use | Psec through the server,
the server MJST respond wi th an ERROR_RESPONSE cont ai ning the
| PSEC_UNALLOWED par anet er.

If the SPI paraneter is a "don't care" value and the RSIP
server cannot allocate ANY SPIs, the RSIP server MJST respond
wi th an ERROR_RESPONSE contai ning the | PSEC _SPI _UNAVAI LABLE
error.

If an SPI paraneter is not a "don’t care" value and the RSIP
server cannot allocate it because the requested address and SPI
tuple is in use, the RSIP server MJST respond with an
ERROR_RESPONSE contai ning the | PSEC SPI | NUSE error.

ASSI GN_RESPONSE_RSI PSEC

The ASSI GN_RESPONSE _RSI PSEC nessage is used by an RSIP server to
assign paraneters to an | Psec-enabled RSIP client.

Mont enegro & Borella Experi ment al [ Page 8]



RFC 3104 RSI P Support for End-to-end | Psec Cct ober 2001

The format of this message is:

<ASSI| GN_RESPONSE_RSI PSEC> : : = <Versi on>
<Message Type>
<Overal | Length>
<Cient |ID>
<Bind | D>
<Address (Il ocal)>
<Ports (local)>
<Address (renote)>
<Ports (renote)>
<SPI >
<Lease Ti me>
<Tunnel Type>
[ Address (tunnel endpoint)]
[ Message Counter]

If the port paraneters were set to the "don’t need" value in the
request (see above), the RSIP server nmust do the sanme in the
response.

Additionally, RSIP support for |IPsec requires the followi ng new

par amet er:
SPI
Code Lengt h Nunber SPI SPI
R Fomm oo S R S R + S R +
| 22 | 2 | 2 bytes | 4 bytes | | 4 bytes |
S S I S TRy S TRy + S TRy +

Sent by the RSIP client in ASSI GN REQUEST_RSI PSEC nessages to ask for
a particular nunmber of SPIs to be assigned. Al so sent by the RSIP
server to the client in ASSI GN RESPONSE RSI PSEC nessages.

The "SPI" fields encode one or nore SPIs. Wen a single SPI is
specified, the value of the nunber field is 1 and there is one SPI
field foll owi ng the nunmber field. Wen nore than one SPI is

specified, the value of the nunber field will indicate the total
nunber of SPlIs contained, and the paraneter may take one of two
fornms. |If there is one SPI field, the SPIs specified are considered

to be contiguous starting at the SPI nunber specified in the SPI
field. Aternatively, there nmay be a nunber of SPI fields equal to
the value of the nunber field. The nunber of SPI fields can be
extrapol ated fromthe value of the length field.
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In sone cases, it is necessary to specify a "don't care" value for
one or more SPIs. This is acconplished by setting the length field
to 2 (to account for the 2 bytes in the Nunber field), setting the
nunber field to the nunber of SPIs necessary, and omtting all SP
fields. The value of the nunber field MJIST be greater than or equa
to one.

7. 1 ANA Consi derati ons
Al'l of the designations below are tentative.
- RSIP I Psec error codes (see bel ow).
- ASSI GN_REQUEST_RSI P_| PSEC nessage type code.
- SPI paraneter code
8. Security Considerations
Thi s docunent does not add any security issues to those already posed
by NAT, or normal routing operations. Current routing decisions
typically are based on a tuple with only one el enent: destination IP
address. This docunent just adds nore el enents to the tuple.
Furt hernmore, by allow ng an end-to-end node of operation and by
i ntroduci ng a negotiation phase to address reuse, the nechani sns
described here are nore secure and | ess arbitrary than NAT.
A word of caution is in order: SPlI values are nmeant to be sem -
random and, thus serve also as anti-clogging tokens to reduce off-
t he-pat h deni al -of -service attacks. However, RSIP support for I|Psec,
renders SPI’s a negotiated item in addition to being unique val ues
at the receiver X, they nust also be unique at the RSIP server, N
Limting the range of the SPI values available to the RSIP clients
reduces their entropy slightly.
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Appendi x A: On Optional Port Allocation to RSIP Clients

Despite the fact that SPIs rather than ports are used to
demul ti pl ex packets at the RSIP server, the RSIP server may
still allocate mutually exclusive port nunbers to the RSIP
clients. |f this does not happen, there is the possibility that
two RSIP clients using the sane | P address attenpt an | Psec
session with the sane server using the same source port

nunbers.
LT +
| RSIP client |
| X1 +--+
| | oo +
R + | | Nb
e it + RSIP server +----------------
e R + | | N |
| RSIP client | | Fommmmmmmmoe - +
| X2 +--+ private public
| | | network net wor k
S +

For exanpl e, consider hosts X1 and X2 depicted above. Assune that
they both are using public address Nb, and both are contacting an
external server Y at port 80. |If they are using |IPsec but are not
al | ocated nutual ly exclusive port nunbers, they may both choose the
sanme epheneral port nunber to use when contacting Y at port 80.
Assume client X1 does so first, and after engaging in an I KE
negoti ati on begi ns communicating with the public server using |Psec.

VWen Cient X2 starts its IKE session, it sends its identification to
the public server. The latter’'s SPD requires that different
identities use different flows (port nunmbers). Because of this, the
| KE negotiation will fail. dient X2 will be forced to try another
epheneral port until it succeeds in obtaining one which is currently
not in use by any other security association between the public
server and any of the RSIP clients in the private network.

Each such iteration is costly in terns of round-trip tines and CPU
usage. Hence --and as a convenience to its RSIP clients--, an RSIP
server may al so assign mutually exclusive port nunmbers to its |Psec
RSIP clients.
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Despite proper allocation of port nunbers, an RSIP server cannot
prevent their msuse because it cannot exam ne the port fields in
packets that have been encrypted by the RSIP clients. Presumably, if
the RSIP clients have gone through the trouble of negotiating ports
nunbers, it is in their best interest to adhere to these assignnents.

Appendi x B: RSIP Error Numbers for |IKE and | Psec Support

This section provides descriptions for the error values in the RSIP
error paraneter beyond those defined in [ RSIP-P].

401: | PSEC_UNALLOWED. The server will not allow the client
to use end-to-end | Psec.

402: 1 PSEC SPI _UNAVAI LABLE. The server does not have an SPI
avail abl e for client use.

403: | PSEC SPI _INUSE. The client has requested an SPI that
another client is currently using.

Appendi x C. Message Type Val ues for |Psec Support

This section defines the values assigned to RSIP nessage types beyond
those defined in [RSIP-P].

22 ASSI GN_REQUEST_RSI PSEC
23 ASSI GN_RESPONSE_RSI PSEC
Appendi x D: A Note on Flow Policy Enforcenent

An RSIP server may not be able to enforce |local or renote mcro-flow
policy when a client uses ESP for end-to-end encryption, since all
TCP/ UDP port nunbers will be encrypted. However, if AH wi thout ESP
is used, mcro-flow policy is enforceable. Macro-flow policy wll

al ways be enforceabl e.

Appendi x E: Renote Host Rekeying

Cccasionally, a renmpote host with which an RSIP client has established
an | Psec security association (SA) will rekey [Jenkins]. SA rekeying
is only an issue for RSIP when | KE port 500 is used by the client and
the rekey is of | SAKMP phase 1 (the | SAKMP SA). The problemis that
the renote host will transmit |KE packets to port 500 with a new
initiator cookie. The RSIP server will not have a mapping for the
cooki e, and SHOULD drop the the packets. This will cause the | SAKMP
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SA between the RSIP client and renote host to be del eted, and nay
| ead to undefined behavior given that current inplenentations handl e
rekeying in a nunber of different ways.

If the RSIP client uses an epheneral source port, rekeying will not
be an issue for RSIP. |If this cannot be done, there are a nunber of
RSI P client behaviors that may reduce the nunber of occurrences of
this problem but are not guaranteed to elimnate it.

- The RSIP client’s IKE inplenentation is given a snaller | SAKMP
SA lifetine than is typically inplenented. This would likely
cause the RSIP client to rekey the | SAKMP SA before the renote
host. Since the RSIP client chooses the Initiator Cookie,
there will be no problemrouting incomng traffic at the RSIP
server.

- The RSIP client term nates the | SAKMP SA as soon as the first
I Psec SAis established. This nay alleviate the situation to
some degree if the SAis coarse-grained. On the other hand,
this exacerbates the problemif the SAis fine-grained (such
that it cannot be reused by other application-I|eve
connections), and the renpte host needs to initialize sockets
back to the RSIP client.

Note that the unreliability of UDP essentially makes the epheneral
source approach the only robust solution

Appendi x F: Exanpl e Application Scenarios

This section briefly describes some exanpl es of how RSIP nay be used
to enabl e applications of |IPsec that are otherw se not possible.

The SOHO (smal |l office, home office) scenario

S IR +
| RSI P |
[client X1 +--+
| | | o e e e e e - + +------- +
L + | | NAPT gateway | | public

+--+ and U ---+l Psec
S + | |RSIP server | | peer Y
| RSI P I I + - +
|client X2 +--+ private public
| | "home" I nt er net

net wor k

=+
1

1

1

1

1

1

1

1

1

1
=+
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Suppose the private "hone" network is a small installation in
somebody’ s honme, and that the RSIP clients X1 and X2 nust use the
RSIP server N as a gateway to the outside world. N is connected via
an | SP and obtains a single address which nmust be shared by its
clients. Because of this, N has NAPT, functionality. Now, X1 wi shes
to establish an IPsec SA with peer Y. This is possible because Nis
al so an RSIP server augmented with the | Psec support defined in this
docunent. Y is |Psec-capable, but is not RSIP aware. This is

per haps the nost typical application scenario.

The above is equally applicable in the ROBO (renote office, branch
of fice) scenario.

The Roadwarrior scenario

S + - e +
| RSI P | | Cor porat e | | I'Psec |
|[client X +--.......... --+Fi rewal | +---+ peer Y
| | public | and | | (user’s
R + I nt er net | RSI P server | | deskt op)
| N I I
S R +
private corporate
net wor k

In this exanple, a renpte user with a | aptop gains access to the

I nternet, perhaps by using PPP or DHCP. The user wants to access its
corporation private network. Using nechani sns not specified in this
docunent, the RSIP client in the | aptop engages in an RSIP

aut henti cation and authori zation phase with the RSIP server at the
firewall. After that phase is conpleted, the | Psec extensions to
RSI P defined here are used to establish an | Psec session with a peer,
Y, that resides within the corporation’s network. Y could be, for
exanple, the renpte user’s usual desktop when at the office. The
corporate firewall conplex would use RSIP to selectively enable |Psec
traffic between internal and external systens.

Note that this scenario could also be reversed in order to all ow an

internal system (Y) to initiate and establish an |IPsec session with
an external |Psec peer (X
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Appendi x G Thoughts on Supporting I ncom ng Connections

Incom ng | KE connections are nmuch easier to support if the peer Y can
initiate | KE exchanges to a port other than 500. |In this case, the
RSIP client would allocate that port at the RSIP server via

ASS| GN_REQUEST_RSAP-IP. Alternatively, if the RSIP client is able to
allocate an | P address at the RSIP server via ASSI GN REQUEST_RSA-I P
Y could sinmply initiate the | KE exchange to port 500 at that address.

If there is only one address Nb that nust be shared by the RSIP
server and all its clients, and if Y can only send to port 500, the
problemis nuch nmore difficult. At any given time, the conbination
of address Nb and UDP port 500 rmay be regi stered and used by only one
RSI P system (including clients and server).

Solving this issue would require denmultiplexing the incom ng | KE
connection request based on sonething other than the port and address
conmbination. It nay be possible to do so by first registering an
identity with a new RSIP command of LISTEN RSIP_IKE. Note that the
identity could not be that of the I KE responder (the RSIP client),
but that of the initiator (Y). The reason is that |IKE Phase 1 only
all ows the sender to include its own identity, not that of the

i ntended recipient (both, by the way, are allowed in Phase 2).
Furthernore, the identity nust be in the clear in the first incom ng
packet for the RSIP server to be able to use it as a denultipl exor
This rules out all variants of Main Mdde and Aggressive Mbde with
Public Key Encryption (and Revi sed Mdde of Public Key Encryption),
since these encrypt the I D payl oad.

The only Phase 1 variants which enable inconing | KE sessions are
Aggressive Mode with signatures or with pre-shared keys. Because
this scheme involves the RSIP server denultiplexing based on the
identity of the IKE initiator, it is conceivable that only one RSIP
client at atine may register interest in fielding requests from any
given peer Y. Furthernore, this precludes nore than one RSIP client’
s being available to any unspecified peer Y.

Once the IKE session is in place, IPsec is set up as discussed in
this docunment, namely, by the RSIP client and the RSIP server
agreeing on an incomng SPI value, which is then comunicated to the
peer Y as part of Quick Mde

The alternate address and port conbinati on nust be di scovered by the
renote peer using nethods such as manual configuration, or the use of
KX (RFC2230) or SRV (RFC2052) records. It may even be possible for
the DNS query to trigger the above nmechanisns to prepare for the
incom ng and i npending | KE session initiation. Such a nmechani sm
woul d allow nore than one RSIP client to be avail able at any given
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time, and would al so enabl e each of themto respond to | KE
initiations fromunspecified peers. Such a DNS query, however, is
not guaranteed to occur. For exanple, the result of the query could
be cached and reused after the RSIP server is no longer |istening for
a given |KE peer’s identity.

Because of the limtations inplied by having to rely on the identity
of the IKE initiator, the only practical way of supporting incom ng

connections is for the peer Yto initiate the | KE session at a port

ot her than 500.
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