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Abst r act

This meno docunents an optional type of Open Shortest Path First
(OSPF) area that is somewhat hunorously referred to as a "not-so-
stubby” area (or NSSA). NSSAs are similar to the existing OSPF stub
area configuration option but have the additional capability of
importing AS external routes in a linted fashion.

The OSPF NSSA Option was originally defined in RFC 1587. The
functional differences between this memo and RFC 1587 are expl ai ned
in Appendix F. Al differences, while expanding capability, are
backwar d- conpatible in nature. |Inplenentations of this neno and of
RFC 1587 will interoperate.
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1.0 Overview

1.1 Mbdtivation - Transit Networks

W de-area transit networks often have connections to noderately
conplex "leaf" sites. A leaf site may have nultiple I P network
nunbers assigned to it. Typically, one of the |eaf site’s networks
is directly connected to a router provided and adm nistered by the
transit network while the others are distributed throughout and

adm nistered by the site. Fromthe transit network’s perspective,

all of
" St ubll

the network numbers associated with the site nake up a single

entity. For exanple, BBN Planet has one site conposed of a

cl ass-B network, 130.57.0.0, and a class-C network, 192.31.114.0.
From BBN Pl anet’ s perspective, this configuration | ooks something

|i ke the diagramon the next page, where the "cloud" consists of the

subnets of 130.57 and network 192.31.114, all
RI P on router BRI1S8.
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192.31. 114
I
(cl oud)
—————————————— 130.57. 4
|
------ 131.119.13 ------
| BRL8| - ----------- | BR1O|
I
\Y

to BBN Pl anet "core" OSPF system

Topol ogically, this cloud | ooks very much |like an OSPF stub area.
The advant ages of running the cloud as an OSPF stub area are:

1. External routes |learned from CSPF s Type-5 AS-external -LSAs are
not advertised beyond the router |abeled "BRLO". This is
advant ageous because the |ink between BRLO and BR18 rmay be a
| ow-speed Iink or the router BR18 may have limted resources.

2. The transit network is abstracted to the "leaf" router BR18 by
advertising only a default route across the |ink between BRLO
and BR18.

3. The cl oud becones a single, manageable "leaf" with respect to
the transit network.

4. The cloud can becone, logically, a part of the transit
network’s OSPF routing system

However, the original definition of the OSPF protocol (See [COSPF])

i mposes topological limtations that restrict sinple cloud topol ogies
frombecom ng OSPF stub areas. In particular, it is illegal for a
stub area to inport routes external to OSPF; thus it is not possible
for routers BR18 and BR10 to both be nenbers of the stub area and to
inmport into OSPF as Type-5 AS-external -LSAs routes |earned fromRIP
or other IP routing protocols. In order to run OSPF out to BR1S8,
BR18 nust be a nenber of a non-stub area or the OSPF backbone before
it can inport routes other than its directly connected network(s).
Since it is not acceptable for BRL8 to maintain all of BBN Planet’s
Type-5 AS external routes, BBN Planet is forced by OSPF s topol ogi ca
limtations to only run OSPF out to BR10 and to run RI P between BR18
and BR10.
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1.2 Mtivation - Corporate Networks

In a corporate network that supports a large corporate infrastructure
it is not uncomon for its OSPF domain to have a conpl ex non-zero
area infrastructure that injects large routing tables into its Area 0
backbone. Organizations within the corporate infrastructure may
routinely multi-home their non-zero OSPF areas to strategically

| ocated Area 0 backbone routers, either to provi de backbone
redundancy or to increase backbone connectivity or both. Because of
these large routing tables, OSPF aggregation via summarization is
routinely used and recommended. Stub areas are al so recomended to
keep the size of the routing tables of non-backbone routers snall.
Organi zations within the corporation are adm nistratively autononous
and conpete for corporate backbone resources. They al so want
isolation fromeach other in order to protect their own network
resources within the organi zation

Consi der the typical exanmple configuration shown bel ow where routers
Al, Bl and A2, B2 are connected to Area 1 and Area 2 respectively,
and where routers A0 and BO are Area 0 border routers that connect to
both Area 1 and Area 2. Assune the 192.168.192/20 and 192. 168. 208/ 22
clouds are subnetted with a protocol different fromthe corporate
OSPF i nstance. These other protocols could be RIP, IGRP, or second
and third OSPF i nstances separate fromthe corporate OSPF backbone

i nstance.

Area 1 and Area 2 would like to be stub areas to minimze the size of
their link state databases. It is also desirable to originate two
aggregated external advertisenments for the subnets of 192.168.192/20
and 192.168.208/22 in such a way that the preferred path to

192.168. 192/ 20 is through A0 and the preferred path to 192.168. 208/ 22
is through BO.

+---A0------ Area O cloud------ BO- - - +
I I [
| | T2 56kbs]| |
56kbs]| | | | T2
| |
| | Area 1 cloud | |
| Al----- 192. 168. 192/ 20- - - - - BL |
I I
+--- A2 B2---+

| Area 2 cloud |
o 192. 168. 208/ 22- - - - - - +
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The current standard OSPF stub area has no nechanismto support the
redistribution of routes for the subnets of 192.168.192/20 and
192.168. 208/ 22 within a stub area or the ability to aggregate a range
of external routes in any OSPF area. Any solution to this dilemm
must al so honor Area 1's path of choice to 192.168.192/20 through A0
wi th redundancy through BO while at the sane tine honoring Area 2's
path of choice to 192.168. 208/ 20 through BO with redundancy through
AO.

1.3 Proposed Sol ution

Thi s docunent describes a new optional type of OSPF area, sonmewhat
hunorously referred to as a "not-so-stubby" area (or NSSA), which has
the capability of inporting external routes in a limted fashion

The OSPF specification defines two general classes of area
configuration. The first allow Type-5 LSAs to be fl ooded throughout
the area. In this configuration, Type-5 LSAs nmay be origi nated by
routers internal to the area or flooded into the area by area border
routers. These areas, referred to herein as Type-5 capabl e areas (or
just plain areas in the OSPF specification), are distinguished by the
fact that they can carry transit traffic. The backbone is always a
Type-5 capabl e area. The second type of area configuration, called
stub, does not allow Type-5 LSAs to be propagated into/throughout the
area and instead depends on default routing to external destinations.

NSSAs are defined in nuch the same manner as existing stub areas. To
support NSSAs, a new option bit (the "N' bit) and a new type of LSA
(Type-7) are defined. The "N' bit ensures that routers belonging to
an NSSA agree on its configuration. Simlar to the stub area’s use
of the "E" bit, both NSSA nei ghbors must agree on the setting of the
"N'" bit or the OSPF nei ghbor adjacency will not form

Type-7 LSAs provide for carrying external route information within an
NSSA. Type-7 LSAs have virtually the sane syntax as Type-5 LSAs with
t he obvi ous exception of the link-state type. (See section 2.3 for
more details.) Both LSAs are considered a type of OSPF AS-

external -LSA. There are two maj or semantic differences between
Type-5 LSAs and Type-7 LSAs.

0 Type-7 LSAs may be originated by and advertised throughout an
NSSA; as with stub areas, Type-5 LSAs are not flooded into
NSSAs and do not originate there.

0 Type-7 LSAs are advertised only within a single NSSA, they are
not fl ooded into the backbone area or any other area by border
routers, though the information that they contain nmay be
propagated into the backbone area. (See Section 3.2.)
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In order to allow limted exchange of external information across an
NSSA border, NSSA border routers will translate selected Type-7 LSAs
received fromthe NSSA into Type-5 LSAs. These Type-5 LSAs will be
flooded to all Type-5 capable areas. NSSA border routers may be
configured with address ranges so that nmultiple Type-7 LSAs nmay be
aggregated into a single Type-5 LSA. The NSSA border routers that
performtranslation are configurable. 1In the absence of a configured
transl ator one is el ected.

In addition, an NSSA border router should originate a default LSA (IP
network is 0.0.0.0/0) into the NSSA. Default routes are necessary
because NSSAs do not receive full routing informati on and nust have a
default route in order to route to AS-external destinations. Like
stub areas, NSSAs may be connected to the Area 0 backbone at nore
than one NSSA border router, but may not be used as a transit area.
Note that a Type-7 default LSA originated by an NSSA border router is
never translated into a Type-5 LSA, however, a Type-7 default LSA
originated by an NSSA internal AS boundary router (one that is not an
NSSA border router) may be translated into a Type-5 LSA

Li ke stub areas, NSSA border routers optionally inport sunmary routes
into their NSSAs as Type-3 summary-LSAs. |f the inport is disabled,
particul ar care should be taken to ensure that sunmary routing i s not
obscured by an NSSA's Type-7 AS-external -LSAs. This nmay happen when
the AS s other IGPs, like RIP and ISIS, |leak routing information into
the NSSA. In these cases all sunmary routes should be inported into
the NSSA. The recommended default behavior is to inmport summary
routes into NSSAs. Since Type-5 AS-external -LSAs are not fl ooded

i nto NSSAs, NSSA border routers should not originate Type-4 sunmary-
LSAs into their NSSAs. Also an NSSA' s border routers never originate
Type-4 sunmary-LSAs for the NSSA' s AS boundary routers, since Type-7
AS-external -LSAs are never flooded beyond the NSSA s border.

When summary routes are not inported into an NSSA, the default LSA
originated into it by its border routers nust be a Type-3 sumary-
LSA. This default summary-LSA insures intra-AS connectivity to the
rest of the OSPF domain, as its default summary route is preferred
over the default route of a Type-7 default LSA. Wthout a default
summary route the OSPF domain’s inter-area traffic, which is normally
forwarded by summary routes, mght exit the AS via the default route
of a Type-7 default LSA originated by an NSSA internal router. The
Type-7 default LSAs originated by NSSA internal routers and the no-
summary option are nutually exclusive features. When summary routes
are inported into the NSSA, the default LSA originated by a NSSA
border router into the NSSA should be a Type-7 LSA

In our transit topol ogy exanpl e the subnets of 130.57 and network
192.31.114 will still be learned by RIP on router BR18, but now both
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BR10 and BR18 can be in an NSSA and all of BBN Planet’'s externa
routes are hidden from BR18; BR10 becomes an NSSA border router and
BR18 beconmes an AS boundary router internal to the NSSA. BR18 wl |
import the subnets of 130.57 and network 192.31.114 as Type-7 LSAs
into the NSSA. BR10 then translates these routes into Type-5 LSAs
and floods theminto BBN Pl anet’s backbone.

In our corporate topology exanple if Area 1 and Area 2 are NSSAs the
external paths to the subnets of the address ranges 192. 168. 192/ 20
and 192. 168. 208/ 22 can be redistributed as Type-7 LSAs throughout
Area 1 and Area 2 respectively, and then aggregated during the
transl ation process into separate Type-5 LSAs that are fl ooded into
Area 0. A0 may be configured as Area 1's translator even though BO
is the translator of Area 2

2.0 NSSA Intra-Area Inplenmentation Details
2.1 The N-bit

The N-bit ensures that all nenbers of an NSSA agree on the area’s
configuration. Together, the NNbit and E-bit reflect an interface’s
(and consequently the interface's associ ated area) external LSA
flooding capability. As explained in [OSPF] Section 10.5, if Type-5
LSAs are not flooded into/throughout the area, the E-bit nust be
clear in the option field of the received Hello packets. Interfaces
associated with an NSSA will not send or receive Type-5 LSAs on that
interface but may send and receive Type-7 LSAs. Therefore, if the
N-bit is set in the options field, the E-bit nust be clear

To support the NSSA option an additional check nmust be nmade in the
function that handles the receiving of the Hello packet to verify
that both the N-bit and the E-bit found in the Hell o packet’s option
field match the area type and External Routi ngCapability of the area
of the receiving interface. A mismatch in the options causes
processing of the received Hell o packet to stop and the packet to be
dr opped.

2.2 Type-7 Address Ranges

NSSA border routers may be configured with Type-7 address ranges.
Each Type-7 address range is defined as an [address, nmask] pair. Many
separate Type-7 networks may fall into a single Type-7 address range,
just as a subnetted network is conposed of many separate subnets.
NSSA border routers may aggregate Type-7 routes by advertising a
singl e Type-5 LSA for each Type-7 address range. The Type-5 LSA
resulting froma Type-7 address range match will be distributed to
all Type-5 capable areas. Section 3.2 details how Type-5 LSAs are
generated from Type-7 address ranges.
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A Type-7 address range includes the follow ng configurable itens.
0 An [address, mask] pair.
0 A status indication of either Advertise or DoNotAdverti se.
0 An external route tag.
2.3 Type-7 LSAs

External routes are inported into NSSAs as Type-7 LSAs by NSSA AS
boundary routers. An NSSA AS boundary router (ASBR) is a router that
has an interface associated with the NSSA and is exchangi ng routing
information with routers belonging to another AS. Like OSPF ASBRs,
an NSSA router indicates it is an NSSA ASBR by setting the E-bit in
its router-LSA. As with Type-5 LSAs a separate Type-7 LSAis
originated for each destination network. To support NSSAs the |ink-
state database must therefore be expanded to contain Type-7 LSAs.

Type-7 LSAs are identical to Type-5 LSAs except for the follow ng
(see [OSPF] Section 12.4.4, "AS external |inks").

1. The Type field in the LSA header is 7

2. Type-7 LSAs are only flooded within the originating NSSA. The
fl oodi ng of Type-7 LSAs follows the sanme rules as the flooding
of Type-1 and Type-2 LSAs.

3. Type-7 LSAs are only listed within the OSPF area data
structures of their respective NSSAs, naking them area
specific. Type-5 LSAs, which are flooded to all Type-5 capabl e
areas, have gl obal scope and are listed in the OSPF protoco
data structure

4. NSSA border routers select which Type-7 LSAs are transl ated
into Type-5 LSAs and flooded into the OSPF domain's transit
t opol ogy.

5. Type-7 LSAs have a propagate (P) bit that, when set, tells an
NSSA border router to translate a Type-7 LSA into a Type-5 LSA

6. Those Type-7 LSAs that are to be translated into Type-5 LSAs
must have their forwardi ng address set.
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Type-5 LSAs that are translations of Type-7 LSAs copy the Type-7
LSAs’ non-zero forwardi ng addresses. Only those Type-5 LSAs that are
aggregations of Type-7 LSAs may have 0.0.0.0 as a forwardi ng address.
(See Section 3.2 for details.) Non-zero forwardi ng addresses produce
efficient inter-area routing to an NSSA's AS external destinations
when it has multiple border routers. Also the non-zero forwarding
addresses of Type-7 LSAs ease the process of their translation into
Type-5 LSAs, as NSSA border routers are not required to conpute them

Normal |y the next hop address of an installed AS external route

| earned by an NSSA ASBR from an adj acent AS points at one of the

adj acent AS's gateway routers. |If this address belongs to a network
connected to the NSSA ASBR via one of its NSSAs’ active interfaces,
then the NSSA ASBR copies this next hop address into the forwarding
address field of the route’s Type-7 LSA that is originated into this
NSSA, as is currently done with Type-5 LSAs. (See [OSPF] Section
12.4.4.1.) For an NSSA with no such network the forwardi ng address
field may only be filled with an address fromone of the its active
interfaces or 0.0.0.0. |If the P-bit is set, the forwardi ng address
must be non-zero; otherwise it may be 0.0.0.0. |[If an NSSA requires
the P-bit be set and a non-zero forwardi ng address i s unavail abl e,
then the route’'s Type-7 LSA is not originated into this NSSA

When a router is forced to pick a forwarding address for a Type-7
LSA, preference should be given first to the router’s interna
addresses (provided internal addressing is supported). |If interna
addresses are not avail able, preference should be given to the
router’s active OSPF stub network addresses. These choices avoid the
possi bl e extra hop that nmay happen when a transit network’s address
is used. Wen the interface whose IP address is the LSA' s forwarding
address transitions to a Down state (see [OSPF] Section 9.3), the
router nust select a new forwardi ng address for the LSA and then re-
originate it. If one is not available the LSA should be flushed.

The netrics and path types of Type-5 LSAs are directly conparable
with the nmetrics and path types of Type-7 LSAs.

2.4 Originating Type-7 LSAs

NSSA AS boundary routers may only originate Type-7 LSAs into NSSAs.
An NSSA internal AS boundary router nust set the P-bit in the LSA
header’'s option field of any Type-7 LSA whose network it wants
advertised into the OSPF domain’s full transit topol ogy. The LSAs of
these networks rmust have a valid non-zero forwarding address. |If the
P-bit is clear the LSAis not translated into a Type-5 LSA by NSSA
border routers.
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When an NSSA border router originates both a Type-5 LSA and a Type-7
LSA for the same network, then the P-bit nust be clear in the Type-7
LSA so that it isn't translated into a Type-5 LSA by anot her NSSA
border router. |If the border router only originates a Type-7 LSA it
may set the P-bit so that the network nmay be aggregat ed/ propagat ed
during Type-7 translation. |f an NSSA's border router originates a
Type-5 LSA with a forwardi ng address fromthe NSSA, it should al so
originate a Type-7 LSA into the NSSA. |If two NSSA routers, both
reachabl e from one anot her over the NSSA, originate functionally
equi val ent Type-7 LSAs (i.e., sane destination, cost and non-zero
forwardi ng address), then the router having the | east preferred LSA
should flush its LSA. (See [OSPF] Section 12.4.4.1.) Preference
between two Type-7 LSAs is determined by the following tie breaker
rul es:

1. An LSAwith the P-bit set is preferred over one with the P-bit
cl ear.

2. If the P-bit settings are the sane, the LSA with the higher
router IDis preferred.

A Type-7 default LSA for the network 0.0.0.0/0 may be originated into
the NSSA by any NSSA router. The Type-7 default LSA originated by an
NSSA border router nust have the P-bit clear. An NSSA ASBR that is
not an NSSA border router may originate a Type-7 default LSA with the
P-bit set. A Type-7 default LSA may be installed by NSSA border
routers if and only if its P-bit is set. (See Appendix E.)

NSSA border routers nmust originate an LSA for the default destination
into all their directly attached NSSAs in order to support intra-AS
routing and inter-AS routing. This default destination is advertised
in either a Type-3 LSA or a Type-7 LSA, as described in Section 2.7.
The default LSA's nmetric should be configurable. For Type-7 default
LSAs, the netric type (1 or 2) should also be configurable.

2.5 Cal cul ating Type-7 AS External Routes

This cal cul ati on nust be run when Type-7 LSAs are processed during
the AS external route calculation. This calculation may process
Type-5 LSAs, but it is witten that way only for conparison sake.

Non-default Type-7 LSAs with the P-bit clear may be installed in the
OSPF routing table of NSSA border routers. Since these LSAs are not
propagat ed t hroughout the OSPF domain, traffic that originates
external to an NSSA and that passes through one of the NSSA' s border
routers may be unexpectedly diverted into the NSSA. (See Appendi x
E. )
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An NSSA border router should exani ne both Type-5 LSAs and Type-7 LSAs
if either Type-5 or Type-7 routes need to be updated or recal cul at ed.
This is done as part of the AS external route calculation. An NSSA
internal router should exam ne Type-7 LSAs when Type-7 routes need to
be recal cul at ed

What follows is only a nodest nodification of [OSPF] Section 16. 4.
Original paragraphs are tagged with [OSPF]. Paragraphs with mnor
changes are tagged with ~[ OSPF]. Paragraphs specific to NSSA are
tagged with [ NSSA].

AS external routes are cal cul ated by exani ni ng AS-external -LSAs, be
they Type-5 or Type-7. Each of the AS-external -LSAs is considered in
turn. Mbst AS-external -LSAs describe routes to specific IP
destinations. An AS-external -LSA can al so describe a default route
for the Autononpbus System (Destination I D = Defaul tDestination

net wor k/ subnet nask = 0x00000000). For each AS-external -LSA

~[ CSPF]

(1) If the metric specified by the LSAis LSInfinity, or if the
age of the LSA equal s MaxAge, then exani ne the next LSA
[ OSPF]

(2) If the LSA was originated by the calculating router itself,
exam ne the next LSA
[ OSPF]

(3) Call the destination described by the LSA N N s address is
obt ai ned by masking the LSA's Link State IDwth the
net wor k/ subnet nmask contained in the body of the LSA. Look up
the routing table entries that match the LSA's type for the AS
boundary router (ASBR) that originated the LSA. For a Type-5
LSA, routing table entries may only be sel ected from each
attached Type-5 capable area. Since the flooding scope of a
Type-7 LSAis restricted to the originating NSSA the routing
table entry of its ASBR nmust be found in the originati ng NSSA
If no entries exist for the ASBR (i.e. the ASBR is unreachabl e
over the transit topology for a Type-5 LSA, or, for a Type-7
LSA, it is unreachable over the LSA s originating NSSA), do
nothing with this LSA and consider the next in the list.
[ NSSA]

Else if the destination is a Type-7 default route (destination
I D = Defaul tDestination) and one of the following is true,
then do nothing with this LSA and consider the next in the
list:

Mur phy St andards Track [ Page 11]



RFC 3101

Mur phy

The OSPF Not - So- St ubby Area (NSSA) Option January 2003

0 The calculating router is a border router and the LSA has
its P-bit clear. Appendix E describes a technique
wher eby an NSSA border router installs a Type-7 default
LSA without propagating it.

0 The calculating router is a border router and is
suppressing the inport of summary routes as Type-3
summar y- LSAs.

[ NSSA]

El se, this LSA describes an AS external path to destination N
Exam ne the forwardi ng address specified in the AS-external -
LSA. This indicates the |P address to which packets for the
destination should be forwarded.

[ OSPF]

If the forwarding address is set to 0.0.0.0 then packets
shoul d be sent to the ASBRitself. |If the LSAis Type-5, from
anong the multiple non-NSSA routing table entries for the ASBR
(both NSSA and non- NSSA ASBR entries mght exists on an NSSA
border router), select the preferred entry as foll ows:

~[ OSPF]

I f RFC1583Conpatibility is set to "disabled", prune the set
of routing table entries for the ASBR as described in OSPF
Section 16.4.1. In any case, anobng the remaining routing
table entries, select the routing table entry with the | east
cost; when there are multiple |east cost routing table
entries the entry whose associ ated area has the | argest OSPF
Area | D (when considered as an unsigned 32-bit integer) is
chosen.

[ OSPF]

Since a Type-7 LSA only has area-wi de floodi ng scope, when its
forwarding address is set to 0.0.0.0, its ASBR s routing table
entry nust be chosen fromthe originating NSSA. Here no
pruning i s necessary since this entry always contai ns non-
backbone intra-area paths.

[ NSSA]

If the forwardi ng address is non-zero | ook up the forwarding
address in the routing table. For a Type-5 LSA the matching
routing table entry nust specify an intra-area or inter-area
path through a Type-5 capable area. For a Type-7 LSA the
mat chi ng routing table entry nust specify an intra-area path
through the LSA's originating NSSA. If no such path exists
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then do nothing with this LSA and consider the next in the
list.
[ NSSA]

Let X be the cost specified by the preferred routing table
entry for the ASBR/ forwardi ng address, and Y the cost
specified in the LSA. X is in terms of the link state netric,
and Yis atype 1 or 2 external netric.

[ OSPF]

Now, | ook up the routing table entry for the destination N

If no entry exists for N, install the AS external path to N
with the next hop equal to the list of next hops to the
ASBR/ f orwar di ng address, and advertising router equal to the
ASBR. If the external netric type is 1, then the path-type is
set to Type-1 external and the cost is equal to X + Y. If the
external netric type is 2, the path-type is set to Type-2
external, the |link-state conponent of the route’'s cost is X
and the type 2 cost is V.

[ OSPF]

O herwi se conpare the AS external path described by the LSA
with the existing paths in Ns routing table entry. If the
new path is preferred, it replaces the present paths in Ns
routing table entry. |If the new path is of equal preference,
it is added to the present paths in Ns routing table entry.
[ OSPF]

Preference is defined as foll ows:

(a) Intra-area and inter-area paths are always preferred over
AS external paths.
[ OSPF]

(b) Type 1 external paths are always preferred over type 2
external paths. \Wen all paths are type 2 external paths,
the paths with the smallest advertised type 2 nmetric are
al ways preferred.

[ OSPF]

(c) If the new AS external path is still indistinguishable
fromthe current paths in Ns routing table entry, and
RFC1583Compati bility is set to "di sabled", select the
preferred paths based on the intra-AS paths to the
ASBR/ f orwar di ng addresses, as specified in Section 16.4.1
Here intra-NSSA paths are equivalent to the intra-area
pat hs of non-backbone regul ar OSPF areas.

[ NSSA]
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(d) If the new AS external path is still indistinguishable
fromthe current paths in Ns routing table entry, select
the preferred path based on a | east cost comparison. Type
1 external paths are conpared by | ooking at the sum of the
di stance to the ASBR/forwardi ng addresses and the
advertised type 1 nmetric (X+Y). Type 2 external paths
advertising equal type 2 netrics are conpared by | ooking
at the distance to the ASBR/ forwardi ng addresses.
~[ CSPF]

(e) If the current LSA is functionally the same as an
installed LSA (i.e., sane destination, cost and non-zero
forwardi ng address) then apply the following priorities in
deci ding which LSA is preferred:

1. A Type-7 LSA with the P-bit set.
2. A Type-5 LSA.
3. The LSA with the higher router |D.
[ NSSA]
2.6 Increnmental Updates

I ncrenental updates for Type-7 LSAs should be treated the sane as
incremental updates for Type-5 LSAs (see [OSPF] Section 16.6). When
a new instance of a Type-7 LSA is received it is not necessary to
recalculate the entire routing table. Call the destination described
by the Type-7 LSA N. N s address is obtained by nasking the LSA s
Link State ID with the network/subnet mask contained in the body of
the LSA. If there is already an intra-area or inter-area route to
the destination, no recalculation is necessary (internal routes take
pr ecedence).

O herwi se, the procedure in the preceding section will have to be
performed but only for the external routes (Type-5 and Type-7) whose
destination is N. Before this procedure is performed, the present
routing table entry for N should be invalidated.

2.7 Optionally Inporting Sumary Routes

In order for CSPF' s summary routing to not be obscured by an NSSA' s
Type-7 AS-external -LSAs, all NSSA border router inplenentations nust
support the optional inport of sumrary routes into NSSAs as Type-3
summary-LSAs. The default behavior is to inport sunmary routes. A
new area configuration paraneter, |nportSunmmaries, is defined in
Appendi x D. Wien I nportSumrmaries is set to enabl ed, sunmary routes
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are inported. Wen it is set to disabled, summary routes are not
imported. The default setting is enabl ed.

When OSPF's summary routes are not inported, the default LSA

ori gi nated by an NSSA border router into the NSSA should be a Type-3
summary-LSA. This protects the NSSA fromrouting intra-AS traffic out
the AS via the default route of a Type-7 default LSA originating from
one of the NSSA's internal routers. When summary routes are inported
into the NSSA, the default LSA originated by an NSSA border router
must not be a Type-3 sunmary-LSA; otherwise its default route would
be chosen over the potentially nore preferred default routes of
Type-7 default LSAs.

3.0 Intra-AS Inplenmentation Details
3.1 Type-7 Transl ator El ection

It is not reconmmended that multiple NSSA border routers perform
Type-7 to Type-5 translation unless it is required to route packets
efficiently through Area O to an NSSA partitioned by Type-7 address
ranges. It is normally sufficient to have only one NSSA border
router performthe translation. Excessive nunbers of Type-7
translators unnecessarily increase the size of the CSPF |link state
dat a base.

A new area configuration paraneter, NSSATranslatorRole, is defined in
Appendix D. It specifies whether or not an NSSA router wl|l
unconditionally translate Type-7 LSAs to Type-5 LSAs when acting as
an NSSA border router. Configuring the identity of the translator can
be used to bias the routing to aggregated destinations. Wen
NSSATransl atorRole is set to Always, Type-7 LSAs are al ways

transl ated regardl ess of the translator state of other NSSA border
routers. When NSSATransl atorRole is set to Candi date an NSSA border
router will participate in the translator el ection process described
bel ow.

A new area paraneter, NSSATranslatorState, is maintained in an NSSA' s
OSPF area data structure. By default all NSSA routers initialize
NSSATransl atorState to di sabled. Wen an NSSA border router’s
NSSATr ansl at or State changes from di sabled to either enabled or
elected, it begins translating the NSSA's Type-7 LSAs into Type-5
LSAs. \When its NSSATransl ator State changes from either enabl ed or
elected to disabled, it ceases translating the NSSA's Type-7 LSAs
into Type-5 LSAs. (See paragraphs bel ow.)

A new bit, Nt, is defined for the router-LSAs of NSSAs. (See

Appendi x B.) By default routers clear bit Nt when originating
router-LSAs. However, when an NSSA border router has its
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NSSATr ansl ator State enabled, it sets bit Nt in the router-LSA it
originates into the NSSA. An NSSA router whose NSSATransl atorRole is
set to Always should re-originate a router-LSA into the NSSA whenever
its NSSATransl at or St at e changes.

When an NSSA router with the NSSA' s NSSATransl atorRol e set to Al ways
attains border router status, it should change NSSATransl| at or St at e
fromdisabled to enabled. Wen it |oses border router status, it
shoul d change NSSATransl atorState from enabl ed to di sabl ed.

Al'l NSSA border routers nust set the E-bit in the Type-1 router-LSAs
of their directly attached non-stub areas, even when they are not
translating. This allows other NSSA border routers to see their ASBR
status across the AS' s transit topology. Failure to do so nay cause
the election algorithmto el ect unnecessary translators. Every NSSA
border router is a potential translator.

An NSSA border router whose NSSA's NSSATrans|l atorRole is set to
Candidate nmust maintain a list of the NSSA's border routers that are
reachabl e both over the NSSA and as ASBRs over the AS's transit

topol ogy. Any change in this list, or to the Nt bit settings of
menbers of this list, causes the NSSA border router to reevaluate its
NSSATransl atorState. |f there exists another border router in this
list whose router-LSA has bit Nt set or who has a higher router ID
then its NSSATransl atorState is disabled. OQherwise its
NSSATr ansl ator State i s el ect ed.

An el ected translator will continue to performtranslation duties
until supplanted by a reachabl e NSSA border router whose Nt bit is
set or whose router IDis greater. Such an event nmay happen when an
NSSA router with NSSATransl atorRol e set to Al ways regai ns border
router status, or when a partitioned NSSA becones whole. [|f an

el ected translator determines its services are no longer required, it
continues to performits translation duties for the additional tine
interval defined by a new area configuration paraneter

Transl atorStabilitylnterval. This nininizes excessive flushing of
transl ated Type-7 LSAs and provides for a nore stable transl ator
transition. The default value for the TranslatorStabilitylnterva
par anet er has been defined as 40 seconds. (See Appendi x D.)

3.2 Translating Type-7 LSAs into Type-5 LSAs
This step is performed as part of the NSSA's Dijkstra cal cul ation
after Type-5 and Type-7 routes have been calculated. If the

calculating router is currently not an NSSA border router translator,
then this translation algorithmshould be skipped. Only installed
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Type-7 LSAs and those non-default Type-7 LSAs originated by the
router itself should be examined. Locally sourced Type-7 LSAs should
be processed first.

Note that it is possible for a Type-5 LSA generated by translation to
supplant a Type-5 LSA originating froma | ocal OSPF external source
Future reoriginations of the locally sourced Type-5 LSA shoul d be
suppressed until the Type-5 LSA generated by translation is flushed.

A Type-7 LSA and a Type-7 address range best natch one another if
there does not exist a nore specific Type-7 address range that
contains the LSA's network. For each eligible Type-7 LSA performthe
fol | owi ng:

(1) If the Type-7 LSA has the P-bit clear, or its forwarding
address is set to 0.0.0.0, or the nost specific Type-7 address
range that subsunes the LSA's network has DoNot Adverti se
status, then do nothing with this Type-7 LSA and consider the
next one in the list. Oherwise termthe LSA as transl atable
and proceed with step (2).

(2) If the Type-7 LSAis not contained in any explicitly
configured Type-7 address range and the cal cul ating router has
the highest router |ID anpongst NSSA translators that have
originated a functionally equival ent Type-5 LSA (i.e. sane
destination, cost and non-zero forwarding address) and that
are reachabl e over area 0 and the NSSA, then a Type-5 LSA
shoul d be generated if there is currently no Type-5 LSA
originating fromthis router corresponding to the Type-7 LSA s
network, or there is an existing Type-5 LSA and either it
corresponds to a | ocal OSPF external source whose path type
and netric is less preferred (see Section 2.5 step (6), parts
(b) and (d)), or it doesn’t and the Type-5 LSA’s path type or
cost (s) have changed (See Section 2.5 step (5)) or the
forwardi ng address no | onger naps to a transl atable Type-7
LSA.

The newy originated Type-5 LSA will describe the same network
and have the same network mask, path type, netric, forwarding
address and external route tag as the Type-7 LSA. The
advertising router field will be the router I D of this NSSA
border router. The link-state IDis equal to the LSA s
network address (in the case of multiple originations of
Type-5 LSAs with the same network address but different nask,
the link-state I D can al so have one or nore of the network’s
"host" bits set).

Mur phy St andards Track [ Page 17]



RFC 3101

The OSPF Not - So- St ubby Area (NSSA) Option January 2003

(3) Else the Type-7 LSA nust be aggregated by the npst specific

Mur phy

Type-7 address range that subsumes it. |If this Type-7 address
range has the sanme [address, mask] pair as the LSA's network
and no other translatable Type-7 LSAwith a different network
best matches this range, then flag the LSA as not contained in
any explicitly configured Type-7 address range and process the
LSA as described in step (2). Oherwi se conpute the path type
and netric for this Type-7 address range as descri bed bel ow.

The path type and netric of the Type-7 address range is
determned fromthe path types and netrics of those

transl atabl e Type-7 LSAs that best match the range plus any

| ocally sourced Type-5 LSAs whose network has the same

[ address, mask] pair. |If any of these LSAs have a path type of
2, the range’s path type is 2, otherwise it is 1. |If the
range’s path type is 1 its nmetric is the highest cost anpbngst
these LSAs; if the range’s path type is 2 its netric is the
hi ghest Type-2 cost + 1 ampbngst these LSAs. (See Section 2.5
step (5).) 1 is added to the Type-2 cost to ensure that the
transl ated Type-5 LSA does not appear closer on the NSSA
border than a transl atable Type-7 LSA whose network has the
sanme [address, mask] pair and Type-2 cost.

A Type-5 LSA is generated fromthe Type-7 address range when
there is currently no Type-5 LSA originated by this router
whose network has the sane [address, mask] pair as the range or
there is but either its path type or netric has changed or its
forwardi ng address is non-zero.

The newly generated Type-5 LSA will have a link-state |ID equal
to the Type-7 address range’'s address (in the case of multiple
originations of Type-5 LSAs with the same network address but
different mask, the link-state I D can al so have one or nore of
the range’s "host" bits set). The advertising router field
will be the router ID of this area border router. The network
mask and the external route tag are set to the range’s
configured values. The forwarding address is set to 0.0.0.0.
The path type and netric are set to the range’s path type and
metric as defined and conputed above.

The pendi ng processing of other translation eligible Type-7
LSAs that best match this Type-7 address range is suppressed.
Thus at nost a single Type-5 LSA is originated for each Type-7
addr ess range.
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For exanple, given a Type-7 address range of [10.0.0.0, 255.0.0.0]
that subsumes the follow ng Type-7 routes:

10.1.0.0/24 path type 1, cost 10
10.2.0.0/ 24 path type 1, cost 11
10.3.0.0/ 24 path type 2, type 2 cost 5

a Type-5 LSA woul d be generated with a path type of 2 and a nmetric 6

G ven a Type-7 address range of [10.0.0.0, 255.0.0.0] that subsunes
the follow ng Type-7 routes:

10.1.0.0/ 24 path type 1, cost 10
10.2.0.0/ 24 path type 1, cost 11
10.3.0.0/ 24 path type 1, cost 5

a Type-5 LSA will be generated with a path type of 1 and a nmetric 11.

These Type-7 address range netric and path type rules will avoid
routing |l oops in the event that path types 1 and 2 are both used
within the area

As with all newy originated Type-5 LSAs, a Type-5 LSA that is the
result of a Type-7 LSA translation or aggregation is flooded to all
attached Type-5 capabl e areas.

Li ke Type-3 address ranges, a Type-7 address range perforns the dua
function of setting propagation policy viaits
Adverti se/ DoNot Adverti se paraneter and aggregation via its network
address and mask pair. Unlike the origination of Type-3 summary- LSAs,
the translation of a Type-7 LSA into a Type-5 LSA nay result in nore
efficient routing when the forwarding address is set, as is done
during step (2) of the translation procedure.

Anot her inportant feature of this translation process is that it

all ows a Type-7 address range to apply different properties
(aggregation, forwardi ng address, and Adverti se/ DoNot Adverti se
status) for the Type-7 routes it subsunes, versus those Type-7 routes
subsunmed by other nore specific Type-7 address ranges contained in
the Type-7 address range.

3.3 Flushing Translated Type-7 LSAs

If an NSSA border router has either translated or aggregated an
installed Type-7 LSA into a Type-5 LSA that should no | onger be
transl ated or aggregated, then the Type-5 LSA should either be
flushed or reoriginated as a translation or aggregation of other
Type-7 LSAs.

Mur phy St andards Track [ Page 19]



RFC 3101 The OSPF Not - So- St ubby Area (NSSA) Option January 2003

If an NSSA border router is translating Type-7 LSA's into Type-5
LSA's with NSSATransl atorState set to el ected and the NSSA border
router has determined that its translator election status has been
deposed by anot her NSSA border router (see Section 3.1), then, as
soon as the TranslatorStabilitylnterval has expired w thout the
router reelecting itself as a translator, Type-5 LSAs that are
generated by aggregating Type-7 LSAs into their best matched Type-7
address ranges (see Section 3.2, Step (3)) are flushed. Conversely
Type-5 LSAs generated by translating Type-7 LSAs are not inmmrediately
flushed, but are allowed to remain in the OSPF routing domain as if
the originator is still an elected translator. This ninimzes the
flushing and fl oodi ng i npact on the transit topol ogy of an NSSA t hat
changes its translators frequently.

4.0 Security Considerations

There are two types of issues that need be addressed when | ooki ng at
protecting routing protocols frommi sconfigurations and nalicious
attacks. The first is authentication and certification of routing
protocol information. The second is denial of service attacks
resulting fromrepetitive origination of the same router

advertisenent or origination of a |arge nunber of distinct
advertisenents resulting in database overflow. Note that both of
these concerns exist independently of a router’s support for the NSSA
opti on.

The OSPF protocol addresses authentication concerns by authenticating
OSPF protocol exchanges. OSPF supports multiple types of

aut hentication; the type of authentication in use can be configured
on a per network segnent basis. One of OSPF' s authentication types,
namely the Cryptographic authentication option, is believed to be
secure agai nst passive attacks and provides significant protection
agai nst active attacks. Wen using the Cryptographic authentication
option, each router appends a "nessage digest" to its transnmtted
OSPF packets. Receivers then use the shared secret key and the
received digest to verify that each recei ved OSPF packet is

aut henti c.

The quality of the security provided by the Cryptographic

aut henti cation option depends conpletely on the strength of the
nmessage digest algorithm (MD5 is currently the only nmessage di gest

al gorithm specified), the strength of the key being used, and the
correct inplenmentation of the security mechanismin all comrunicating
OSPF i nmpl enentations. It also requires that all parties maintain the
secrecy of the shared secret key. None of the standard OSPF

aut hentication types provide confidentiality, nor do they protect
against traffic analysis. For nore information on the standard OSPF
security mechani sns, see Sections 8.1, 8.2, and Appendi x D of [OSPF].
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[DIGA] describes the extensions to OSPF required to add digita
signature authentication to Link State data and to provide a
certification nechanismfor router data. [DI A] also describes the
added LSA processing and key managenent as well as a nethod for

m gration fromor co-existence with standard OSPF V2.

OSPF addresses repetitive origination of advertisenents by nandating
alimt on how frequent new i nstances of any particular LSA can be
originated and accepted during the flooding procedure. The frequency
at which new LSA instances may be originated is set to once every

M nLSI nterval seconds, whose value is 5 seconds. (See [COSPF] Section
12.4.) The frequency at which new LSA instances are accepted during
flooding is once every MnLSArrival seconds, whose value is set to 1
second. (See [OSPF] Section 13, Appendix B, and G 1.)

Proper operation of the OSPF protocol requires that all OSPF routers
mai ntain an identical copy of the GSPF |ink state database. However,
when the size of the |ink state database becones very |arge, sone
routers may be unable to keep the entire database due to resource
shortages; this is terned "database overflow'. When dat abase
overflow is anticipated, the routers with limted resources can be
acconmodat ed by configuring OSPF stub areas and NSSAs. [ OVERFLOW
details a way of gracefully handling unantici pated database

overfl ows.

5.0 Acknow edgenent s

Thi s docunent was produced by the OSPF Working Group, chaired by John
Moy.

In addition, the comments of the follow ng individuals are al so
acknow edged:

Antoni Przygi enda Redback Networks, Inc
Al ex Zinin ci sco

It is also noted that comments from

Phani Jajjarvarpu cisco

Di no Fari nacci cisco
Jeff Honig Cornell University
Doug Wl lians | BM

were acknow edged in the predecessor of this docunment, RFC 1587

Mur phy St andards Track [ Page 21]



RFC 3101 The OSPF Not - So- St ubby Area (NSSA) Option January 2003

6.0 Contributors

Thi s docunent, RFC 3101, adds new sections, features, edits, and
revisions to its predecessor, RFC 1587, "The OSPF NSSA Option",

aut hored by Rob Coltun, Myvaz Networks, and Vince Fuller. Content
fromRFC 1587 is used throughout RFC 3101. |In addition to adding new
features, this docunent nakes the NSSA specification consistent with
the OSPFv2 specification, RFC 2328, authored by John My, Sycanore
Networks, Inc. Section 2.5, Calculating Type-7 AS External Routes,
and Section 2.6, Increnmental Updates, rely heavily on text in RFC
2328’ s Section 16.4 and Section 16.6 respectively. Section 4.0,
Security Considerations, is an edit of sinilar content in Rob
Coltun’s RFC 2370, "The OSPF Opaque LSA option", Section 6.0.

Acee Lindem Redback Networks, Inc, is also recognized for the first
full known inplenentation of this specification. Acee’'s
i npl ementation resulted in substantive content change.

7.0 References

[DId] Mur phy, S., Badger, M and B. Wellington, "OSPF wth
Digital Signatures", RFC 2154, June 1997

[ MUEX] My, J., "Milticast Extensions to CSPF', RFC 1584, March
1994.

[ OSPF] Moy, J., "OSPF Version 2", RFC 2328, April 1998.

[ OPAQUE] Coltun, R, "The OSPF Opaque LSA Option", RFC 2370, July
1998.

[ OVERFLOW Moy, J., "OSPF Dat abase Overflow', RFC 1765, March 1995.

Mur phy St andards Track [ Page 22]



RFC 3101

The OSPF Not - So- St ubby Area (NSSA) Option January 2003

Appendi x A: The Options Field

The OSPF options field is present in OSPF Hell o packets, Database
Description packets and all link state advertisenents. See [ OSPF]
Appendi x A 2 and [ OPAQUE] Appendix A 1 for a description of the
options field. Six bits are assigned but only two (the E-bit and the
N P bit) are described conpletely in this section

E-bit:

N-bit:

P-bi t:

Mur phy

The Type-7 LSA options field

Type-5 AS-external -LSAs are not flooded into/through OSPF
stub areas and NSSAs. The E-bit ensures that all nenbers
of a stub area or NSSA agree on that area configuration
The E-bit is neaningful only in OSPF Hell o and Dat abase
Description packets. Wen the E-bit is clear in the Hello
packet sent out a particular interface, it neans that the
router will neither send nor receive Type-5 AS-external -
LSAs on that interface (in other words, the interface
connects to a stub area or NSSA). Two routers will not
becone nei ghbors unl ess they agree on the state of the E-
bit.

The N-bit describes the router’s NSSA capability. The N
bit is used only in Hello packets and ensures that al
menbers of an NSSA agree on that area’ s configuration

When the N-bit is set in the Hello packet that is sent out
a particular interface, it neans that the router will send
and receive Type-7 LSAs on that interface. Two routers
will not form an adjacency unless they agree on the state
of the N-bit. If the NNbit is set in the options field,
the E-bit nust be clear

The P-bit is used only in the Type-7 LSA header. It flags

the NSSA border router to translate the Type-7 LSA into a
Type-5 LSA. The default setting for the P-bit is clear
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Appendi x B: Router-LSAs

Rout er-LSAs are the Type-1 LSAs. Each router in an area originates a
router-LSA. The LSA describes the state and cost of the router’s
links (i.e., interfaces) to the area. Al of the router’'s links to
the area must be described in a single router-LSA. For details
concerning the construction of router-LSAs, see [ OSPF] Section

12. 4. 1.

0 1 2 3

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| LS age | Opti ons | 1 |
i T s i o S i i S R I S I S S S M
| Link State 1D |
B T S i T s i i e e SEI S
| Adverti sing Router |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| LS sequence nunber |
i T s i o S i i S R I S I S S S M
| LS checksum | | ength |
B T S i T s i i e e SEI S
| O Nt|WV E B 0 | # links |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Link ID |
i T s i o S i i S R I S I S S S M
| Li nk Data |
B T S i T s i i e e SEI S
| Type | # TOS | TOS 0 netric |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| TGS | 0 | metric |
i T s i o S i i S R I S I S S S M
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| TOS 0 | metric |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Link ID |
i T s i o S i i S R I S I S S S M
| Li nk Data |
B T S i T s i i e e SEI S

In router-LSAs, the Link State IDfield is set to the router’s OSPF
Router ID. Router-LSAs are flooded throughout a single area only.
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Y,

When set, the router is an endpoint of one or nore fully
adj acent virtual |inks having the described area as their
transit area (Vis for virtual |ink endpoint).

E

When set, the router is an AS boundary router (E is for
external). ALL NSSA border routers set bit E in those
router-LSAs originated into directly attached Type-5 capabl e
areas. An NSSA's AS boundary routers also set bit Ein their
router-LSAs originated into the NSSA. (See Section 3.1 for
details.)

B
When set, the router is an area border router (B is for
border).

W
When set, the router is a wild-card nulticast receiver (Wis
for wild).

Nt

When set, the router is an NSSA border router that is
unconditionally translating Type-7 LSAs into Type-5 LSAs (Nt
stands for NSSA translation). Note that such routers have
their NSSATransl atorRol e area configuration paraneter set to
Al ways. (See Appendix D and Section 3.1.)

The renmai nder of the router-LSAs specification is defined in [ OSPF]
Section A 4. 2.
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Appendi x C. Type-7 LSA Packet For mat

| External Route Tag |

The definitions of the link-state I D, network nmask, netrics and
external route tag are the same as the definitions for Type-5 LSAs
(See [ OSPF] Appendi x A.4.5), except for the forwarding address and
the NVP-bit. The Options field nust have the NNP bit set as
described in Appendi x A when the originating router desires that the
external route be propagated throughout the OSPF donain.

For war di ng addr ess
Data traffic for the advertised destination will be forwarded to
this address. |If the forwarding address is set to 0.0.0.0, data
traffic will be forwarded to the LSA's originator (i.e., the
responsi bl e NSSA AS boundary router). Normally the next hop
address of an installed AS external route |earned by an NSSA ASBR
froman adj acent AS points at one of the adjacent AS s gateway
routers. If this address belongs to a network connected to the
NSSA ASBR via one of its NSSAs' active interfaces, then it is the
forwardi ng address for the route’s Type-7 LSA originated into this
NSSA. For an NSSA with no such network the forwardi ng address is
either an address fromone of its active interfaces or 0.0.0.0.
If the P-bit is set, the forwardi ng address nust be non-zero,
otherwise it may be 0.0.0.0. (See Section 2.3 for details.)
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Appendi x D:  Configuration Paraneters

[ OSPF] Appendix C. 2 lists the area configuration parameters. The
area ID and the list of address ranges for Type-3 sunmary routes
remai n unchanged. Section 2.2 of this docunent lists the
configuration paraneters for Type-7 address ranges. The follow ng
area configuration parameters have been added:

NSSATr ansl| at or Rol e

Speci fies whether or not an NSSA border router wll
unconditionally translate Type-7 LSAs into Type-5 LSAs. Wen
it is set to Always, an NSSA border router always translates
Type-7 LSAs into Type-5 LSAs regardless of the translator state
of other NSSA border routers. Wen it is set to Candidate, an
NSSA border router participates in the translator election
process described in Section 3.1. The default setting is

Candi dat e.

TranslatorStabilitylnterva

Defines the length of time an el ected Type-7 translator wll
continue to performits translator duties once it has
determined that its translator status has been deposed by
anot her NSSA border router translator as described in Section
3.1 and 3.3. The default setting is 40 seconds.

| mport Sunmari es

When set to enabled, OSPF' s summary routes are inported into
the NSSA as Type-3 summary-LSAs. Wen set to disabled, sunmary
routes are not inported into the NSSA. The default setting is
enabl ed.

| mpl enent ati ons must provide a vehicle for setting the P-bit when
external routes are inported into the NSSA as Type-7 LSAs. W thout
configuration, the default setting of the P-bit is clear. (See
Section 2.3 and Appendi x B.)

For NSSAs the External RoutingCapability area configuration paraneter
must be set to accept Type-7 external routes. Additionally there
must be a way of configuring the netric of the default LSA that a
border router advertises into its directly attached NSSAs. If a
Type-7 default LSA is advertised, its netric type (1 or 2) should

al so be confi gurable.
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Appendi x E: The P-bit Policy Paradox.

Non-default Type-7 LSAs with the P-bit clear may be installed in the
OSPF routing table of NSSA border routers. (See Section 2.5.) These
LSAs are not propagated throughout the OSPF domain as translated
Type-5 LSAs. (See Section 3.2.) Thus, traffic that is external to
an NSSA and that passes through one of the NSSA' s border routers may
be hijacked into the NSSA by a route installed froma Type-7 LSA with
the P-bit clear. This may be contrary to the expected path at the
source of the traffic. It nmay also violate the routing policy

i ntended by the Type-7 LSA's clear P-bit. A Type-7 address range
that is configured with DoNot Advertise exhibits the same paradox for
any installed Type-7 LSAs it subsunes, regardl ess of the P-bit
setting.

This paradox is best illustrated by the foll owi ng exanple. Consider
an OSPF domain (AS 1842) with connections for default Internet
routing and to external AS 4156. NSSA 1 and OSPF Area 2 are
partially defined in the foll owi ng di agram

AS 4156
I
Area 2 |
I
A2 A0 Area O C0----- I nt er net
| | | Def aul t
I I I
I I I
R P BO--------------- +
I\
[\
/ \
Internet------------ Al Bl1------ AS 4156 (P-bit clear)
Default (P-bit set)
NSSA 1

Here AO, BO, and CO are Area O routers, Al and Bl are NSSA 1 routers,
and A2 is an Area 2 router. BO is a border router for both NSSA 1
and Area 2.

If the Type-7 external routes inported by Bl for AS 4156 are
installed on BO so that the NSSA 1 tree bel ow Al can take advant age
of them then A2's traffic to AS 4156 is hijacked through BO by Bl
rather than its conmputed path through AO.

An NSSA border router’s installed Type-7 default LSAs will exhibit

this paradox when it possesses a Type-7 address range [0, 0]
configured with DoNot Advertise, as these LSAs are not propagated even
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though their P-bit is set. In the example above, if Al's default is
installed on BO, which has a configured Type-7 address range [0, 0]
wi th DoNot Advertise set, then A2’s Internet traffic is hijacked
through BO by Al rather than the conputed path through CO.
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Appendi x F: Differences from RFC 1587

Thi s section docunents the differences between this meno and RFC
1587. Al differences are backward-conpatible. |nplenentations of
this meno and of RFC 1587 will interoperate.

F.1 Enhancenents to the inmport of OSPF s summary routes.

The inport of OSPF s summary routes into an NSSA as Type-3 summary-
LSAs is now optional. In RFC 1587 the inport of summary routes was
mandated in order to guarantee that inter-area sunmary routing was
not obscured by an NSSA's Type-7 AS-external -LSAs. The current
recommended default behavior is to inport summary routes. \en
summary routes are not inported into an NSSA, the default LSA
originated by its border routers must be a Type-3 summary- LSA.

See Sections 1.3 and 2.7 for details.
F.2 Changes to Type-7 LSAs.

The setting of the forwarding address in Type-7 LSAs has been further
refined.

See Section 2.3 for details.
F.3 Changes to the Type-7 AS external routing cal culation

The Type-7 external route cal cul ation has been revised. Most
not abl y:

0 The path preference defined in [OSPF] Section 16.4.1 has been
i ncl uded.

0 A Type-7 default route with the P-bit clear will not be
installed on an NSSA border router. This protects the default
routing of other OSPF Areas. (See Appendix E.)

o0 The LSA type of two AS-external -LSAs plays no role in
determ ni ng path preference except when the LSAs are
functionally the sane (i.e., sanme destination, cost and non-
zero forwardi ng address).

See Section 2.5 for details.
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F.4 Changes to translating Type-7 LSAs into Type-5 LSAs

The transl ator election algorithmof RFC 1587 has been updated to
close a bug that results when the translator with the highest router
ID |l oses connectivity to the AS' s transit topology. The default
transl ator el ection process occurs only in the absence of an existing
transl at or.

The identity of the translator is optionally configurable, with nore
than one allowed. This allows the network designer to choose the
nmost cost effective intra-AS route for NSSA origi nated Type-5 LSA
aggregations of Type-7 LSAs.

Sel f-originated non-default Type-7 LSAs are now included in the
transl ati on process.

The transl ati on process has been strengthened to close sone of the
weak points of RFC 1587.

See Sections 3.1 and 3.2 for details.
F.5 Changes to flushing translated Type-7 LSAs

An NSSA border router, which was el ected by the augnmented RFC 1587
transl ator sel ection process defined in Section 3.1 and which has
been deposed fromits translation duties by another NSSA border
router, flushes its self-originated Type-5 LSAs that resulted from
the aggregation of Type-7 LSAs. This prevents these obsolete
aggregations fromshort circuiting the preferred path through the new
translator(s). A deposed translator continues to nmaintain its self-
originated Type-5 LSAs resulting fromtranslation until they age out
normal | y.

See Section 3.3 for details.
F.6 P-bit additions

The P-bit default has been defined as clear. RFC 1587 had no default
setting. (See Appendix C.)

A di scussion on the packet forwarding inpact of installing Type-7

LSAs with the P-bit clear on NSSA border routers has been added as
Appendi x E
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