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Abst ract
I nternet Transparency via the end-to-end architecture of the Internet
has al | owed vast innovation of new technol ogi es and services [1].
However, recent developrments in Firewall technol ogy have altered this

model and have been shown to inhibit innovation. W propose the
Firewal | Enhancement Protocol (FEP) to allow innovation, w thout

violating the security nodel of a Firewall. Wth no cooperation from
a firewal |l operator, the FEP allows ANY application to traverse a
Firewall. Qur nethodology is to |layer any application |ayer

Transmi ssion Control Protocol/User Datagram Protocol (TCP/ UDP)
packets over the HyperText Transfer Protocol (HTTP) protocol, since
HTTP packets are typically able to transit Firewalls. This schene
does not violate the actual security usefulness of a Firewall, since
Firewalls are designed to thwart attacks fromthe outside and to
ignore threats fromwithin. The use of FEP is conpatible with the
current Firewall security nodel because it requires cooperation from

a host inside the Firewall. FEP allows the best of both worlds: the
security of a firewall, and transparent tunneling thought the
firewall.

1.0 Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119
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2.0 Introduction

The Internet has done well, considering that |ess than 10 years ago
the telco's were claimng it could not ever work for the corporate
environment. There are nmany reasons for this; a particularly strong
one is the end-to-end argunent discussed by Reed, Seltzer, and dark
[2]. Innovation at the ends has proven to be a very powerful

met hodol ogy creating nmore value than ever conceived of. But, the
world is changing as Cark notes in [6]. Wth the connection of the
corporate world to the Internet, security concerns have becone
paranount, even at the expense of breaking the end-to-end paradi gm
One exanple of this is the Firewall - a device to prevent outsiders
from unaut hori zed access into a corporation. Qur new protocol, the
Firewal | Enhancenment Protocol (FEP), is designed to restore the end-
to-end nodel while maintaining the | evel of security created by
Firewal | s.

To see how powerful the end-to-end nodel is consider the follow ng

exanple. |If Scott and Mark have a good idea and sone inplenmentation
talent, they can create an artifact, use it, and send it to their
friends. |If it turns out to be a good idea these friends can adopt
it and naybe make it better. Now enter the Firewall: if Mark happens
to work at a conpany that installs a Firewall, he can’t experinent
with his friend Scott. |Innovation is nore difficult, maybe

i npossi bl e. Wat business is it of an IT manager if Scott and Mark
want to do sone experinments to enable themto better serve their
users? This is howthe web was created: one guy with talent, a few
good ideas, and the ability to innovate.

Firewalls are inportant, and we do respect the right of anybody to
protecting thenmsel ves any way they want (as |ong as others are not

i nconveni enced). Firewalls work, and have a place in the Internet.
However, Firewalls are built to protect fromexternal threats, not
internal ones. Qur proposed protocol does not break the security
nmodel of the Firewall; it still protects against all external risks
that a particular Firewall can protect against. For our protocol to
wor k sonmeone inside the Firewall nust run an application |eve
protocol that can access TCP port 80. Qur concept allows a

consi stent |evel of security while bypassing the I T manager in charge
of the Firewall. W offer freedomto innovate without additionally
conprom sing external security, and the best part, no need to waste
time involving any managers for approval

We got this idea fromthe increasing number of applications that use
HTTP specifically because it can bypass Firewall barriers. This
pi eceneal depl oynent of specific applications is not an efficient way
to neet the challenge to innovation created by Firewalls. W decided
to devel op a process by which TCP/IP itself is carried over HITP
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Wth this innovati on anyone can use any new TCP/ | P application

i medi ately wi thout having to go through the |aborious process of
dealing with Firewal |l access for the particular application. An
uni nt ended byproduct of this proposal is that existing TCP/IP
applications can also be supported to better serve the users. Wth
FEP, the users can deci de what applications they can run

Qur protocol is sinple and is partly based on the Eastl ake [ 3]
proposal for M ME encoding of IP packets. W use the ubiquitous HITP
protocol format. The IP datagramis carried in the nmessage body of
the HTTP nmessage and the TCP packet header information is encoded
into HTTP headers of the nessage. This ASCI| encoding of the header
fields has nmany advantages, including human readability, increasing
the debuggability of new applications, and easy |oggi ng of packet
information. |If this becomes widely adopted, tools like tcpdunp wll
become obsol et e.

3.0 FEP Protoco

Figure 1 shows a high level view of our protocol. The application
(1) in host A (outside the Firewall) sends a TCP/IP datagramto host
B (within the firewall). Using a tunnel interface the TCP/IP
datagramis routed to our FEP software (2), which encodes the
datagramwi thin a HTTP nessage. Then this nessage is sent via a
HTTP/ TCP/ I P tunnel (3) to host B on the normal HTTP port (4). When
it arrives at host B, this packet is routed via the tunnel to the FEP
software (5), which decodes the packet and creates a TCP/|P dat agram
to insert into host’'s B protocol stack (6). This packet is routed to
the application on host B (7), as if the Firewall (8) never existed.
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Figure 1

3.1 HTTP Met hod

FEP allows either side to look |like a client or server. FEach TCP/IP
packet is sent as either a HTTP CET request or a response to a CET
request. This flexibility work well with firewalls that try to
verify valid HTTP commands crossing the Firewall stopping the
unwant ed i ntercepting of FEP packets.

3.2 TCP Header Encapsul ati on:

The TCP/I P packet is encoded into the HITP command in two (or
optionally three) steps. First, the IP packet is encoded as the
nmessage body in MMe format, as specified in [3]. Next, the TCP [4]
packet header is parsed and encoded i nto new HTTP headers. Finally,
as an option, the |IP header can al so be encoded into new optiona
HTTP headers. Encoding the TCP and optionally the |IP header is
strictly for human readability, since the entire |IP datagramis
encoded in the body part of the HITP command.

Thi s proposal defines the follow ng new HTTP headers for representing
TCP header information.

TCP_val ue_opt - This ASCI|l string represents the encoding type for

the TCP fields where a mandatory encoding type is not specified.
The legitimate val ues are:
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TCP_binary - ASCI| representation of the binary representation of the
val ue of the field.

TCP_hexed - ASCI| representation of the hex representation of the
val ue of the field.

TCP_Sport - The 16-bit TCP Source Port nunber, encoded as an ASCI |
string representing the value of port nunber.

TCP_Dport - The 16-bit TCP Destination Port nunber, encoded as an
ASCI | string representing the value of the port nunber.

TCP_SeqNum - The 32-bit Sequence Nunber, encoded as an ASCI| string
representing the hex value of the Sequence nunber. This field
MJST be sent as | ower case because it is not urgent.

TCP_Ackl - The 32-bit Acknow edgenment Nunber, encoded as ASCII| string
representing the val ue of the Acknow edgenent nunber.

TCP_DODO - The 4-bit Data O fset value, encoded as an ASCI| string
representing the base 32 value of the actual |ength of TCP header
in bits. (Normally this is the Data value tinmes 32.)

TCP_60s - The 6 reserved bits, encoded as a string of 6 ASClI
characters. A "O" ("Oh") represents an "Of" bit and "O" ("Oh")
represents an "On" bit. (Note these characters MJST all be sent
as "off" and MJST be ignored on receipt.)

TCP_FlgBts - The TCP Fl ags, encoded as the set of 5 conmma-separated
ASCI | strings: [{URGurg}, {ACK| ack}, {PSH psh}, {RST|rst},
{SYN syn}, {FINfin}]. Capital letters inply the flag is set,
| owercase neans the flag is not set.

TCP_W ndex - The 16-bit TCP Wndow Si ze, encoded as an ASCI| string
representing the value of the nunber of bytes in the w ndow.

TCP_Checkit - The 16-bit TCP Checksum field, encoded as an ASC |
string representing the decimal val ue of the ones-conpl enent of
the checksum fi el d.

TCP_UP - The 16-bit TCP Urgent Pointer, encoded as the hex

representation of the value of the field. The hex string MJST be
capitalized since it is urgent.

Gaynor & Bradner I nf or mat i onal [ Page 5]



RFC 3093 Firewal | Enhancenent Prot ocol 1 April 2001

TCP_Opp_Lst - A comma-separated list of any TCP options that may be
present. Each option is encoded as an ASCI| string representing
the nanme of the option followed by option-specific information
encl osed in square brackets. Representative options and their
encoding follow, other IP options follow the sane form

End of Options option: ["End of Options"]

W ndow scal e option: ["Wndow scale"”, shift_count], where
shift _count is the wi ndow scaling factor represented as the
ASCI | string in decinal.

3.2 | Pv4 Header Encapsul ati on:

Thi s proposal defines the follow ng new HTTP headers for representing
| Pv4 header infornation:

These optional headers are used to encode the | Pv4 [5] header for
better readability. These fields are encoded in a nmanner simlar to
the above TCP header fi el ds.

Since the base | P packet is already present in an HTTP header, the
foll owi ng headers are optional. None, sone or all of them nmay be
used depending on the whimof the programrer.

I P_value_opt - This ASCI| string represents the encoding type for the
following fields where a mandatory encoding type is not
specified. The legitinmate val ues are the sane as for
TCP_val ue_opt.

I P_Ver - The I P Version nunber, encoded as an UTF-8 string. The
legitimate values for the string are "four", "five", and "six."
The encapsul ation of the fields in the I P header are defined in
this section if the value is "four", and in section 3.3 if the
value is "six". Encapsulations for headers with | P_Ver val ue of
"five" will be developed if the right orders are received.
Encapsul ati ons for headers with the I P_Ver value of "eight" are
enpty. Inplenmentations MIST be able to support arbitrary native
| anguages for these strings.

IP4_ Hen - The IP Internet Header Length field, it is encoded in the
same way as TCP_DODO.

| PA_Type_of Service (this name is case sensitive) - This is an

obsol ete nane for a field in the | Pv4 header, which has been
replaced with I1P_$$ and I P_CU
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IP_$% - The 6-bit Differentiated Services field, encapsul ated as an
UTF-8 string representing the name of the DS codepoint in the
field.

IP_ CU - The 2-bit field that was the two |l oworder bits of the TGS
field. Since this fieldis currently being used for experinents
it has to be coded in the nost general way possible, thus it is
encoded as two ASCII strings of the form"bit0O=X" and "bit1l=X"
where "X' is "on" or "off." Note that bit 0 is the MSB

I P4 _Total - The 16-bit Total Length field, encoded as an ASCI| string
representing the value of the field.

IP4_SSN - The IP Identification field, encoded as an ASCI| string
representing the value of the field.

I P4 _Flags - The I P Flags, encoded as the set of 3 conma separated
ASCI | strings: [{"Must Be Zero"}, {"May Fragnent"|"Don't
Fragment"}, {"Last Fragnent"|"More Fragnents"}]

| PA_Frager - The 13-bit Fragnent O fset field, encoded as an ASCl |
string representing the value of the field.

IP4_TTL - The 8-bit Tinme-to-Live field, encoded as an UTF-8 string of
the form"X hops to destruction.” Were "X' is the decinal value
-1 of the field. Inplementations MJST be able to support
arbitrary | anguages for this string.

IP4 Proto - The 8-bit Protocol field, encoded as an UTF-8 string
representing the common nanme for the protocol whose header
follows the | P header.

| P4_Checkit - The 16-bit Checksumfield, encoded in the same way as
TCP_Checki t.

| PA_Apparent _Source - The 32-bit Source Address field. For user
friendliness this is encoded as an UTF-8 string representing the
domai n nane of the apparent sender of the packet. An alternate
form to be used when the domain nanme itself m ght be bl ocked by a
firewal | programmed to protect the innocence of the corporate
users, is an ASCI| string representing the dotted quad form of the
| Pv4 address.

| P4 _Dest Addr - The 32-bit Destination Address field, encoded in the
same way as is |P4_Apparent_Source
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| P4_Cpp_Lst - A comma-separated list of all IPv4 options that are
present. Each option is encoded as an ASCI| string representing
the nanme of the option followed by option-specific information
encl osed in square brackets. Representative options and their
encoding follow, other IP options follow the sane form

End of Options option: ["End of Options"]

Loose Source Routing option: ["Loose Source Routing", |ength,
pointer, IP4_addrl, IP4_addr2, ...], where length and pointer
are ASCI| strings representing the value of those fields.

3.3 I Pv6 Header Encapsul ati on:

Thi s proposal defines the follow ng new HTTP headers for representing
| Pv6 header infornation:

These optional headers encode the | Pv6 [5] header for better
readability. These fields are encoded in a manner simlar to the
above TCP header fi el ds.

Since the base | P packet is already present in an HITP header the

foll owi ng headers are optional. None, sone or all of them nmay be
used depending on the whimof the programmer. At this time only the
base |1 Pv6 header is supported. |If there is sufficient interest,
support will be devel oped for |IPv6 extension headers.

IP_$$ - the 6-bit Differentiated Services field - see above

IP_CU - the 2-bit unused field - see above

IP6_Go with the Flow - The 20-bit Flow Label field. Since this field
is not currently in use it should be encoded as the UTF-8 string
"do not care".

| P6_PayLd - The 16-bit Payl oad Length field, encoded as an ASCI |
string representing the value of the field. The use of FEP with
I Pv6 junmbograns is not recomrended.

I P6_NxtHdr - The 8-bit Next Header field, encoded in the sane way as
| P4_Prot o.

| P6_Hopping - The 8-bit Hop Linit field, encoded in the same way as
| PA_TTL.
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| P6_Apparent _Source - The 128-bit Source Address field. For user
friendliness, this is encoded as an UTF-8 string representing the
domai n nane of the apparent sender of the packet. An alternate
form to be used when the donmain nane itself m ght be bl ocked by a
Firewal | programmed to protect the innocence of the corporate
users, is an ASCII string representing any one of the legitimate
forns of representing an | Pv6 address.

| P6_Dest Addr - The 128-bit Destination Address field, encoded the
same way as | P6_Apparent _Source

3.4 TCP Header Conpression

Conpressing TCP headers in the face of a protocol such as this one
that expl odes the size of packets is silly, so we ignore it.

4.0 Security Considerations

Since this protocol deals with Firewalls there are no real security
consi der ati ons.
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devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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