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The Bl ocks Extensi bl e Exchange Protocol Core
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2001). All Ri ghts Reserved.
Abst ract
This nmeno describes a generic application protocol kernel for
connection-oriented, asynchronous interactions called the BEEP
(Bl ocks Extensibl e Exchange Protocol) core. BEEP pernmits
si mul t aneous and i ndependent exchanges within the context of a single

application user-identity, supporting both textual and binary
nessages.
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1. Introduction

This meno describes a generic application protocol kernel for
connection-oriented, asynchronous interactions called BEEP

At BEEP's core is a fram ng nmechanismthat pernits sinultaneous and

i ndependent exchanges of nessages between peers. Messages are
arbitrary MME [1] content, but are usually textual (structured using
XM [2]).

Al'l exchanges occur in the context of a channel -- a binding to a
wel | -defined aspect of the application, such as transport security,
user authentication, or data exchange.

Each channel has an associated "profile" that defines the syntax and
semanti cs of the nessages exchanged. Inplicit in the operation of
BEEP i s the notion of channel managenent. |n addition to defining
BEEP' s channel managenent profile, this docunent defines:

o the TLS [3] transport security profile; and,

0o the SASL [4] famly of profiles.

O her profiles, such as those used for data exchange, are defined by
an application protocol designer
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2. The BEEP Core

A BEEP session is mapped onto an underlying transport service. A
separate series of docunents describe how a particular transport
service realizes a BEEP session. For exanple, [5] describes how a
BEEP session is mapped onto a single TCP [6] connection

When a session is established, each BEEP peer advertises the profiles
it supports. Later on, during the creation of a channel, the client
supplies one or nore proposed profiles for that channel. |[If the
server creates the channel, it selects one of the profiles and sends
it inareply; otherwise, it may indicate that none of the profiles
are acceptable, and decline creation of the channel

Channel usage falls into one of two categories:

initial tuning: these are used by profiles that perform
initialization once the BEEP session is established (e.qg.,
negotiating the use of transport security); although severa
exchanges may be required to performthe initialization, these
channel s becone inactive early in the BEEP session and remain so
for the duration.

continuous: these are used by profiles that support data exchange;
typically, these channels are created after the initial tuning
channel s have gone qui et.

Not e that because of their special nature, only one tuning channe

may be established at any given tinme; in contrast, BEEP allows
mul ti pl e data exchange channels to be sinmultaneously in use.
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2.1 Roles

Al t hough BEEP is peer-to-peer, it is convenient to | abel each peer in
the context of the role it is performing at a given tine:

0 When a BEEP session is established, the peer that awaits new
connections is acting in the listening role, and the other peer,
whi ch establishes a connection to the listener, is acting in the
initiating role. 1In the exanples which follow, these are referred
toas "L:" and "I:", respectively.

0 A BEEP peer starting an exchange is ternmed the client; sinmlarly,
the other BEEP peer is termed the server. |In the exanples which
follow, these are referred to as "C:" and "S:", respectively.

Typically, a BEEP peer acting in the server role is also acting in a
listening role. However, because BEEP is peer-to-peer in nature, no
such requirenent exists.

2.1.1 Exchange Styles
BEEP al |l ows three styles of exchange:

MSG RPY: the client sends a "MSG' nessage asking the server to
perform sone task, the server perforns the task and replies with a
"RPY" nessage (termed a positive reply).

MSG ERR: the client sends a "MSG' nessage, the server does not
performany task and replies with an "ERR' nessage (terned a
negative reply).

MSG ANS: the client sends a "MSG' nessage, the server, during the
course of performng some task, replies with zero or nore "ANS"
messages, and, upon conpletion of the task, sends a "NUL" nessage,
which signifies the end of the reply.

The first two styles are termed one-to-one exchanges, whilst the
third style is termed a one-to-many exchange.
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2.2 Messages and Franes

A nmessage is structured according to the rules of MME  Accordingly,
each nessage may begin with "entity-headers" (c.f., MME s Section 3
[1]). If none, or only sone, of the "entity-headers" are present:

o the default "Content-Type" is "application/octet-streant; and,
o the default "Content-Transfer-Encoding” is "binary".

Normal |y, a nmessage is sent in a single frame. However, it may be
conveni ent or necessary to segnent a nessage into multiple franmes
(e.g., if only part of a nessage is ready to be sent).

Each franme consists of a header, the payload, and a trailer. The
header and trailer are each represented using printable ASClI
characters and are terminated with a CRLF pair. Between the header
and the trailer is the payload, consisting of zero or nore octets.

For exanple, here is a nessage contained in a single frame that
contains a payl oad of 120 octets spread over 5 lines (each line is
termnated with a CRLF pair):

C MsGO 1. 52 120

C. Content-Type: application/beep+xm

C

C. <start nunber=1 >

C. <profile uri="http://iana.org/beep/ SASL/ OTP" />
C </start>

C. END

In this example, note that the entire nmessage is represented in a
single frame.
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2.2.1 Frame Syntax

The ABNF [7] for a frane is:

franme = data / mapping

dat a = header payload trailer

header =msg / rpy / err [/ ans / nul

nmsg = "MsG' SP conmon CR LF

rpy = "RPY" SP conmon CR LF

ans = "ANS" SP common SP ansno CR LF

err = "ERR' SP common CR LF

nul = "NUL" SP common CR LF

conmon = channel SP nsgno SP nore SP seqno SP size
channel = 0..2147483647

nmsgno = 0..2147483647

nor e =", "o

seqno = 0..4294967295

si ze = 0..2147483647

ansno = 0..2147483647

payl oad = *OCTET

trailer = "END' CR LF

mappi ng = ;; each transport napping nay define additional franes
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2.2.1.1 Frame Header

The frame header consists of a three-character keyword (one of:
"MBG', "RPY", "ERR', "ANS', or "NUL"), followed by zero or nore
paraneters. A single space character (decimal code 32, " ")
separates each conponent. The header is ternminated with a CRLF pair.

The channel nunber ("channel") nust be a non-negative integer (in the
range 0..2147483647).

The nessage nunber ("nmsgno") must be a non-negative integer (in the
range 0..2147483647) and have a different value than all other "MG'
nmessages on the same channel for which a reply has not been

compl etely received

The continuation indicator ("nore", one of: decinmal code 42, "*", or
deci mal code 46, ".") specifies whether this is the final frane of
t he nmessage:

intermediate ("*"): at |east one other frame follows for the
nessage; or,

complete ("."): this frame conpl etes the nessage

The sequence number ("seqgno") nust be a non-negative integer (in the
range 0..4294967295) and specifies the sequence nunber of the first
octet in the payload, for the associated channel (c.f., Section
2.2.1.2).

The payl oad size ("size") nmust be a non-negative integer (in the
range 0..2147483647) and specifies the exact nunber of octets in the
payl oad. (This does not include either the header or trailer.)

Note that a frane may have an enpty payl oad, e.g.

S: RRY 0 1 * 287 20
S

S: C..

S: END

SS RRy 01. 3070
S. END

The answer nunber ("ansno") nust be a non-negative integer (in the
range 0..4294967295) and nust have a different value than all other
answers in progress for the nmessage being replied to.
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There are two kinds of franmes: data and mappi ng. Each transport
mapping (c.f., Section 2.5) may define its own frames. For exanple,
[5] defines the SEQ frane. The remainder of this section discusses
data frames.

When a nessage is segnented and sent as several frames, those franes
must be sent sequentially, without any intervening franes from other
messages on the sanme channel. However, there are two exceptions:
first, no restriction is made with respect to the interl eaving of
frames for other channels; and, second, in a one-to-many exchange,
mul tiple answers may be simultaneously in progress. Accordingly,
franes for "ANS' nessages may be interl eaved on the sane channel --
the answer nunber is used for collation, e.g.,

ANS 1 0* 0200

END...
ANS 10 * 20 20 1

END...
ANS 1 0. 40 100

DODLOLLLODNUNWWY

END...

whi ch shows two "ANS' messages interleaved on channel 1 as part of a
reply to nessage nunber 0. Note that the sequence nunber is advanced
for each frame sent on the channel, and is independent of the
messages sent in those franes.
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There are several rules for identifying poorly-forned franes:

o if the header doesn’t start with "MSG', "RPY", "ERR', "ANS", or
"NUL";

o if any of the paranmeters in the header cannot be determined or are
invalid (i.e., syntactically incorrect);

o if the value of the channel nunber doesn’t refer to an existing
channel ;

o if the header starts with "M5G', and the nmessage nunber refers to
a "MSG' nessage that has been conpletely received but for which a
reply has not been conpletely sent;

o if the header doesn't start with "MsSG', and refers to a nessage
nunber for which a reply has already been conpletely received;

o if the header doesn't start with "MSG', and refers to a nessage
nunber that has never been sent (except during session
establishnent, c.f., Section 2.3.1.1);

o if the header starts with "MsG', "RPY', "ERR', or "ANS', and
refers to a nessage nunber for which at | east one other frane has
been received, and the three-character keyword starting this franme
and the inmedi atel y-previous received frame for this nessage
nunber are not identical;

o if the header starts with "NUL", and refers to a nessage nunber
for which at | east one other frane has been received, and the
keyword of of the i mediatel y-previous received frane for this
reply isn’t "ANS";

o if the continuation indicator of the previous franme received on
the sane channel was internediate ("*"), and its nessage nunber
isn't identical to this frame’s nmessage nunber;

o if the value of the sequence nunmber doesn’'t correspond to the
expected val ue for the associated channel (c.f., Section 2.2.1.2);
or,

o if the header starts with "NUL", and the continuation indicator is
internmediate ("*") or the payl oad size is non-zero.

If aframe is poorly-formed, then the session is term nated w thout

generating a response, and it is recomended that a diagnostic entry
be | ogged.
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2.2.1.2 Frame Payl oad
The frame payl oad consists of zero or nore octets.

Every payl oad octet sent in each direction on a channel has an
associ at ed sequence nunber. Numbering of payload octets within a
franme is such that the first payload octet is the | owest nunbered,
and the follow ng payl oad octets are nunbered consecutively. (Wen a
channel is created, the sequence nunber associated with the first

payl oad octet of the first franme is 0.)

The actual sequence nunber space is finite, though very I|arge,
rangi ng fromO0..4294967295 (2**32 - 1). Since the space is finite,
all arithnetic dealing with sequence nunbers is performed nodul o
2**32. This unsigned arithnmetic preserves the rel ationship of
sequence nunbers as they cycle from2**32 - 1 to 0 again. Consult
Sections 2 through 5 of [8] for a discussion of the arithnetic
properties of sequence nunbers.

When receiving a frame, the sumof its sequence nunber and payl oad
size, nodul o 4294967296 (2**32), gives the expected sequence numnber
associated with the first payload octet of the next frane received.
Accordingly, when receiving a frane if the sequence nunber isn't the
expected value for this channel, then the BEEP peers have | ost
synchroni zati on, then the session is term nated wi thout generating a
response, and it is recommended that a di agnostic entry be | ogged.
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2.2.1.3 Franme Trailer
The frame trailer consists of "END' followed by a CRLF pair.
When receiving a frane, if the characters imediately follow ng the
payl oad don’t correspond to a trailer, then the session is terninated

wi t hout generating a response, and it is reconmended that a
di agnostic entry be | ogged.
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2.2.2 Frane Semantics

The semantics of each nessage is channel -specific. Accordingly, the
profil e associated with a channel nust define:

o the initialization nessages, if any, exchanged during channe
creation;

o the messages that may be exchanged in the payl oad of the channel;
and,

o the semantics of these nessages.

A profile registration tenplate (Section 5.1) organi zes this
i nformation.

2.2.2.1 Poorly-fornmed Messages

When defining the behavior of the profile, the tenplate nmust specify
how poorly-formed "MSG' messages are replied to. For exanple, the
channel managenent profile sends a negative reply containing an error
message (c.f., Section 2.3.1.5).

If a poorly-formed reply is received on channel zero, the session is
term nated without generating a response, and it is recommended t hat
a di agnostic entry be | ogged.

If a poorly-forned reply is received on another channel, then the
channel rmust be closed using the procedure in Section 2.3.1.3.
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2.3 Channel Managenent

When a BEEP session starts, only channel numnber zero is defined,
which is used for channel managenent. Section 6.1 contains the
profile registration for BEEP channel nanagenent.

Channel managenent all ows each BEEP peer to advertise the profiles
that it supports (c.f., Section 2.3.1.1), bind an instance of one of
those profiles to a channel (c.f., Section 2.3.1.2), and then |ater
cl ose any channels or rel ease the BEEP session (c.f., Section
2.3.1.3).

A BEEP peer shoul d support at |east 257 concurrent channels.
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2.3.1 Message Semantics
2.3.1.1 The Geeting Message

When a BEEP session is established, each BEEP peer signifies its
availability by inmediately sending a positive reply with a nessage
number of zero that contains a "greeting" elenent, e.g.,

<wai t for incom ng connection>
<open connecti on>

RPY O 0 . 0 110

Cont ent - Type: appli cati on/ beep+xm

<greeting>
<profile uri="http://iana.org/beep/ TLS /[>
</ greeting>
END
RPY 0 0. 0 52
Cont ent - Type: appli cati on/ beep+xm

<greeting />
END

S S I O A N I R N

Note that this exanple inplies that the BEEP peer in the initiating
role waits until the BEEP peer in the listening role sends its
greeting -- this is an artifact of the presentation; in fact, both
BEEP peers send their replies independently.

The "greeting" elenment has two optional attributes ("features" and
"l ocalize") and zero or nore "profile" elenents, one for each profile
supported by the BEEP peer acting in a server role:

o the "features" attribute, if present, contains one or nore feature
tokens, each indicating an optional feature of the channe
managenent profil e supported by the BEEP peer;

o the "localize" attribute, if present, contains one or nore
| anguage tokens (defined in [9]), each identifying a desirable
| anguage tag to be used by the renote BEEP peer when generating
textual diagnostics for the "close" and "error" elenments (the
tokens are ordered fromnost to | east desirable); and,

o each "profile" elenment contained within the "greeting" el enent
identifies a profile, and unlike the "profile" elements that occur
within the "start"” element, the content of each "profile" el enent
may not contain an optional initialization nessage.

Section 5.2 defines a registration tenplate for optional features.
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2.3.1.2 The Start Message

When a BEEP peer wants to create a channel, it sends a "start"
el ement on channel zero, e.g.,

C MsGO 1. 52 120

C. Content-Type: application/beep+xm

C

C. <start nunber=1 >

C. <profile uri="http://iana.org/beep/ SASL/ OTP" />
C </start>

C. END

The "start" element has a "nunber" attribute, an optiona
"server Nane" attribute, and one or nore "profile" el enents:

o0 the "nunber" attribute indicates the channel nunber (in the range
1..2147483647) used to identify the channel in future nessages;

o the "serverNanme" attribute, an arbitrary string, indicates the
desired server nane for this BEEP session; and,

o each "profile" elenment contained with the "start" el enent has a
"uri" attribute, an optional "encoding" attribute, and arbitrary
character data as content:

* the "uri" attribute authoritatively identifies the profile;

* the "encoding" attribute, if present, specifies whether the
content of the "profile" element is represented as a base64-
encoded string; and,

* the content of the "profile"” elenment, if present, nust be no
| onger than 4K octets in length and specifies an initialization
message given to the channel as soon as it is created.

To avoid conflict in assigning channel nunbers when requesting the
creation of a channel, BEEP peers acting in the initiating role use
only positive integers that are odd-nunbered; simlarly, BEEP peers
acting in the listening role use only positive integers that are
even- nunber ed.

The "serverNanme" attribute for the first successful "start" el ement
recei ved by a BEEP peer is meaningful for the duration of the BEEP
session. |If present, the BEEP peer decides whether to operate as the
i ndicated "serverNane"; if not, an "error" element is sent in a
negative reply.
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When a BEEP peer receives a "start" elenent on channel zero, it

exam nes each of the proposed profiles, and deci des whether to use
one of themto create the channel. |If so, the appropriate "profile"
elenment is sent in a positive reply; otherwi se, an "error" elenment is
sent in a negative reply.

When creating the channel, the value of the "serverNane" attribute
fromthe first successful "start" elenent is consulted to provide
configuration information, e.g., the desired server-side certificate
when starting the TLS transport security profile (Section 3.1).

For exanpl e, a successful channel creation mght ook |ike this:

RPY 0 1 . 221 87
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ SASL/ OTP" />
END

C MsGO 1. 52 178

C. Content-Type: application/beep+xm

C

C. <start nunmber="1'>

C <profile uri="http://iana.org/beep/ SASL/ OTP" />
C <profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' />
C </start>

C. END

S

S

S

S

S

Simlarly, an unsuccessful channel creation nmight |ook |ike this:

MSG 0O 1 . 52 120
Cont ent - Type: appli cati on/ beep+xm
<start nunber= 2" >
<profile uri="http://iana.org/beep/ SASL/ OTP" />
</start>
END

ERR O 1 . 221 127
Cont ent - Type: appli cati on/ beep+xm

<error code=' 501" >nunber attribute
in &t;start&gt; elenent nust be odd-val ued</error>
END

WONLLWLOOOOOOO
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Finally, here’'s an exanple in which an initialization elenent is
exchanged during channel creation

MSG O 1 . 52 158
Cont ent - Type: appli cation/ beep+xm
<start nunber="1">
<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <ready />]]>
</profile>
</start>
END

RPY 0 1 . 110 121
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <proceed />]]>

</profile>

END

DONLLWONOOOOOOOOO
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2.3.1.3 The C ose Message

VWhen a BEEP peer wants to close a channel, it sends a "cl ose" el enent
on channel zero, e.g.,

MSG 0O 2 . 23571
Cont ent - Type: appli cati on/ beep+xm

<cl ose nunber="1" code=" 200" />
END

00000

The "cl ose" elenent has a "nunber" attribute, a "code" attribute, an
optional "xm:lang" attribute, and an optional textual diagnostic as
its content:

o the "nunber" attribute indicates the channel nunber;

o the "code" attribute is a three-digit reply code neaningful to
programs (c.f., Section 8);

o the "xm:lang" attribute identifies the | anguage that the
elenment’s content is witten in (the value is suggested, but not
mandat ed, by the "localize" attribute of the "greeting" el enent
sent by the renote BEEP peer); and,

o the textual diagnostic (which may be nultiline) is nmeaningful to
i npl ement ers, perhaps adm nistrators, and possibly even users, but
never prograns.

Note that if the textual diagnostic is present, then the "xm:|ang"
attribute is absent only if the | anguage indicated as the renote BEEP
peer’s first choice is used.

If the value of the "nunber" attribute is zero, then the BEEP peer
wants to rel ease the BEEP session (c.f., Section 2.4) -- otherw se
the val ue of the "nunber" attribute refers to an existing channel,
and the remai nder of this section applies.

A BEEP peer may send a "cl ose” nmessage for a channel whenever al
"MBG' nessages it has sent on that channel have been acknow edged.
(Acknow edgenent consists of the first frame of a reply being
received by the BEEP peer that sent the MSG "nmessage".)

After sending the "cl ose" nessage, that BEEP peer nust not send any
more "MSG' nessages on that channel being closed until the reply to
the "cl ose" nessage has been received (either by an "error" nessage
rejecting the request to close the channel, or by an "ok" nessage
subsequently followed by the channel being successfully started).
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NOTE WELL: until a positive reply to the request to close the channe
is received, the BEEP peer mnmust be prepared to process any "MSG'
messages that it receives on that channel

When a BEEP peer receives a "close" nessage for a channel, it may, at
any tine, reject the request to close the channel by sending an
"error" message in a negative reply.

O herwi se, before accepting the request to close the channel, and
sendi ng an "ok" message in a positive reply, it nust:

o finish sending any queued "MSG' nessages on that channel of its
own;

0 await conplete replies to any outstanding "MSG' nmessages it has
sent on that channel; and,

o finish sending complete replies to any outstanding "MSG' nessages
it has received on that channel, and ensure that the final franes
of those replies have been successfully delivered, i.e.,

* for transport nappings that guarantee inter-channel ordering of
messages, the replies nmust be sent prior to sending the "ok"
message in a positive reply; otherw se,

* the replies nmust be sent and subsequently acknow edged by the

underlying transport service prior to sending the "ok" message
in a positive reply.
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Briefly, a successful channel close mght |ook like this:

Sim

Rose

C MsGO 2. 23571
C. Content-Type: application/beep+xm
C
C. <cl ose number="1" code=' 200" />
C. END
S: RPY 0 2 . 392 46
S: Content-Type: application/beep+xm
S
S: <ok />
S. END
larly, an unsuccessful channel close mght look like this:
C MsGO 2. 23571
C. Content-Type: application/beep+xm
C
C. <cl ose number="1" code=' 200" />
C. END
S: ERRO 2 . 392 79
S: Content-Type: application/beep+xm
S:
S: <error code='550">still working</error>
S: END
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2.3.1.4 The OK Message

VWhen a BEEP peer agrees to close a channel (or rel ease the BEEP
session), it sends an "ok" elenent in a positive reply.

The "ok" elenent has no attributes and no content.

2.3.1.5 The Error Message

When a BEEP peer declines the creation of a channel, it sends an
"error" elenent in a negative reply, e.g.

MSG 0 1 . 52 115
Cont ent - Type: appli cati on/ beep+xm

<start nunber='2">
<profile uri="http://iana.org/beep/ FOO /[>
</start>
END
ERR O 1 . 221 105
Cont ent - Type: appli cati on/ beep+xm

<error code='550">all requested profiles are
unsupport ed</error>
END

I O

The "error"” element has a "code" attribute, an optional "xm:|ang”
attribute, and an optional textual diagnostic as its content:

o the "code" attribute is a three-digit reply code neaningful to
programs (c.f., Section 8);

o the "xm:lang" attribute identifies the | anguage that the
elenment’s content is witten in (the value is suggested, but not
mandat ed, by the "localize" attribute of the "greeting" el enent
sent by the renote BEEP peer); and,

o the textual diagnostic (which may be nultiline) is nmeaningful to
i npl ement ers, perhaps admnistrators, and possibly even users, but
never prograns.

Note that if the textual diagnostic is present, then the "xm:|ang"
attribute is absent only if the | anguage indicated as the renote BEEP
peer’s first choice is used.
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In addition, a BEEP peer sends an "error" el enment whenever

0 it receives a "M5SG' message containing a poorly-formed or
unexpect ed el enent;

0 it receives a "MSG' nessage asking to close a channel (or release
the BEEP session) and it declines to do so; or

0 a BEEP session is established, the BEEP peer is acting in the
listening role, and that BEEP peer is unavailable (in this case,
the BEEP acting in the listening role does not send a "greeting"
el ement).

In the final case, both BEEP peers termnate the session, and it is
recomended that a diagnostic entry be | ogged by both BEEP peers.
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When a BEEP session is established, each BEEP peer signifies its
availability by inmediately sending a positive reply with a nessage

nunber of zero on channel zero that contains a "greeting" el enent,

e.g.,

S S I D I I

<wai t for incom ng connection>
<open connecti on>

RPY 0 0 . 0 110

Cont ent - Type: appli cation/ beep+xm

<greeti ng>
<profile uri="http://iana.org/beep/ TLS [>
</ greeting>
END
RPY 0 0. 0 52
Cont ent - Type: appli cati on/ beep+xm

<greeting />
END

Alternatively, if the BEEP peer acting in the listening role is
unavail able, it sends a negative reply, e.g.,

T N e

<wai t for incom ng connection>
<open connecti on>

ERRO O . O 60

Cont ent - Type: appli cation/ beep+xm

<error code='421" />

END

RPY 0 0. 0 52

Cont ent - Type: appli cation/ beep+xm

<greeting />

END

<cl ose connecti on>

<cl ose connecti on>

<wait for next connection>

and the "greeting" el enent sent by the BEEP peer acting in the
initiating role is ignored. It is reconmended that a diagnostic
entry be | ogged by both BEEP peers.

Rose
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Note that both of these exanples inply that the BEEP peer in the
initiating role waits until the BEEP peer in the listening role sends
its greeting -- this is an artifact of the presentation; in fact,
bot h BEEP peers send their replies independently.

When a BEEP peer wants to rel ease the BEEP session, it sends a
"close" element with a zero-valued "nunber" attribute on channel
zero. The other BEEP peer indicates its wllingness by sending an
"ok" element in a positive reply, e.qg.,

<cl ose connecti on>
<cl ose connection>
<wai t for next connection>

C MsGO 1. 52 60

C. Content-Type: application/beep+xm
C

C. <cl ose code=' 200" />

C. END

S: RPY 0 1 . 264 46

S: Content-Type: application/beep+xm
S

S: <ok />

S: END

l:

L:

L:

Alternatively, if the other BEEP doesn’'t want to rel ease the BEEP
session, the exchange m ght | ook Iike this:

C MsGO 1. 52 60

C. Content-Type: application/beep+xm

C

C. <cl ose code='200" />

C. END

S: ERRO 1 . 264 79

S: Content-Type: application/beep+xm

S

S: <error code='550">still working</error>
S: END

If session release is declined, the BEEP sessi on shoul d not be
term nated, if possible.
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2.5 Transport Mappi ngs
Al'l transport interactions occur in the context of a session -- a
mappi ng onto a particular transport service. Accordingly, this neno
defines the requirenents that nust be satisfied by any docunent
describing how a particular transport service realizes a BEEP
sessi on.

2.5.1 Session Managenent

A BEEP session is connection-oriented. A nmapping docunent nust
defi ne:

o how a BEEP session is established;

o0 how a BEEP peer is identified as acting in the listening role;
0 how a BEEP peer is identified as acting in the initiating role;
o how a BEEP session is rel eased; and,

o how a BEEP session is term nated.

2.5.2 Message Exchange
A BEEP session is nmessage-oriented. A mapping docunment nust defi ne:
0 how nmessages are reliably sent and received;

o how messages on the sane channel are received in the sane order as
they were sent; and,

o how nmessages on different channels are sent w thout ordering
constraint.
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2.6 Asynchrony

BEEP accommodat es asynchronous interactions, both within a single
channel and between separate channels. This feature allows
pi pelining (intra-channel) and parallelism(inter-channel).

2.6.1 Wthin a Single Channe

A BEEP peer acting in the client role may send nultiple "MG
messages on the same channel without waiting to receive the
corresponding replies. This provides pipelining within a single
channel

A BEEP peer acting in the server role nmust process all "MSG' nessages
for a given channel in the sane order as they are received. As a
consequence, the BEEP peer nust generate replies in the sane order as
the correspondi ng "MSG' nessages are received on a given channel

Note that in one-to-nmany exchanges (c.f., Section 2.1.1), the reply
to the "MSG' nessage consists of zero or nore "ANS' nessages foll owed
by a "NUL" nmessage. 1In this style of exchange, the "ANS' nessages
conprising the reply may be interl eaved. When the BEEP peer acting
in the server role signifies the end of the reply by generating the
"NUL" nessage, it may then process the next "MSG' nessage received
for that channel

2.6.2 Between Different Channels

A BEEP peer acting in the client role may send nultiple "MG'

messages on different channels without waiting to receive the

corresponding replies. The channels operate independently, in
paral | el

A BEEP peer acting in the server role nmay process "MSG' nessages
received on different channels in any order it chooses. As a
consequence, although the replies for a given channel appear to be
generated in the sane order in which the corresponding "MSG' nessages
are received, there is no ordering constraint for replies on

di fferent channels.
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2.6.3 Pre-enptive Replies

A BEEP peer acting in the server role may send a negative reply
before it receives the final "MsG' frane of a nessage. |If it does
so, that BEEP peer is obliged to ignore any subsequent "NMSG' franes
for that message, up to and including the final "MG' frane.

If a BEEP peer acting in the client role receives a negative reply
before it sends the final "MSG' frame for a nessage, then it is
required to send a "MSG' frane with a continuation status of conplete
(".") and having a zero-length payl oad.

2.6.4 Interference
If the processing of a particular nessage has sequencing i nmpacts on
ot her nessages (either intra-channel or inter-channel), then the

correspondi ng profile should define this behavior, e.g., a profile
whose nessages alter the underlying transport mapping.
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2.7 Peer-to-Peer Behavi or

BEEP i s peer-to-peer -- as such both peers nust be prepared to
receive all nessages defined in this meno. Accordingly, an
initiating BEEP peer capable of acting only in the client rol e nust
behave gracefully if it receives a "MSG' nmessage. Accordingly, all
profil es nmust provide an appropriate error message for replying to
unexpected "MSG' nessages.

As a consequence of the peer-to-peer nature of BEEP, nmessage nunbers
are unidirectionally-significant. That is, the nessage nunbers in
"MSG' nessages sent by a BEEP peer acting in the initiating role are
unrel ated to the nessage nunbers in "MSG' messages sent by a BEEP
peer acting in the listening role.

For exanple, these two nessages

MSG 0 1 . 52 120
Cont ent - Type: appli cati on/ beep+xm

<start nunber="1'>

<profile uri="http://iana.org/beep/ SASL/ OTP" />
</start>
END

L O

MG 0 1 . 221 116
Cont ent - Type: appli cati on/ beep+xm
<start nunber='2">
<profile uri="http://iana.org/beep/ APEX />
</start>
END

refer to different nmessages sent on channel zero.
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3. Transport Security

VWhen a BEEP session is established, plaintext transfer, wthout
privacy, is provided. Accordingly, transport security in BEEP is
achi eved using an initial tuning profile.

Thi s docunent defines one profile:
o the TLS transport security profile, based on TLS version one [3].

O her profiles nay be defined and depl oyed on a bilateral basis.

Not e that because of their intimate relationship with the transport
service, a given transport security profile tends to be relevant to a
single transport mapping (c.f., Section 2.5).

When a channel associated with transport security begins the
under | ying negotiation process, all channels (including channel zero)
are closed on the BEEP session. Accordingly, upon conpletion of the
negoti ati on process, regardless of its outconme, a new greeting is

i ssued by both BEEP peers. (If the negotiation process fails, then
either BEEP peer may instead term nate the session, and it is
recomended that a diagnostic entry be | ogged.)

A BEEP peer may choose to issue different greetings based on whet her
privacy is in use, e.g.,

<wai t for incom ng connection>
<open connecti on>

RPY O O . 0 110

Cont ent - Type: appli cati on/ beep+xm

<greeting>
<profile uri="http://iana.org/beep/ TLS /[>
</ greeting>
END
RPY 0 0. 0 52
Cont ent - Type: appli cati on/ beep+xm

<greeting />

END

MSG 0 1 . 52 158

Cont ent - Type: appli cati on/ beep+xm

I I I R T
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<start nunmber="1">
<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <ready />]]>
</profile>
</start>
END
RPY 0 1 . 110 121
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <proceed />]]>

</profile>

END

I O

successful transport security negotiation ..

RPY 0 0. 0 221
Cont ent - Type: appli cati on/ beep+xm

<greeting>
<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' />
<profile uri="http://iana.org/beep/ SASL/ OTP" />
<profile uri="http://iana.org/beep/ APEX />

</ greeting>

END

RPY 0 0. 0 52

Cont ent - Type: appli cati on/ beep+xm

<greeting />
END

A I I R

O course, not all BEEP peers need be as single-m nded:

<wai t for incom ng connection>
<open connecti on>

RPY 0 0. O 268

Cont ent - Type: appli cati on/ beep+xm

<greeting>
<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' />
<profile uri="http://iana.org/beep/ SASL/ OTP" />
<profile uri="http://iana.org/ beep/ APEX />
<profile uri="http://iana.org/beep/ TLS [>

</ greeting>

END

RPY 0 0 . 0 52

Cont ent - Type: appli cati on/ beep+xm

AU I S D D I I R
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<greeting />

END

MSG O 1 . 52 158

Cont ent - Type: appli cati on/ beep+xm

<start nunber="1">
<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <ready />]]>
</profile>
</start>
END
RPY 0 1 . 268 121
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <proceed />]]>

</profile>

END

I O

failed transport security negotiation ..

RPY 0 0 . O 268
Cont ent - Type: appli cati on/ beep+xm

<greeting>
<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' />
<profile uri="http://iana.org/beep/ SASL/ OTP" />
<profile uri=http://iana.org/beep/ APEX />
<profile uri="http://iana.org/beep/ TLS [>

</ greeting>

END

RPY 0 0. 0 52

Cont ent - Type: appli cati on/ beep+xm

<greeting />
END

S D A I I
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3.1 The TLS Transport Security Profile
Section 6.2 contains the registration for this profile.

3.1.1 Profile Identification and Initialization
The TLS transport security profile is identified as:

http://iana. org/ beep/ TLS

in the BEEP "profile" elenent during channel creation
Duri ng channel creation, the corresponding "profile" element in the
BEEP "start" elenment may contain a "ready" element. |f channe
creation is successful, then before sending the corresponding reply,

the BEEP peer processes the "ready" el enent and includes the
resulting response in the reply, e.g.,

M5G 0 1 . 52 158
Cont ent - Type: appli cati on/ beep+xm
<start nunber="1">
<profile uri="http://iana.org/beep/ TLS >
<|[ CDATA[ <ready />]]>
</profile>
</start>
END

RPY 0 1 . 110 121
Cont ent - Type: appli cation/ beep+xm

<profile uri="http://iana.org/beep/ TLS >
<! [ CDATA[ <proceed />]]>

</profile>

END

VOLHLLLOOOOOOOOOO
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Note that it is possible for the channel to be created, but for the

encapsul ated operation to fail, e.g.,
C MsGO 1. 52 173
C. Content-Type: application/beep+xm
C
C. <start nunmber="1'>
C <profile uri="http://iana.org/beep/ TLS >
C <! [ CDATA[ <r eady version="oops" />]]>
C. </profile>
C </start>
C. END
S: RPRY 0 1. 110 193
S: Content-Type: application/beep+xm
S
S: <profile uri="http://iana.org/beep/ TLS >
S: <! [ CDATA[ <error code="501" >version attribute
S: poorly formed in & t;ready&gt; elenment</error>]]>
S: </profile>
S: END

In this case, a positive reply is sent (as channel creation

succeeded), but the encapsul ated response contains an indication as

to why the operation fail ed.

3.1.2 Message Syntax

Section 7.2 defines the nessages that are used in the TLS transport
security profile.

Rose
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3.1.3 Message Semantics
3.1.3.1 The Ready Message

The "ready" elenent has an optional "version" attribute and no
content:

o the "version" elenment defines the earliest version of TLS
acceptabl e for use.

When a BEEP peer sends the "ready" elenent, it nust not send any
further traffic on the underlying transport service until a
corresponding reply ("proceed" or "error") is received; simlarly,
the receiving BEEP peer nust wait until any pending replies have been
generated and sent before it processes a "ready" el enent.

3.1.3.2 The Proceed Message

The "proceed" element has no attributes and no content. It is sent
as a reply to the "ready" el enent.

When a BEEP peer receives the "ready" elenent, it nust not send any
further traffic on the underlying transport service until it
generates a corresponding reply. |f the BEEP peer decides to allow
transport security negotiation, it inplicitly closes all channels

(i ncluding channel zero), and sends the "proceed" elenment, and awaits
the underlying negotiation process for transport security.

When a BEEP peer receives a "proceed" elenent in reply to its "ready"
message, it inmplicitly closes all channels (including channel zero),
and i mmedi ately begins the underlying negotiation process for
transport security.

Rose St andards Track [ Page 36]



RFC 3080 The BEEP Core March 2001

4. User Authentication

When a BEEP session is established, anonynous access, w thout trace
information, is provided. Accordingly, user authentication in BEEP
is achieved using an initial tuning profile.

Thi s docunment defines a famly of profiles based on SASL nechani sns:

0 each mechanismin the | ANA SASL registry [15] has an associ ated
profile.

O her profiles nay be defined and depl oyed on a bilateral basis.

Whenever a successful authentication occurs, on any channel, the
authenticated identity is updated for all existing and future
channel s on the BEEP session; further, no additional attenpts at
aut henti cation are all owed.

Note that regardless of transport security and user authentication,
aut horization is an internal matter for each BEEP peer. As such,
each peer may choose to restrict the operations it allows based on
the authentication credentials provided (i.e., unauthorized
operations mght be rejected with error code 530).
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4.1 The SASL Fanmily of Profiles
Section 6.3 contains the registration for this profile.

Note that SASL nmay provide both user authentication and transport
security. Once transport security is successfully negotiated for a
BEEP session, then a SASL security |layer must not be negoti at ed,;
simlarly, once any SASL negotiation is successful, a transport
security profile nmust not begin its underlying negotiation process.

Section 4 of the SASL specification [4] requires the follow ng
i nformati on be supplied by a protocol definition

service name: "beep”

initiation sequence: Creating a channel using a BEEP profile
corresponding to a SASL nechanismstarts the exchange. An
optional paraneter corresponding to the "initial response" sent by
the client is carried within a "blob" elenent during channe
creation.

exchange sequence: "Chall enges" and "responses" are carried in
exchanges of the "blob" elenent. The "status" attribute of the
"bl ob" elenment is used both by a server indicating a successfu
conmpl etion of the exchange, and a client aborting the exchange,
The server indicates failure of the exchange by sending an "error"
el ement .

security |l ayer negotiation: Wien a security layer starts negotiation,
all channel s (including channel zero) are closed on the BEEP
session. Accordingly, upon conpletion of the negotiation process,
regardl ess of its outcone, a new greeting is issued by both BEEP
peers.

If a security layer is successfully negotiated, it takes effect
i medi ately followi ng the nmessage that concl udes the server’s
successful conpletion reply.

use of the authorization identity: This is made available to al
channel s for the duration of the BEEP session
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4.1.1 Profile ldentification and Initialization

Each SASL nechanismregistered with the 1ANA is identified as:

http://iana. or g/ beep/ SASL/ nechani sm

where "MECHANI SM' is the token assigned to that mechani smby the
| ANA.

Not e that during channel creation, a BEEP peer may provide multiple
profiles to the renote peer, e.g.,

Rose

WONLLWOOOOOOOO

MSG 0 1 . 52 178
Cont ent - Type: appli cati on/ beep+xm

<start nunber="1">
<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' />
<profile uri="http://iana.org/beep/ SASL/ OTP" />
</start>
END
RPY 0 1 . 221 87
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ SASL/ OTP" />
END
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Duri ng channel creation, the corresponding "profile" element in the
BEEP "start" elenment may contain a "blob" element. Note that it is
possi ble for the channel to be created, but for the encapsul ated

operation to fail, e.g.,
C MSGO 1. 52 183
C. Content-Type: application/beep+xm
C
C. <start nunber=1 >
C. <profile uri="http://iana.org/beep/ SASL/ OTP’ >
C <! [ CDATA[ <bl ob>AGIsb2Nr bWFzdGVvy</ bl ob>] ] >
C </profile>
C </start>
C. END
S: RPY 0 1 . 221 178
S: Content-Type: application/beep+xm
S:
S: <profile uri="http://iana.org/beep/ SASL/ OTP’ >
S: <! [ CDATA[ <error code='534" >aut henti cati on mechanismis
S: too weak</error>]]>
S </profile>
S: END

In this case, a positive reply is sent (as channel creation
succeeded), but the encapsul ated response contains an indication as
to why the operation fail ed.

O herwi se, the server sends a challenge (or signifies success), e.qg.,

C MSGO 1. 52 183

C. Content-Type: application/beep+xm

C

C. <start nunber=1 >

C. <profile uri="http://iana.org/beep/ SASL/ OTP’ >

C <! [ CDATA[ <bl ob>AGIsb2Nr bWFzdGvy</ bl ob>] ] >

C </profile>

C </start>

C. END

S: RPY 0 1 . 221 171

S: Content-Type: application/beep+xm

S:

S: <profile uri="http://iana.org/beep/ SASL/ OTP’ >

S: <! [ CDATA[ <bl ob>b3RwWLXNoYTEgOTk5Ny BwaXh5bW z YXMANTgWNSBI e HQ=
</ bl ob>]]>

S </profile>

S: END
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Note that this exanple inplies that the "blob" elenment in the
server’s reply appears on two lines -- this is an artifact of the
presentation; in fact, only one line is used.

If a challenge is received, then the client responds and awaits
anot her reply, e.g.,

MSG1 0. 097
Cont ent - Type: applicati on/ beep+xm

<bl ob>d29yZDpnzXJul GhhbntgYnJvdyBi b25nl Ghl cnyd@&n</ bl ob>
END

RPY 1 0. O 66

Cont ent - Type: appli cati on/ beep+xm

<bl ob status='conplete />
END

WORLWOOOOO

O course, the client could abort the authentication process by
sendi ng "<bl ob status="abort’ />" instead.

Al ternatively, the server mght reject the response with an error:
e.g.,

MSG1 0. 097
Cont ent - Type: appli cati on/ beep+xm

<bl ob>d29yZDpnzXJul GhhbntgYnJvdyBi b25nl Ghl cnyd@&n</ bl ob>
END

ERR1 0. 0 60

Cont ent - Type: appli cati on/ beep+xm

<error code=' 535 />
END

VOOLLHLLOOOOO
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Fi nal |y, depending on the SASL nechanism an initialization elenent
may be exchanged unidirectionally during channel creation, e.g.,

WO LLuLOLNLOOOOOO0

MSG 0 1 . 52 125
Cont ent - Type: appli cation/ beep+xm

<start nunber="1">
<profile uri="http://iana.org/beep/ SASL/ CRAM MD5" />
</start>
END
RPY 0 1 . 221 185
Cont ent - Type: appli cati on/ beep+xm

<profile uri="http://iana.org/beep/ SASL/ CRAM ND5’ >

<! [ CDATA[ <bl ob>PDE4OTYuN k3MIrcwOT Uy QHBvc3RvZnZpY2UucnvVzd@@uLml
j aS5uzXQ+</ bl ob>]] >

</profile>

END

Note that this exanple inplies that the "blob" element in the
server’s reply appears on two lines -- this is an artifact of the
presentation; in fact, only one line is used.

4.1.2 Message Syntax

Section 7.3 defines the nmessages that are used for each profile in
the SASL famly.

Not e that because nmany SASL nechani sns exchange binary data, the
content of the "blob" elenment is always a base64-encoded string.

Rose
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4.1.3 Message Semantics

The "bl ob" el enent has an optional "status" attribute, and arbitrary
octets as its content:

o the "status" attribute, if present, takes one of three val ues:

abort: used by a client to indicate that it is aborting the
aut henti cati on process;

conpl ete: used by a server to indicate that the exchange is
conpl ete and successful; or,

continue: used by either a client or server, otherw se.

Finally, note that SASL’'s EXTERNAL nechani smworks with an "externa
aut henti cation" service, which is provided by one of:

0 a transport security profile, capable of providing authentication
information (e.g., Section 3.1), being active on the connecti on;

0 a network service, capable of providing strong authentication
(e.g., IPSec [12]), underlying the connection; or,

o a locally-defined security service.

For authentication to succeed, two conditions nust hol d:

0 an external authentication service nust be active; and,

o if present, the authentication identity nust be consistent with
the credentials provided by the external authentication service
(if the authentication identity is enpty, then an authorization

identity is automatically derived fromthe credentials provided by
the external authentication service).
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5. Registration Tenpl ates
5.1 Profile Registration Tenpl ate
When a profile is registered, the following information is supplied:

Profile Identification: specify a URI [10] that authoritatively
identifies this profile.

Message Exchanged during Channel Creation: specify the datatypes that
may be exchanged during channel creation

Messages starting one-to-one exchanges: specify the datatypes that
may be present when an exchange starts.

Messages in positive replies: specify the datatypes that may be
present in a positive reply.

Messages in negative replies: specify the datatypes that may be
present in a negative reply.

Messages in one-to-nmany exchanges: specify the datatypes that may be
present in a one-to-nany exchange.

Message Syntax: specify the syntax of the datatypes exchanged by the
profile.

Message Semantics: specify the semantics of the datatypes exchanged
by the profile.

Contact Information: specify the postal and el ectronic contact
informati on for the author of the profile.

5.2 Feature Registration Tenpl ate

When a feature for the channel managenent profile is registered, the
following information is supplied:

Feature ldentification: specify a string that identifies this
feature. Unless the feature is registered with the [ ANA the
feature’s identification nust start with "x-"

Feature Semantics: specify the semantics of the feature.

Contact Information: specify the postal and el ectronic contact
information for the author of the feature.
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6. Initial Registrations

6.1 Registration: BEEP Channel Managenent
Profile ldentification: not applicable
Messages exchanged during Channel Creation: not applicable
Messages starting one-to-one exchanges: "start" or "cl ose”
Messages in positive replies: "greeting", "profile", or "ok"
Messages in negative replies: "error”
Messages in one-to-many exchanges: none
Message Syntax: c.f., Section 7.1
Message Semantics: c.f., Section 2.3.1

Contact Information: c.f., the "Author’s Address"” section of this
meno

6.2 Registration: TLS Transport Security Profile
Profile ldentification: http://iana.org/beep/TLS
Messages exchanged during Channel Creation: "ready"
Messages starting one-to-one exchanges: "ready"
Messages in positive replies: "proceed"

Messages in negative replies: "error"
Messages in one-to-many exchanges: none
Message Syntax: c.f., Section 7.2
Message Semantics: c.f., Section 3.1.3

Contact Information: c.f., the "Author’'s Address" section of this
Meno
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6.3 Registration: SASL Fanily of Profiles

Profile ldentification: http://iana.org/beep/ SASL/ mechani sm where
"mechani sni’ is a token registered with the | ANA

Messages exchanged during Channel Creation: "blob"
Messages starting one-to-one exchanges: "bl ob"
Messages in positive replies: "bl ob"

Messages in negative replies: "error"

Messages in one-to-many exchanges: none

Message Syntax: c.f., Section 7.3

Message Semantics: c.f., Section 4.1.3

Contact Information: c.f., the "Author’'s Address" section of this
meno
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6.4 Registration: application/beep+xn

M ME nedia type nane: application

M ME subtype nane: beep+xm

Requi red parameters: none

Optional parameters: charset (defaults to "UTF-8" [13])

Encodi ng considerations: This nedia type may contain binary content;
accordi ngly, when used over a transport that does not permt
bi nary transfer, an appropriate encodi ng nust be applied

Security considerations: none, per se; however, any BEEP profile
whi ch uses this nedia type nust describe its relevant security
consi derations

Interoperability considerations: n/a

Publ i shed specification: This nmedia type is a proper subset of the
the XML 1.0 specification [2]. Two restrictions are nade.

First, no entity references other than the five predefined genera
entities references ("&anp;", "&t;", "&gt;", "&apos;", and
"&quot ;") and nunmeric entity references nay be present.

Second, neither the "XM." declaration (e.g., <?xm version="1.0"
?>) nor the "DOCTYPE" declaration (e.g., <!DOCTYPE ...>) may be
present. (Accordingly, if another character set other than UTF-8
is desired, then the "charset" paraneter nust be present.)

Al other XML 1.0 instructions (e.g., CDATA bl ocks, processing
instructions, and so on) are allowed.

Applications which use this nmedia type: any BEEP profile wishing to
make use of this XM. 1.0 subset

Additional Information: none

Contact for further information: c.f., the "Author’s Address" section
of this neno

I ntended usage: limted use

Aut hor/ Change controller: the | ESG
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7. DIDs

7.1 BEEP Channel Managenment DTD

<l--
DTD for BEEP Channel Managenent, as of 2000-10-29
Refer to this DTD as:
<IENTITY % BEEP PUBLIC "-//| ETF/ / DTD BEEP// EN'
"http://xm .resource. org/profil es/ BEEP/ beep. dt d">
YBEEP;
-->
<l--
DTD data types:
entity synt ax/ref erence exanpl e
a channel nunber
CHAN 1..2147483647 1
authoritative profile identification
UR c.f., [RFC 2396] http://invisible.net/
one or nore feature tokens, separated by space
FTRS NMTOKENS "magi c"
a | anguage tag
LANG c.f., [RFC 1766] "en", "en-US", etc.
zero or nore | anguage tags
LOCS NMTOKENS "en- US"
a 3-digit reply code
XYz [1-5][0-9][0-9] 500
-->
<IENTITY % CHAN " CDATA" >
<IENTITY % UR " CDATA" >
<IENTITY % FTRS " NMTOKENS" >
<IENTITY % LANG " NMTOKEN'" >
<IENTITY % LCCS " NMTOKEN' >
<IENTITY % XYZ " CDATA" >
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BEEP nessages, exchanged as appli cati on/ beep+xm

role MSG
land L
I or L start
| or L cl ose

<! ELEMENT greeting
<! ATTLI ST greeting
features
| ocalize

<! ELEMENT start

<! ATTLI ST start
nunber
server Nane

<l-- profile element i
<! ELEMENT profile
<I ATTLI ST profile

uri

encodi ng

<! ELEMENT cl ose

<! ATTLI ST cl ose
nunber
code
xm : | ang

<! ELEMENT ok
<! ELEMENT error
<! ATTLI ST error

code
xm : | ang

Rose

RPY

greeting
profile

ok

(profile)*>

%U-TRS;
2%4.OCS

(profile)+>

YECHAN
CDATA

s enpty if contain
(#PCDATA) >

%R ;
(none| base64)

(#PCDATA) >
9CHAN
9XYZ;

%4 ANG,
EMPTY>
(#PCDATA) >

9XYZ,
%_ANG,

St andards Track

ERR

error

error

error

#| VPLI ED
"i-defaul t">
#REQUI RED
#| VPLI ED>

ed in a greeting -->

#REQUI RED
"none" >

"o
#REQUI RED
#| MPLI ED>

#REQUI RED
#| MPLI ED>
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7.2 TLS Transport Security Profile DID

<l--
DTD for the TLS Transport Security Profile, as of 2000-09-04
Refer to this DTD as:
<IENTITY % TLS PUBLIC "-//| ETF/ / DTD TLS// EN'
"http://xm .resource.org/profiles/ TLS/tls.dtd">
%ILS;
-->
<l--

TLS nessages, exchanged as applicati on/ beep+xm

role M5G RPY ERR
I or L r eady pr oceed error
-->
<! ELEMENT r eady EMPTY>
<I ATTLI ST ready
versi on CDATA "1 >
<! ELEMENT proceed EMPTY>
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7.3 SASL Fami |y of Profiles DTD

<l--
DID for the SASL Fam |y of Profiles, as of 2000-09-04
Refer to this DTD as:
<IENTITY % SASL PUBLIC "-//| ETF/ / DTD SASL//EN'
"http://xm .resource.org/profil es/sasl/sasl.dtd">
%SASL;
-->
<l--
SASL nmessages, exchanged as applicati on/ beep+xn
role MG RPY ERR
| or L bl ob bl ob error
-->
<! ELEMENT bl ob (#PCDATA) >

<! ATTLI ST bl ob
xm : space (defaul t| preserve)
"preserve"
st at us (abort| conpl et e| conti nue)
"conti nue">
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451

454

500

501

504

530

534

535

537

538

550

553

554

Rose

meani ng

success
servi ce not avail abl e

requested action not taken
(e.g., lock already in use)

requested action aborted
(e.g., local error in processing)

tenporary authentication failure

general syntax error
(e.g., poorly-fornmed XM.)

syntax error in paraneters
(e.g., non-valid XM)

paraneter not inplenented
aut henti cation required

aut henti cati on mechani sminsufficient
(e.g., too weak, sequence exhausted, etc.)

authentication failure
action not authorized for user
aut henti cati on mechani smrequires encryption

requested action not taken
(e.g., no requested profiles are acceptable)

paraneter invalid

transaction failed
(e.g., policy violation)
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9. Security Considerations

The BEEP fram ng nechani sm per se, provides no protection against
attack; however, judicious use of initial tuning profiles provides
varyi ng degrees of assurance:

1. |If one of the profiles fromthe SASL fanmily is used, refer to
[4]'s Section 9 for a discussion of security considerations.

2. If the TLS transport security profile is used (or if a SASL
security layer is negotiated), then:

1. A man-in-the-mddle may renove the security-related profiles
fromthe BEEP greeting or generate a negative reply to the
"ready” el enment of the TLS transport security profile. A
BEEP peer may be configurable to refuse to proceed w thout an
acceptabl e | evel of privacy.

2. A man-in-the-mddl e may cause a down-negotiation to the
weakest cipher suite avail able. A BEEP peer shoul d be
configurable to refuse weak ci pher suites.

3. A nman-in-the-niddle may nodify any protocol exchanges prior
to a successful negotiation. Upon conpleting the
negoti ati on, a BEEP peer nust discard previously cached
i nformati on about the BEEP session

As different TLS ciphersuites provide varying |levels of security,
adm ni strators should carefully choose which ciphersuites are
provi si oned.

As BEEP is peer-to-peer in nature, before perforning any task
associated with a nmessage, each channel should apply the appropriate
access control based on the authenticated identity and privacy |evel
associ ated with the BEEP session.
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Appendi x B. | ANA Consi derati ons

The | ANA registers "beep" as a GSSAPI [14] service nane, as specified
in Section 4.1.

The | ANA naintains a list of:
0 standards-track BEEP profiles, c.f., Section 5.1; and,

0 standards-track features for the channel managenent profile, c.f.,
Section 5. 2.

For each list, the IESGis responsible for assigning a designated
expert to review the specification prior to the | ANA naking the
assignnent. As a courtesy to devel opers of non-standards track BEEP
profil es and channel nmanagenent features, the mailing |ist
bxxpwg@ nvi si bl e. net may be used to solicit comentary.

The | ANA makes the registrations specified in Section 6.2 and Section
6.3. It is recormended that the | ANA register these profiles using
the 1ANA as a URI-prefix, and populate those URIs with the respective
profile registrations.
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Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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