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Abst r act

The Point-to-Point Protocol (PPP) provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks.

The PPP Conpression Control Protocol provides a nethod to negotiate
and utilize conpression protocols over PPP encapsul ated |inks.

Thi s docunent describes the use of the Mcrosoft Point to Point
Encryption (MPPE) to enhance the confidentiality of PPP-encapsul ated
packets.

Speci fication of Requirenents

In this docurment, the key words "MAY", "MJST, "MJST NOI*, "optional",
"recomended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [5].

1. Introduction

The M crosoft Point to Point Encryption schene is a neans of
representing Point to Point Protocol (PPP) packets in an encrypted
form

MPPE uses the RSA RC4 [3] algorithmto provide data confidentiality.

The I ength of the session key to be used for initializing encryption
tabl es can be negotiated. MPPE currently supports 40-bit and 128-bit
sessi on keys.
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MPPE sessi on keys are changed frequently; the exact frequency depends
upon the options negotiated, but nay be every packet.

MPPE is negotiated within option 18 [4] in the Conpression Control
Pr ot ocol .

2. Configuration Option Format

Descri ption

The CCP Configuration Option negotiates the use of MPPE on the
link. By default (i.e., if the negotiation of MPPE is not
attenpted), no encryption is used. |If, however, MPPE negotiation
is attenpted and fails, the |ink SHOULD be term nat ed.

A sunmmary of the CCP Configuration Option format is shown below. The
fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Supported Bits |
I S i o T s S S S e s s T
| Supported Bits |

il s ST I S S I S T T S

Type
18
Lengt h
6
Supported Bits
This field is 4 octets, nost significant octet first.
3 2 1

10987654321098765432109876543210
T T S S e T o S U S SUp S SEp S SR S i

I | H IMS| LD 1d

T S T S T I . S S S SEpt
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The 'C bit is used by MPPC [4] and is not discussed further in this
meno. The "D bit is obsolete; although sone ol der peers may attenpt
to negotiate this option, it SHOULD NOT be accepted. |If the 'L bit
is set (corresponding to a value of 0x20 in the |east significant
octet), this indicates the desire of the sender to negotiate the use
of 40-bit session keys. If the 'S bit is set (corresponding to a
val ue of 0x40 in the least significant octet), this indicates the
desire of the sender to negotiate the use of 128-bit session keys.

If the "M bit is set (corresponding to a value of 0x80 in the |east
significant octet), this indicates the desire of the sender to
negotiate the use of 56-hbit session keys. |If the '"H bit is set
(corresponding to a value of 0x01 in the nost significant octet),
this indicates that the sender wi shes to negotiate the use of

statel ess nmode, in which the session key is changed after the
transm ssi on of each packet (see section 10, below). In the
followi ng discussion, the 'S, "M and 'L’ bits are sonetines
referred to collectively as "encryption options".

Al other bits are reserved and MJST be set to O.
2.1. Option Negotiation

MPPE options are negotiated as described in [2]. |In particular, the
negotiation initiator SHOULD request all of the options it supports.
The responder SHOULD NAK with a single encryption option (note that
statel ess node may al ways be negoti ated, independent of and in
addition to an encryption option). |If the responder supports nore
than one encryption option in the set requested by the initiator, the
option selected SHOULD be the "strongest" option offered.

Informally, the strength of the MPPE encryption options nmay be
characterized as foll ows:

STRONGEST
128-bit encryption ('S bit set)
56-bit encryption ("M bit set)
40-bit encryption ('L" bit set)
WEAKEST

This characterization takes into account the generally accepted
strength of the cipher.

The initiator SHOULD then either send another request containing the

same option(s) as the responder’s NAK or cancel the negotiation,
droppi ng the connection
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3.

MPPE Packet s

Bef ore any MPPE packets are transmitted, PPP MJST reach the Network-
Layer Protocol phase and the CCP Control Protocol MJST reach the
Opened state.

Exactly one MPPE datagramis encapsul ated in the PPP | nformation
field. The PPP Protocol field indicates type OxOOFD for al
encrypt ed dat agrans.

The maxi mum | ength of the MPPE datagramtransmtted over a PPP |ink
is the sane as the maxi mumlength of the Infornmation field of a PPP
encapsul at ed packet .

Only packets with PPP Protocol nunbers in the range 0x0021 to OxOO0FA
are encrypted. Oher packets are not passed thru the MPPE processor
and are sent with their original PPP Protocol nunbers.

Paddi ng

It is reconmrended that padding not be used with MPPE. If the
sender uses padding it MJST negotiate the Sel f-Describing-
Paddi ng Configuration option [10] during LCP phase and use
sel f-descri bi ng pads.

Reliability and Sequenci ng
The MPPE schene does not require a reliable link. Instead, it
relies on a 12-bit coherency count in each packet to keep the
encryption tables synchronized. |If stateless nbde has not been

negoti ated and the coherency count in the received packet does
not match the expected count, the receiver MIST send a CCP
Reset - Request packet to cause the resynchronization of the RC4
t abl es.

MPPE expects packets to be delivered in sequence.

MPPE MAY be used over a reliable link, as described in "PPP
Rel i abl e Transm ssion" [6], but this typically just adds
unnecessary overhead since only the coherency count is
required.

Dat a Expansi on
The MPPE schenme does not expand or conpress data. The number

of octets input to and output fromthe MPPE processor are the
sare.
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3.1. Packet Fornat

A summary of the MPPE packet format is shown below. The fields are
transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S

| PPP Pr ot ocol | Al Bl C| Dl Coher ency Count

el i I e i it T e e e e i i T o S e e S e T R R
| Encrypted Data. .

R i o i i S S S

PPP Pr ot ocol

The PPP Protocol field is described in the Point-to-Point
Pr ot ocol Encapsul ation [1].

When MPPE is successfully negotiated by the PPP Conpression
Control Protocol, the value of this field is OxOOFD. This
val ue MAY be conpressed when Protocol -Fi el d- Conpression is
negot i at ed.

Bit A

This bit indicates that the encryption tables were initialized
before this packet was generated. The receiver MJIST re-
initialize its tables with the current session key before
decrypting this packet. This bit is referred to as the FLUSHED
bit in this docunent. |If the stateless option has been
negotiated, this bit MJST be set on every encrypted packet.

Not e that MPPC and MPPE both recogni ze the FLUSHED bit;
therefore, if the stateless option is negotiated, it applies to
bot h MPPC and MPPE

Bit B

This bit does not have any significance in MPPE
Bit C

This bit does not have any significance in MPPE
Bit D

This bit set to 1 indicates that the packet is encrypted. This
bit set to 0 nmeans that this packet is not encrypted.
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4.

Coher ency Count

The coherency count is used to assure that the packets are sent
in proper order and that no packet has been dropped. It is a
nmonot oni cal Iy increasing counter which increnented by 1 for
each packet sent. Wen the counter reaches 4095 (OxOFFF), it
is reset to O.

Encrypted Dat a

The encrypted data begins with the protocol field. For
exanple, in case of an | P packet (0x0021 followed by an IP
header), the MPPE processor will first encrypt the protoco
field and then encrypt the I P header.

If the packet contains header conpression, the MPPE processor
is applied AFTER header conpression is perfornmed and MJST be
applied to the conpressed header as well. For exanple, if a
packet contained the protocol type 0x002D (for a conpressed
TCP/ 1 P header), the MPPE processor would first encrypt 0x002D
and then it would encrypt the conpressed Van-Jacobsen TCP/IP
header .

I mpl ement ati on Note

If both MPPE and MPPC are negoti ated on the same |ink, the MPPE
processor MJST be invoked after the MPPC processor by the
sender and the MPPE processor MJST be invoked before the MPPC
processor by the receiver.

Initial Session Keys

In the current inplenmentation, initial session keys are derived from
peer credentials; however, other derivation nethods are possible.

For exanple, sone authentication nethods (such as Kerberos [8] and
TLS [9]) produce session keys as side effects of authentication;
these keys nmay be used by MPPE in the future. For this reason, the
techni ques used to derive initial MPPE session keys are described in
separ at e docunents.

Initializing RC4 Using a Session Key

Once an initial session key has been derived, the RC4 context is
initialized as foll ows:

rc4_key(RC4AKey, Length O Key, Initial_Session_Key)
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6. Encrypting Data

Once initialized, data is encrypted using the follow ng function and
transmitted with the CCP and MPPE headers.

EncryptedData = rc4(RC4Key, Length O Data, Data)
7. Changi ng Keys
7.1. Statel ess Mdde Key Changes

If stateless encryption has been negotiated, the session key changes
every time the coherency count changes; i.e., on every packet. In
statel ess node, the sender MJUST change its key before encrypting and
transmtting each packet and the receiver MJST change its key after
recei ving, but before decrypting, each packet (see "Synchronization",
bel ow) .

7.2. Stateful Mde Key Changes

If stateful encryption has been negoti ated, the sender MJST change
its key before encrypting and transmitting any packet in which the
| ow order octet of the coherency count equals OxFF (the "flag"

packet), and the receiver MJST change its key after receiving, but
bef ore decrypting, a "flag" packet (see "Synchronization", bel ow).

7.3. The MPPE Key Change Al gorithm
The followi ng nethod is used to change keys:

/*
* SessionKeylLength is 8 for 40-bit keys, 16 for 128-bit keys.
*

* SessionKey is the sane as StartKey in the first call for
* a given session.
*/

voi d

Get NewKey Fr onSHA(

IN unsigned char *StartKey,

I N unsigned char *SessionKey,

IN unsigned | ong Sessi onKeyLength
OUT unsigned char *InterinKey )

{
unsi gned char Digest[20];

Zer oMenor y( Di gest, 20);
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* SHAInit(), SHAUpdate() and SHAFi nal ()

* are an inplenentation of the Secure
Hash Al gorithm [ 7]

*/

SHAI ni t (Cont ext) ;

SHAUpdat e( Cont ext, StartKey, SessionKeylLength);
SHAUpdat e( Cont ext, SHApadl, 40);
SHAUpdat e( Cont ext, Sessi onKey, Sessi onKeylLength);
SHAUpdat e( Cont ext, SHApad2, 40);
SHAFi nal (Cont ext, Digest);

MoveMenory( 1 nteri nKey, Digest, SessionKeylLength);
}

The RC4 tables are re-initialized using the newly created interimkey:
rc4_key(RCAKey, Length_O _Key, InterinKey)

Finally, the interimkey is encrypted using the new tables to produce
a new sessi on key:

Sessi onKey = rc4(RC4Key, Length O _Key, |nterinKey)

For 40-bit session keys the nost significant three octets of the new
session key are now set to OxDl, 0x26 and Ox9E respectively; for 56-
bit keys, the nobst significant octet is set to OxD1.

Finally, the RC4 tables are re-initialized using the new session key:
rc4_key(RCAKey, Length_O _Key, SessionKey)
8. Synchroni zation

Packets may be lost during transfer. The follow ng sections describe
synchroni zation for both the statel ess and stateful cases.

8.1. Statel ess Synchronization

If stateless encryption has been negotiated and the coherency count
in the received packet (Cl) is greater than the coherency count in
the | ast packet previously received (C2), the receiver MJST performN
= Cl - C2 key changes before decrypting the packet, in order to
ensure that its session key is synchronized with the session key of
the sender. Normally, the value of Nwll be 1; however, if

i nterveni ng packets have been lost, N nmay be greater than 1. For
example, if C1L =5 and C = 02 then N = 3 key changes are required.
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Since the FLUSHED bit is set on every packet if stateless encryption
was negoti ated, the transm ssion of CCP Reset-Request packets is not
required for synchronization

8.2. Stateful Synchronization

If stateful encryption has been negoti ated, the sender MJST change
its key before encrypting and transmitting any packet in which the

| ow order octet of the coherency count equals OxFF (the "flag"
packet), and the receiver MJST change its key after receiving, but
before decrypting, a "flag" packet. However, the "flag" packet nmay
be lost. |If this happens, the | ow order octet of the coherency count
in the received packet will be less than that in the |ast packet
previously received. |In this case, the receiver MJST perform a key
change before decrypting the newWy received packet, (since the sender
wi || have changed its key before transmtting the packet), then send
a CCP Reset-Request packet (see below). It is possible that 256 or
nmore consecutive packets could be lost; the receiver SHOULD det ect
this condition and performthe nunber of key changes necessary to
resynchroni ze with the sender.

If packet loss is detected while using stateful encryption, the

recei ver MJST drop the packet and send a CCP Reset-Request packet

wi thout data. After transmitting the CCP Reset-Request packet, the
receiver SHOULD silently discard all packets until a packet is
received with the FLUSHED bit set. On receiving a packet with the
FLUSHED bit set, the receiver MIST set its coherency count to the one
received in that packet and re-initialize its RC4 tables using the
current session key:

rc4_key(RCAKey, Length_O _Key, SessionKey)

When the sender receives a CCP Reset-Request packet, it MJST re-
initialize its owm RC4 tables using the sane nethod and set the
FLUSHED bit in the next packet sent. Thus synchronization is
achi eved without a CCP Reset-Ack packet.

9. Security Considerations

Because of the way that the RC4 tables are reinitialized during
stateful synchronization, it is possible that two packets may be
encrypted using the sane key. For this reason, the stateful node
SHOULD NOT be used in lossy network environments (e.g., layer two
tunnels on the Internet).
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10.

Since the MPPE negotiation is not integrity protected, an active
attacker could alter the strength of the keys used by nodifying the
Supported Bits field of the CCP Configuration Option packet. The
effects of this attack can be ninimzed through appropriate peer
configuration, however.

Peers MUST NOT transmit user data until the MPPE negotiation is
compl et e.

It is possible that an active attacker could nodify the coherency
count of a packet, causing the peers to | ose synchronization.

An active denial -of-service attack coul d be nounted by nethodically
inverting the value of the "D bit in the MPPE packet header.
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