Net wor k Wor ki ng G oup V. Rawat

Request for Comments: 3070 ONI Systens, Inc.
Cat egory: Standards Track R Tio
S. Nanji

Redback Networks, Inc.

R Vernma

Del oitte Consulting
February 2001

Layer Two Tunneling Protocol (L2TP) over Frane Rel ay
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2001). All Ri ghts Reserved.
Abst r act

Layer Two Tunneling Protocol (L2TP) describes a nmechanismto tunne
Poi nt-to-Poi nt (PPP) sessions. The protocol has been designed to be
i ndependent of the nedia it runs over. The base specification
describes how it should be inplenented to run over the User Datagram
Protocol (UDP) and the Internet Protocol (I1P). This docunent

descri bes how L2TP is inpl enented over Frane Relay Permanent Virtua
Crcuits (PVCs) and Switched Virtual Crcuits (SVCs).

Applicability

This specification is intended for those inplementations which desire
to use facilities which are defined for L2TP and applies only to the
use of Franme Relay pont-to-point circuits.

1.0 I ntroduction

L2TP [1] defines a general purpose nmechani smfor tunneling PPP over
various nedia. By design, it insulates L2TP operation fromthe
details of the nedia over which it operates. The base protoco
specification illustrates how L2TP may be used in I P environments.
Thi s docunment specifies the encapsul ation of L2TP over native Frane
Rel ay and addresses rel evant issues.
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2.0 Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

3.0 Probl em Space Overvi ew

In this section we describe in high level terns the scope of the
probl em bei ng addressed. Topol ogy:

An L2TP Access Concentrator (LAC) is a device attached to the

swi tched network fabric (e.g., PSTN or I SDN) or co-located with a PPP
end system capabl e of handling the L2TP protocol. The LAC need only
i npl ement the media over which L2TP is to operate to pass traffic to
one or nore LNS's. It may tunnel any protocol carried wthin PPP.

L2TP Network Server (LNS) operates on any platform capable of PPP
termi nation. The LNS handles the server side of the L2TP protocol
L2TP is connection-oriented. The LNS and LAC naintain state for each
user that is attached to an LAC. A session is created when an end-
to-end PPP connection is attenpted between a user and the LNS. The
datagrans related to a session are sent over the tunnel between the
LAC and LNS. A tunnel is defined by an LNS-LAC pair. The tunne
carries PPP datagrans between the LAC and the LNS

L2TP protocol operates at a | evel above the particul ar nedia over
which it is carried. However, sone details of its connection to
media are required to permt interoperable inplenentations. L2TP
over |P/UDP is described in the base L2TP specification [1]. |ssues
related to L2TP over Frame Relay are addressed in |later sections of
this docunent.

4.0 Encapsul ation and Packet Format

L2TP MUST be able to share a Frame Relay virtual circuit (VC with
other protocols carried over the sane VC. The Frane Rel ay header
format for data packet needs to be defined to identify the protoco
being carried in the packets. The Frane Rel ay network may not
under stand these formats.
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Al'l protocols over this circuit MJST encapsul ate their packets within
a Q922 frane. Additionally, frames nust contain informtion
necessary to identify the protocol carried within the frane rel ay
Protocol Data Unit (PDU), thus allow ng the receiver to properly
process the inconing packet.

The frame format for L2TP MJUST be SNAP encapsul ation as defined in
RFC 1490 [6] and FRF3.1 [3]. SNAP format uses NLPID foll owed by
Organi zationally Unique lIdentifier and a PID.

NLPI D

The single octet identifier provides a mechanismto all ow easy
protocol identification. For L2TP NLPID val ue 0x80 is used which
i ndi cates the presence of SNAP header.

QU & PID
The three-octet Organizationally Unique Identifier (QU ) 0x00-00-5E
identifies | ANA who adm ni sters the neani ng of the Protocol

ldentifier (PID) 0x0007. Together they identify a distinct protocol.

Format of L2TP franes encapsulated in Frane Relay is given in Figure
1.

Cct et 1
0123456789012345

B i S S ik s S N S S
1 | Q 922 Address |
R T i T i e s ik T e R T
3 | Control 0x03 | pad 0 |
il s ST I S S I S T T S
5 | NLPI D 0x80 | QU 0x00 |
B Tk i i i S +
7 | ou 0x00- 5E |
i R i (I S NI R S e R S el N
9 | PID 0x0007 |
T e i i I N i S e e e e i
} L2TP packet }
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+|+
I FCS I
il s ST I S S I S T T S

Figure 1 Format for L2TP frames encapsul ated in
Frame Rel ay
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5.0 Mru Consi derati ons

FRF. 12 [5] is the Frane Rel ay Fragnentation |Inplenentation Agreenent.
If fragnmentation is not supported, the two Franme Rel ay endpoints MJST
support an MIU size of at |east 1526 which is based on adding the PPP
Max- Receive-Unit size with the PPP header size with the Max L2TP
Header Size with the Frame Rel ay header size (PPP header size is the
protocol field size plus HDLC fram ng bytes, which is required by
L2TP). To avoid packet discards on the Frame Relay interface, the
RECOMVENDED default Franme Relay MIU is 1564 based on a PPP default
MRU of 1500. The neans to ensure these MIU settings are left to

i mpl ement ati on.

6.0 QOS | ssues

In general, QoS mechani sns can be roughly provided for with
proprietary nechanisns localized within the LAC or LNS. QoS
consi derations are beyond the scope of this docunent.

7.0 Frane Relay and L2TP Interaction

In case of Franme Relay SVCs, connection setup will be triggered when
L2TP tries to create a tunnel. Details of triggering nechanismare
left to inplementation. There SHALL NOT be any change in Franme Rel ay
SVC signaling due to L2TP. The endpoints of the L2TP tunnel MJST be
identified by X 121/E. 164 addresses in case of Frame Rel ay SVC
These addresses MAY be obtained as tunnel endpoints for a user as
defined in [4]. 1In case of PVCs, the Virtual Circuit to carry L2TP
traffic MAY be configured administratively. The endpoints of the
tunnel MJST be identified by DLClI, assigned to the PVC at
configuration tinme. This DLCI MAY be obtained as tunnel endpoints
for a user as defined in [4].

There SHALL be no fram ng i ssues between PPP and Frane Relay. PPP
franes received by LAC fromrenpote user are stripped of CRC, |ink
fram ng, and transparency bytes, encapsulated in L2TP, and forwarded
over Franme Rel ay tunnel

8.0 Security Considerations

Currently there is no standard specification for Frame Relay security
al though the Frame Relay Forumis working on a Frame Relay Privacy

Agreenent. In light of this work, the issue of security will be re-
examined at a later date to see if L2TP over Frane Relay specific
protection mechanisnms are still required. In the interim basic

security issues are discussed in the base L2TP specification [1].
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12.0 Full Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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