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Abst r act

Thi s docunent introduces the concept of Virtual Local Area Network
(VLAN) aggregation as it relates to |IPv4 address allocation. A
mechani smis described by which hosts that reside in the sane

physi cal switched infrastructure, but separate virtual broadcast
donmai ns, are addressed fromthe sane | Pv4 subnet and share a common
default gateway |P address, thereby renoving the requirenent of a
dedi cated | P subnet for each virtual Local Area Network (LAN) or
Metropolitan Area Network (MAN).

Enmpl oyi ng such a mechani sm significantly decreases |Pv4 address
consunption in virtual LANs and MANs. It may al so ease
adm ni stration of |Pv4 addresses within the network.

1. Introduction

The VLAN [802. 1@ aggregation techni que described in this docunent
provi des a nmechani sm by which hosts that reside within the sane
physical switched infrastructure, but separate virtual broadcast
domai ns, nay be addressed fromthe sane | Pv4 subnet and nay share a
common default gateway |Pv4 address

Such a nechani sm provi des several advantages over traditional |Pv4
addressing architectures enployed in large switched LANs today. The
primary advantage, that of |Pv4 address space conservation, can be
realized when considering the diagramin Figure 1:
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In the Figure 1 hosts A1 and A 2 belong to custonmer A VLAN A
Hosts B.1 and B.2 belong to custonmer B, VLAN B. Host C. 1 belongs to
customer C and resides init’'s own virtual LAN, VLAN C

Traditionally, an I P subnet would be allocated for each custoner,
based on initial IP requirenments for address space utilization, as
well as on projections of future utilization. For exanple, a schene

such as that illustrated in Table 1 rmay be used.
Tabl e 1:
Gat eway Usabl e Cust omer
Cust oner | P Subnet Addr ess Host s Host s
A 1.1.1.0/28 1.1.1.1 14 13
B 1.1.1.16/29 1.1.1.17 6 5
C 1.1.1.24/30 1.1.1.25 2 1

Customer A's initial deploynment consists of 2 hosts, though they
project growmh of up to 10 hosts. As a result, they' re allocated the
I P subnet 1.1.1.0/28 which provides 16 | P addresses. The first IP
address, 1.1.1.0, represents the subnetwork nunmber. The last IP
address, 1.1.1.15, represents the directed broadcast address. The
first usable address of the subnet, 1.1.1.1, is assigned to the
router and serves as the default gateway | P address for the subnet.
The custoner is left 13 I P addresses, even though their requirenent
was only for 10 | P addresses.
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Custoner B's initial deploynent consists of 2 hosts, though they
project gromh of up to 5 hosts. As a result, they' re allocated the
I P subnet 1.1.1.16/29 which provides 8 |IP addresses. The first IP
address, 1.1.1.16, represents the subnetwork nunber. The last IP
address, 1.1.1.23, represents the directed broadcast address. The
first usable address of the subnet, 1.1.1.17, is assigned to the
router and serves as the default gateway | P address for the subnet.
The custoner is left 5 with | P addresses.

Customer C s initial deploynment consists of 1 host, and they have no
pl ans of deploying additional hosts. As a result, they' re allocated
the I P subnet 1.1.1.24/30 which provides 4 |IP addresses. The first

| P address, 1.1.1.24, represents the subnetwork nunber. The last IP
address, 1.1.1.27, represents the directed broadcast address. The
first usable address of the subnet, 1.1.1.25, is assigned to the
router and serves as the default gateway | P address for the subnet.
The customer is left 1 |IP address.

The sum of address requirenents for all three custoners is 16. The
nmost optimal address allocation schene here requires 28 | P addresses.

Now, if custoner A only grows to use 3 of his avail abl e address, the
additional | P addresses can't be used for other custoners.

Al so, assume custoner C determ nes the need to depl oy one additiona
host, and as such, requires one additional |P address. Because all
of the addresses within the existing IP subnet 1.1.1.24/30 are used,
and the followi ng address space has been allocated to other
custoners, a new subnet is required. Ideally, the custoner would be
al l ocated a /29 and renunber host C. 1 into the new subnet. However,
the custoner is of the opinion that renunbering is not a viable
option. As such, another |P subnet is allocated to the custoner,
this time perhaps a /29, providing two additional addresses for
future use

As you can see, the number of |P addresses consunmed by the subnetwork
nunber, directed broadcast address, and a uni que gateway address for
each subnet is quite significant. Also, the inherent constraints of
the addressing architecture significantly reduce flexibility.

2. Di scussion
If within the switched environnent, on the routed side of the

networ k, we introduce the notion of sub-VLANs and super-VLANs, a nuch
nmore opti mal approach to I P addressing can be realized.
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Essentially, what occurs is that each sub-VLAN (customer) renains
within a separate broadcast domain. One or nore sub-VLANs belong to
a super-VLAN, and utilize the default gateway |P address of the
super-VLAN. Hosts within the sub-VLANs are nunbered out of IP
subnets associated with the super-VLAN, and their |IP subnet masking
information reflects that of the super-VLAN subnet.

If desired, the super-VLAN router performs functions sinmlar to Proxy
ARP t o enabl e comruni cati on between hosts that are nenbers of
di fferent sub-VLANSs.

This nodel results in a nuch nore efficient address allocation
architecture. It also provides network operators with a mechanismto
provi de standard default gateway address assignments.

Let’s again consider Figure 1, now utilizing the super-VLAN sub-VLAN

nodel . Table 2 provides the new addressi ng nodel .
Tabl e 2:
Gat eway Usabl e Cust ormer
Cust omer | P Subnet Addr ess Host s Host s
A 1.1.1.0/24 1.1.1.1 10 .2-.11
B 1.1.1.0/24 1.1.1.1 5 .12-.16
C 1.1.1.0/24 1.1.1.1 1 .17

Customer A's initial deploynment consists of 2 hosts, though they
project growmh of up to 10 hosts. As a result, they' re allocated the
I P address range 1.1.1.2 - 1.1.1.11. The gateway address for the
custonmer is 1.1.1.1, the subnet is 1.1.1.0/24.

Custonmer B' s initial deployment consists of 2 hosts, though they
project growmh of up to 5 hosts. As a result, they' re allocated the
I P address range 1.1.1.12 - 1.1.1.16. The gateway address for the
custonmer is 1.1.1.1, the subnet is 1.1.1.0/24.

Customer C s initial deployment consists of 1 host, and they have no
pl ans of deploying additional hosts. As a result, they' re allocated
the IP address 1.1.1.17. The gateway address for the customer is
1.1.1.1, the subnet is 1.1.1.0/24.

The sum of address requirenents for all three custoners is 16. As a
result, only 16 addresses are allocated within the subnet. These 16
addresses, conbined with the global default gateway address of
1.1.1.1, as well as the subnetwork number of 1.1.1.0 and directed
broadcast of 1.1.1.255, result in a total of 19 addresses used. This
| eaves 236 additional usable hosts address with the | P subnet.
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Now, if custoner A only grows to use 3 of his avail abl e addresses,
the additional |P addresses can be used for other custoners.

Al so, assune custoner C determ nes the need to depl oy one additiona
host, and as such, requires one additional |P address. The custoner
is sinply allocated the next available IP address within the subnet,
their default gateway renains the sane.

The benefits of such a nodel are obvious, especially when enployed in
| arge LANs or NMANs.

3. Use of Directed Broadcasts

Thi s specification provides no support for directed broadcasts.
Specifically, the <net, subnet, -1> directed broadcast address can
only apply to one of the Layer 2 broadcast donmains.

Though use of directed broadcast is frowned upon in the Internet
today, there remain a nunber of applications, primarily in the
enterprise arena, that continue to use them As such, care should be
taken to understand the inplications of using these applications in
conjunction with the addressing nodel outlined in this specification

4., Multicast Considerations

It is assuned that the Layer 2 nulticast domain will be the sane as
the Layer 2 broadcast domain (i.e., VLAN). As such, this neans that
for an I P multicast packet to reach all potential receivers in the IP
subnet the nulticast router(s) attached to the | P subnet need to
enpl oy sonething akin to I P host routes for the sender in order for
the Reverse Path Forwardi ng check to work.

5. Depl oyment Consi derations

Extrene Networks has a working inplenentation of this nodel that has
been depl oyed in service provider data center environnments for over a
year now. Oher vendors are runored to be devel oping sinilar
functionality.

6. Security Considerations

One obvious issue that does arise with this nodel is the

vul nerabilities created by permitting arbitrary allocation of
addresses across di sparate broadcast domains. It is advised that
address space ranges be made sticky. That is, when an address or
range of addresses is allocated to a given sub-VLAN, reception of IP
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or ARP packets on a sub-VLAN with a source |IP address that isn't
all ocated to the sub-VLAN shoul d be di scarded, and perhaps trigger a
| oggi ng message or other adm nistrative event.
I npl enentation details are intentionally onmitted as all functions in
this docunment should rermain local to the super-VLAN router. As such,
no interoperability issues with existing protocols should result.
7. Acknow edgenents
Thanks to M ke Hollyman and Eri k Nordmark for their feedback.
8. References
[802.1Q | EEE 802.1Q "Virtual LANs".
9. Authors’ Addresses
Danny McPher son
Amber Networks, Inc.
48664 M | nont Drive
Fremont, CA 94538
EMai | : danny@nber net wor ks. com
Barry Dykes
OneSecure, Inc.
2000 S. Col orado Blvd Suite 2-1100
Denver, CO 80222

EMai | :  bdykes@nesecure. com

McPherson & Dykes I nf or mat i onal [ Page 6]



RFC 3069 VLAN Aggregation for |IP Address Allocation February 2001

10. Full Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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