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Abstract

The Border Gateway Protocol (BGP) is an inter-autononous system
routing protocol designed for Transm ssion Control Protocol/Internet
Protocol (TCP/IP) networks. BCGP requires that all BGP speakers
within a single autononmous system (AS) nmust be fully neshed. This
represents a serious scaling problemthat has been well documented in
a nunber of proposals.

Thi s docunent describes an extension to BGP which may be used to
create a confederation of autononous systens that is represented as a
singl e autononous systemto BGP peers external to the confederation,
thereby removing the "full mesh" requirement. The intention of this
extension is to aid in policy adm nistration and reduce the
managenent conplexity of maintaining a | arge autononous system

1. Specification of Requirenments
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].
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2. Introduction

As currently defined, BGP requires that all BGP speakers within a
single AS nust be fully nmeshed. The result is that for n BGP
speakers within an AS n*(n-1)/2 unique | BGP sessions are required.
This "full mesh" requirenment clearly does not scale when there are a
| arge number of |BGP speakers within the autononmpus system as is
common i n many networ ks today.

Thi s scaling problem has been well docunented and a nunber of
proposal s have been nade to alleviate this [3,5]. This docunent
represents another alternative in alleviating the need for a "ful
mesh" and is known as "Autononous System Confederations for BGP', or
simply, "BGP Confederations". It can also be said the BGP
Conf eder ati ons MAY provide inprovenments in routing policy control

This docunent is a revision of RFC 1965 [4] and it includes editoria
changes, clarifications and corrections based on the depl oynent
experience with BGP Confederations. These revisions are summari zed
i n Appendi x A

3. Terns and Definitions
AS Conf ederation

A coll ection of autonomous systens advertised as a single AS
nunber to BGP speakers that are not nenbers of the confederation

AS Confederation ldentifier

An external ly visible autononobus system nunber that identifies the
confederati on as a whol e.

Member - AS

An aut ononobus systemthat is contained in a given AS
conf eder ati on.

Menber - AS Nunber

An aut ononpbus system nunber visible only internal to a BGP
conf ederati on.

4. Discussion
It may be useful to subdivide autononbus systens with a very large

nunber of BGP speakers into snaller domains for purposes of
controlling routing policy via information contained in the BGP
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AS PATH attribute. For exanple, one nmay choose to consider all BGP
speakers in a geographic region as a single entity. |In addition to
potential inprovenents in routing policy control, if techniques such
as those presented here or in [5] are not enployed, [1] requires BGP
speakers in the sane autononous systemto establish a full nesh of
TCP connections anpong all speakers for the purpose of exchanging
exterior routing information. |n autononmous systens the nunber of

i ntra-domai n connections that need to be naintai ned by each border
router can becone significant.

Subdi vidi ng a | arge autononpbus system allows a significant reduction
in the total nunber of intra-domain BGP connections, as the
connectivity requirenments sinmplify to the nodel used for inter-domain
connecti ons.

Unfortunately subdividing an autononous system nay increase the
conplexity of routing policy based on AS PATH i nfornation for al
menbers of the Internet. Additionally, this division increases the
mai nt enance overhead of coordinating external peering when the
internal topology of this collection of autononobus systens is
nmodi fi ed.

Finally, dividing a large AS nay unnecessarily increase the | ength of
the sequence portions of the AS PATH attribute. Several common BGP

i mpl ement ati ons can use the nunber of "AS hops" required to reach a
gi ven destination as part of the path selection criteria. Wile this
is not an optimal method of determ ning route preference, given the

| ack of other in-band information, it provides a reasonabl e default
behavi or which is widely used across the Internet. Therefore,

di vi sion of an autononous systeminto separate systens may adversely
af fect optimal routing of packets through the Internet.

However, there is usually no need to expose the internal topol ogy of
this divided autononbus system which nmeans it is possible to regard
a collection of autononbus systens under a comobn administration as a
single entity or autonomous system when viewed from outside the
confines of the confederation of autonomobus systens itself.

5. AS_CONFED Segment Type Extension
Currently, BGP specifies that the AS PATH attribute is a well-known
mandatory attribute that is conposed of a sequence of AS path
segnments. Each AS path segnent is represented by a triple <path
segnment type, path segnent |ength, path segnent val ue>

In [1], the path segnent type is a 1-octet long field with the two
fol |l owi ng val ues defi ned:
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Val ue Segment Type

1 AS SET: unordered set of ASs a route in the
UPDATE nessage has traversed

2 AS SEQUENCE: ordered set of ASs a route in
t he UPDATE nessage has traversed

Thi s docunent reserves two additional segnment types:

3 AS CONFED SEQUENCE: ordered set of Menber AS Nunbers
in the | ocal confederation that the UPDATE nessage has
traversed

4 AS CONFED SET: unordered set of Menber AS Nunbers in
the | ocal confederation that the UPDATE nessage has
traversed

6. Operation

A nmenber of a BGP confederation will use its AS Confederation ID in
all transactions with peers that are not nmenbers of its
confederation. This confederation identifier is considered to be the
"externally visible" AS nunber and this nunber is used in OPEN
messages and advertised in the AS PATH attri bute.

A menber of a BGP confederation will use its Menber AS Number in all
transactions with peers that are nenbers of the sane confederation as
the given router.

A BGP speaker receiving an AS_PATH attribute containing an autononous
system matching its own confederation shall treat the path in the
same fashion as if it had received a path containing its own AS
number .

A BGP speaker receiving an AS PATH attri bute containing an
AS_CONFED_SEQUENCE or AS_CONFED_SET which contains its own Menber AS
Nunber shall treat the path in the same fashion as if it had received
a path containing its own AS nunber.

6. 1. AS PATH Modification Rul es
Section 5.1.2 of [1] is replaced with the follow ng text:
VWhen a BGP speaker propagates a route which it has | earned from
anot her BGP speaker’s UPDATE nessage, it shall nodify the route's

AS PATH attribute based on the location of the BGP speaker to which
the route will be sent:

Traina, et al. St andards Track [ Page 4]



RFC 3065 Aut ononobus System Confederations for BGP February 2001

a)

b)

c)

When a given BGP speaker advertises the route to another BGP
speaker located in its own autonompous system the adverti sing
speaker shall not nodify the AS PATH attribute associated with the
route.

When a given BGP speaker advertises the route to a BGP speaker

| ocated in a nei ghboring autononobus systemthat is a nmenber of the
| ocal autononous system confederation, then the adverti sing
speaker shall update the AS PATH attribute as foll ows:

1) if the first path segment of the AS PATH is of type
AS CONFED SEQUENCE, the |ocal systemshall prepend its own AS
number as the last el ement of the sequence (put it in the
| eft nost position).

2) if the first path segnent of the AS PATH is not of type
AS CONFED SEQUENCE t he | ocal system shall prepend a new path
segnment of type AS CONFED SEQUENCE to the AS PATH, incl uding
its own confederation identifier in that segnent.

When a gi ven BGP speaker advertises the route to a BGP speaker

| ocated in a neighboring autononmous systemthat is not a nmenber of
the current autononmous system confederation, the advertising
speaker shall update the AS PATH attribute as foll ows:

1) if the first path segment of the AS PATH is of type
AS_CONFED SEQUENCE, that segnment and any inmediately foll ow ng
segnents of the type AS CONFED SET or AS CONFED SEQUENCE are
renoved fromthe AS PATH attribute, |eaving the sanitized
AS PATH attribute to be operated on by steps 2, or 3.

2) if the first path segnment of the remaining AS PATH is of type
AS SEQUENCE, the | ocal systemshall prepend its own
confederation ID as the |ast elenent of the sequence (put it in
the | eftnost position).

3) if there are no path segnments follow ng the renoval of the
first AS_CONFED SET/ AS CONFED SEQUENCE segnents, or if the
first path segnent of the remaining AS PATH is of type AS SET
the |l ocal systemshall prepend a new path segnent of type
AS SEQUENCE to the AS PATH, including its own confederation ID
in that segnent.
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When a BCGP speaker originates a route:

a) the originating speaker shall include an enpty AS PATH attribute
in all UPDATE nessages sent to BGP speakers located in its own
Menber AS Number. (An enpty AS PATH attribute is one whose | ength
field contains the value zero).

b) the originating speaker shall include its own Menber AS Number in
an AS_CONFED SEQUENCE segnent of the AS PATH attribute of all
UPDATE nessages sent to BGP speakers | ocated in neighboring
Menber - AS that are nmenbers of the |ocal confederation (i.e., the
originating speaker’s Menber AS Nunber will be the only entry in
the AS_PATH attribute).

c) the originating speaker shall include its own autononous systemin
an AS SEQUENCE segnent of the AS PATH attribute of all UPDATE
nmessages sent to BGP speakers |ocated in nei ghboring autononous
systems that are not menbers of the |local confederation. (In this
case, the autononmous system nunber of the originating speaker’s
menber confederation will be the only entry in the AS PATH
attribute).

7. Common Admi ni stration |ssues

It is reasonable for nenmber ASs of a confederation to share a conmmpn
adm nistration and I1GP information for the entire confederation.

It shall be legal for a BGP speaker to advertise an unchanged

NEXT _HOP and MULTI _EXIT_DI SCRIM NATOR (MED) attribute to peers in a
nei ghboring AS within the same confederation. In addition, the
restriction against sending the LOCAL_PREFERENCE attribute to peers
in a neighboring AS within the sane confederation is renoved. Path
selection criteria for information received from nmenbers inside a
confederation MUST foll ow the same rules used for information

recei ved from nmenbers inside the sanme autononobus system as specified
in[1].

8. Conpatability Considerations
Al'l BGP speakers participating in a confederati on nust recogni ze the
AS CONFED SET and AS CONFED SEQUENCE segnent type extensions to the
AS PATH attribute.
Any BGP speaker not supporting these extensions will generate a

notification message specifying an "UPDATE Message Error"” and a sub-
code of "Mal fornmed AS PATH'.
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This compatibility issue inplies that all BGP speakers participating
in a confederation MIST support BGP confederations. However, BGP
speakers outside the confederati on need not support these extensions.

9. Depl oynent Consi derations

BGP conf ederati ons have been wi dely depl oyed t hroughout the Internet
for a nunber of years and are supported by multiple vendors.

I nproper configuration of BGP confederati ons can cause routing
information within an AS to be duplicated unnecessarily. This
duplication of information will waste systemresources, cause
unnecessary route flaps, and del ay convergence.

Care should be taken to manually filter duplicate advertisenents
caused by reachability information being relayed through nultiple
menber aut ononpbus systens based upon the topol ogy and redundancy
requi renents of the confederation

Additionally, confederations (as well as route reflectors), by
excluding different reachability information from consideration at
different locations in a confederation, have been shown to cause
per manent oscillation between candi date routes when using the tie
breaking rules required by BG [1]. Care nust be taken when

sel ecting MED val ues and tie breaking policy to avoid these
situations.

One potential way to avoid this is by configuring inter-Mnber-AS | GP
metrics higher than intra-Menber-AS I GP netrics and/ or using other
tie breaking policies to avoid BGP route sel ecti on based on

i nconpar abl e MEDs.

10. Security Considerations

Thi s extension to BGP does not change the underlying security issues
i nherent in the existing BGP, such as those defined in [6].

11. Acknow edgment s

The general concept of BGP confederations was taken fromIDRP s
Routing Domain Confederations [2]. Sonme of the introductory text in
thi s docunent was taken from [ 5]

The authors would like to acknow edge Bruce Col e of Juni per Networks
for his inmplenentation feedback and extensive anal ysis of the
limtations of the protocol extensions described in this docunent and
[5]. We would also like to acknow edge Srihari Ramachandra of Ci sco
Systens, Inc., for his feedback

Traina, et al. St andards Track [ Page 7]



RFC 3065 Aut ononobus System Confederations for BGP February 2001

Finally, we’'d like to acknow edge Ravi Chandra and Yakov Rekhter for
provi di ng constructive and val uabl e feedback on earlier versions of
thi s docunent.

12. References

[1]

[2]

[3]

[4]

[5]

[ 6]

Rekhter, Y. and T. Li, "A Border Gateway Protocol 4 (BGP-4)", RFC
1771, March 1995.

Kunzinger, C., Editor, "Inter-Donmain Routing Protocol", 1SQO1EC
10747, Cctober 1993.

Haskin, D., "A BGP/IDRP Route Server alternative to a full nmesh
routing”, RFC 1863, Cctober 1995.

Trai na, P. "Autononous System Confederations for BGP', RFC 1965,
June 1996.

Bates, T., Chandra, R and E. Chen, "BGP Route Reflection An
Alternative to Full Mesh I BG”", RFC 2796, April 2000.

Hef fernan, A., "Protection of BG Sessions via the TCP NMD5
Si gnature Option", RFC 2385, August 1998.

Traina, et al. St andards Track [ Page 8]



RFC 3065 Aut ononobus System Confederations for BGP February 2001

13. Authors’ Addresses

Paul Traina

Juni per Networks, |nc.
1194 N. Mathil da Ave.
Sunnyval e, CA 94089 USA

Phone: +1 408 745-2000
EMai | : pst +conf ed@ uni per. net

Danny McPherson
Amber Networ ks, |nc.
48664 M| nmont Drive
Frenmont, CA 94538

Phone: +1 510. 687.5226
EMai | :  danny@nber net wor ks. com

John G Scudder
Cisco Systens, Inc.
170 West Tasmmn Drive
San Jose, CA 95134

Phone: +1 734.669. 8800
EMai | : jgs@isco.com

Traina, et al. St andards Track [ Page 9]



RFC 3065 Aut ononobus System Confederations for BGP February 2001

Appendi x A: Conparison with RFC 1965

The nost notabl e change from|[1l] is that of reversing the val ues
AS CONFED SEQUENCE(4) and AS CONFED SET(3) to those defined in
section "AS CONFED Segnent Type Extension”. The reasoning for this
is that in the initial inplenentation, which was already w dely
depl oyed, they were inplenented backwards from|[4], and as such,
subsequent inplenmentations inplenented them backwards as well. In
order to foster interoperability and conpliance with depl oyed

i npl ementations, they' ve therefore been changed here as well

The "Compatibility Discussion"” was renoved and incorporated into

ot her discussions in the docunment. Al so, the nention of hierarchica
confederations is removed. The use of the term "Routing Domain
ldentifier"” was replaced with Menmber AS Nunber.

Finally, the "Deploynent Considerations" section was expanded a few

subtl e grammar changes were made and a bit nore introductory text was
added.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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