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Abst r act

In Internet tel ephony, there nmust be a neans by which new services
are created and deployed rapidly. In the Wrld Wde Wb, the Conmmon
Gateway Interface (CGE) has served as popul ar neans towards
programm ng web services. Due to the simlarities between the
Session Initiation Protocol (SIP) and the Hyper Text Transfer
Protocol (HTTP), CA is a good candidate for service creation in a
SI P environnent. This docunent defines a SIP CG interface for
providing SIP services on a SIP server.

| ESG Not e
The | ESG notes that the nechani sm specified here depends on the
Common Gateway Interface. Should this interface change or be
enhanced changes in this specification may al so be necessary or
appropriate. According to the WBC, the CA is presently naintained
by the NCSA Software Devel opnent G oup. See
http://ww. w3c. or g/ cgi

for additional information on the current state of the CA interface.
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nt roducti on

In Internet tel ephony, there nust be a neans by which new services
are created and deployed rapidly. In traditional telephony networks,
this was acconplished through I N service creation environnents, which
provided an interface for creating new services, often using GU -
based tools.

The WAV has evolved with its own set of tools for service creation
Oiginally, web servers sinmply translated URLs into fil enanmes stored
on a local system and returned the file content. Over tine, servers
evol ved to provide dynam c content, and forns provided a neans for
soliciting user input. |In essence, what evolved was a neans for
service creation in a web environment. There are now many neans for
creation of dynam c web content, including server side JavaScript,
servlets, and the common gateway interface (Cd) [1].
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Mul ti medi a conmmuni cations, including Internet tel ephony, will also
require a nechanismfor creating services. This nechanismis
strongly tied to the features provided by the signaling protocols.
The Session Initiation Protocol (SIP) [2] has been devel oped for
initiation and termnation of nultimedia sessions. SIP borrows
heavily from HTTP, inheriting its client-server interaction and nuch
of its syntax and semantics. For this reason, the web service
creation environments, and CA in particular, seemattractive as
starting points for devel oping SIP based service creation

envi ronments.

2 Motivations

Cd has a nunber of strengths which nmake it attractive as an
environment for creating SIP services:

Language i ndependence: CE@ works with perl, C, VisualBasic, tcl
and nany other |anguages, as long as they support access to
envi ronment vari abl es.

Exposes all headers: CA exposes the content of all the headers
in an HTTP request to the CA application. An application
can nake use of these as it sees fit, and ignore those it
doesn’t care about. This allows all aspects of an HITP
request to be considered for creation of content. In a SIP
envi ronment, headers have greater inportance than in HITP
They carry critical information about the transaction,
including caller and callee, subject, contact addresses,
organi zati ons, extension nanes, registration paranmeters and
expirations, call status, and call routes, to nane a few.

It is therefore critical for SIP services to have as much
access to these headers as possible. For this reason, CG
is very attractive

Creation of responses: CA is advantageous in that it can create
all parts of a response, including headers, status codes
and reason phrases, in addition to nessage bodies. This is
not the case for other nechani snms, such as Java servlets,
whi ch are focused primarily on the body. In a SIP
environment, it is critical to be able to generate all
aspects of a response (and, all aspects of new or proxied
requests), since the body is usually not of centra
i mportance in SIP service creation
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Conponent reuse: Many of the CA wutilities allow for easy
readi ng of environment variables, parsing of formdata, and
of ten parsing and generation of header fields. Since SIP
reuses the basic RFC822 [3] syntax of HTTP, many of these
tools are applicable to SIP CQ.

Fam |liar environnment: Many web programrers are famliar with
Cd .

Ease of extensibility: Since CAd is an interface and not a
| anguage, it becones easy to extend and reapply to other
protocols, such as SIP

The generality, extensibility, and detailed control and access to

i nformati on provided by C@, coupled with the range of tools that
exist for it, which can be imedi ately applied to SIP, make it a good
nmechani smfor SIP service creation

3 Differences from HTTP CAd

VWhile SIP and HTTP share a basic syntax and a request-response nodel,
there are inportant differences. Proxies play a critical role in
services for SIP, while they are less inportant for HTTP. SIP
servers can fork requests (proxying multiple requests when a single
request is received), an inportant capability absent fromHTTP. SIP
supports additional features, such as registrations, which are absent
fromHTTP. These differences are reflected in the differences
between SIP C@ and HTTP CA. SIP CA runs primarily on proxy,
redirect, and registrar servers, rather than user agent servers
(which are the equivalent of origin servers in HTTP). SIP Cd allows
the script to perform specific messaging functions not supported in
HTTP CA (such as proxying requests), and SIP CE introduces a

persi stence nodel that allow a script to maintain control through
mul ti pl e nessage exchanges. HITP CA has no persistence for scripts
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3.1 Basi c Model

The basic nmodel for HITP CA is depicted in figure 1.
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Figure 1: HTTP CE Model

A client issues an HITP request, which is passed either directly to
the origin server (as shown), or is forwarded through a proxy server.
The origin server executes a C@ script, and the CAd script returns a
response, which is passed back to the client. The main job of the
script is to generate the body for the response. Only origin servers
execute CA scripts, not proxy servers.

Lennox, et al. I nf or mat i onal [ Page 6]



RFC 3050 Cad for SIP January 2001

In a SIP server, the nodel is different, and is depicted in Figure 2

~~~~~~~~ req ------- req ------- req = ~~~—~—~~~~
N R | | ------- | | --mo e |
| client | resp | server| resp | server| resp | client |
| |------ | [EERREEE | |- | |
| | CG
(.
I I
| Cca |
|

Figure 2. SIP CA Mdel

The client generates a request, which is forwarded to a server. The
server may generate a response (such as an error or redirect
response). O, if the server is a proxy server, the request is
proxied to another server, and eventually to a user agent, and the
response i s passed back upstream through the server, and back
towards the client. A SIP proxy server may additionally fork
requests, generating multiple requests in response to a received
request. Generally, a proxy server will not generate the content in
responses. These contain session descriptions created by user

agents. Services, such as call forward and nobility services, are
based on the decisions the server nakes about (1) when, to where, and
how many requests to proxy downstream and (2) when to send a
response back upstream Creation of services such as ad-hoc bridging
(where the server acts as a nedia mxer in a multiparty call, w thout
bei ng asked to do so by the end users) will require the server to
generate new requests of its own, and for it to nodify and generate
the body in responses.

An HTTP server is mainly concerned about generation of responses. A
SIP server is generally concerned about perform ng four basic
operati ons:

Proxyi ng of Requests: Receiving a request, adding or nodifying
any of the headers, deciding on a set of servers to forward
the request to, and forwarding it to them

Ret urni ng Responses: Receiving a response, adding or nodifying
any of the headers, and passing the response towards the
client.
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Generating Requests: Creating a new request, originating at the
server, placing headers and a body into the nessage, and
sending it to a server.

Generation of Responses: Receiving a request, generating a
response to it, and sending it back to the client.

When a request is received, one or nore of the above operations may
occur at once. For exanple, a SIP server may generate a provisiona
response, generate a new request, and proxy the original request to
two servers. This inplies that SIP C@ nust enconpass a greater set
of functions than HTTP CAd. These functions are a super-set of the
si mpl e end-server request/response nodel .

3.2 Persistence Mdel

In HTTP Cd, a script is executed once for each request. It
generates the response, and then termnates. There is no state

mai nt ai ned across requests fromthe sane user, as a general rule

(al though this can be done -- and is -- for nmore conpl ex services
such as dat abase accesses, which essentially encapsulate state in
client-side cookies or dynam cally-generated URLS). A transaction is
just a single request, and a response.

In SIP CAd, since a request can generate many new and proxied
requests, these thenselves will generate responses. A service wll
often require these responses to be processed, and additiona
requests or responses to be generated. As a result, whereas an HTTP
Cd script executes once per transaction, a SIP CA@ script nust

mai ntai n control sonehow over numerous events.

In order to enable this, and to stay with the original CA nodel, we
mandate that a SIP CE@ script executes when a nessage arrives, and
after generating output (in the formof additional nessages),
termnate. State is nmaintained by allowing the Cd to return an
opaque token to the server. Wen the CE script is called again for
the same transaction, this token is passed back to the CA script.
When called for a new transaction, no token is passed.

For exanple, consider a request which arrives at a SIP server. The
server calls a CA script, which generates a provisional response and
a proxied request. It also returns a token to the server, and then
term nates. The response is returned upstreamtowards the client,
and the request is proxied. When the response to the proxied request
arrives, the script is executed again. The environnment variables are
set based on the content of the new response. The script is also
passed back the token. Using the token as its state, the script
decides to proxy the request to a different location. It therefore
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returns a proxied request, and another token. The server forwards
this new request, and when the response cones, calls the C3@ script
once nore, and passes back the token. This time, the script
generates a final response, and passes this back to the server. The
server sends the response to the client, destroys the token, and the
transaction is conplete.

3.3 SIP CE@ Triggers

In many cases, calling the CAd script on the reception of every
nmessage is inefficient. CGE scripts come at the cost of significant
overhead since they generally require creation of a new process.
Therefore, it is inportant in SIP CA for a script to indicate, after
it is called the first tine, under what conditions it will be called
for the remai nder of the transaction. |If the script is not called,
the server will take the "default" action, as specified in this
docunent. This allows an application designer to trade off
flexibility for conputational resources. Mking an analogy to the
Intelligent Network (IN) - a script is able to define the triggers
for its future execution.

So, in summary, whereas an HTTP CE@ script executes once during a
transaction, a single SIP CA script nay execute many tinmes during a
transaction, and may specify at which points it would like to have
control for the remai nder of the transaction

3.4 Nam ng

In HTTP CA, the CA script itself is generally the resource naned in
the request URI of the HTTP request. This is not soin SIP. In
general, the request URI nanes a user to be called. The mapping to a
script to be executed nay depend on other SIP headers, including To
and Fromfields, the SIP nethod, status codes, and reason phrases.

As such, the mapping of a nessage to a CA script is purely a matter
of local policy administration at a server. A server nay have a
single script which always executes, or it nmay have multiple scripts,
and the target is selected by sone parts of the header.

3.5 Environnment Vari abl es
In HTTP CA, environment variables are set with the val ues of the

pat hs and other aspects of the request. As there is no notion of a
path in SIP, sone of these environment variables do not nake sense.
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3.6 Tiners

In SIP, certain services require that the script gets called not only
when a nessage arrives, but when sonme tiner expires. The classic
exanple of this is "call forward no answer." To be inplenented with
SIP CA, the first tinme the script is executed, it nust generate a
proxi ed request, and also indicate a tinme at which to be called again
if no response cones. This kind of feature is not present in HITP
Cd, and sone rudimentary support for it is needed in SIP CQ3.

4 Overview of SIP Cd

When a request arrives at a SIP server, initiating a new transaction,
the server will set a nunber of environnent variables, and call a Cd
script. The script is passed the body of the request through stdin.

The script returns, on stdout, a set of SIP action |ines, each of

whi ch may be nodified by CG@ and/or SIP headers. This set is
delinted through the use of two carriage returns. The action lines
all ow the script to specify any of the four operations defined above,
in addition to the default operation. Generating a response is done
by copying the the status Iine of the response into an action |ine of
the CAd output. For exanple, the following will create a 200 (K to
the original request:

SIP/2.0 200 X

The operation of proxying a request is supported by the Cd - PROXY-
REQUEST CA action, which takes the URL to proxy to as an argunent.
For exanple, to proxy a request to dante@ nferno.com

Cd - PROXY- REQUEST si p: dante@ nferno.com SIP/ 2.0
Contact: sip:serverl@onpany.com

In this exanple, the server will take the original request, and
nmodi fy any header fields normally changed during the proxy operation
(such as decrenenting Max- Forwards, and adding a Via field). This
message is then "nerged” with the output of the C@ script - SIP
headers specified below the action line in the CAd output will be
added to the outbound request. In the above exanple, the Contact
header will be added. Note that the action line | ooks like the
request line of a SIP request nessage. This is done in order to

sinplify parsing.

To del ete headers fromthe outgoing request, the merge process al so
supports the C@ header CA-Renobve. Like SIP headers, CE@ headers
are written underneath the action line. They are extracted by the
SI P server, and used to provide the server with additional guidance.
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Cd headers always begin with CA to differentiate themfrom SIP
headers. In this case, the supported values for the Cd -Renove
header are the nanmes of headers in the original nmessage

Returni ng of responses is nore conplex. A server may receive

mul tiple responses as the result of forking a request. The script
shoul d be able to ask the server to return any of the responses it
had received previously. To support this, the server will pass an
opaque token to the script through environnment variables, unique for
each response received. To return a response, a CA script needs to
i ndi cate which response is to be returned. For exanple, to return a
response nanmed with the token abcdefghij, the followi ng output is
gener at ed:

Cd - FORWARD- RESPONSE abcdefghij SIP/2.0

Finally, if the script does not output any of the above actions, the
server does what it would nornally do upon receiving the nessage that
triggered the script.

A SIP CA script is normally only executed when the original request
arrives. |If the script also wants to be called for subsequent
nmessages in a transaction -- due to responses to proxied requests, or
(in certain circunstances) ACK and CANCEL requests, it can perform
the CA - AGAI N acti on:

CA -AGAIN yes SIP/2.0

This action applies only to the next invocation of the script; it
means to invoke the script one nore tine. Qutputting "no" is
identical to outputting "yes" on this invocation of the script and
outputting nothing the next tinme the script is called.

When the script is re-executed, it may need access to sonme state in
order to continue processing. A script can generate one piece of
state, called a cookie, for any new request or proxied request. It
is passed to the server through the Cd-SET-COXKIE action. The
action contains a token, which is the cookie itself. The server does
not exam ne or parse the cookie. It is sinmply stored. When the
script is re-executed, the cookie is passed back to the script

t hrough an envi ronnment vari abl e.

CA - SET- COKI E khsi hppi i 8asdl SIP/ 2.0
Finally, when the script causes the server to proxy a request,
responses to these requests will arrive. To ease nmatching of

responses to requests, the script can place a request token in the
Cd Cd - Request-Token header. This header is removed by the server
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when the request is proxied. Any responses received to this request
wi Il have the token passed in an environnent vari abl e.

5 SIP CA@ Specification
5.1 Introduction
5.1.1 Relationship with HTTP CQ

This SIP C@ specification is based on work-in-progress revision 1.1
of the HITP CA specification [1]. That docunent is a product of the
CAd-Ws mailing list, which is not an official |IETF working group

Cd -W5 s honepage is |ocated at the URL
http://Wb. Gol ux. Comf coar/cgi/, and the nost recent versions of the
Cd specification are available there. This specification
incorporates a great deal of text fromthe work-in-progress version
of that document as of February 23, 2000. A future version of this
specification may be changed to cite parts of that docunment by

ref erence instead.

5.1.2 Conventions of This Docunent

In this docurment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [4] and
i ndicate requirenment levels for compliant SIP CA inplenentations

Sone paragraphs are indented, like this; they give

nmot i vati ons of design choices, or questions for future
di scussion in the development of SIP C@. They are not
normative to the specification of the protocol

5.1.3 Specifications

Not all of the functions and features of SIP CG are defined in the
main part of this specification. The follow ng phrases are used to
descri be the features which are not specified:

System defined: The feature may differ between systems, but
nmust be the sanme for different inplenentations using the
same system A systemw || usually identify a class of
operating systens. Sone systens are defined in section 6
of this docunment. New systens nmay be defined by new
specifications wthout revision of this docunent.

I mpl enent ati on-defined: The behavior of the feature nmay vary

frominplenmentation to inplenentation, but a particul ar
i mpl ementation should be consistent in its behavior
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5.1.4 Termi nol ogy

Thi s specification uses many terns defined in the SIP/2.0
the following terns are used here in a

specification [2]; however,

January 2001

sense which nmay not accord with their definitions in that docunent,

or with their comopn neani ng.

met avari abl e:
the server to the script. It
that is the nost conmon inpl enentation.

script:
interface.

a subroutine in the server.
statenents interpreted at
is frequently understood, but that

A named parameter that carries information from
is not necessarily a
variable in the operating system s environnent,

al t hough

The software which is invoked by the server via this
It need not be a standal one program but

could be a dynam cally-1 oaded or shared library,
It may be a set of
run-time, as the term‘script’
is not a requirenent

or even

and within the context of this specification the term has

the broader definition stated.

server:
order to service nessages.

nmessage: A SIP request or response,
that triggered the invocation of the CAd
that the CA script caused to be sent.
5.2 Notational Conventions and Generic G anmar

In this specification we use the Augnented Backus- Naur
as described in appendix C of the SIP/2.0 specification,

[2].

The foll owi ng grammati cal
this table lists the appropriate sources.

OCTET SIP/2.0 [2] Appendix C 1
CHAR SIP/2.0 [2] Appendix C 1
digit SIP/2.0 [2] Appendix C 1
al phanum SIP/2.0 [2] Appendix C 1
t oken SIP/2.0 [2] Appendix C 1
host nane SIP/2.0 [2] Section 2

S| P- URL SIP/2.0 [2] Section 2

SI P- Ver si on SIP/2.0 [2] Section 4.3.1
St at us- Code SIP/2.0 [2] Section 5.1.1
Reason-Phrase SIP/2.0 [2] Section 5.1.1
nmedi a-type HTTP/ 1.1 [5] Section 3.7
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The application program which i nvokes the script

in

typically either the one
script,

or one

For m not ati on

RFC 2543

constructs are taken from ot her docunents;
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(via SIP/2.0 [2] Section 6.16)
fiel d-nane SIP/2.0 [2] Section 6.6

O her grammatical constructs taken from outside sources are noted in
the text.

5.3 Invoking the Scri pt

The script is invoked in a systemdefined manner. Unless specified
otherwi se, the file containing the script will be invoked as an
execut abl e program

Only one CE@ script at a time my be outstanding for a SIP
transaction. |f subsequently arriving responses would cause a CGd
script to be invoked, handling of themis deferred, except for ACK,
until CA scripts for previous nmessages in the transaction term nate
Messages are processed in the order they are received.

5.4 The SIP CA Script Command Line

The server SHOULD NOT provide any command |ine argunents to the
script.

Command |ine argunents are used for indexed queries in HITP
Cd; HITP i ndexed queries do not have an equivalent in SIP

5.5 Data Input to the SIP CA Script

I nformati on about a nessage cones fromtwo different sources: the
message header, and any associ ated content-body. Servers MJST nake
portions of this information available to scripts.

5.5.1 Message Metadata (Metavari abl es)

Each SIP CA@ server inplenentation MJST define a nechanismto pass
data about the nmessage fromthe server to the script. The

met avari abl es containing these data are accessed by the script in a
system defi ned manner. The representation of the characters in the
met avari abl es is systemdefined.

The representati on of netavariabl es MJST di stingui sh between

undefi ned val ues (which are not present) and null values (which are
present, but have zero length). MNull values are only allowed for
those netavari abl es whose grammar permts this.
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For historical reasons, HTTP CA does not distinguish
between null val ues and undefined values. This
specification elimnates this msfeature; null val ues and
undefined values are senantically different.

Case is not significant in the nmetavariable nanes, in that there
cannot be two different variabl es whose nanes differ in case only.
Here they are shown using a canonical representation of capitals plus
underscore ("_"). The actual representation of the nanes is system
defined; for a particular systemthe representati on MAY be defined
differently than this.

Met avari abl e val ues MJST be consi dered case-sensitive except as noted
ot herw se.

The canoni cal netavariabl es defined by this specification are:

AUTH_TYPE
CONTENT_LENGTH
CONTENT_TYPE
GATEWAY_| NTERFACE
REMOTE_ADDR
REMOTE_HOST
REMOTE_| DENT
REMOTE_USER

REG STRATI ONS
REQUEST _METHCD
REQUEST_TOKEN
REQUEST_URI
RESPONSE_STATUS
RESPONSE_REASON
RESPONSE_TOKEN
SCRI PT_COOKI E
SERVER_NAME
SERVER_PORT
SERVER_PROTOCOL
SERVER_SOFTWARE

Met avari abl es with nanes beginning with the protocol nane (e.g.,

"SI P_ACCEPT") are also canonical in their description of nessage
header fields. The nunber and neani ng of these fields nay change
i ndependently of this specification. (See also section 5.5.1.5.)

A server MAY al so specify additional non-canonical metavari abl es.
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5.5.1.1 AUTH TYPE

If the target of the nessage required access authentication for
external access, then the server MJST set the value of this variable
fromthe auth-schenme token in the nessage’ s Authorizati on header
field. Oherwise it is not defined.

AUTH_TYPE "" | auth-schene
aut h- schene "Basic" | "Digest" | "PG" | token

SI P access authentication schemes are described in sections 14 and 15
of the SIP/ 2.0 specification [2]. The auth-schene is not case-
sensitive

Servers MJST provide this nmetavariable to scripts if the nessage
header included an Authorization field that was authenti cated.

For the conplex authentication schenes, the server SHOULD performthe
aut henti cation checking itself. |If the authentication failed, this
met avari abl e SHOULD NOT be set.

If several authentication credentials, with nultiple schenes, are
present in the nessage, this variable SHOULD be set to correspond to
the authenticated credentials with the strongest schenme the server
supports. If credentials are present for several domains, the server
SHOULD NOT perform any action on credentials from domains external to
it.

If both Authorization and Proxy-Authorization headers are present,
the server SHOULD performthe authorizations based on the appropriate
header for the context in which it is running. For exanple, a server
which is a proxy server and a registrar woul d use Authorization
headers for REGQ STER nessages aimed at its |ocal domains, and Proxy-
Aut hori zation headers for all other nessages.

5.5.1.2 CONTENT_LENGTH

This nmetavariable is set to the size of the nmessage-body entity
attached to the nmessage, if any, in decimal nunber of octets. [If no
data are attached, then this netavariable is not defined. The syntax
is the sane as for the SIP Content-Length header field (section 6.15,
SIP/2.0 specification [2]).

CONTENT_LENGTH = "" | 1*digit
Servers MJST provide this nmetavariable to scripts if the nessage was

a acconpani ed by a content-body entity, even if the nessage did not
i nclude a Content-Length header field.
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5.5.1. 3 CONTENT_TYPE

If the nmessage includes a nessage-body, CONTENT_TYPE is set to the
Internet Media Type [6] of the attached entity if the type was
provided via a Content-type field in the nessage header, or if the
server can determine it in the absence of a supplied Content-type
field. The syntax is the same as for the SIP Content-Type header
field.

CONTENT_TYPE = "" | nedia-type

The type, subtype, and paraneter attribute nanes are not case-
sensitive. Paraneter val ues MAY be case sensitive. Media types and
their use in SIP are described in section 6.16 of the SIP/2.0
specification [2], and by reference in section 3.7 of the HITP/1.1
specification [5].

Since in SIP the Content-Type header MJST be specified if a body is
present, servers MJUST provide this netavariable to scripts if a body
was present in the original nmessage, unless the "body" is actually an
encrypted payl oad.

5.5.1. 4 GATEWAY_I| NTERFACE

This nmetavariable is set to the dialect of SIP CA being used by the
server to comrunicate with the script. Syntax:

GATEWAY_I NTERFACE = "SIP-CAd" "/" major "." mnor
maj or = 1*digit
m nor = 1*digit

Note that the major and mnor numbers are treated as separate

i ntegers and hence each may be nore than a single digit. Thus SIP-
Cd/2.4 is a lower version than SIP-CA/2.13 which in turn is |ower
than SIP-CA/12.3. Leading zeros in either the major or the m nor
nunber MUST be ignored by scripts and SHOULD NOT be generated by
servers.

Thi s docunment defines the 1.1 version of the SIP Cd interface
("sIp-ca@/1.1").

Servers MJST provide this netavariable to scripts.

For maxi mal conpatibility with existing HITP CA libraries,
we want to keep this as simlar as possible to the syntax

of CAd 1.1. However, we do want it to be clear that this is
indeed SIP CA. WMking HITP Cd’'s version identifier a
substring of the SIP CG identifier seened |ike a

Lennox, et al. I nf or mat i onal [ Page 17]



RFC 3050 Cad for SIP January 2001

reasonabl e conprom se. (The existing CA libraries we
checked do not seemto check the version.)

5.5.1.5 Protocol - Specific Metavari abl es

These netavariables are specific to the protocol via which the nethod
is sent. Interpretation of these variables depends on the val ue of
the SERVER PROTOCOL netavari abl e (see section 5.5.1.20).

Met avari abl es with nanmes beginning with "SIP_" contain val ues from
the nessage header, if the protocol used was SIP. Each SIP header
field nane is converted to upper case, has all occurrences of "-"
replaced with " ", and has "SIP_" prepended to formthe netavariable
nane. Simlar transformations are applied for other protocols. The
header data MAY be presented as sent by the client, or MAY be
rewritten in ways which do not change its semantics. |If nultiple
header fields with the same field-nane are received then the server
MJUST rewite them as though they had been received as a single header
field having the sane senmantics before being represented in a
metavariable. Simlarly, a header field that is received on nore
than one Iine MIUST be merged into a single line. The server MJST, if
necessary, change the representation of the data (for exanple, the
character set) to be appropriate for a CAd netavariable

Not e: these netavari abl es’ names were changed from HTTP_*
to SIP_* since the first draft of this specification. The
intention had been to make it easier to use existing CG
l'ibraries unnodified, but this convenience was felt to be
out wei ghed by the confusion this introduced.

Servers are not required to create netavariables for all the nessage
header fields they receive. However, because of the relatively high
i mportance of headers in SIP for nessages’ semantic content, the
server SHOULD provide all headers which do not contain potentially
sensitive authorization information, such as Authorization. Servers
SHOULD provi de protocol -specific netavariables even for information
which is avail able through other SIP CA netavariabl es, such as
CONTENT_LENGTH and CONTENT_TYPE

This allows a SIP CA@ script to determne, if necessary,
whet her the information in the other nmetavariables was in
the original nessage, or was synthesized by the server
5.5.1.6 REG STRATI ONS
This netavari able contains a |list the current | ocations the server

has regi stered for the user in the Request-URl of the initial request
of a transaction. It is syntactically identical to the protoco
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met avari abl e SI P_CONTACT, and thus is defined by section 5.5.1.5 of

this document and by section 6.13 of the SIP/2.0 specification [2].

It contains all the uris, uri paraneters, display nanes, and contact
paraneters for the addresses registered with the server

The syntax of REG STRATIONS is identical to how SI P_CONTACT
woul d appear in a 302 response froma redirection server
This all ows parsing code to be re-used.

If a user’s registrations change in the course of a transaction, the
server SHOULD update this netavariabl e accordingly for subsequent
script invocations for the transaction

5.5.1. 7 REMOTE_ADDR

The I P address of the client that sent the nessage to the server
This is not necessarily that of the originating user agent client or

server.
REMOTE_ADDR = host nunber
host nunber = | Pvd4address | |Pv6address

The definitions of |IPv4address and | pv6address are provided in
Appendi x B of RFC 2373 [7].

For | ocally-generated responses (see section 5.8), this SHOULD be the
| oopback address (i.e., 127.0.0.1 for IPv4 or ::1 for |1Pv6).

Servers MJST supply this value to scripts.
5.5.1.8 REMOTE_HOST
This is the fully qualified domain nane of the host sending the
message to this server, if available, otherw se not defined. (See
section 5.5.1.7). Domain nanmes are not case sensitive.
REMOTE_HOST = host nane
Servers SHOULD provide this information to scripts.

5.5.1.9 REMOTE_I DENT

The identity information supported about the connection by a RFC 1413
[8] request, if available.

REMOTE_I DENT = *CHAR

Lennox, et al. I nf or mat i onal [ Page 19]



RFC 3050 Cad for SIP January 2001

The server MAY choose not to support this feature, and it is
anticipated that not many inplementations will, as the information is
not particularly useful in the presence of conplex proxy paths.

5.5.1.10 REMOTE_USER

If the message requested authentication (i.e., the AUTH TYPE

met avariable is set), then the value of the REMOTE USER net avari abl e
is set to the user-I1D supplied for the authentication. For Basic
authentication this is the content of the (decoded) "userid" granmar
elenment; for Digest it is content of "usernane-value." For PGP
authentication, it is the URI specified in the "signed-by" paraneter
of the Authorization header, if present, otherwise the UR part of
the From header.

If sone other authentication scheme was requested, this netavariable
SHOULD be set to an appropriate conponent of the authorization
information identifying the user or entity associated with the
credentials. |If authentication was not requested, this netavariable
is not defined.

REMOTE_USER = *COCTET

Servers SHOULD provide this metavariable to scripts.

5.5.1.11 REQUEST_METHOD

If the nessage triggering the script was a request, the

REQUEST METHOD netavariable is set to the nethod with which the
request was nade, as described in section 4.2 of the SIP/2.0
specification [2]; otherw se not defined.

REQUEST METHCD = sip-nethod

si p- met hod = "INVITE" | "BYE" | "OPTIONS" | " CANCEL"
| "REGQ STER' | "ACK"
| extension-nethod

extension-nethod = token

Note that ACK is usually not appropriate for the SIP CAd 1.1

envi ronment; however, see section 5.11. The inplications of REQ STER
in the CA context are discussed in section 5.9, and CANCEL is

di scussed in section 5.10. A SIP CE@ 1.1 server MAY choose to
process sone methods directly rather than passing themto scripts.

Servers MJST provide this nmetavariable to scripts if the triggering
nessage was a request.
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5.5.1. 12 REQUEST _TCKEN
REQUEST_TOKEN = token
If the script specified a request token in a proxied request, this
token is returned to the server in responses to that request. Note

that this token is chosen by the script, not by the server. Each
response to a proxied request contains the sanme value for this token.

5.5.1. 13 REQUEST_URI
This nmetavariable is specific to requests made with SIP.
REQUEST URI = absoluteURl ; defined in RFC 2396 [9]
If the nmessage triggering the script was a request, this variable
indicates the URI specified with the request nmethod. This
met avariable is only defined if REQUEST METHOD is defined; in that

case, servers MJUST provide it to scripts.

This netavariable fills the roles of HITP CA's
SCRI PT_NAME, PATH I NFO, and QUERY_STRI NG

5.5.1. 14 RESPONSE_STATUS
RESPONSE_STATUS = St at us- Code
If the nessage triggering the script was a response, this variable
i ndi cates the nuneric code specified in the response; otherwise it is
not defined. |In the former case, servers MJST provide this
met avariable to scripts.
5.5.1.15 RESPONSE_REASON
RESPONSE_ REASON = Reason- Phrase

If the message triggering the script was a response, this variable
indicates the textual string specified in the response.

5.5.1.16 RESPONSE_TOKEN
RESPONSE_TOKEN = token
If the message triggering the script was a response, the server MJST
specify a token whi ch subsequent invocations of the CAd script can
use to identify this response. This string is chosen by the server

and is opaque to the CA@ script. See the discussion of Cd-FORWARD
RESPONSE in section 5.6.1 bel ow.
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5.5.1.17 SCRI PT_COXI E
SCRI PT_COOKXIE = token
This is the value an earlier invocation of this script for this
transaction passed to the server in C@ action |line C3 -SET- COXI E.
See the description of that action in section 5.6.1.4 bel ow.
5.5.1.18 SERVER NAME
The SERVER NAME netavariable is set to the nane of the server
SERVER_NAME = hostnanme | host nunber
Servers MJST provide this nmetavariable to scripts.

5.5.1.19 SERVER PORT

The SERVER PORT netavariable is set to the port on which the nessage
was received.

SERVER PORT = 1*digit
Servers MJST provide this nmetavariable to scripts.
5.5.1.20 SERVER PROTOCCOL
The SERVER PROTOCOL netavariable is set to the nane and revision of
the protocol with which the nessage arrived. This will usually be
"SIP/2.0". This is not necessarily the same as the protocol version

used by the server in its response to the client.

SERVER_PROTOCCL

SI P-Versi on | extension-version
| extension-token

extension-version = protocol "/" 1*digit "." 1*digit
pr ot ocol = 1*( al phanum| "+" | "-" | "." )
ext ensi on-t oken = token

Servers MJST provide this nmetavariable to scripts.
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5.5.1.21 SERVER SOFTWARE

The SERVER SOFTWARE netavariable is set to the nanme and version of
the informati on server software handling the nessage (and running the

gat enway) .
SERVER_SOFTWARE = 1*product
pr oduct = token [ "/" product-version ]
product-version = token

Servers MJST provide this nmetavariable to scripts.
5.5.2 Message Bodies

As there may be a data entity attached to the message, there MJST be
a systemdefined nmethod for the script to read these data. Unless
defined otherwise, this will be via the ‘standard input’ file

descri ptor.

If the metavari abl e CONTENT _LENGTH (see section 5.5.1.2) is defined,
the server MJST supply at |east that nany bytes to scripts on the
standard input stream Scripts are not obliged to read the data.
Servers MAY signal an EOF condition after CONTENT _LENGTH byt es have
been read, but are not obligated to do so. Therefore, scripts MJST
NOT attenpt to read nore than CONTENT_LENGTH bytes, even if nore data
are avail abl e.

5.6 Data Qutput fromthe SIP CAd Script

There MUST be a systemdefined nethod for the script to send data
back to the server or client. Unless defined otherwise, this will be
via the ‘standard output’ file descriptor.

Servers MAY inplenent a timeout period within which data nust be
received fromscripts, a maxi num nunber of requests or responses that
a particular C@ script can initiate, a maxi mumtotal nunber of
requests or responses that can be sent by scripts over the lifetine
of a transaction, or any other resource limtations it desires. |If a
script exceeds one of these linmtations, the server MAY term nate the
script process and SHOULD abort the transaction with either a ‘504
Gateway Tinmed Qut’ or a ‘500 Internal Server Error’ response.
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A SIP CA script’'s output consists of any nunmber of nmessages, each
corresponding to actions which the script is requesting that the
server perform Messages consist of an action |line, whose syntax is
specific to the type of action, followed by C@ header fields and SIP
header fields. Action lines deternmine the nature of the action
performed, and are described in section 5.6.1. CG header fields
pass additional instructions or information to the server, and are
described in section 5.6.2.

A nmessage MJUST contain exactly one action line, MAY also contain any
nunber of CA header fields and SI P header fields, and MAY contain a
SI P body.

Al'l header fields (both SIP and CA) occurring in an output nessage
MJST be specified one per line; SIP Cd 1.1 nakes no provision for
continuation Ilines.

The generic syntax of CE header fields is specified in section
5.6.2.

A server MAY choose to honor only sonme of the requests or responses;
in particular, it SHOULD NOT accept any responses follow ng a Status
message which sends a definitive non-success response.

The nessages sent by a script are delinted as foll ows:
1. A message begins with an action |ine.

2. If the nessage does not contain a Content-Type header
field, or if it contains the header field "Content-Length:
0", then it is term nated by a blank line.

3. If the message contains both Content-Type and Content -
Length header fields, the nessage has a body consisting of
the Content-Length octets followi ng the blank Iine bel ow
the set. The next nessage begins after the body (and
optionally some nunber of blank lines). |If the script
closes its output prematurely, the server SHOULD report a
500- cl ass server error

4. If the nessage contains Content-Type but not Content-
Length, the nessage’s body simlarly begins with the bl ank
line following the set; this body extends until the script
closes its output. 1In this case, this is necessarily the
| ast message the script can send. The server SHOULD i nsert
a Content-Length header containing the anount of data read
before the script closed its output.
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5. If a message contains a non-zero Content-Length but does
not contain a Content-Type, it is an error. The server
SHOULD report a 500-cl ass server error

The output of a SIP CA script is intended to be
syntactically identical to that of a UDP packet in which
mul tiple requests or responses are sent, so that the same
message parser may be used

5.6.1 Cd Action Lines
5.6.1.1 Status
Status = SIP-Version 3*digit SP reason-phrase NL

This action |ine causes the server to generate a SIP response and
relay it upstreamtowards the client. The server MJST copy the To,
From Call-1D, and CSeq headers fromthe original request into the
response if these headers are not specified in the script output.

The server SHOULD copy any other headers fromthe request which woul d
normal |y be copied in the response if these are not specified in the
scri pt out put.

For conmpatibility with HTTP CG, a server MAY interpret a nessage
contai ning a Content-Type header field and no action |line as though
it contained "SIP/2.0 200 OK'. This usage is deprecat ed.

5.6.1.2 Proxy Request
Proxy- Request = "Cd - PROXY- REQUEST" SI P-URL SI P-Version

This action |ine causes the server to forward a request to the
specified SIP URI. It may be sent either by a script triggered by a
request, in which case the triggering request is forwarded; or by a
script triggered by a response on a server which is running
statefully, in which case the initial request of the transaction is
sent.

Any SIP header field MAY be specified below the action |ine.
Specified SIP headers replace all those in the original nessage in
their entirety; if a script wants to preserve header elenments from
the original nessage as well as adding new ones, it can concatenate
them by the usual rules of header concatenation, and place the result
in the script output. New header fields are added to the nessage
after any Via headers but before any other headers.
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Any headers fromthe original request which are not generated by the
Cd script are copied into the proxied request, after nodifications
normal |y perforned by a proxy server. In particular, the server MJST
append a Via field and decrenent Max-Forwards. A server MAY perform
additional nodifications as it sees fit, such as adding a Record-
Rout e header. A server SHOULD NOT append these headers if they are
specified in the script output.

A script MAY specify that a SIP header is to be deleted fromthe
message by using the Cd-Renmobve CA@ header; see section 5.6. 2.

If the nessage does not specify a body, the body fromthe initia
request is used. A message with "Content-Length: 0" is specifying an
enpty body; this causes the body to be deleted fromthe nessage.

If the original request was authenticated by any neans ot her than
‘basic,’ the script SHOULD NOT add, change, or renobve any end-to-end
headers, as this would break the authentication

5.6.1.3 Forward Response
Forwar d- Response = "Cd - FORWARD- RESPONSE" Response- Nane

Sl P- Ver si on
response-token | "this"

Response- Nanme

This action |ine causes the server to forward a response on to its
appropriate final destination. The sanme rules apply for acconpanying
SI P headers and nessage bodi es as for CGd - PROXY- REQUEST

The specified response nane may either be a response token the server
previously submitted in a RESPONSE _TOKEN net avari able, or the string
"this." The string "this" may only be sent if the message which
triggered this C@ script was a response; it indicates that this
triggering response shoul d be forwarded.

5.6.1.4 Script Cookie
Script-Cookie = "CG-SET-COXIE" token SIP-Version

This action |ine causes the server to store a script cookie, passed
as a token in the action Iine. Subsequent script invocations for
messages within the sane transaction carry the token in a neta-
header. The script can alter the value of the cookie by subsequent
script cookie actions. This alteration will take affect for al
subsequent script invocations.
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5.6.1.5 CA Again

Cd-Again = "CA-AGAIN' ("yes" | "no") SIP-Version
This action line determ nes whether the script will be invoked for
subsequent requests and responses for this transaction. |f the
paraneter "yes" is given to this action, the script will be executed
agai n when the next message arrives. |If the parameter is "no," or

this action is not specified, the script will not be executed again,
and the server will performits default action for all subsequent
messages.

5.6.1.6 Default Action

If none of the actions Cd - PROXY- REQUEST, Cd - FORWARD- RESPONSE, or a
new response are perforned -- that is to say, the script outputs only
CAd-AGAIN, CA-SET-COXIE, or nothing -- the script performs its
default action. The default action to take depends on the event
which triggered the script:

Request received: Wen the request is first received, the
default action of the server is to check whether the
domai n of the server matches the donmain of the Request-
URI. If it does not, the request is proxied to the
request in the Request-URI. Oherw se, the server checks
its registration database agai nst the request, and either
proxies or redirects the request based on the action
specified by the user agent in the registration

Proxi ed response received: |If a response is received to a
proxi ed request, the server forwards the response towards
the caller if the response was a 200 or 600 cl ass
response, and sends a CANCEL on all pending branches. |If
the response was 100 cl ass, the state nmachinery for that
branch is updated, and the response is proxied upstream
towards the caller unless the it was a 100 response, not
some other 1xx. For 300, 400, and 500 cl ass responses,
an ACK is sent, and the response is forwarded upstream
towards the caller if all other branches have term nated,
and the response is the best received so far. |f not all
branches have term nated, the server does nothing. |If
all branches have term nated, but this response is not
the best, the best is forwarded upstream This is the
basic algorithmoutlined in the SIP specification
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5.6.2 CE Header Fields

Cd header fields syntactically resenble SIP header fields, but their
nanes all begin with the string "CA-". The SIP server MJST strip
all Cd header fields fromany nessage before sending it, including
those it does not recogni ze.

CAd header fields have the generic syntax specified in section 6.6 of
the SIP/2.0 specification [2]. The field-name is not case sensitive;
the field value MUST conformto the grammar of that specific field in
the specification where it is defined.

5.6.2.1 Request-Token
Request - Token = "Cd - Request-Token" ":" token

To assist in matching responses to proxied requests, the script can
pl ace a Cd - Request - Token CA header in a Cd - PROXY- REQUEST or new
request. This header contains a token, opaque to the server. Wen a
response to this request arrives, the token is passed back to the
script as a neta- header

This allows scripts to "fork" a proxy request, and
correl ate which response corresponds to which branch of the
request.

5.6. 2.2 Renove

Renmove = "Cd - Renove" 1#fi el d- nanme

The Cd - Renmpve header allows the script to remove SIP headers from
the out goi ng request or response. The value of this header is a
comma-separated |list of SIP headers which should be renoved before
sendi ng out the nessage.

A script MAY specify headers which are not in the request; the server
SHOULD silently ignore these. A script SHOULD NOT both specify a SIP
header in its output and also list that header in a Cd-Renove
header; the result of doing this is undefined.

5.7 Local Expiration Handling
If a CA script specifies an Expires header field along with Cd -
PROXY- REQUEST, the SIP server SHOULD track the expiration tineout

locally as well as sending the message to the renote server. Wen
the timeout expires, the server SHOULD generate a "408 Request

Lennox, et al. I nf or mat i onal [ Page 28]



RFC 3050 Cad for SIP January 2001

Ti meout" response. The timeout response SHOULD be handl ed as
specified in section 5.8. At the time the request is tined out, the
server SHOULD al so transmt CANCEL nessages for the request.

This allows a SIP CAd script in a proxy server to inplenent
services like "Call Forward No Answer" to trigger after a
user-determined time, even if the renote user-agent server
is not responding or does not properly handl e the Expires
header field.

5.8 Local | y- Generat ed Responses

In a proxy environnent, |ocally-generated responses such as "408
Request Tineout” SHOULD be sent to the CA script in the same nmanner
as received nessages are. However, messages which nerely report a
problemw th a nessage, such as "400 Bad Request", SHOULD NOT be.

This is the other half of the requirenents for the
i mpl erentation of the "Call Forward No Answer" service,
along with the I ocal handling of the Expires header.

5.9 SIP CA and REG STER
The specific semantics of a SIP CA script which is triggered by a

REAQ STER request are sonewhat different than that of those triggered
by call-related requests; however, allow ng user control of

registration may in sonme cases be useful. The two specific actions
for REA STER that need to be discussed are the response "200" and the
default action. |In the former case, the server SHOULD assune t hat

the CA script is handling the registration internally, and SHOULD
NOT add the registration to its internal registration database; in
the latter case, the server SHOULD add the registration to its own
dat abase. The server al so SHOULD NOT add the registration if a 3xx,
4xx, bxx, or 6xx status was returned, or if the registration request
was proxied to another |ocation.

5.10 SIP CE and CANCEL
SIP CE servers SHOULD execute scripts when a CANCEL nessage is

received. The script SHOULD clean up any state it has for the
transaction as quickly as possible.
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When a CANCEL is received at a server for an existing transaction,
the server SHOULD send a 200 OK response to the cancel and cancel all
currently outstandi ng branches. The transm ssion of the script on a
CANCEL nessage is purely advisory, and the script SHOULD NOT perform
any actions in response to it.

5.11 SIP CA and ACK
5.11.1 Receiving ACK s

Under nornal circunstances, if the server receives an ACK, the script

is not re-executed. |f the ACK is destined for the proxy
(acknow edgi ng a 300, 400, 500, or 600 response), the ACK causes
response retransmi ssions to cease. If the ACKis for a 200 response

forwarded froma downstream server, the ACK is proxi ed downstream

However, if the script generated its own 200 response to an I NVITE
request, the script SHOULD be re-executed with the ACK nmessage. This
is necessary in cases where the script is causing the proxy to act as
a UAS. ACK nessages can contain bodies, and would therefore be
useful to the script.

5.11.2 Sending ACK s

When the server receives a non-200 final response to an INVITE
request, it SHOULD generate an ACK on its own, and not depend on the
script to do so. There is noway in SIP CA 1.1 to override this
behavi or. However, since the server will not generate an ACK for 200
responses to INVITE, a script causing the server to act as a UAC MJST
generate ACK' s for them

6 System Specifications

6.1 Unix
The inplementation of SIP CE on a Unix operating system platform
SHOULD use environment variables as the mechani sm of providing
request metadata to CA scripts

For Uni x conpati bl e operating systens, the follow ng are defi ned:

Envi ronnment vari abl es: These are accessed by the Clibrary
routine getenv.
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The current working directory: The current working directory for
the script SHOULD be set to the directory containing the
script.

Character set: The US-ASCI| character set is used for the
definition of environnment variable names and header field
nanes; the newine (NL) sequence is LF;, servers SHOULD al so
accept CR LF as a newine.

6.2 Mcrosoft W ndows

The inplementation of SIP CE on 32-bit Mcrosoft Wndows system
platforns (Wndows 95, 98, NI, and 2000) SHOULD use environnent
vari abl es as the mechani sm of providing request netadata to CG
scripts.

For Mcrosoft Wndows, the follow ng are defined:

Envi ronnment vari abl es: These are accessed by the Clibrary
routine getenv.

The current working directory: The current working directory for
the script SHOULD be set to the directory containing the
script.

Character set: The US-ASCI| character set is used for the
definition of environnent variable nanes and header field
nanes; the newine (NL) sequence is CR LF; servers SHOULD
al so accept LF as a newine.

7 Security Considerations
7.1 Request Initiation

Cd scripts are able to initiate arbitrary SIP transactions, or to
produce spoofed responses of any sort. This protocol does not
attenpt to restrict the actions CA scripts can take. Server

adm ni strators MJST consider CE scripts to be as security-sensitive
as their SIP server itself, and perform equival ent |evels of security
revi ew before installing them

7.2 Authenticated and Encrypted Messages
Cd scripts nust be careful not to interfere with authentication. In
particul ar, adding or renoving header fields that are bel ow the

Aut hori zation header will cause the nessage to fail authentication at
the user agent.
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When a SIP request is encrypted, the headers which are in the clear
are passed to the server according to this specification. The
encrypted portion of the request is passed to the script as a body.
Any SIP headers output by the script will be added to the nessage
However, scripts should be aware that these nmay be discarded if they
al so exist within the encrypted portion

7.3 SIP Header Fields Containing Sensitive Informtion

Sone SIP header fields may carry sensitive information which the
server SHOULD NOT pass on to the script unless explicitly configured
to do so. For exanple, if the server protects the script using the
Basi ¢ aut hentication scheme, then the client will send an

Aut hori zation header field containing a username and password. |If
the server, rather than the script, validates this information then
the password SHOULD NOT be passed on to the script via the
HTTP_AUTHORI ZATI ON net avari abl e.

7.4 Script Interference with the Server

The nost common inpl ementation of CE invokes the script as a child
process using the sane user and group as the server process. It
SHOULD t herefore be ensured that the script cannot interfere with the
server process, its configuration, or docunents.

If the script is executed by calling a function linked in to the
server software (either at conpile-tinme or run-time) then precautions
SHOULD be taken to protect the core nenory of the server, or to
ensure that untrusted code cannot be execut ed.

7.5 Data Length and Buffering Considerations

This specification places no limts on the length of entity bodies
presented to the script. Scripts SHOULD NOT assune that statically
al | ocated buffers of any size are sufficient to contain the entire
submi ssion at one tinme. Use of a fixed |length buffer w thout carefu
overfl ow checking may result in an attacker exploiting ‘stack-
smashing’ or ‘stack-overflow vulnerabilities of the operating
system Scripts may spool |arge subm ssions to disk or other
buffering nedia, but a rapid succession of |arge subn ssions may
result in denial of service conditions. |f the CONTENT _LENGTH of an
entity-body is larger than resource considerations allow, scripts
SHOULD respond with ‘413 Request Entity Too Large.
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