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Abst ract

Thi s docunent forns a certificate profile for Qualified Certificates,
based on RFC 2459, for use in the Internet. The termQalified
Certificate is used to describe a certificate with a certain
qualified status within applicable governing law. Further, Qualified
Certificates are issued exclusively to physical persons.

The goal of this docurment is to define a general syntax independent
of local legal requirenents. The profile is however designed to
allow further profiling in order to nmeet specific |ocal needs.

It is inportant to note that the profile does not define any | egal
requirenents for Qualified Certificates.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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1 Introduction

This specification is one part of a famly of standards for the X 509
Public Key Infrastructure (PKI) for the Internet. It is based on RFC
2459, which defines underlying certificate formats and semantics
needed for a full inplenentation of this standard.

The standard profiles the format for a specific type of certificates
named Qualified Certificates. The term Qualified Certificates and
the assunptions that affects the scope of this docunent are di scussed
in Section 2.
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Section 3 defines requirenents on information content in Qualified
Certificates. This profile addresses two fields in the basic
certificate as well as five certificate extensions. The certificate
fields are the subject and issuer fields. The certificate extensions
are subject directory attributes, certificate policies, key usage, a
private extension for storage of bionmetric data and a private
extension for storage of statenents related to Qualified
Certificates. The private extensions are presented in the 1993
Abstract Syntax Notation One (ASN.1), but in conformance with RFC
2459 the 1988 ASN. 1 nodule in Appendix A contains all normative
definitions (the 1993 nodule in Appendix A is informative).

In Section 4, sonme security considerations are discussed in order to
clarify the security context in which Qualified Certificates are
assuned to be utilized. Section 5 contains the references.

Appendi x A contains all relevant ASN. 1 [ X. 680] structures that are
not already defined in RFC 2459. Appendi x B contains a note on
attributes. Appendix C contains an exanmple certificate. Appendix D
contains authors’ addresses and Appendi x E contains the | ETF

Copyri ght Statenent.

It should be noted that this specification does not define the
specific semantics of Qualified Certificates, and does not define the
policies that should be used with them That is, this docunent
defines what information should go into Qualified Certificates, but
not what that information nmeans. A systemthat uses Qualified
Certificates nust define its own semantics for the information in
Qualified Certificates. It is expected that |aws and corporate
policies will rmake these definitions.

2 Requirenments and Assunptions

The term"Qualified Certificate" has been used by the European
Conmi ssion to describe a certain type of certificates with specific
rel evance for European legislation. This specification is intended
to support this class of certificates, but its scope is not linmited
to this application.

Wthin this standard the term"Qualified Certificate" is used nore
generally, describing the format for a certificate whose prinmary
purpose is identifying a person with high | evel of assurance in
public non-repudi ation services. The actual mechanisms that will

deci de whether a certificate should or should not be considered to be
a "Qualified Certificate" in regard to any |egislation are outside
the scope of this standard.
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Har moni zation in the field of Qualified Certificates is essentia
within several aspects that fall outside the scope of RFC 2459. The
nmost i nmportant aspects that affect the scope of this specification
are:

2.1

Definition of nanes and identity information in order to identify
the associated subject in a uniform way.

Definition of information which identifies the CA and the
jurisdiction under which the CA operates when issuing a particular
certificate.

Definition of key usage extension usage for Qualified
Certificates.

Definition of information structure for storage of bionetric
i nformation.

Definition of a standardi zed way to store predefined statenments
with relevance for Qualified Certificates.

Requirenents for critical extensions.

Properties

A Qualified Certificate as defined in this standard is assuned to
have the foll ow ng properties:

The certificate is issued by a CA that nakes a public statenent
that the certificate serves the purpose of a Qualified
Certificate, as discussed in Section 2.2

The certificate indicates a certificate policy consistent with
liabilities, practices and procedures undertaken by the CA, as
di scussed in 2.3

The certificate is issued to a natural person (living human
bei ng) .

The certificate contains an identity based on a pseudonymor a
real nane of the subject.
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2.2 Statenent of Purpose

For a certificate to serve the purpose of being a Qualified
Certificate, this profile assunes that the CAwill have to include in
the certificate information that explicitly defines this intent.

The function of this information is thus to assist any concerned
entity in evaluating the risk associated with creating or accepting
signatures that are based on a Qualified Certificate.

This profile defines two conplenentary ways to include this
i nformati on:

- As information defined by a certificate policy included in the
certificate policies extension, and

- As a statenent included in the Qualified Certificates Statenents
ext ensi on.

2.3 Policy Issues

Certain policy aspects define the context in which this profile is to
be understood and used. It is however outside the scope of this
profile to specify any policies or |legal aspects that will govern
services that issue or utilize certificates according to this
profile.

It is however assuned that the issuing CAwll undertake to follow a
publicly avail able certificate policy that is consistent with its
liabilities, practices and procedures.

2.4 Uni queness of nanes

Di stinguished name is originally defined in X 501 [ X 501] as a
representation of a directory nane, defined as a construct that
identifies a particular object fromanong the set of all objects. An
obj ect can be assigned a distingui shed name w thout being represented
by an entry in the Directory, but this nane is then the name its
object entry could have had if it were represented in the Directory.
In the context of qualified certificates, a distinguished nane
denotes a set of attribute values [X 501] which forns a nane that is
unanbi guous within a certain domain that forms either a real or a
virtual DIT (Directory Information Tree)[ X.501]. In the case of

subj ect names the domain is assuned to be at |east the issuing domain
of the CA. The distinguished name MJUST be uni que for each subject
entity certified by the one CA as defined by the issuer nane field,
during the whole life tinme of the CA
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3 Certificate and Certificate Extensions Profile

This section defines a profile for Qualified Certificates. The
profile is based on the Internet certificate profile RFC 2459 which
inturn is based on the X 509 version 3 format. For ful

i mpl ementation of this section inplenmenters are REQU RED to consult
the underlying formats and senmantics defined in RFC 2459

ASN. 1 definitions relevant for this section that are not supplied by
RFC 2459 are supplied in Appendi x A

3.1 Basic Certificate Fields

Thi s specification provides additional details regarding the contents
of two fields in the basic certificate. These fields are the issuer
and subject fields.

3.1.1 |Issuer

The issuer field SHALL identify the organi zation responsible for
issuing the certificate. The name SHOULD be an officially registered
nane of the organization.

The identity of the issuer SHALL be specified using an appropriate
subset of the followi ng attributes:

domai nConponent ;
count r yNane;

st at eOr Provi nceNane;
organi zat i onNane;

| ocal i tyNane; and
seri al Nunber.

Additional attributes MAY be present but they SHOULD NOT be necessary
to identify the issuing organization

Attributes present in the issuer field SHOULD be consistent with the
| aws under which the issuer operates.

A relying party MAY have to consult associated certificate policies
and/or the issuer’s CPS, in order to determ ne the semantics of nane
fields and the | aws under which the issuer operates.

3.1.2 Subject
The subject field of a certificate conpliant with this profile SHALL

contain a distinguished nane of the subject (see 2.4 for definition
of distingui shed name).
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The subject field SHALL contain an appropriate subset of the
followi ng attributes:

count r yNane;
commonNamne;

sur nane;

gi venNane;
pseudonym
seri al Nunber ;
organi zat i onNane;
organi zat i onal Uni t Nane;
st at eOr Provi nceNane
| ocal i tyNane and
post al Addr ess.

O her attributes may be present but MUST NOT be necessary to
di stinguish the subject nane from ot her subject nanes within the
i ssuer donai n.

O these attributes, the subject field SHALL include at |east one of
the foll ow ng:

Choi ce I:  comonName
Choice 1l: givenName
Choice Ill: pseudonym

The countryNanme attribute value specifies a general context in which
other attributes are to be understood. The country attribute does
not necessarily indicate the subject’s country of citizenship or
country of residence, nor does it have to indicate the country of

i ssuance.

Note: Many X. 500 inplenmentations require the presence of countryName
inthe DIT. 1In cases where the subject nane, as specified in the
subject field, specifies a public X 500 directory entry, the
countryNane attribute SHOULD al ways be present.

The commonNane attribute value SHALL, when present, contain a nane of
the subject. This MAY be in the subject’s preferred presentation
format, or a format preferred by the CA, or sone other format.
Pseudonyns, nicknanes and nanes with spelling other than defined by
the regi stered name MAY be used. To understand the nature of the
nane presented in conmmonNane, conplying applications MAY have to
exam ne present values of the givenName and surname attributes, or
the pseudonym attri bute.

Sant esson, et al. St andards Track [ Page 7]



RFC 3039 Qualified Certificates Profile January 2001

Note: Many client inplenentations presuppose the presence of the
commonNane attribute value in the subject field and use this value to
di splay the subject’s nane regardl ess of present gi venNane, surname
or pseudonym attribute val ues.

The surnane and givenNanme attribute types SHALL, if present, contain
the registered nane of the subject, in accordance with the |aws under
which the CA prepares the certificate. These attributes SHALL be
used in the subject field if the commobnNane attribute is not present.
In cases where the subject only has a single nane registered, the

gi venName attribute SHALL be used and the surnane attribute SHALL be
om tted.

The pseudonym attribute type SHALL, if present, contain a pseudonym
of the subject. Use of the pseudonym attribute MJUST NOT be combi ned
with use of any of the attributes surnane and/or gi venNane.

The serial Nunber attribute type SHALL, when present, be used to
differentiate between names where the subject field would ot herw se
be identical. This attribute has no defined semantics beyond
ensuring uni queness of subject names. It MAY contain a nunber or
code assigned by the CA or an identifier assigned by a governnent or
civil authority. It is the CA's responsibility to ensure that the
serial Number is sufficient to resolve any subject name collisions.

The organi zati onNanme and t he organi zati onal Unit Name attribute types
SHALL, when present, be used to store the name and rel evant
informati on of an organi zation with which the subject is associated.
The type of association between the organi zation and the subject is
beyond t he scope of this docunent.

The postal Address, the stateO ProvinceNane and the | ocalityNane
attribute types SHALL, when present, be used to store address and
geographical information with which the subject is associated. If an
organi zati onNane val ue al so is present then the postal Address,
stateOr Provi nceNane and | ocalityName attribute val ues SHALL be

associ ated with the specified organi zati on. The type of association
bet ween t he postal Address, stateOr ProvinceName and the | ocalityName
and either the subject or the organizationName is beyond the scope of
t hi s docunent.

Conpliant inplenentations SHALL be able to interpret the attributes
named in this section.
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3.2 Certificate Extensions

Thi s specification provides additional details regarding the contents
of five certificate extensions. These extensions are the subject
directory attributes, certificate policies, key usage, private
extension for biometric information and private extension for
Qualified Certificate statenents.

3.2.1 Subject Directory Attributes

The subjectDirectoryAttributes extension MAY contain additional
attributes, associated with the subject, as conplenent to present
information in the subject field and the subject alternative name
ext ensi on.

Attributes suitable for storage in this extension are attri butes,

whi ch are not part of the subject’s distinguished name, but which MAY
still be useful for other purposes (e.g., authorization).

Thi s extensi on MJUST NOT be marked critical.

Conpliant inplenentations SHALL be able to interpret the foll ow ng
attributes:

title;
dateOrBirth;
pl aceO Birth;
gender;

countryOfCiti zenshi p; and
count ryOf Resi dence.

O her attributes MAY be included according to | ocal definitions.

The title attribute type SHALL, when present, be used to store a
desi gnated position or function of the subject within the

organi zation specified by present organizational attributes in the
subject field. The association between the title, the subject and
the organi zation is beyond the scope of this docunent.

The dateOfBirth attribute SHALL, when present, contain the val ue of
the date of birth of the subject. The manner in which the date of
birth is associated with the subject is outside the scope of this

docunent .

The placeOBirth attribute SHALL, when present, contain the val ue of
the place of birth of the subject. The manner in which the place of
birth is associated with the subject is outside the scope of this
docunent .
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The gender attribute SHALL, when present, contain the value of the
gender of the subject. For females the value "F' (or "f") and for
mal es the value "M (or "ni) have to be used. The nmanner in which
the gender is associated with the subject is outside the scope of
t hi s docunent.

The countryOfCitizenship attribute SHALL, when present, contain the
identifier of at |east one of the subject’s claimed countries of
citizenship at the time that the certificate was issued. |If the
subject is a citizen of nore than one country, nore than one country
MAY be present. Deternmination of citizenshipis a matter of |aw and
is outside the scope of this docunent.

The countryCOf Resi dence attribute SHALL, when present, contain the
val ue of at |east one country in which the subject is resident. |If
the subject is a resident of nore than one country, nore than one
country MAY be present. Determ nation of residence is a matter of
law and is outside the scope of this docunent.

3.2.2 Certificate Policies

The certificate policies extension SHALL contain the identifier of at
| east one certificate policy which reflects the practices and
procedures undertaken by the CA. The certificate policy extension
MAY be marked critical

Information provided by the issuer stating the purpose of the
certificate as discussed in Section 2.2 SHOULD be evident through
i ndi cated poli cies.

The certificate policies extension SHOULD i nclude all policy

i nformati on needed for validation of the certificate. |If policy
information is included in the QCStatenents extension (see 3.2.5),
then this informati on SHOULD al so be defined by indicated policies.

Certificate policies MAY be conmbined with any qualifier defined in
RFC 2459.

3.2.3 Key Usage

The key usage extension SHALL be present. |If the key usage
nonRepudi ation bit is asserted then it SHOULD NOT be conbined with
any other key usage , i.e., if set, the key usage non-repudiation

SHOULD be set excl usively.

The key usage extension MAY be marked critical
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3.2.4 Bionetric Information

This section defines an extension for storage of biometric
information. Bionetric information is stored in the formof a hash
of a bionmetric tenplate

The purpose of this extension is to provide nmeans for authentication
of bionetric information. The biometric information that corresponds
to the stored hash is not stored in this extension, but the extension
MAY include an URI pointing to a location where this information can
be obtained. |If included, this URI does not inply that this is the
only way to access this information.

It is RECOVWENDED that bionetric information in this extension is
limted to information types suitable for human verification, i.e.,
where the decision of whether the information is an accurate
representation of the subject is naturally perforned by a person
This inplies a usage where the bionetric information is represented
by, for exanple, a graphical imge displayed to the relying party,
whi ch MAY be used by the relying party to enhance identification of
the subject.

Thi s extensi on MUST NOT be marked critical

bionetriclnfo EXTENSION ::= {
SYNTAX Bi onmet ri cSynt ax
| DENTI FI ED BY i d- pe-bionetriclnfo }
i d- pe-bionetriclnfo OBJECT IDENTIFIER ::= {id-pe 2}
Bi ometricSyntax ::= SEQUENCE OF Bi onetricData
Bi ometricData ::= SEQUENCE {
typeO'BionetricbData TypeO Bi onetricDat a,
hashAl gorithm Al gorithm dentifier
bi onet ri cDat aHash OCTET STRI NG
sour ceDat aUr i I A5String OPTI ONAL }
TypeO' Bi onetricData ::= CHO CE {
predefi nedBi onetri cType Pr edef i nedBi onetri cType,
bi onetri cbDat al D OBJECT | DENTI FI ER }
Predef i nedBi onetricType ::= INTEGER { picture(0),
handw i tten-signature(1)} (picture|handwitten-signature,...)
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The predefined bionmetric type picture, when present, SHALL identify
that the source picture is in the formof a displayabl e graphical

i mage of the subject. The hash of the graphical imge SHALL only be
cal cul ated over the imge data excluding any |abels defining the

i mge type.

The predefined bionetric type handwitten-signature, when present,
SHALL identify that the source data is in the formof a displayable
graphi cal imge of the subject’s handwitten signature. The hash of
the graphical imge SHALL only be cal cul ated over the inmage data
excl uding any | abels defining the inage type.

3.2.5 Qualified Certificate Statenents

Thi s section defines an extension for inclusion of defined statenents
related to Qualified Certificates.

A typical statement suitable for inclusion in this extension MAY be a
statenment by the issuer that the certificate is issued as a Qualified
Certificate in accordance with a particular |egal system (as

di scussed in Section 2.2).

O her statenents suitable for inclusion in this extension MAY be
statenments related to the applicable legal jurisdiction within which
the certificate is issued. As an exanple this MAY include a maxi num
reliance limt for the certificate indicating restrictions on CA's
liability.

Each statenent SHALL include an object identifier for the statenent
and MAY al so include optional qualifying data contained in the
statenent | nfo paraneter.

If the statenmentinfo paranmeter is included then the object identifier
of the statement SHALL define the syntax and SHOULD define the
semantics of this paraneter. |If the object identifier does not
define the semantics, a relying party may have to consult a rel evant
certificate policy or CPS to determine the exact senantics.

This extension may be critical or non-critical. |If the extension is
critical, this means that all statements included in the extension
are regarded as critical.

gqcStatements EXTENSION :: = {
SYNTAX QCSt at enent s
| DENTI FI ED BY i d-pe-qcStatenments }
i d- pe-qcStatenents OBJECT IDENTIFIER ::={ id-pe 3}
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QCSt atenent s :: = SEQUENCE OF QCSt at enent

QCSt at enent @ : = SEQUENCE {
statenentld QC- STATEMENT. &l d({ Support edSt at enment s}),
statenent | nf o QC- STATEMENT. &Type
({SupportedStatenents}{@tatenentld}) OPTI ONAL }

SupportedSt at ements QC- STATEMENT ::= { gcStatenent-1,...}
3.2.5.1 Predefined Statenents

This profile includes one predefined object identifier (id-qcs-

pki xQCSynt ax-v1), identifying conformance with syntax and semantics
defined in this profile. This Qualified Certificate profile is
referred to as version 1.

gcStatement -1 QC- STATEMENT :: = { SYNTAX Semanti csl nfornation
| DENTI FI ED BY i d-gcs- pki xQCSynt ax-v1 }
-- This statenent identifies conformance with syntax and
-- semantics defined in this Qualified Certificate profile
-- (Version 1). The Semanticslnformation may optionally contain
-- additional senmantics infornmation as specified.

Semanti csl nformation :: = SEQUENCE {

semanticsldentifier OBJECT | DENTI FI ER OPTI ONAL,

naneRegi strati onAut horities NaneRegi strati onAuthorities

OPTI ONAL }
(WTH COVPONENTS {..., semanticsldentifier PRESENT}|
W TH COVPONENTS {..., naneRegi strationAuthorities PRESENT})

NanmeRegi strati onAuthorities ::= SEQUENCE SIZE (1.. MAX) OF

Gener al Nane

The Senenticslnfornmati on conponent identified by id-qcs-
pki xQCSynt ax-v1l MAY contain a semantics identifier and MAY identify
one or nore nane registration authorities.

The semanticsldentifier conponent, if present, SHALL contain an QO D,
defining semantics for attributes and nanes in basic certificate
fields and certificate extensions. The O D may define semantics for
all, or for a subgroup of all present attributes and/or nanes.

The NaneRegi strationAuthorities conmponent, if present, SHALL contain
a nane of one or nore name registration authorities, responsible for
registration of attributes or names associated with the subject. The
associ ation between an identified name registration authority and
present attributes MAY be defined by a senmantics identifier OD, by a
certificate policy (or CPS) or sone other inplicit factors.
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If a value of type SemanticsIinformation is present in a QCStatenent
then at | east one of the fields semanticsldentifier and
naneRegi strati onAut horities nust be present, as indicated.

4 Security Considerations

The legal value of a digital signature that is validated with a
Qualified Certificate will be highly dependent upon the policy
governing the use of the associated private key. Both the private
key holder as well as the relying party should make sure that the
private key is used only with the consent of the legitimte key
hol der .

Since the public keys are for public use with legal inplications for
i nvol ved parties, certain conditions should exist before CAs issue
certificates as Qualified Certificates. The associated private keys
must be unique for the subject, and nust be naintai ned under the
subject’s sole control. That is, a CA should not issue a qualified
certificate if the neans to use the private key is not protected
agai nst uni ntended usage. This inplies that the CA have sone

know edge about the subject’s cryptographic nodul e.

The CA must further verify that the public key contained in the
certificate is legitimately representing the subject.

CAs shoul d not issue CA certificates with policy mappi ng extensions
i ndi cating acceptance of another CA' s policy unless these conditions
are net.

Conbi ni ng the nonRepudi ation bit in the keyUsage certificate
extension with other keyUsage bits nay have security inplications and
this specification therefore recommends agai nst such practi ces.

The ability to conpare two qualified certificates to determne if
they represent the sane physical entity is dependent on the semantics
of the subjects’ nanes. The semantics of a particular attribute may
be different for different issuers. Conparing nanes without

know edge of the semantics of names in these particular certificates
may provi de m sl eading results.

This specification is a profile of RFC 2459. The security

consi derations section of that docunent applies to this specification
as wel | .
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6 Intellectual Property Rights

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
thi s docunent or the extent to which any license under such rights

m ght or night not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards rel ated docunentation can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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A. ASN. 1 definitions

As in RFC 2459, ASN. 1 nmodul es are supplied in two different variants
of the ASN. 1 syntax.

Appendix A1 is in the 1988 syntax, and does not use nacros.
However, since the nmodule inports type definitions fromnodules in
RFC 2459 which are not conpletely in the 1988 syntax, the sane
comments as in RFC 2459 regarding its use applies here as well; i.e.
Appendi x A.1 may be parsed by an 1988 ASN. 1-parser by renpving the
definitions for the UNIVERSAL types and all references to themin RFC
2459’ s 1988 nodul es.

3

Appendix A2 is in the 1993 syntax. However, since the nodul e
inmports type definitions fromnodules in RFC 2459 which are not
conpletely in the 1993 syntax, the sane coments as in RFC 2459
regarding its use applies here as well; i.e., Appendix A 2 may be
parsed by an 1993 ASN. 1-parser by renoving the UTF8String choice from
the definition of DirectoryString in the nodule PKIX1Explicit93 in
RFC 2459. Appendix A. .2 may be parsed "as is" by an 1997 ASN. 1

parser, however.

In case of discrepancies between these nbdules, the 1988 nodule is
the nornative one.

A. 1 1988 ASN. 1 Modul e

PKI Xqual i fi ed88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) id-nod(0)
i d-nod-qual ified-cert-88(10) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS ALL --

| MPORTS

Gener al Nane
FROM PKI X1l mplicit88 {iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d-pkixl-inplicit-88(2)}

Algorithmdentifier, DirectoryString, Attribute, AttributeType,
i d-pkix, id-pe, id-at

FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
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i d-pki x1-explicit-88(1)};
-- Locally defined A Ds

-- Arc for QC personal data attributes

January 2001

id-pda OBJECT IDENTIFIER ::= { id-pkix 9}
-- Arc for QC statenents
id-gcs OBJECT IDENTIFIER ::={ id-pkix 11 }
-- Attributes
i d-at-serial Number AttributeType ::={ id-at 5}
Seri al Nunber ::= PrintableString (Sl ZE(1..64))
i d- at - post al Addr ess AttributeType ::={ id-at 16 }
Post al Address :: = SEQUENCE SIZE (1..6) OF DirectoryString
i d-at - pseudonym AttributeType ::={ id-at 65 }
Pseudonym : : = DirectoryString
domai nConponent AttributeType ::=

{ 0 9 2342 19200300 100 1 25}
Domai nConponent :: = | A5String
i d-pda-dateO Birth AttributeType ::={ id-pda 1}
DateOfBirth ::= General i zedTi me
i d- pda-placeOBirth AttributeType ::={ id-pda 2 }
PlaceO'Birth ::= DirectoryString
i d- pda- gender AttributeType ::={ id-pda 3}
Gender ::= PrintableString (SIZE(1))

- "M, "F, "t oor MF
i d- pda-countryCfCitizenship AttributeType ::={ id-pda 4 }
CountryOFCiti zenship ::= PrintableString (SIZE (2))

-- 1SO 3166 Country Code
i d- pda- count ryOf Resi dence AttributeType ::={ id-pda 5}
Count ryCr Resi dence :: = PrintableString (SIZE (2))

-- 1 SO 3166 Country Code
-- Private extensions
-- Bionetric info extension

i d-pe-bionetriclnfo OBJECT IDENTIFIER ::= {id-pe 2}
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Bi ometricSyntax ::= SEQUENCE OF Bi onetricData
Bi ometricData ::= SEQUENCE {
typeO'BionetricbData TypeO Bi onetricDat a,
hashAl gorithm Al gorithm dentifier,
bi onet ri cDat aHash OCTET STRI NG
sour ceDat aUr i I A5String OPTI ONAL }
TypeO' Bi onetricData ::= CHO CE {
pr edefi nedBi onetri cType Pr edef i nedBi onetri cType,
bi onetricbataO d OBJECT | DENTI FI ER }
Predefi nedBi ometri cType ::= | NTEGER {

pi cture(0), handwritten-signature(l)}
(picture| handwitten-signature)

-- QC Statenents Extension

i d-pe-qcStatements OBJECT IDENTIFIER ::= { id-pe 3}
QCSt atenments ;= SEQUENCE OF QCSt at enent
QCSt at enent : : = SEQUENCE {
statenent | d OBJECT | DENTI FI ER,
statement|nfo ANY DEFI NED BY statenmentld OPTI ONAL}

-- QC statenents
i d- gcs- pki xQCSynt ax-v1 OBJECT IDENTIFIER ::={ id-qcs 1}

-- This statenent identifies conformance with syntax and
-- senmantics defined in this Qualified Certificate profile
-- (Version 1). This statenent nmay optionally contain

-- additional semantics information as specified bel ow

Semanticslnformation ::= SEQUENCE {
semanti cslndentifier OBJECT | DENTI FI ER OPTI ONAL,
naneRegi strati onAut horities NaneRegi strationAuthorities OPTI ONAL
} -- At least one field shall be present
NaneRegi strati onAuthorities ::= SEQUENCE SIZE (1..MAX) OF General Nane
END

A 2 1993 ASN.1 Modul e
PKI Xqual i fi ed93 {iso(1l) identified-organization(3) dod(6)

internet (1) security(5) nmechanisns(5) pkix(7) id-nod(0)
i d-nod-qualified-cert-93(11) }
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DEFI NI TI ONS EXPLI CI T TAGS :: =
BEG N

-~ EXPORTS ALL --

| MPORTS

aut horityKeyldentifier, subjectKeyldentifier, keyUsage,
ext endedKeyUsage, privat eKeyUsagePeriod, certificatePolicies,
pol i cyMappi ngs, subject Al t Nane, issuerAltNane, basicConstraints,
nameConstraints, policyConstraints, cRLDi stributionPoints,
subj ectDirectoryAttri butes, authoritylnfoAccess, General Nane,
OTHER- NAME
FROM PKI X1l mpl i cit93 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nechanisns(5) pkix(7) id-nod(0)
i d-pkix1l-inplicit-93(4)}

i d-pkix, A gorithmdentifier, ATTRI BUTE, Extension, EXTENSI ON,
DirectoryString{}, ub-name, id-pe, id-at, id-at-comonNane,
i d-at-surnanme, id-at-countryNanme, id-at-1|ocalityName,
i d-at-stateO Provi nceNane, id-at-organizati onNane,
i d-at-organi zati onal Uni t Name, id-at-givenNane, id-at-dnQualifier,
pkcs9emmi |, title, organizati onNanme, organizational Unit Nane,
stat eOr Provi nceNane, |ocalityName, countryName,
generationQualifier, dnQualifier, initials, givenNane, surnane,
comonNanme, nanme
FROM PKI X1Explicit93 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) id-nod(0)
i d- pkixl-explicit-93(3)};

-- (bject ldentifiers

-- Externally defined A Ds

i d-at-serial Number OBJECT | DENTIFIER ::
i d-at-postal Address OBJECT | DENTI FI ER : :
i d-at - pseudonym OBJECT | DENTI FI ER ::
i d- domai nConponent  OBJECT | DENTI FI ER : :

{ id-at 5}

{ id-at 16 }

{ id-at 65}

{ 0 9 2342 19200300 100 1 25 }

-- Locally defined O Ds

-- Arc for QC personal data attributes

i d-pda OBJECT | DENTIFIER ::
-- Arc for QC statenents
id-qcs OBJECT | DENTIFIER ::

{ id-pkix 9}

{ id-pkix 11}

-- Private extensions
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i d-pe-bionetriclnfo OBJECT IDENTIFIER ::= { id-pe 2}
i d- pe-qcStatement s OBJECT IDENTIFIER ::={ id-pe 3}
-- Personal data attributes

i d- pda-dateOBirth OBJECT IDENTIFIER ::={ id-pda 1}
i d- pda-pl aceOBirth OBJECT IDENTIFIER ::= { id-pda 2 }
i d- pda- gender OBJECT IDENTIFIER ::={ id-pda 3}
i d- pda-countryOfCitizenship OBJECT IDENTIFIER ::= { id-pda 4 }
i d- pda- count ryOf Resi dence OBJECT IDENTIFIER ::={ id-pda 5 }
-- QC statenents

i d- qcs- pki xQCSynt ax-v1 OBJECT IDENTIFIER ::= { id-qcs 1}
-- (Object Sets

-- The following information object set is defined to constrain the
-- set of legal certificate extensions. Note that this set is an
-- extension of the ExtensionSet defined in RFC 2459.
Ext ensi onSet EXTENSION :: = {

aut horityKeyl dentifier |

subj ect Keyl dentifier |

keyUsage |

ext endedKeyUsage |

pri vat eKeyUsagePeri od |

certificatePolicies |

pol i cyMappi ngs |

subj ect Al t Nane |

i ssuer Al t Nane |

basi cConstraints |

naneConstraints |

policyConstraints |

cRLDi stributionPoints |

subjectDirectoryAttributes |

aut horityl nfoAccess |

bi onetriclnfo |

gcStatements, ... }

-- The followi ng information object set is defined to constrain the

-- set of attributes applications are required to recognize in

-- distingui shed nanes. The set may of course be augnented to neet

-- local requirenments. Note that del eting nenbers of the set may

-- prevent interoperability with conform ng inplenentations, and that
-- this set is an extension of the SupportedAttributes set in RFC 2459.

SupportedAttri butes ATTRIBUTE :: = {
countryNanme | commonNane | surnanme | givenNane | pseudonym |
serial Number | organi zati onNarme | organi zati onal Uni t Name |
stateOr Provi nceNane | |ocalityNanme | postal Address |
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pkcs9emmi | | domai nConponent | dnQualifier,
. -- For future extensions -- }

-- The following information object set is defined to constrain the

-- set of attributes applications are required to recognize in

-- subjectDirectoryAttribute extensions. The set may be augnented to

-- meet local requirements. Note that deleting nenbers of the set

-- may prevent interoperability with conform ng inplenentations.

Per sonal Dat aAttri but eSet ATTRI BUTE :: = {
title | dateOBirth | placeOBirth | gender | countryOrCitizenship |
count ryO™f Resi dence, ... }

-- Attributes

-- serial Number from X. 520

serial Number ATTRI BUTE :: = {
W TH SYNTAX PrintableString (Sl ZE(1..64))
I D i d-at-serial Nunber }

-- postal Address from X 520

post al Address ATTRI BUTE :: = {
W TH SYNTAX SEQUENCE SI ZE (1..6) OF DirectoryString { 30 }
I D i d-at - post al Address }

-- pseudonym from (forthcomi ng) X 520)
pseudonym ATTRI BUTE :: = {
W TH SYNTAX DirectoryString { ub-name }
I D i d-at - pseudonym }

-- donmai nConponent from RFC 2247
domai nConponent ATTRI BUTE :: = {

W TH SYNTAX | A5String

I D i d- domai nConponent }

dateOBirth ATTRIBUTE :: = {
W TH SYNTAX General i zedTi ne
I D i d-pda-dateOBirth }

pl aceOBirth ATTRI BUTE ::= {
W TH SYNTAX DirectoryString { ub-name }
I D i d- pda-placeOBirth }

gender ATTRIBUTE ::= {
W TH SYNTAX PrintableString (Sl ZE(1) ~ FROM"M'|"F"|"ni]|"f"))
I D i d- pda- gender }

countryOfCitizenship ATTRIBUTE :: = {
W TH SYNTAX PrintableString (SIZE (2))
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(CONSTRAINED BY { -- 1SO 3166 codes only -- })
I D i d- pda-countryOfCitizenship }
count ryOf Resi dence ATTRIBUTE ::= {
W TH SYNTAX PrintableString (SIZE (2))
(CONSTRAINED BY { -- |1SO 3166 codes only -- })
I D i d- pda- countryCf Resi dence }

-- Private extensions

-- Bionetric info extension

bionetriclnfo EXTENSION ::= {
SYNTAX Bi onmet ri cSynt ax
| DENTI FI ED BY i d- pe-bionetriclnfo }
Bi ometricSyntax ::= SEQUENCE OF BionetricData
Bi onetricData ::= SEQUENCE {
typeO' Bi onetri cData TypeOf Bi onetri cDat a,
hashAl gorithm Al gorithm dentifier,
bi onet ri cDat aHash OCTET STRI NG,
sour ceDat alri | A5String OPTI ONAL,
-- For future extensions -- }
TypeO'Bi onetricData ::= CHO CE {
predefi nedBi omet ri cType Predefi nedBi onetri cType,
bi onetricbatalO d OBJECT | DENTI FI ER }
Pr edef i nedBi onetricType ::= INTEGER { picture(0),
handw i tten-signature(1)} (picture|handwitten-signature,...)

-- QC Statements Extension

gcStatements EXTENSION :: = {

SYNTAX QCSt at enent s

| DENTI FI ED BY i d-pe-qcStatenents }
QCSt atenments :: = SEQUENCE OF QCSt at enent
QCSt at enent : : = SEQUENCE {

statenmentld QC- STATEMENT. & d({ SupportedSt at enment s}),
statenment | nf o QC- STATEMENT. &Type
({SupportedStatenments}{@tatenmentld}) OPTI ONAL }

QC- STATEMENT ::= CLASS {

& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL }
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W TH SYNTAX {
[ SYNTAX &Type] | DENTI FIED BY & d }

gcStatement -1 QC- STATEMENT :: = { SYNTAX Semanticslnfornmation
| DENTI FI ED BY i d- qcs- pki xQCSynt ax-v1}
-- This statenent identifies conformance with syntax and
-- senmantics defined in this Qualified Certificate profile
-- (Version 1). The Semanticslnformation may optionally contain
-- additional semantics information as specified.

Semanticslnformation ::= SEQUENCE {
semanticsldentifier OBJECT | DENTI FI ER OPTI ONAL,
naneRegi strati onAut horities NaneRegi strationAuthorities OPTI ONAL
}(WTH COVPONENTS {..., semanticsldentifier PRESENT}|
W TH COVPONENTS {..., naneRegi strationAuthoriti es PRESENT})
NaneRegi strati onAuthorities ::= SEQUENCE SI ZE (1..MAX) OF General Nane

-- The following information object set is defined to constrain the
-- set of attributes applications are required to recognize as QCSs.
SupportedSt at ement s QC- STATEMENT :: = {

gqcStatement-1, ... -- For future extensions -- }

END
B. A Note on Attributes

This docunent defines several new attributes, both for use in the
subject field of issued certificates and in the

subjectDirectoryAttri butes extension. |In the interest of conformty,
they have been defined here using the ASN.1 ATTRI BUTE definition from
RFC 2459, which is sufficient for the purposes of this docurment, but
greatly sinmplified in conparison with 1SOI1TU s definition. A

conpl ete definition of these new attributes (including matching
rules), along with object classes to support themin LDAP-accessible
directories, can be found in [PKCS 9].

C. Exanple Certificate

This section contains the ASN. 1 structure, an ASN. 1 dunp, and the
DER- encoding of a certificate issued in conformance with this
profile. The exanple has been devel oped with the help of the GCSS
ASN. 1 conpiler. The certificate has the follow ng characteristics:

1. The certificate is signed with RSA and the SHA-1 hash
al gorithm

2. The issuer’s distinguished nane is O=GWD - Forschungszentrum
I nformati onst echni k GrbH; C=DE
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3. The subject’s distinguished nanme is CN=Petra M Barzin, O=GWD
- Forschungszentrum I nf or mati onst echni k GrbH, C=DE

4. The certificate was issued on May 1, 2000 and will expire on
Noverber 1, 2000

5. The certificate contains a 1024 bit RSA key

6. The certificate includes a critical key usage extension
excl usively indicating non-repudiation

7. The certificate includes a certificate policy identifier
extension indicating the practices and procedures undertaken
by the issuing CA (object identifier 1.3.36.8.1.1). The
certificate policy object identifier is defined by Tel eTrust,
Germany. It is required to be set in a certificate confornmant
to the German digital signature |aw

8. The certificate includes a subject directory attributes
extension containing the follow ng attri butes:

sur nanme: Bar zin

gi ven nane: Petra

date of birth: Cct ober, 14th 1971
pl ace of birth: Dar nst adt

country of citizenship: Ger many

gender: Femal e

9. The certificate includes a qualified statenent private
extension indicating that the nam ng registration authority’s
nanme as "nunici pality@larnstadt. de"

10. The certificate includes, in conformance with RFC 2459, an
authority key identifier extension.

C.1 ASN.1 Structure
C. 1.1 Extensions
Si nce extensions are DER-encoded al ready when placed in the structure
to be signed, they are for clarity shown here in the val ue notation
defined in [ X 680].
C.1.1.1 The subjectDirectoryAttributes extension
petrasSubjDirAttrs AttributesSyntax ::={
type id-pda-countrydCitizenship,

val ues {
PrintableString : "DE"
}

b

{
type id-pda-gender
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val ues {
PrintableString : "F"
}
H
{
type id-pda-datecBirth,
val ues {
General i zedTime : "197110140000Z"
}
H
{
type id-pda-placedBirth,
val ues {
DirectoryString : utf8String : "Darnstadt”
}
}

}
C. 1.1.2 The keyUsage extension

pet rasKeyUsage KeyUsage ::= {nonRepudi ation}

C.1.1.3 The certificatePolicies extension

petrasCertificatePolicies CertificatePoliciesSyntax ::

{

{

policyldentifier {1 3 36 8 1 1}
}
C. 1.1.4 The gcStatenents extension
pet rasQCSt at ement QCSt at enents ::= {
statenentld i d-gcs- pki xQCSynt ax-v1,
statementInfo Semanticslnformation : {

nameRegi strati onAuthorities {
rfc822Name : "rmunici pality@lar st adt. de"
}

}

C.1.1.5 The authorityKeyldentifier extension

petrasAKl AuthorityKeyldentifier ::= {
keyl dentifier *000102030405060708090A0BOCODOEOFFEDCBA98’ H
}
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C. 1.2 The certificate

The signed portion of the certificate is shown here in the val ue
notation defined in [ X.680]. Note that extension values are already
DER encoded in this structure. Some val ues has been truncated for
readabil ity purposes.

{

version v3,
seri al Nunber 1234567890,
signature

algorithm{ 1 2 840 113549 1 1 5 },
paranmeters RSAParans : NULL

3
i ssuer rdnSequence :
{
{
{
type { 2546 },
val ue PrintableString : "DE"
}
H
{
{
type { 2 5 4 10 },
val ue UTF8String :
"GWD - Forschungszentrum I nformati onstechni k GrbH'
}
}
1
validity
not Before utcTine : "000501100000Z",
not After utcTime : "001101100000Z"
b
subj ect rdnSequence
{
{
{
type { 254 6 },
val ue PrintableString : "DE"
}
b
{
{

type { 2 54 10 },
val ue UTF8String :
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"GWD For schungszentrum | nf ormati onst echni k GrbH'

}
b
{
type { 25 4 4},
val ue UTF8String : "Barzin"
b
{
type { 2 5 4 42 },
val ue UTF8String : "Petra"
}
}

} i)
subj ect Publ i cKeyl nf o

al gorithm

algorithm{ 1 2 840 113549 1 1 1 },
paranmeters RSAParans : NULL

}1
subj ect Publ i cKey ' 00110000 10000001 10000111 00000010 1000 ...'B
}1

ext ensi ons

{

extnld { 2529 9}, -- subjectDirectoryAttributes
ext nVal ue * 305B301006082B06010505070904310413024445300F0 ... " H

H
{

extnld { 2 5 29 15}, -- keyUsage
critical TRUE
ext nVal ue ' 03020640' H

IS
{

extnld { 2 529 32}, -- certificatePolicies
ext nVal ue ' 3009300706052B24080101" H

b
{

extnld { 2 529 35}, -- authorityKeyldentifier

extnVal ue ' 30168014000102030405060708090A0BOCODOEOFFEDCBA98’ H
H
{

extnld { 136 1557131}, -- gcStatenents

ext nVal ue ' 302B302906082B06010505070B01301D301B81196D756 ... ' H
}

}
}
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C.2 ASN. 1 dunp

This section contains an ASN. 1 dunp of the signed portion of the
certificate. Sonme values has been truncated for readability
pur poses.

TBSCertificate SEQUENCE: tag = [ UNI VERSAL 16] constructed;
I ength = 631
version : tag = [0] constructed; length = 3
Version INTEGER tag = [UNIVERSAL 2] primtive; length =1
2
seri al Nunber CertificateSerial Number | NTEGCER tag = [ UN VERSAL 2]
primtive; length = 4
1234567890
signature Algorithmdentifier SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 13
al gorithm OBJECT IDENTIFIER: tag = [ UNIVERSAL 6] primtive;
length = 9
{ 12 840 113549 1 1 5}
paraneters OpenType: NULL: tag = [ UNI VERSAL 5] primtive;
length = 0
NULL
i ssuer Name CHO CE
rdnSequence RDNSequence SEQUENCE OF: tag = [ UNI VERSAL 16]
constructed; length = 72
Rel ati veDi sti ngui shedNane SET OF: tag
constructed; length = 11
AttributeTypeAndVal ue SEQUENCE: tag
constructed; length =9
type OBJECT IDENTIFIER tag = [UNIVERSAL 6] prinmitive;
length = 3
{2546}
val ue OpenType: PrintableString: tag = [ UNI VERSAL 19]
primtive; length = 2
" DE"
Rel ati veDi sti ngui shedNane SET OF: tag
constructed; length = 57
Attri but eTypeAndVal ue SEQUENCE: tag
constructed; length = 55
type OBJECT I DENTIFIER tag = [UNIVERSAL 6] primtive;
length = 3
{ 25410}
val ue OpenType : UTF8String: tag = [ UNI VERSAL 12]
primtive; length = 48
0x474d44202d20466f 72736368756e67737a656e7472756d2049. .
validity Validity SEQUENCE: tag = [ UNI VERSAL 16] constructed;
Il ength = 30
not Bef ore Time CHO CE

[ UNI VERSAL 17]

[ UNI VERSAL 16]

[ UNI VERSAL 17]

[ UNI VERSAL 16]
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utcTinme UTCTinme: tag = [UNI VERSAL 23] primitive; length = 13
0005011000002
not After Time CHO CE
utcTime UTCTinme: tag = [ UNIVERSAL 23] primtive; length = 13

001101100000z
subj ect Nanme CHO CE
rdnSequence RDNSequence SEQUENCE OF: tag = [ UNI VERSAL 16]
constructed; length = 101
Rel ati veDi sti ngui shedNane SET OF: tag
constructed; length = 11
AttributeTypeAndVal ue SEQUENCE: tag
constructed; length =9
type OBJECT IDENTIFIER tag = [UNIVERSAL 6] prinmitive;
length = 3
{2546}
val ue OpenType: PrintableString: tag = [ UNl VERSAL 19]
primtive; length = 2
" DE"
Rel ati veDi sti ngui shedNane SET OF: tag
constructed; length = 55
Attri but eTypeAndVal ue SEQUENCE: tag
constructed; length = 53
type OBJECT IDENTIFIER tag = [UNIVERSAL 6] primtive;
length = 3
{ 25410}
val ue OpenType: UTF8String: tag = [ UNI VERSAL 12]
primtive; length = 46
0x474d4420466f 72736368756e67737a656e7472756d20496€66. .
Rel ati veDi sti ngui shedNane SET OF: tag = [ UNI VERSAL 17]
constructed; length = 29
AttributeTypeAndVal ue SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 13
type OBJECT IDENTIFIER tag = [UNIVERSAL 6] primtive;
length = 3
{ 2544}
val ue OpenType: UTF8String: tag = [ UNI VERSAL 12]
primtive; length = 6
0x4261727a696e
Attribut eTypeAndVal ue SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 12
type OBJECT IDENTIFIER tag = [UNIVERSAL 6] primtive;
length = 3
{ 25442}
val ue OpenType: UTF8String: tag = [ UNI VERSAL 12]
primtive; length =5
0x5065747261
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nfo SEQUENCE: tag =
[ UNI VERSAL 16] constructed; length = 157

[ UNI VERSAL 17]

[ UNI VERSAL 16]

[ UNI VERSAL 17]

[ UNI VERSAL 16]
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al gorithm Al gorithm dentifier SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 13
al gorithm OBJECT IDENTIFIER tag = [UNIVERSAL 6] primtive;
length = 9
{ 12840 113549 1 1 1}
parameters QpenType: NULL: tag

[ UNI VERSAL 5] prinitive;

length = 0
NULL
subj ect PublicKey BIT STRING tag = [ UNIVERSAL 3] primtive;
|l ength = 139
0x0030818702818100b8488400d4h6088be48ead459cal9ec717aaf 3d1d. .
extensions : tag = [3] constructed; length = 233
Ext ensi ons SEQUENCE OF: tag = [UNI VERSAL 16] construct ed;
I ength = 230
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16] constructed;
| ength = 100
extnld OBJECT IDENTIFIER tag = [ UNIVERSAL 6] primitive;
length = 3
{ 25299}
extnVal ue OCTET STRING tag = [UNIVERSAL 4] primtive;
| ength = 93

0x305b301006082h06010505070904310413024445300f 06082b060. .
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16] constructed;
length = 14
extnld OBJECT IDENTIFIER tag = [UNI VERSAL 6] primitive;
length = 3
{ 2529 15}
critical BOOLEAN. tag = [UNIVERSAL 1] primtive; length =1
TRUE
extnVal ue OCTET STRING tag = [UNIVERSAL 4] primitive;
length = 4
0x03020640
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16] constructed;
|l ength = 18
extnld OBJECT IDENTIFIER tag = [ UNI VERSAL 6] primtive;
length = 3
{ 2529 32}
extnVal ue OCTET STRING tag = [UNIVERSAL 4] primtive;
length = 11
0x3009300706052h24080101
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16] constructed;
length = 31
extnld OBJECT IDENTIFIER tag = [UNI VERSAL 6] primitive;
length = 3
{ 2529 35}
extnVal ue OCTET STRING tag = [UNIVERSAL 4] primtive;
|l ength = 24
0x30168014000102030405060708090a0b0c0d0e0f f edcba98
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Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16] constructed,;

Il ength = 57

extnld OBJECT IDENTIFIER tag = [UNI VERSAL 6] primtive;
length = 8
{136155713}

extnVal ue OCTET STRING tag = [UNIVERSAL 4] primitive;
I ength = 45
0x302b302906082b06010505070b01301d301b81196d756€6963697. .

C. 3 DER- encodi ng
This section contains the full, DER-encoded certificate, in hex.
 EAAC36ADACEA92319F9BFDD261AD2BFEA1EAB4EL7FEGT
8341EE52D9A0A8B4ADECO7B7ACC76762514045CEE9994E0CF37BAEOSF8DE33B35
FFO8BCE77742CE4B12273BD122137FE9020105A381E93081E630640603551D09
045D305B301006082B06010505070904310413024445300F06082B0601050507
09033103130146301D06082B060105050709013111180F313937313130313430
30303030305A301706082B06010505070902310B0C094461726D737461647430
OE0603551D0F0101FF04040302064030120603551D020040B3009300706052B24
080101301F0603551D23041830168014000102030405060708090A0BOCODOEOF
FEDCBA98303906082B06010505070103042D302B302906082B06010505070B01
301D301B81196D756E69636970616C697479406461726D73746164742E646530
0D06092A864886F70001010505000381810048FD14D9AFES61E4321D9AA40CCO
1C12893550CF76FBECBDE448926B0OAE6F904AB89E7B5F808666FB007218AC18D
28CE1E2D4A0FBF8C16B275CBA0547D7885B74059DEC736223368FC1602A510BC1
EB31E39F3967BE6B413D48BC743A0AB19C57FD20F3B393E8FEBDS8BO5SCAAS007D
AD36F9D789AEF636 A0ACOF93BCB3711B5907
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C.4 CA's public RSA key

This section contains the DER-encoded public RSA key of the CA who
signed the exanple certificate. It is included with the purpose of
simplifying verifications of the exanple certificate.

30818902818100ad1f 35964b3674c807b9f 8a645d2¢c8174e514b69a4b46a7382
915abbc44eccede914dae8f cc023abcea9c53380e641795cb0dda664b872f c10
9f 9bbb852bf 42d994f 634c681608e388dce240b558513e5b60027bd1a07cef 9¢
9b6db37c7elf 1abd238eed96e4b669056b260f 55e83f 14e6027127c9deb3ad18
af cd3f 8a5f 5bf 50203010001
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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