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1. Introduction

The Mul tiprotocol Label Switching Architecture is described in
[ARCH . It is possible to use Frame Relay swi tches as Label
Switching Routers. Such Frane Relay switches run network |ayer
routing algorithms (such as OSPF, 1S-1S, etc.), and their forwarding
is based on the results of these routing algorithnms. No specific
Frame Relay routing is needed.

When a Franme Relay switch is used for |abel switching, the top
(current) label, on which forwarding decisions are based, is carried
in the DLCl field of the Frane Relay data link |ayer header of a
frane. Additional information carried along with the top (current)

| abel , but not processed by Frane Relay switching, along with other

| abels, if the packet is nmultiply | abeled, are carried in the generic
MPLS encapsul ation defined in [ STACK].

Frame Rel ay permanent virtual circuits (PVCs) could be configured to
carry | abel swtching based traffic. The DLCIs would be used as MPLS
Label s and the Frane Relay switches woul d becone Frane Rel ay Label
Switching Routers, while the MPLS traffic would be encapsul at ed
according to this specification, and woul d be forwarded based on
network | ayer routing information.

The keywords MJUST, MJST NOT, MAY, OPTI ONAL, REQUI RED, RECOMVENDED,
SHALL, SHALL NOT, SHOULD, SHOULD NOT are to be interpreted as defined
in RFC 21109.

Thi s docunent is a conpanion docunent to [ STACK] and [ ATM.
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2. Term nol ogy
LSR

A Label Switching Router (LSR) is a device which inplenents the
| abel switching control and forwardi ng conponents described in

[ ARCH] .
LC FR

A label switching controlled Frane Relay (LC-FR) interface is a
Frame Relay interface controlled by the |Iabel swtching control

component. Packets traversing such an interface carry labels in
the DLCl field.

FR- LSR
A FR-LSRis an LSR with one or nore LC-FR interfaces which
forwards frames between two such interfaces using |abels carried
in the DLCl field.

FR-LSR domai n

A FR-LSR donain is a set of FR-LSRs, which are nmutually
i nterconnected by LCG-FR interfaces.

Edge Set

The Edge Set of an FR-LSR dommin is the set of LSRs, which are
connected to the domain by LC-FR interfaces.

For war di ng Encapsul ati on

The Forwardi ng Encapsul ation is the type of MPLS encapsul ation
(Frane Relay, ATM GCeneric) of a packet that determi nes the
packet’s MPLS forwarding, or the network |layer encapsulation if
that packet is forwarded based on the network |ayer (IP,
etc...)header.

I nput Encapsul ation
The | nput Encapsulation is the type of MPLS encapsul ati on (Frane
Rel ay, ATM GCeneric) of a packet when that packet is received on

an LSR' s interface, or the network |layer (1P, etc...)encapsulation
if that packet has no MPLS encapsul ati on.
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Qut put Encapsul ati on

The Qutput Encapsulation is the type of MPLS encapsul ation (Frane
Rel ay, ATM GCeneric) of a packet when that packet is transnmitted
on an LSR s interface, or the network |ayer (IP,
etc...)encapsulation if that packet has no MPLS encapsul ati on

I nput TTL

The Input TTL is the MPLS TTL of the top of the stack when a
| abel ed packet is received on an LSR interface, or the network
layer (IP) TTL if the packet is not | abeled.

Qut put TTL

The Qutput TTL is the MPLS TTL of the top of the stack when a
| abel ed packet is transnmitted on an LSR interface, or the network
layer (IP) TTL if the packet is not | abeled.

Additionally, this document uses term nology from[ARCH|
3. Special characteristics of Frame Relay Switches

Wil e the label switching architecture permts considerable
flexibility in LSR inplenmentation, a FR.LSR is constrai ned by the
capabilities of the (possibly pre-existing) hardware and the
restrictions on such matters as frame format inposed by the

Mul ti protocol |Interconnect over Frane Relay [MFR], or Frame Rel ay
standards [FRF], etc.... Because of these constraints, sone special
procedures are required for FR LSRs.

Sone of the key features of Franme Relay switches that affect their
behavi or as LSRs are:

- the | abel swapping function is perforned on fields (DLCl) in the
frane’s Frane Relay data |link header; this dictates the size and
pl acement of the label(s) in a packet. The size of the DLCl field
can be 10 (default) or 23 bits, and it can span two or four bytes
in the header.

- there is generally no capability to performa ' TTL-decrenent’
function as is perforned on |IP headers in routers.

- congestion control is performed by each node based on paraneters
that are passed at circuit creation. Flags in the frame headers
may be set as a consequence of congestion, or exceeding the
contractual paraneters of the circuit.
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- although in a standard switch it may be possible to configure
multiple input DLCls to one output DLCI resulting in a
mul ti point-to-point circuit, multipoint-to-nultipoint VCs are
generally not fully supported.

Thi s docunent describes ways of applying | abel switching to Frane
Rel ay switches, which work within these constraints.

4. Label Encapsul ation
By default, all |abel ed packets should be transnitted with the

generic | abel encapsulation as defined in [ STACK], using the frane
relay null encapsul ati on nechani sm

0 1 (Cctets)
o e e e e e e oo o e e e e e e oo +
(Cctets)0 | |
/ Q 922 Address /
/ (length 'n' equals 2 or 4) /
I I
o e e e e o e e e e +
no| I
/ . /
/ MPLS packet /
I : I
Tt Tt +

"n" is the length of the Q 922 Address which can be 2 or 4 octets.

The Q922 [ITU representation of a DLCl (in canonical order -
the first bit is stored in the least significant, i.e., the
right-nost bit of a byte in nenory) [CANON] is the foll ow ng:

7 6 5 4 3 2 1 0 (bit order)
oo oo oo oo oo oo oo oo +
(octet) 0 | DLCl (hi gh order) | 0 | 0 |
S S oo S S S S S +
1 | DLA(low order) | O | O | O | 1 |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
10 bits DLCI
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7 6 5 4 3 2 1 0 (bit order)
+----- +----- +----- +----- +----- +----- +----- +----- 00
(octet) 0 | DLCI (hi gh order) | 0 | O

+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - -
1 | DLC | o | O | O | 0 |

S R S R S R S R S R S R S R S R +
2 | DLCI | O

+----- +----- +----- +----- +----- +----- +----- +----- +
3 | DLCl (| ow order) | 0 | 1 |

+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +

23 bits DLC

The use of the frame relay null encapsulation inplies that |abels
inmplicitly encode the network protocol type.

Rul es regardi ng the construction of the |abel stack, and error
messages returned to the frame source are al so described in [ STACK].

The generic encapsul ation contains "n" |labels for a | abel stack of
depth "n" [STACK], where the top stack entry carries significant
values for the EXP, S, and TTL fields [ STACK] but not for the |abel,
which is rather carried in the DLClI field of the Frame Relay data

i nk header encoded in Q922 [ITU address fornat.

5. Frame Rel ay Label Switching Processing
5.1 Use of DLCs

Label switching is acconplished by associating | abels with routes and
using the | abel value to forward packets, including deternining the
val ue of any replacenment |abel. See [ARCH for further details. In
a FR-LSR, the top (current) MPLS | abel is carried in the DLCl field
of the Frane Relay data link |layer header of the franme. The top

| abel carries inplicitly information about the network protocol type.

For two connected FR-LSRs, a full-duplex connection nust be avail able
for LDP. The DLCI for the LDP VC is assigned a value by way of
configuration, simlar to configuring the DLCI used to run IP routing
protocol s between the switches.

Wth the exception of this configured value, the DLCl val ues used for
MPLS in the two directions of the Iink nay be treated as belonging to
two i ndependent spaces, i.e., VCs may be hal f-dupl ex, each direction

with its own DLCl.
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The al |l owabl e ranges of DLCls, the size of DLCls, and the support for

VC nergi ng MUST be communi cated t hrough LDP nmessages. Note that the

range of DLCIs used for |abels depends on the size of the DLCl field.
5.2 Honpbgeneous LSPs

If <LSR1, LSR2, LSR3> is an LSP, it is possible that LSRl, LSR2, and

LSR3 will use the same encodi ng of the | abel stack when transmitting
packet P fromLSRl, to LSR2, and then to LSR3. Such an LSP is
honogeneous.

5.3 Heterogeneous LSPs

If <LSR1, LSR2, LSR3> is an LSP, it is possible that LSR1L will use
one encoding of the | abel stack when transmitting packet P to LSR2,
but LSR2 will use a different encoding when transmtting a packet P
to LSR3. In general, the MPLS architecture supports LSPs with
different |abel stack encodings on different hops. Wen a | abeled
packet is received, the LSR nust decode it to determ ne the current
val ue of the | abel stack, then nust operate on the |abel stack to
determ ne the new | abel value of the stack, and then encode the new
val ue appropriately before transnmitting the | abel ed packet to its
next hop.

Naturally there will be MPLS networks which contain a comnbination of
Frame Relay switches operating as LSRs, and other LSRs, which operate
usi ng other MPLS encapsul ations, such as the Generic (MPLS shim
header), or ATM encapsul ation. |n such networks there may be sone
LSRs, which have Frane Relay interfaces as well as MPLS Ceneric
("MPLS sShinm') interfaces. This is one exanple of an LSR with
different |abel stack encodings on different hops of the sane LSP.
Such an LSR may swap off a Frane Rel ay encoded | abel on an incom ng
interface and replace it with a | abel encoded into a Generic MPLS
(MPLS shim) header on the outgoing interface.

5.4 Franme Relay Label Switching Loop Prevention and Contro
FR-LSRs SHOULD operate on |oop free FR-LSPs or LSP Franme Rel ay
segnments. Therefore, FR-LSRs SHOULD use | oop detection and MAY use
| oop prevention nechani snms as described in [ ARCH, and [LDP]

5.4.1 FR-LSRs Loop Control - MPLS TTL processing
The MPLS TTL encoded in the MPLS | abel stack is a nechani smused to:

(a) suppress |oops;

(b) limt the scope of a packet.
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When a packet travels along an LSP, it should energe with the same
TTL value that it would have had if it had traversed the sane
sequence of routers w thout having been | abel switched. |If the
packet travels along a hierarchy of LSPs, the total nunber of LSR-
hops traversed should be reflected in its TTL value when it energes
fromthe hierarchy of LSPs [ ARCH

The initial value of the MPLS TTL is |loaded into a newy pushed | abel
stack entry fromthe previous TTL val ue, whether that is fromthe
network | ayer header when no previous |abel stack existed, or froma
pre-existent |ower |evel |abel stack entry.

A FR-LSR switching sane | evel |abel ed packets does not decrenent the
MPLS TTL. A sequence of such FR-LSR is a "non-TTL segnent"

When a packet energes froma "non-TTL LSP segnent”, it shoul d however
reflect in the TTL the nunber of LSR-hops it traversed. 1In the

uni cast case, this can be achi eved by propagati ng a nmeani ngful LSP

Il ength or LSP Frane Relay segnment length to the FR-LSR i ngress nodes,
enabling the ingress to decrement the TTL val ue before forwarding
packets into a non-TTL LSP segnent [ ARCH]

When an ingress FR-LSR determ nes upon decrenenting the MPLS TTL t hat
a particular packet’s TTL will expire before the packet reaches the
egress of the "non-TTL LSP segnent”, the FR-LSR MJUST not |abel switch
the packet, but rather follow the specifications in [ STACK] in an
attenpt to return an error nmessage to the packet’s source

- it treats the packet as an expired packet and return an | CWP
nessage to its source

- it forwards the packet, as an unl abel ed packet, with a TTL that
reflects the IP (network |ayer) forwarding.

If the incomng TTL is 1, only the first option applies.

In the multicast case, a meaningful LSP |l ength or LSP segnent |ength
is propagated to the FR-LSR egress node, enabling the egress to
decrenment the TTL val ue before forwarding packets out of the non-TTL
LSP segnent.

5.4.2 Performng MPLS TTL cal cul ati ons
The cal cul ation applied to the "input TTL" that yields the "out put
TTL" depends on (i)the "input encapsul ation”, (ii)the "forwarding

encapsul ation", and (iii)the "output encapsulation". The
relationship anmong (i), (ii), and (iii), can be defined as a function
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"D'" of "input encapsul ation" (ie), "forwarding encapsul ation" (fe),
and "out put encapsul ation" (oe). Subsequently the cal cul ation
applied to the "input TTL" to yield the "output TTL" can be descri bed
as:

output TTL = input TTL - Die, fe, oe)
or in a brief notation:

output TTL = input TTL - d

where "d" has three possible values: "0","1", or "the nunber of hops
of the LSP segnent":

For wunicast transm ssion

[ ey Ly et et o}
| | Type of | Type of | Type of |
| d | I nput | For war di ng | Qut put |
| | Encapsulation | Encapsulation | Encapsul ation

[} e —————— e ———————————_—_ Ll ——_——————————— Ll ———————
| 0 | Frame Rel ay | Frame Rel ay | Frame Rel ay |
. +
| 1 | any | Generic MPLS | Generic MPLS |
. dememmeeeemeeaaaas oo mmeeemeeaaaas oo mmeeemeeaaaas +
| nurber of hops | | Generic MPLS | |

of | any | or | Frame Rel ay

| LSP segnent | | I P(network | ayer) | |
[ ey Ly et et o}

The "nunber of hops of the LSP segnment" is the value of the "hop
count” that is attached with the | abel used when the packet is
forwarded, if LDP [LDP] has provided such a "hop count” val ue when it
distributed the label for the LSP, that is the LDP nmessage had a "hop
count object". If LDP didn't provide a "hop count", or it provided
an "unknown" val ue, the default value of the "nunber of hops of the
segnent" is 1.

When sending a | abel binding upstream the "hop count" associ ated
with the correspondi ng binding fromdownstream if different than the
"unknown" val ue, MJST be increnented by 1, and the result transmtted
upstream as the hop count associated with the new binding (the
"unknown" value is transmitted unchanged). |f the new "hop count"”

val ue exceeds the "maxi mum val ue, the FR-LSR MJST NOT pass the

bi ndi ng upstream but instead MJST send an error upstream

[ LDP] [ ARCH] .
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For multicast transm ssion

fS ool s s s oo o sy sy o}
| | Type of | Type of | Type of |
| d | I nput | For war di ng | Qut put |
| | Encapsulation | Encapsulation | Encapsulation
| 0 | Frame Rel ay | Frame Rel ay | Frame Rel ay |
o e o e e e oo o e e e oo o e e e oo +
| | | Generic MPLS | |
| 1 | any | or | Frame Rel ay |
| | | 1 P(network | ayer) | |
S Fom e Fom e Fom e +
| nurber of hops | | Generic MPLS | |
| of | Frame Rel ay | or | any |
| LSP segnent | | I P(network | ayer) | |
[ ey s e e e e e, e
Referring to the "forwardi ng encapsul ati on" with the abbreviation "I"
for 1P (network layer), "G for Generic MPLS, and "F" for Frame Rel ay
MPLS, referring to an LSR interface with the abbreviation "i" if the
i nput or output encapsulation is IP and no MPLS encapsul ation, "g"
when the input or output MPLS encapsulation is Generic MPLS, "f" when
it is Frane Relay, "a" when it is ATM and furthernore considering
the synbols "ilf", "g&", "fF", etc... as LSRs with input,
forwardi ng and out put encapsul ati ons as referred above, the follow ng
descri bes exanples of TTL cal cul ations for the Hombgeneous and
Het er ogeneous LSPs di scussed in previous sections:
Honogeneous LSP
IP_ttl = n IP_ttl=npls_ttl-1 = n-6
————————— >ilf fli----nn--->
| mpls_ttl = n-5 A
I I
nunber of hops 1] Frame Rel ay | 5
I I
v 2 3 4 |
fRf--->fFf--->fFf--->fFf
"ilf" is "ingress LSR' in Frame Relay LSP and
calculates: npls ttl = IP_TTL - nunber of hops = n-5
"fli" is "egress LSR' from Frane Relay LSP, and
calculates: IP_ttl = nmpls_ttl-1 = n-6
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Het er ogeneous LSP

i ngress LSR egress LSR
IP_ttl =n IP_ttl =n - 15
I'i nks LAN  PPP FR ATM PPP FR LAN
--->i 1 g-->9&g- - >g& fGa ag- - >g¢ f&-->gli--->
hops 1 2 | 6 | | 9 | 10 | 13 ~ 14 15
|1 4 11 3| |1 3|
vV 2 3 | V. 2 | v 2 |
fFf-->fFf-->f Ff aAa-->aAa fFf-->f Ff
mpls_ttl
n-1 n-2 (n-2)-4=n-6 (n-6)-3=n-9 n-10 n-13 n-14

"ilg" is "ingress LSR' in LSP; it calculates: npls_ttl=n-1
"gE&" is "egress LSR' from Generic MPLS segnent, and

"ingress LSR'" in Frame Relay segnent and calculates: npls ttl=n-6
"fG" "egress LSR' from Frane Rel ay segnent, and

"ingress LSR' in ATM segnent and cal cul ates: npls_ttl=n-9
"gd@" is "egress LSR' from Generic MPLS segnent, and

"ingress LSR' in Frame Relay segnent and cal cul ates: npls_ttl=n-13
"fGg" is "egress LSR' from Frane Rel ay segnent, and

ingress LSR' in Generic MPLS segnent and cal cul ates: npls_ttl=n-14

gli" is "egress LSR' from LSP and calculates: IP_ttl=n-15
And further exanpl es:
Frame Relay Unicast -- TTL cal cul ated at ingress
(ingress LSR) 1 2 3 4
X-==>-coho-->oo - ->>- - +-->>---X (egress LSR)
o.ttl=i.ttl-4 | 2
N
hops 1]
I
X (ingress LSR)
o.ttl=i.ttl-3

Frame Relay Multicast -- TTL cal cul ated at egress

(egress LSR x o.ttl=i.ttl-3

hops |
"3
(ingress LSR) | o.ttl=i.ttl-4
X-m=>-mmh oo > mm - o> -+ -->---X (egress LSR
1 2 3 4
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5.5 Label Processing by Ingress FR-LSRs

VWhen a packet first enters an MPLS domain, the packet is forwarded by
normal network |layer forwarding operations with the exception that
the out goi ng encapsulation will include an MPLS | abel stack [ STACK]
with at |east one entry. The frane relay null encapsulation wll
carry information about the network | ayer protocol inmplicitly in the
| abel , which MJST be associated only with that network protocol. The
TTL field in the top |abel stack entry is filled with the network

|l ayer TTL (or hop Iimt) resulted after network |ayer forwarding

[ STACK]. The further FR-LSR processing is simlar in both possible
cases:

(a) the LSP is honpgeneous -- Frane Relay only -- and the FR-LSR is
the ingress.

(b) the LSP is heterogeneous -- Frane Relay, PPP, Ethernet, ATM
etc... segnments formthe LSP -- and the FR.LSRis the ingress into a
Frame Rel ay segment.

For uni cast packets, the MPLS TTL SHOULD be decrenented with the
nunber of hops of the Frane Relay LSP (honbgeneous), or Frane Rel ay
segnent of the LSP (heterogeneous). An LDP constructing the LSP
SHOULD pass neani ngful information to the ingress FR-LSR regarding
t he number of hops of the "non-TTL segment".

For multicast packets, the MPLS TTL SHOULD be decrenented by 1. An
LDP constructing the LSP SHOULD pass neaningful information to the
egress FR-LSR regardi ng the nunber of hops of the "non-TTL segnent".

Next, the MPLS encapsul ated packet is passed down to the Frane Rel ay
data link driver with the top | abel as output DLCI. The Franme Rel ay
frame carrying the MPLS encapsul ated packet is forwarded onto the
Frame Relay VC to the next LSR

5.6 Label Processing by Core FR-LSRs

In a FRRLSR the current (top) MPLS label is carried in the DLC
field of the Frane Relay data |ink | ayer header of the frane. Just
as in conventional Frane Relay, for a frame arriving at an interface,
the DLCl carried by the Frane Relay data |link header is | ooked up in
the DLCl Informati on Base, replaced with the correspondent out put
DLCl, and transmitted on the outgoing interface (forwarded to the
next hop node).
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The current |abel information is also carried in the top of the |abe
stack. In the top-level entry, all fields except the | abe
information, which is carried and switched in the Frame Relay frame
data link-1ayer header, are of current significance.

5.7 Label Processing by Egress FR-LSRs

When reaching the end of a Frame Relay LSP, the FR-LSR pops the | abe
stack [ARCH . |If the |abel popped is the last label, it is necessary
to determne the particular network |ayer protocol which is being
carried. The |abel stack carries no explicit information to identify
the network |ayer protocol. This must be inferred fromthe val ue of
the | abel which is popped fromthe stack

If the | abel popped is not the |ast |abel, the previous top |eve
MPLS TTL is propagated to the new top | abel stack entry.

If the FRLSR is the egress switch of a Frame Relay segnent of a
hybrid LSP, and the end of the Frane Rel ay segnment is not the end of
the LSP, the MPLS packet will be processed for forwarding onto the
next segment of the LSP based on the information held in the Next Hop
Label Forwarding Entry (NHLFE) [ARCH]. The output label is set to
the value fromthe NHLFE, and the MPLS TTL is decrenented by the
appropri ate val ue depending the type of the output interface and the
type of transmit operation (see section 6.3). Further, the MPLS
packet is forwarded according to the MPLS specifications for the
particular link of the next segnent of the LSP

For uni cast packets, the MPLS TTL SHOULD be decrenented by one if the
output interface is a generic one, or with the nunber of hops of the

next ATM segnent of the LSP (heterogeneous), if the output interface

is an ATM (non-TTL) interface.

For multicast packets, the MPLS TTL SHOULD be decrenented by the
nunber of hops of the FR segnent being exited. An LDP constructing
the LSP SHOULD pass neaningful information to the egress FR-LSR
regardi ng the number of hops of the FR "non-TTL segnent".

6. Label Switching Control Conponent for Franme Rel ay

To support |abel switching a Frane Relay Switch MJUST i npl enent the
control conponent of |abel sw tching, which consists primarily of

| abel allocation and mai ntenance procedures. Label binding

i nformati on MAY be communi cated by several nechanisns, one of which
is the Label Distribution Protocol (LDP) [LDP].

Conta, et al. St andards Track [ Page 13]



RFC 3034 Label Switching with Frame Rel ay January 2001

Since the | abel switching control conponent uses infornmation |earned
directly fromnetwork | ayer routing protocols, this inplies that the
switch MJST participate as a peer in these protocols (e.g., OSPF
IS-19).

In sone cases, LSRs may use other protocols (e.g., RSVP, PIM BGP) to
distribute | abel bindings. |In these cases, a Frane Relay LSR should
participate in these protocols.

In the case where Frane Relay circuits are established via LDP, or
RSVP, or others, with no involvenent fromtraditional Frane Rel ay
mechani sns, it is assunmed that circuit establishing contractua

i nformati on such as input/output nmaxi mum frane size,

i ncom ng/ out goi ng request ed/ agreed t hroughput, incom ng/outgoi ng
accept abl e t hroughput, incom ng/outgoing burst size,

i ncom ng/outgoing frane rate, used in transmtting, and congestion
control MAY be passed to the FR-LSRs through RSVP, or can be
statically configured. It is also assuned that congestion contro
and frame header flagging as a consequence of congestion, would be
done by the FR-LSRs in a simlar fashion as for traditional Frane
Relay circuits. Wth the goal of emulating a best-effort router as
default, the default VC paranmeters, in the absence of LDP, RSVP, or
ot her nechanisns participation to setting such paraneters, should be
zero CIR so that input policing will set the DE bit in incom ng
frames, but no frames are dropped.

Control and state information for the circuits based on MPLS MAY be
conmuni cat ed through LDP

Support of |abel switching on a Frane Relay switch requires
conformance only to [FRF] (fram ng, bit-stuffing, headers, FCS)

except for section 2.3 (PVC control signaling procedures, aka LM).

Q 933 signaling for PVCs and/or SVCs is not required. PVC and/or SVC
signaling may be used for non-MPLS (standard Frane Rel ay) PVCs and/ or
SVCs when both are running on the sane interface as MPLS, as

di scussed in the next section

6.1 Hybrid Switches (Ships in the N ght)

The exi stence of the |abel switching control conmponent on a Frane
Rel ay switch does not preclude the ability to support the Franme Rel ay
control conponent defined by the ITU and Franme Rel ay Forum on the
same switch and the sane interfaces (NICs). The two contro
components, |abel switching and those defined by | TU Frane Rel ay
Forum woul d operate independently.
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Definition of how such a device operates is beyond the scope of this
docunent. However, only a small anmount of information needs to be
consi stent between the two control conponents, such as the portions
of the DLCI space which are available to each conponent.

7. Label Allocation and M ntenance Procedures

The nechani sns and nessage formats of a Label Distribution Protoco
are docunented in [ARCH and [LDP]. The "downstream on-demand" | abe
al | ocati on and mai nt enance mechani sm di scussed in this section MJST
be used by FR-LSRs that do not support VC nerging, and it MAY al so be
used by FR-LSRs that do support VC nerging (note that this nechani sm
applies to hop-by-hop routed traffic):

7.1 Edge LSR Behavi or

Consi der a nenber of the Edge Set of a FR-LSR domain. Assune that,
as a result of its routing calculations, it selects a FR-LSR as the
next hop of a certain route (FEC), and that the next hop is reachabl e
via a LG Franme Relay interface. Assune that the next-hop FR-LSR is
an "LDP-peer" [ARCH [LDP]. The Edge LSR sends an LDP "request"”
message for a label binding fromthe next hop, downstream LSR  Wen
the Edge LSR receives in response fromthe downstream LSR t he | abe

bi nding information in an LDP "mappi ng" nmessage, the label is stored
in the Label Information Base (LIB) as an outgoing | abel for that

FEC. The "mappi ng" message may contain the "hop count” object, which
represents the nunber of hops a packet will take to cross the FR-LSR
domain to the Egress FR-LSR when using this label. This information
may be stored for TTL calculation. Once this is done, the LSR may
use MPLS forwarding to transmt packets in that FEC

When a nmenber of the Edge Set of the FR-LSR domain receives an LDP
"request” message froma FR-LSR for a FEC, it neans it is the
Egress-FR-LSR. It allocates a |abel, creates a newentry inits
Label Information Base (LIB), places that [abel in the incom ng | abe
conmponent of the entry, and returns (via LDP) a "mapping" nessage
containing the allocated | abel back upstreamto the LDP peer that
originated the request. The "mappi ng" nmessage contains the "hop
count"” object value set to 1.

When a routing cal culation causes an Edge LSR to change the next hop
for a route, and the forner next hop was in the FR-LSR domain, the
Edge LSR should notify the former next hop (via an LDP "rel ease”
message) that the | abel binding associated with the route is no

| onger needed.
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When a Frame Rel ay-LSR receives an LDP "request" nessage for a
certain route (FEC) from an LDP peer connected to the FR-LSR over a
LC-FR interface, the FR-LSR takes the follow ng actions

- it allocates a label, creates a newentry in its Labe
I nformati on Base (LIB), and places that |abel in the incom ng
| abel component of the entry;

- it propagates the "request”, by sending an LDP "request"”
message to the next hop LSR, downstream for that route (FEC);

In the "ordered control" node [ARCH], the FRRLSR will wait for its
"request" to be responded from downstreamwi th a "mappi ng" nessage
before returning the "mappi ng" upstreamin response to a "request"
("ordered control” approach [ARCH]). |In this case, the FR- LSR
increments the hop count it received fromdownstream and uses this
value in the "mapping" it returns upstream

Alternatively, the FR-LSR may return the binding upstream w thout
waiting for a binding fromdownstream ("i ndependent control" approach
[ARCH]). In this case, it uses a reserved value for hop count in the
"mapping", indicating that it is 'unknown' . The correct value for
hop count will be returned |ater, as described bel ow.

Since both the "ordered" and "independent" control has advantages and
di sadvantages, this is left as an inplenmentation, or configuration
choi ce.

Once the FR-LSR receives in response the |abel binding in an LDP
"mappi ng" nmessage fromthe next hop, it places the Iabel into the
out goi ng | abel conponent of the LIB entry.

Note that a FR-LSR, or a nmenber of the edge set of a FR-LSR donmain
may receive multiple binding requests for the sane route (FEC) from
the sane FR-LSR It nust generate a new "mappi ng" for each "request"
(assum ng adequate resources to do so), and retain any existing

mappi ng(s). For each "request” received, a FR-LSR should al so
generate a new binding "request” toward the next hop for the route
(FEC).

When a routing cal culation causes a FR-LSR to change the next hop for
a route (FEC), the FR-LSR should notify the former next hop (via an
LDP "rel ease" nmessage) that the | abel binding associated with the
route is no | onger needed.

When a LSR receives a notification that a particular |abel binding is

no | onger needed, the LSR may deal |l ocate the | abel associated with
the binding, and destroy the binding. This node is the "conservative
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| abel retention nmode" [ARCH . In the case where a FR-LSR receives
such notification and destroys the binding, it should notify the next
hop for the route that the | abel binding is no | onger needed. |If a

LSR does not destroy the binding (the FR-LSR is configured in

"l'i beral |abel retention node" [ARCH]), it nay re-use the binding
only if it receives a request for the sane route with the sanme hop
count as the request that originally caused the binding to be
creat ed.

When a route changes, the | abel bindings are re-established fromthe
poi nt where the route diverges fromthe previous route. LSRs
upstream of that point are (with one exception, noted bel ow)
oblivious to the change. Whenever a LSR changes its next hop for a
particular route, if the new next hop is a FR-LSR or a nenber of the
edge set reachable via a LGFR interface, then for each entry inits
LI B associated with the route the LSR should request (via LDP) a

bi nding fromthe new next hop

When a FR-LSR receives a | abel binding froma downstream nei ghbor, it
may al ready have provided a corresponding | abel binding for this
route to an upstream nei ghbor, either because it is using
"independent control" or because the new binding fromdownstreamis
the result of a routing change. 1In this case, it should extract the
hop count fromthe new binding and increment it by one. |[|f the new
hop count is different fromthat which was previously conveyed to the
upstream nei ghbor (including the case where the upstream nei ghbor was
gi ven the val ue *unknown’) the FR-LSR nust notify the upstream

nei ghbor of the change. Each FR-LSR in turn increnents the hop count
and passes it upstreamuntil it reaches the ingress Edge LSR

Whenever a FR-LSR originates a |l abel binding request to its next hop
LSR as a result of receiving a | abel binding request from another
(upstream) LSR, and the request to the next hop LSR is not satisfied,
the FR-LSR should destroy the binding created in response to the
recei ved request, and notify the requester (via an LDP "wi thdraw'
nmessage) .

When an LSR deternmines that it has lost its LDP session wth another
LSR, the follow ng actions are taken

- MJST discard any binding information |earned via this
connecti on;

- For any |l abel bindings that were created as a result of
recei ving | abel binding requests fromthe peer, the LSR may
destroy these bindings (and deal | ocate | abels associated with
t hese bindi ng).
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7.2 Efficient use of |abel space - Merging FR LSRs

The above di scussion assunes that an edge LSR will request one | abel
for each prefix in its routing table that has a next hop in the FR
LSR domain. In fact, it is possible to significantly reduce the
nunber of |abels needed by having the edge LSR request instead one

| abel for several routes. Use of many-to-one nmappi ngs between routes
(address prefixes) and | abels using the notion of Forwarding
Equi val ence C asses (as described in [ARCH) provides a nmechanismto
conserve the nunber of | abels.

Not e that conserving | abel space (VC nerging) may be restricted in
case the frame traffic requires Frane Relay fragnentation. The issue
is that Frame Relay fragnments nust be transmitted in sequence, i.e.,
fragments of distinct frames nust not be interleaved. |If the
fragnmenting FR-LSR ensures the transm ssion in sequence of al
fragnments of a franme, without interleaving with fragnents of other
franes, then | abel conservation (VC nerging) can be perforned.

When | abel conservation is used, when a FR-LSR recei ves a bindi ng
request froman upstreamLSR for a certain FEC, and it does already
have an outgoing |abel binding for that FEC, it does not need to

i ssue a downstream binding request. Instead, it nay all ocate an
incomng label, and return that label in a binding to the upstream
requester. Packets received fromthe requester, with that |abel as
top label, will be forwarded after replacing the label with the

exi sting outgoing |label for that FEC. If the FR-LSR does not have an
out goi ng | abel binding for that FEC, but does have an outstanding
request for one, it need not issue another request. This neans that
in a | abel conservation case, a FR-LSR nust respond with a new

bi nding for every upstreamrequest, but it may need to send one

bi ndi ng request downstream

In case of | abel conservation, if a change in the routing table
causes FR-LSR to sel ect a new next hop for one of its FECs, it MAY
rel ease the binding for that route fromthe forner next hop. |If it
doesn’t al ready have a correspondi ng binding for the new next hop, it
must request one (note that the choice depends on the | abel retention

nmode [ ARCH]).

If a new binding is obtained, which contain a hop count that differs
fromthat of the old binding, the FRLSR nust process the new hop
count: increnment by 1, if different than "unknown", and notify the
upstream nei ghbors who have | abel bindings for this FEC of the new
value. To ensure that |loops will be detected, if the new hop count
exceeds the "maxi munt value, the |abel values for this FEC must be
wi thdrawn fromall upstream nei ghbors to whom a bi ndi ng was
previously sent.
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7.3 LDP nmessages specific to Frame Rel ay

The Label Distribution Protocol [LDP] nessages exchanged between two
Frame Relay "LDP-peer" LSRs may contain Frane Relay specific
i nformati on such as:

"Frane Rel ay Label Range":

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Reserved | Len]| M ni num DLCI |
i e e R ol T o b i o I R S T
| Reserved | Maxi mum DLCI |
B i s T T i i o S o T Ji I

with the followi ng fields:

Reserved
This fields are reserved. They nust be set to zero on
transm ssi on and nmust be ignored on receipt.

Len
This field specifies the nunber of bits of the DLCI. The
foll owi ng val ues are support ed:

Len DLCl bits

0 10
2 23

Len values 1 and 3 are reserved for future use.

M ni mum DLC
This 23 bit field is the binary value of the | ower bound of a
bl ock of Data Link Connection Identifiers (DLCIs) that is
supported by the originating FR-.LSR. The M ni mum DLCI shoul d be
right justified in this field and the preceding bits should be set
to O.

Maxi mum DLC
This 23 bit field is the binary value of the upper bound of a
bl ock of Data Link Connection lIdentifiers (DLCIs) that is
supported by the originating FR-LSR. The Maxi mum DLCI shoul d be
right justified in this field and the preceding bits should be set
to O.
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"Franme Relay Merge":

01234567
i ok It S S R R
| Reserved M
R e s i T

with the followi ng fields:

Mer ge
One bit field that specifies the nerge capabilities of the FRLSR
Val ue Meani ng
0 Merge NOT supported
1 Mer ge supported

A FR-LSR that supports VC nergi ng MIST ensure that fragnented
franes fromdistinct incoming DLCls are not interleaved on the
out goi ng DLCI.

Reser ved
This field is reserved. |t nust be set to zero on transni ssion
and nust be ignored on receipt.

and "Franme Rel ay Label ":

0 1 2 3
01234567890123456789012345678901
T S T

+-
| Reserved | Len]| DLCI |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

with the following fields:
Reserved
This field is reserved. It must be set to zero on transnission and
must be ignored on receipt.
Len
This field specifies the nunber of bits of the DLCI. The follow ng
val ues are support ed:
Len DLC bits

0 10
2 23
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Len values 1 and 3 are reserved for future use.

DLCI
The binary value of the Frane Relay Label. The significant nunber
of bits (10 or 23) of the |abel value are to be encoded into the
Data Link Connection ldentifier (DLCl) field when part of the
Frame Relay data |link header (see Section 4.).

8. Security Considerations
This section | ooks at the security aspects of:
(a) frane traffic,
(b) label distribution

MPLS encapsul ation has no effect on authenticated or encrypted
network | ayer packets, that is |IP packets that are authenticated or
encrypted will incur no change.

The MPLS protocol has no nechanisns of its own to protect against
m sdirection of packets or the inpersonation of an LSR by accident or
mal i ci ous intent.

Al'tering by accident or forgery an existent |label in the DLCl field
of the Frame Relay data link |ayer header of a frame or one or nore
fields in a potentially followi ng | abel stack affects the forwarding
of that frame.

The | abel distribution mechani smcan be secured by applying the
appropriate level of security to the underlying protocol carrying
| abel information - authentication or encryption - see [LDP].
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