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Pref ace

The NAT operation described in this document extends address
translation introduced in RFC 1631 and includes a new type of network
address and TCP/UDP port translation. 1In addition, this docunent
corrects the Checksum adj ustment al gorithm published in RFC 1631 and
attenpts to discuss NAT operation and limtations in detail.

Abst ract

Basi ¢ Network Address Translation or Basic NAT is a nethod by which

| P addresses are mapped from one group to another, transparent to end
users. Network Address Port Translation, or NAPT is a nethod by

whi ch many network addresses and their TCP/ UDP (Transni ssion Contro
Prot ocol / User Datagram Protocol) ports are translated into a single
network address and its TCP/UDP ports. Together, these two
operations, referred to as traditional NAT, provide a nmechanismto
connect a realmwith private addresses to an external realmwth

gl obal | y uni que regi stered addresses.

1. Introduction
The need for | P Address translation arises when a network’s interna
| P addresses cannot be used outside the network either for privacy
reasons or because they are invalid for use outside the network
Net wor k t opol ogy outside a | ocal domain can change in many ways.

Custonmers may change provi ders, company backbones may be reorgani zed,
or providers may nerge or split. \Whenever external topol ogy changes
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with tinme, address assignment for nodes within the |ocal domain nust
al so change to reflect the external changes. Changes of this type
can be hidden fromusers within the domain by centralizing changes to
a single address transl ation router

Basi ¢ Address translation would (in nmany cases, except as noted in

[ NAT-TERM and section 6 of this docunment) allow hosts in a private
network to transparently access the external network and enable
access to selective local hosts fromthe outside. Organizations with
a network setup predominantly for internal use, with a need for

occasi onal external access are good candi dates for this schene.

Many Small O fice, Hone Ofice (SOHO users and tel ecomuting

enpl oyees have multiple Network nodes in their office, running

TCP/ UDP applications, but have a single |IP address assigned to their
renote access router by their service provider to access renote
networks. This ever increasing community of renpte access users
woul d be benefited by NAPT, which would permt nmultiple nodes in a

| ocal network to sinultaneously access renote networks using the
single I P address assigned to their router.

There are limtations to using the translation nmethod. It is
mandatory that all requests and responses pertaining to a session be
routed via the sane NAT router. One way to ascertain this would be
to have NAT based on a border router that is unique to a stub domain,
where all | P packets are either originated fromthe domain or
destined to the domain. There are other ways to ensure this with
mul ti pl e NAT devices. For exanple, a private domain could have two
distinct exit points to different providers and the session flow from
the hosts in a private network could traverse through whi chever NAT
device has the best nmetric for an external host. When one of the NAT
routers fail, the other could route traffic for all the connections.
There is however a caveat with this approach, in that, rerouted flows
could fail at the time of switchover to the new NAT router. A way to
overcone this potential problemis that the routers share the sane
NAT configurati on and exchange state information to ensure a fail-
saf e backup for each other.

Address translation is application independent and often acconpani ed
by application specific gateways (ALGs) to perform payl oad nonitoring
and alterations. FTP is the nost popular ALG resident on NAT
devices. Applications requiring ALG intervention rmust not have their
payl oad encoded, as doing that woul d effectively disables the ALG

unl ess the ALG has the key to decrypt the payl oad.

Thi s solution has the di sadvantage of taking away the end-to-end

significance of an I P address, and naking up for it with increased
state in the network. As a result, end-to-end IP network | eve
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security assured by |IPSec cannot be assuned to end hosts, with a NAT
device enroute. The advantage of this approach however is that it
can be installed w thout changes to hosts or routers.

Definition of terms such as "Address Real ni', "Transparent Routing",
"TU Ports", "ALG' and others, used throughout the docunment, nay be
found in [ NAT- TERM .

2. Overview of traditional NAT

The Address Transl ati on operation presented in this docunent is
referred to as "Traditional NAT'. There are other variations of NAT
that will not be explored in this document. Traditional NAT would
all ow hosts within a private network to transparently access hosts in
the external network, in nost cases. |In a traditional NAT, sessions
are uni-directional, outbound fromthe private network. Sessions in
the opposite direction may be all owed on an exceptional basis using
static address maps for pre-selected hosts. Basic NAT and NAPT are
two variations of traditional NAT, in that translation in Basic NAT
islimted to | P addresses al one, whereas translation in NAPT is
extended to include I P address and Transport identifier (such as
TCP/ UDP port or |ICMP query ID).

Unl ess nentioned ot herw se, Address Transl ation or NAT throughout
this docunent will pertain to traditional NAT, nanely Basic NAT as
well as NAPT. Only the stub border routers as described in figure 1
bel ow may be configured to perform address translation

\ |/ . /
. +  WAN . e m e e +/

St ub bbrder
Figure 1: Traditional NAT Configuration
2.1 Overview of Basic NAT

Basi ¢ NAT operation is as follows. A stub domain with a set of
private network addresses could be enabled to comunicate with
external network by dynami cally mapping the set of private addresses
to a set of globally valid network addresses. |If the number of |oca
nodes are less than or equal to addresses in the gl obal set, each

| ocal address is guaranteed a gl obal address to map to. O herw se,
nodes all owed to have simnultaneous access to external network are
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limted by the nunber of addresses in global set. Individual |oca
addresses may be statically mapped to specific global addresses to
ensure guaranteed access to the outside or to allow access to the

| ocal host fromexternal hosts via a fixed public address. Miltiple
si mul t aneous sessions nay be initiated froma |ocal node, using the
same address mappi ng.

Addresses inside a stub domain are |local to that domain and not valid
outside the domain. Thus, addresses inside a stub domain can be
reused by any other stub domain. For instance, a single Class A
address could be used by nmany stub domains. At each exit point

bet ween a stub domai n and backbone, NAT is installed. |If there is
nmore than one exit point it is of great inportance that each NAT has
the sane transl ation table.

For instance, in the exanple of figure 2, both stubs A and B
internally use class A private address block 10.0.0.0/8 [ RFC 1918].
Stub A's NAT is assigned the class C address bl ock 198. 76. 29. 0/ 24,
and Stub B's NAT is assigned the class C address bl ock
198.76.28.0/24. The class C addresses are globally unique no other
NAT boxes can use them

\ |/
o +
| Regi onal Router|
o m e e e oo - +
VAN | | WAN
I I
Stub A ... |.... . | oo Stub B
I I
{s=198.76.29.7," | | v{s=198.76.29.7,
d=198. 76. 28. 4} | | v d=198.76. 28. 4}
o e e e oo + o e e e oo +
| Stub Rout er w NAT| | Stub Rout er w NAT|
o e e e oo + o e e e oo +
I
| LAN LAN |
I I
{s=10.33.96.5, ~ | | v{s=198.76.29.7,
d=198. 76. 28. 4} N +--+ +--+ v d=10. 81. 13. 22}
|--1 |--1
I\ I\
10.33.96.5 10. 81. 13. 22

Figure 2: Basic NAT Qperation
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When stub A host 10.33.96.5 wi shes to send a packet to stub B host
10.81.13.22, it uses the globally unique address 198.76.28.4 as
destination, and sends the packet to its primary router. The stub
router has a static route for net 198.76.0.0 so the packet is
forwarded to the WAN-1i nk. However, NAT translates the source
address 10.33.96.5 of the | P header to the gl obally unique
198.76.29.7 before the packet is forwarded. Likew se, |P packets on
the return path go through simlar address transl ations.

Notice that this requires no changes to hosts or routers. For

i nstance, as far as the stub A host is concerned, 198.76.28.4 is the
address used by the host in stub B. The address translations are
transparent to end hosts in nost cases. O course, this is just a
simpl e exanmple. There are numerous issues to be expl ored.

2.2. Overview of NAPT

Say, an organi zation has a private P network and a WAN link to a
service provider. The private network’s stub router is assigned a
globally valid address on the WAN |link and the remai ning nodes in the
organi zati on have | P addresses that have only | ocal significance. 1In
such a case, nodes on the private network could be all owed

si mul t aneous access to the external network, using the single
registered I P address with the aid of NAPT. NAPT would all ow nmapping
of tuples of the type (local |P addresses, local TU port nunber) to
tuples of the type (registered | P address, assigned TU port number).

This nodel fits the requirenents of nost Small O fice Hone Ofice
(SOHO) groups to access external network using a single service

provi der assigned |IP address. This nodel could be extended to allow
i nbound access by statically mapping a | ocal node per each service TU
port of the registered | P address.

In the exanple of figure 3 below, stub Ainternally uses class A

address block 10.0.0.0/8. The stub router’s WAN interface is
assigned an | P address 138.76.28.4 by the service provider
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\
o m e e e e e e e oo +
| Servi ce Provider Router
o e e e e oo oo +
WAN |
I
Stub A ... | ..
I
N{s=138. 76. 28. 4, sport =1024, | v{s=138.76.29.7, sport = 23,
A d=138. 76. 29. 7, dport =23} | v d=138.76.28.4, dport = 1024}
S +
| Stub Router w NAPT
. +
I
| LAN

| ~s=10.0.0. 10, sport=3017, | v{s=138.76.29.7, sport=23,
| A d=138. 76.29. 7, dport =23} | v d=10.0.0.10, dport=3017}
I I

+- -+ +- -+ +- -+
[--1 [--1 [--1

[\ [\ [\

10.0.0.1 10.0.0.2 ..... 10.0.0. 10

Fi gure 3: Network Address Port Translation (NAPT) Operation

VWhen stub A host 10.0.0.10 sends a tel net packet to host 138.76.29.7,
it uses the globally unique address 138.76.29.7 as destination, and
sends the packet to it’s primary router. The stub router has a
static route for the subnet 138.76.0.0/16 so the packet is forwarded
to the WAN-1i nk. However, NAPT translates the tuple of source
address 10.0.0.10 and source TCP port 3017 in the IP and TCP headers
into the globally unique 138.76.28.4 and a uni quely assi gned TCP
port, say 1024, before the packet is forwarded. Packets on the
return path go through simlar address and TCP port translations for
the target | P address and target TCP port. Once again, notice that
this requires no changes to hosts or routers. The translation is
compl etely transparent.

In this setup, only TCP/ UDP sessions are allowed and nust originate
fromthe | ocal network. However, there are services such as DNS t hat
demand i nbound access. There nay be other services for which an
organi zati on wi shes to allow i nbound session access. It is possible
to statically configure a well known TU port service [RFC 1700] on
the stub router to be directed to a specific node in the private

net wor k.
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In addition to TCP/ UDP sessions, |CMP nessages, with the exception of
REDI RECT nmessage type may al so be nonitored by NAPT router. |CW
query type packets are translated simlar to that of TCP/ UDP packets,
inthat the identifier field in | CMP nessage header will be uniquely
mapped to a query identifier of the registered | P address. The
identifier field in |ICMP query nmessages is set by Query sender and
returned unchanged in response nessage fromthe Query responder. So,
the tuple of (Local |P address, local ICVWP query identifier) is
mapped to a tuple of (registered | P address, assigned | CVMP query
Identifier) by the NAPT router to uniquely identify |ICVMP queries of
all types fromany of the local hosts. Mdifications to | CMP error
nmessages are discussed in a later section, as that involves

modi fications to | CMP payl oad as well as the I P and | CMP headers.

I n NAPT setup, where the registered IP address is the sane as the IP
address of the stub router WAN interface, the router has to be sure
to nmake distinction between TCP, UDP or | CMP query sessions
originated fromitself versus those originated fromthe nodes on

| ocal network. Al inbound sessions (including TCP, UDP and | CWP
query sessions) are assunmed to be directed to the NAT router as the
end node, unless the target service port is statically mapped to a
different node in the local network

Sessions other than TCP, UDP and | CMP query type are sinply not
permitted fromlocal nodes, serviced by a NAPT router

3.0. Translation phases of a session

The transl ati on phases with traditional NAT are sane as described in
[ NAT-TERM . The followi ng sub-sections identify itens that are
specific to traditional NAT.

3. 1. Address binding:

Wth Basic NAT, a private address is bound to an external address,
when the first outgoing session is initiated fromthe private host.
Subsequent to that, all other outgoing sessions originating fromthe
same private address will use the same address binding for packet
transl ati on.

In the case of NAPT, where nmany private addresses are mapped to a
singl e gl obally unique address, the binding would be fromthe tuple
of (private address, private TU port) to the tuple of (assigned
address, assigned TU port). As with Basic NAT, this binding is
determ ned when the first outgoing session is initiated by the tuple
of (private address, private TU port) on the private host. Wile not
a conmon practice, it is possible to have an application on private
host establish multiple sinultaneous sessions originating fromthe
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same tuple of (private address, private TU port). 1In such a case, a
single binding for the tuple of (private address, private TU port)
may be used for translation of packets pertaining to all sessions
originating fromthe sane tuple on a host.

3.2. Address | ookup and translation

After an address binding or (address, TU port) tuple binding in case
of NAPT is established, a soft state may be mmintai ned for each of
the connections using the binding. Packets belonging to the sane
session will be subject to session |ookup for translation purposes.
The exact nature of translation is discussed in the foll ow on
section.

3. 3. Address unbi ndi ng:

When the | ast session based on an address or (address, TU port) tuple
binding is termnated, the binding itself may be term nated.

4. 0. Packet Transl ations

Packets pertaining to NAT nanaged sessions undergo translation in
either direction. |Individual packet translation issues are covered
in detail in the follow ng sub-sections.

4.1. | P, TCP, UDP and | CMP Header Mani pul ati ons

In Basi ¢ NAT nodel, the I P header of every packet nust be nodifi ed.
This nodification includes | P address (source |P address for outbound
packets and destination |IP address for inbound packets) and the IP
checksum

For TCP ([TCP]) and UDP ([UDP]) sessions, nodifications nust include
update of checksumin the TCP/UDP headers. This is because TCP/ UDP
checksum al so covers a pseudo header which contains the source and
destination I P addresses. As an exception, UDP headers with O
checksum shoul d not be nodified. As for |CVWP Query packets ([ICW]),
no further changes in | CMP header are required as the checksumin

| CMP header does not cover |P addresses.

In NAPT nodel, nodifications to | P header are simlar to that of
Basi ¢ NAT. For TCP/ UDP sessions, nodifications nust be extended to
include translation of TU port (source TU port for outbound packets
and destination TU port for inbound packets) in the TCP/UDP header.

| CMP header in | CVMP Query packets nust also be nodified to repl ace
the query ID and | CVWP header checksum Private host query ID nust be
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translated into assigned ID on the outbound and the exact reverse on
the inbound. |CMP header checksum nmust be corrected to account for
Query I D transl ation.

4.2. Checksum Adj ust nent

NAT nodi fications are per packet based and can be very conpute

i ntensive, as they involve one or nmore checksum nodi fications in
addition to sinple field translations. Luckily, we have an algorithm
bel ow, whi ch makes checksum adjustnent to IP, TCP, UDP and | CWP
headers very sinple and efficient. Since all these headers use a
one’s conplenment sum it is sufficient to calculate the arithnetic

di fference between the before-translation and after-translation
addresses and add this to the checksum The algorithmbelowis
applicable only for even offsets (i.e., optr bel ow nust be at an even
of fset fromstart of header) and even lengths (i.e., olen and nlen
bel ow must be even). Sanple code (in C for this is as foll ows.

voi d checksumadj ust (unsi gned char *chksum unsi gned char *optr,
int olen, unsigned char *nptr, int nlen)
/* assumi ng: unsigned char is 8 bits, long is 32 bits.

- chksum points to the chksumin the packet

- optr points to the old data in the packet

- nptr points to the new data in the packet

*/

long x, old, new,

x=chksuni 0] *256+chksuni 1] ;

x=~x & OxFFFF;

while (ol en)
ol d=optr[ 0] *256+optr[1]; optr+=2;
x-=old & Oxffff;
if (x<=0) { x--; x&O0xffff; }
ol en-=2;

}

whil e (nlen)

{
new=nptr[ 0] *256+nptr[ 1]; nptr+=2;
x+=new & Oxffff;
if (x & 0x10000) { x++; x&=Oxffff; }
nl en-=2;

}

x=~X & OxFFFF;

chksuni 0] =x/ 256; chksuni 1] =x & Oxff;

}
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4.3. I CWP error packet nodifications

Changes to I CMP error nmessage ([ICMP]) will include changes to IP and
| CMP headers on the outer |ayer as well as changes to headers of the
packet enbedded within the | CMP-error nessage payl oad.

In order for NAT to be transparent to end-host, the | P address of the
| P header emnmbedded within the payl oad of | CMP-Error nessage nust be
nmodi fi ed, the checksumfield of the enbedded |IP header nust be

nodi fied, and lastly, the | CvWP header checksum nust al so be nodified
to reflect changes to payl oad.

In a NAPT setup, if the I P nmessage enbedded within | CMP happens to be
a TCP, UDP or ICWP Query packet, you will also need to nodify the
appropriate TU port nunber within the TCP/ UDP header or the Query
Identifier field in the | CVP Query header

Lastly, the I P header of the | CVMP packet nust al so be nodified.
4.4. FTP support

One of the nost popul ar applications, "FTP' ([FTP]) would require an
ALG to nonitor the control session payload to determ ne the ensuing
data session paraneters. FTP ALGis an integral part of npbst NAT

i mpl emrent ati ons.

The FTP ALG woul d require a special table to correct the TCP sequence
and acknow edge nunbers with source port FTP or destination port FTP
The tabl e entries should have source address, destination address,
source port, destination port, delta for sequence nunbers and a
timestanp. New entries are created only when FTP PORT comands or
PASV responses are seen. The sequence nunber delta nmay be increased
or decreased for every FTP PORT command or PASV response. Sequence
nunbers are increnented on the outbound and acknow edge nunbers are
decrenented on the inbound by this delta.

FTP payl oad translations are linmted to private addresses and their
assi gned external addresses (encoded as individual octets in ASClI)
for Basic NAT. For NAPT setup, however, the translations nust be
extended to include the TCP port octets (in ASCII) follow ng the
address octets.

4.5 DNS support
Consi dering that sessions in a traditional NAT are predom nantly
outbound froma private domain, DNS ALG nay be obviated fromuse in

conjunction with traditional NAT as follows. DNS server(s) interna
to the private domai n maintain mappi ng of names to | P addresses for
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i nternal hosts and possibly sone external hosts. External DNS
servers maintain nane nmapping for external hosts alone and not for
any of the internal hosts. |If the private network does not have an
internal DNS server, all DNS requests may be directed to external DNS
server to find address nmapping for the external hosts.

4.6. | P option handling

An | P datagramw th any of the IP options Record Route, Strict Source
Rout e or Loose Source Route would involve recording or using IP
addresses of internediate routers. A NAT internedi ate router may
choose not to support these options or |eave the addresses

untransl ated whil e processing the options. The result of |eaving the
addresses untransl ated woul d be that private addresses along the
source route are exposed end to end. This should not jeopardize the
traversal path of the packet, per se, as each router is supposed to

| ook at the next hop router only.

5. M scel | aneous issues
5.1. Partitioning of Local and d obal Addresses

For NAT to operate as described in this docunent, it is necessary to
partition the |P address space into two parts - the private addresses
used internal to stub domain, and the globally unique addresses. Any
gi ven address nust either be a private address or a gl obal address.
There is no overl ap.

The problemwith overlap is the following. Say a host in stub A

wi shed to send packets to a host in stub B, but the gl obal addresses
of stub B overl apped the private addressees of stub A In this case,
the routers in stub A would not be able to distinguish the gl oba
address of stub B fromits own private addresses.

5.2. Private address space recomendati on

[ RFC 1918] has recomendati ons on address space allocation for
private networks. Internet Assigned Numbers Authority (I ANA) has
three bl ocks of |IP address space, nanely 10.0.0.0/8, 172.16.0.0/12,
and 192.168.0.0/16 for private internets. In pre-CIDR notation, the
first block is nothing but a single class A network nunber, while the
second block is a set of 16 contiguous class B networks, and the
third block is a set of 256 contiguous class C networks.

An organi zation that decides to use |IP addresses in the address space

defined above can do so without any coordination with I ANA or an
Internet registry. The address space can thus be used privately by
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many i ndependent organi zations at the same tinme, with NAT operation
enabl ed on their border routers.

5.3. Routing Across NAT

The router running NAT shoul d not advertise the private networks to
the backbone. Only the networks with gl obal addresses may be known
outside the stub. However, global information that NAT receives from
the stub border router can be advertised in the stub the usual way.

Typically, the NAT stub router will have a static route configured to
forward all external traffic to service provider router over WAN
link, and the service provider router will have a static route

configured to forward NAT packets (i.e., those whose destination IP
address fall within the range of NAT managed gl obal address list) to
NAT router over WAN |ink

5.4. Switch-over from Basic NAT to NAPT

In Basi ¢ NAT setup, when private network nodes out nunber gl oba
addresses avail abl e for mapping (say, a class B private network
mapped to a class C gl obal address block), external network access to
sonme of the local nodes is abruptly cut off after the |ast gl oba
address fromthe address list is used up. This is very inconvenient
and constraining. Such an incident can be safely avoi ded by
optionally allow ng the Basic NAT router to switch over to NAPT setup
for the last global address in the address list. Doing this wll
ensure that hosts on private network will have conti nued,

uni nterrupted access to the external nodes and services for nobst
applications. Note, however, it could be confusing if sonme of the
applications that used to work with Basic NAT suddenly break due to
the switch-over to NAPT.

6.0. NAT limtations
[ NAT-TERM covers the limtations of all flavors of NAT, broadly
speaking. The follow ng sub-sections identify linmtations specific
to traditional NAT.

6.1. Privacy and Security
Tradi tional NAT can be viewed as providing a privacy nechani sm as
sessions are uni-directional fromprivate hosts and the actua
addresses of the private hosts are not visible to external hosts.
The sane characteristic that enhances privacy potentially nmakes

debuggi ng problens (including security violations) nore difficult. If
a host in private network is abusing the Internet in sone way (such
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as trying to attack another machine or even sending | arge amounts of
spam) it is more difficult to track the actual source of trouble
because the I P address of the host is hidden in a NAT router

6.2. ARP responses to NAT mapped gl obal addresses on a LAN interface

NAT rmust be enabled only on border routers of a stub donmain. The
exanpl es provided in the docurment to illustrate Basic NAT and NAPT
have mai ntained a WAN |link for connection to external router (i.e.,
service provider router) from NAT router. However, if the WAN |ink
were to be replaced by a LAN connection and if part or all of the

gl obal address space used for NAT mappi ng belongs to the sanme |IP
subnet as the LAN segrment, the NAT router woul d be expected to
provi de ARP support for the address range that belongs to the sane
subnet. Responding to ARP requests for the NAT napped gl oba
addresses with its owm MAC address is a nust in such a situation with
Basi ¢ NAT setup. |If the NAT router did not respond to these
requests, there is no other node in the network that has ownership to
t hese addresses and hence will go unresponded.

This scenario is unlikely with NAPT setup except when the single
address used in NAPT mapping is not the interface address of the NAT
router (as in the case of a switch-over from Basic NAT to NAPT

expl ained in 5.4 above, for exanple).

Usi ng an address range froma directly connected subnet for NAT
address mappi ng woul d obviate static route configuration on the
service provider router.

It is the opinion of the authors that a LANlink to a service
provi der router is not very comobn. However, vendors may be
interested to optionally support proxy ARP just in case.

6.3. Translation of outbound TCP/ UDP fragnented packets in NAPT setup

Transl ati on of outbound TCP/ UDP fragnments (i.e., those originating
fromprivate hosts) in NAPT setup are doonmed to fail. The reason is
as follows. Only the first fragnent contains the TCP/ UDP header t hat
woul d be necessary to associate the packet to a session for
transl ati on purposes. Subsequent fragnents do not contain TCP/ UDP
port information, but sinply carry the sane fragnentation identifier
specified in the first fragnent. Say, two private hosts originated
fragmented TCP/ UDP packets to the sanme destination host. And, they
happened to use the sane fragnentation identifier. Wen the target
host receives the two unrel ated datagrans, carrying sane
fragnmentation id, and fromthe sane assigned host address, it is
unabl e to deternine which of the two sessions the datagrans bel ong
to. Consequently, both sessions will be corrupted.

Srisuresh & Egevang I nf or mat i onal [ Page 13]



RFC 3022 Tradi tional NAT January 2001

7.0. Current |nplenentations

Many commercial inplenentations are available in the industry that
adhere to the NAT description provided in this docunent. Linux
public domain software contains NAT under the name of "IP

masquer ade". FreeBSD public domain software has NAPT i npl enentation
runni ng as a daenon. Note however that Linux source is covered under
the GNU license and FreeBSD software is covered under the UC

Ber kel ey |icense.

Both Li nux and FreeBSD software are free, so you can buy CD- ROWs for
these for little nmore than the cost of distribution. They are also
avail able on-line froma lot of FTP sites with the | atest patches.

8.0. Security Considerations

The security considerations described in [ NAT-TERM for all
vari ations of NATs are applicable to traditional NAT.

Ref er ences

[ NAT-TERM Srisuresh, P. and M Hol drege, "IP Network Address
Transl ator (NAT) Term nol ogy and Consi derations", RFC
2663, August 1999.

[ RFC 1918] Rekhter, Y., Mskowitz, B., Karrenberg, D., de Goot, G
and E. Lear, "Address Allocation for Private Internets",
BCP 5, RFC 1918, February 1996.

[ RFC 1700] Reynolds, J. and J. Postel, "Assigned Nunbers", STD 2, RFC
1700, Cctober 1994.

[ RFC 1122] Braden, R, "Requirenents for Internet Hosts --
Conmuni cati on Layers", STD 3, RFC 1122, Cctober 1989.

[ RFC 1123] Braden, R, "Requirenents for Internet Hosts --
Application and Support”, STD 3, RFC 1123, Cctober 1989.

[ RFC 1812] Baker, F., "Requirenents for IP Version 4 Routers”, RFC
1812, June 1995.

[ FTP] Postel, J. and J. Reynolds, "FlILE TRANSFER PROTOCOL
(FTP)", STD 9, RFC 959, OCctober 1985.

[ TCP] Def ense Advanced Research Projects Agency Information
Processi ng Techni ques O fice, "TRANSM SSI ON CONTROL
PROTOCCL (TCP) SPECI FI CATION', STD 7, RFC 793, Septenber
1981.

Srisuresh & Egevang I nf or mat i onal [ Page 14]



RFC 3022 Tradi tional NAT January 2001

[1CVP] Postel, J., "INTERNET CONTROL MESSAGE (| CWP)
SPECI FI CATION', STD 5, RFC 792, Septenber 1981.

[ UDP] Postel, J., "User Datagram Protocol (UDP)", STD 6, RFC
768, August 1980.

[ RFC 2101] Carpenter, B., Crowcroft, J. and Y. Rekhter, "IPv4 Address
Behavi our Today", RFC 2101, February 1997.

Aut hors’ Addr esses

Pyda Srisuresh

Jasm ne Networks, Inc.
3061 Zanker Road, Suite B
San Jose, CA 95134

U S A

Phone: (408) 895-5032
EMai | : srisuresh@ahoo. com

Kj el d Borch Egevang
I ntel Denmark ApS

Phone: +45 44886556

Fax: +45 44886051

EMai | : kj el d. egevang@ nt el . com

http: //ww. freeyel | ow. conl nenber s/ kbe

Srisuresh & Egevang I nf or mat i onal [ Page 15]



RFC 3022 Tradi tional NAT January 2001

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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