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Abst r act

Thi s docunent proposes a revised nodel of Domain Nane System Security
(DNSSEC) Signhing Authority. The revised nodel is designed to clarify
earlier docunents and add additional restrictions to sinplify the
secure resolution process. Specifically, this affects the

aut hori zati on of keys to sign sets of records.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1 - Introduction

Thi s docunent defines additional restrictions on DNSSEC si gnat ures
(SIG records relating to their authority to sign associ ated dat a.
The intent is to establish a standard policy foll owed by a secure
resol ver; this policy can be augnented by local rules. This builds
upon [ RFC2535], updating section 2.3.6 of that docunent.

The nost significant change is that in a secure zone, zone data is
required to be signed by the zone key.

Fam liarity with the DNS system [ RFC1034, RFC1035] and the DNS
security extensions [ RFC2535] is assuned.
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2 - The SI G Record

A SIGrecord is normally associated with an RRset, and "covers" (that
is, denonstrates the authenticity and integrity of) the RRset. This
is referred to as a "data SIG'. Note that there can be nultiple SIG
records covering an RRset, and the sane validation process should be
repeated for each of them Sone data SIGs are considered "nmaterial",
that is, relevant to a DNSSEC capabl e resol ver, and sone are
"immterial" or "extra-DNSSEC', as they are not relevant to DNSSEC

validation. Inmmaterial SIGs may have application defined roles. SIG
records may exi st which are not bound to any RRset; these are al so
considered immterial. The validation process determnines which Sl Gs

are material; once a SIGis shown to be inmaterial, no other
validation is necessary.

SIG may al so be used for transaction security. 1In this case, a SIG
record with a type covered field of 0 is attached to a nessage, and
is used to protect nessage integrity. This is referred to as a

SI G(0) [ RFC2535, RFC2931].

The foll owi ng sections define requirenments for all of the fields of a
SIG record. These requirenments MJST be net in order for a DNSSEC
capabl e resolver to process this signature. |[|f any of these
requirenents are not nmet, the SIG cannot be further processed.
Additionally, once a KEY has been identified as having generated this
SIG there are requirenents that it MJST neet.

2.1 - Type Covered

For a data SIG the type covered MIST be the sane as the type of data
in the associated RRset. For a SIG0), the type covered MJIST be 0.

2.2 - Algorithm Nunber

The al gorithm specified in a SIG MJST be recogni zed by the client,
and it MJST be an algorithmthat has a defined SIG rdata fornmat.

2.3 - Labels

The | abel s count MJUST be | ess than or equal to the nunber of |abels
in the SI G owner nane, as specified in [ RFC2535, section 4.1.3].

2.4 - Oiginal TTL
The original TTL MJST be greater than or equal to the TTL of the SIG

record itself, since the TTL cannot be increased by internediate
servers. This field can be ignored for SI G 0) records.
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2.5 - Signature Expiration and | nception

The current tine at the tinme of validation MIUST lie within the
validity period bounded by the inception and expiration tines.

2.6 - Key Tag

There are no restrictions on the Key Tag field, although it is
possi ble that future algorithms will inpose constraints.

2.7 - Signer’s Nane

2000

The signer’s name field of a data SI G MUST contain the nane of the

zone to which the data and signature belong. The comnbi nation of

signer’s nane, key tag, and algorithm MJUST identify a zone key if the

SIGis to be considered material. The only exception that the

signer’s nane field in a SIG KEY at a zone apex SHOULD contain the
parent zone’'s name, unless the KEY set is self-signed. This docunent

defines a standard policy for DNSSEC validation; |ocal policy my

override the standard policy.

There are no restrictions on the signer field of a SIG0) record.

The conbi nati on of signer’'s nane, key tag, and al gorithm MJST
identify a key if this SIGO0) is to be processed.

2.8 - Signature

There are no restrictions on the signature field. The signature wll
be verified at sone point, but does not need to be exanined prior to

verification unless a future algorithminposes constraints.
3 - The Signing KEY Record

Once a signature has been exam ned and its fields validated (but

before the signature has been verified), the resolver attenpts to

| ocate a KEY that matches the signer nane, key tag, and al gorithm
fields in the SIG If one is not found, the SIG cannot be verified
and is considered i mmteri al . If KEYs are found, several fields of

the KEY record MJUST have specific values if the SIGis to be
considered material and authorized. |If there are nmultiple KEYs,

t he

foll owi ng checks are perforned on all of them as there is no way to
det ermi ne which one generated the signature until the verification is

per f or med.
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3.1 - Type Flags

The signing KEY record MJST have a flags value of 00 or 01
(authentication allowed, confidentiality optional) [RFC2535, 3.1.2].
A DNSSEC resol ver MJST only trust signatures generated by keys that
are permtted to authenticate data.

3.2 - Nane Fl ags

The interpretation of this field is considerably different for data
SI G and SI G 0) records.

3.2.1 - Data SIG

If the SIGrecord covers an RRset, the nane type of the associated
KEY MUST be 01 (zone) [RFC2535, 3.1.2]. This updates RFC 2535,
section 2.3.6. The DNSSEC val i dation process perfornmed by a resol ver
MUST ignore all keys that are not zone keys unless |ocal policy

di ctates ot herw se

The primary reason that RFC 2535 all ows host and user keys to
generate naterial DNSSEC signatures is to allow dynam c update

wi thout online zone keys; that is, avoid storing private keys in an
online server. The desire to avoid online signing keys cannot be
achi eved, though, because they are necessary to sign NXT and SOA sets
[ RFC3007]. These online zone keys can sign any incom ng dat a.
Renovi ng the goal of having no online keys renpoves the reason to

al | ow host and user keys to generate material signatures.

Limiting material signatures to zone keys sinplifies the validation
process. The length of the verification chain is bounded by the
nane’s | abel depth. The authority of a key is clearly defined; a
resol ver does not need to make a potentially conplicated decision to
determ ne whether a key has the proper authority to sign data.

Finally, there is no additional flexibility granted by all ow ng
host/user key generated material signhatures. As |long as users and
hosts have the ability to authenticate update requests to the primary
zone server, signatures by zone keys are sufficient to protect the
integrity of the data to the world at |arge.

3.2.2 - SI0)
If the SIGrecord is a SI0) protecting a nessage, the name type of
the associ ated KEY SHOULD be 00 (user) or 10 (host/entity).

Transactions are initiated by a host or user, not a zone, so zone
keys SHOULD not generate SI QG 0) records.

Vel i ngton St andards Track [ Page 4]



RFC 3008 DNSSEC Si gni ng Authority Noverber 2000

Aclient is either explicitly executed by a user or on behalf of a
host, therefore the name type of a SIG0) generated by a client
SHOULD be either user or host. A nanmeserver is associated with a
host, and its use of SIG0) is not associated with a particular zone,
so the nane type of a SI G 0) generated by a nameserver SHOULD be
host .

3.3 - Signatory Fl ags

Thi s docunent does not assign any values to the signatory field, nor
require any values to be present.

3.4 - Protocol

The signing KEY record MJUST have a protocol value of 3 (DNSSEC) or
255 (ALL). If a key is not specified for use with DNSSEC, a DNSSEC
resol ver MJUST NOT trust any signature that it generates.

3.5 - Algorithm Nunber

The algorithmfield MIUST be identical to that of the generated SIG
record, and MUST neet all requirenents for an algorithmvalue in a
SI G record.

4 - Security Considerations

Thi s docunent defines a standard baseline for a DNSSEC capabl e
resolver. This is necessary for a thorough security anal ysis of
DNSSEC, if one is to be done.

Specifically, this docunent places additional restrictions on SIG
records that a resolver nust validate before the signature can be
consi dered worthy of DNSSEC trust. This sinplifies the protocol,
making it nore robust and able to withstand scrutiny by the security
conmmuni ty.
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8 Full Copyright Statenent
Copyright (C) The Internet Society (2000). All R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation my be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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