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Abstract

Thi s docunent represents a sumary of Authentication, Authorization,
Accounting (AAA) protocol requirenments for network access. In
creating this docunment, inputs were taken from docunents produced by
the Network Access Server Requirements Next CGeneration (NASREQ ,
Roam ng Operations (ROAMOPS), and MOBI LElI P working groups, as well as
fromTIA 45. 6.
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Thi s docunent summari zes the requirenments collected fromthose
sources, separating requirenents for authentication, authorization
and accounting. Details on the requirenents are available in the
ori gi nal docunents.

1. Introduction

Thi s docunent represents a summary of AAA protocol requirenments for
network access. In creating this docunents, inputs were taken from
docunents produced by the NASREQ [ 3], ROAMOPS [2], and MOBILEIP [ 5]
wor ki ng groups, as well as fromTIA 45.6 [4]. This docunent

summari zes the requirenents collected fromthose sources, separating
requi renents for authentication, authorization and accounti ng.
Details on the requirenents are available in the original docunents

1.1. Requirenents |anguage

In this docurment, the key words "MAY", "MJST, "MJST NOI*, "optional",
"recomended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [1].

Pl ease note that the requirenents specified in this docunent are to
be used in evaluating AAA protocol subm ssions. As such, the

requi renents | anguage refers to capabilities of these protocols; the
protocol documents will specify whether these features are required,
recomrended, or optional. For example, requiring that a protoco
support confidentiality is NOT the sane thing as requiring that all
protocol traffic be encrypted.

A protocol submission is not conpliant if it fails to satisfy one or
more of the MUST or MUST NOT requirenents for the capabilities that
it inplements. A protocol subm ssion that satisfies all the MJST,
MJUST NOT, SHOULD and SHOULD NOT requirenents for its capabilities is
said to be "unconditionally conpliant”; one that satisfies all the
MUST and MJUST NOT requirenments but not all the SHOULD or SHOULD NOT
requirenents for its protocols is said to be "conditionally
compliant."
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1.2. Termi nol ogy

Account i ng
The act of collecting information on resource usage for the
purpose of trend analysis, auditing, billing, or cost
al | ocati on.

Adm ni strative Domain
An internet, or a collection of networks, conputers, and
dat abases under a common adm nistration. Conputer entities
operating in a conmon admi nistration may be assuned to
share admini stratively created security associ ations.

Attendant A node designed to provide the service interface between a
client and the | ocal domain.

Aut henti cati on
The act of verifying a clained identity, in the formof a
pre-existing | abel froma mnmutually known name space, as the
originator of a message (nessage authentication) or as the
end- poi nt of a channel (entity authentication).

Aut hori zati on
The act of determining if a particular right, such as
access to sone resource, can be granted to the presenter of
a particular credential .

Billing The act of preparing an invoice.

Br oker A Broker is an entity that is in a different adm nistrative
domai n from both the home AAA server and the local ISP, and
whi ch provides services, such as facilitating paynments
between the | ocal |1SP and hone adm nistrative entities.
There are two different types of brokers; proxy and
routing.

dient A node wi shing to obtain service froman attendant wthin
an administrative domai n.

End- t o- End
End-to-End is the security nodel that requires that
security information be able to traverse, and be validated
even when an AAA nessage i s processed by intermedi ate nodes
such as proxies, brokers, etc.
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Forei gn Donai n

Hone Doma

An admi ni strative domain, visited by a Mbile IP client,
and containing the AAA infrastructure needed to carry out
the necessary operations enabling Mbile | P registrations.
Fromthe point of view of the foreign agent, the foreign
domain is the local domain

n

An admi ni strative domai n, containing the network whose
prefix matches that of a nobile node’'s hone address, and
containing the AAA infrastructure needed to carry out the
necessary operations enabling Mbile |IP registrations.
From the point of view of the hone agent, the hone domain
is the | ocal domain.

Hop- by- hop

Hop- by-hop is the security nodel that requires that each
direct set of peers in a proxy network share a security
association, and the security infornmation does not traverse
a AAA entity.

I nter-domai n Accounting

I nter-domain accounting is the collection of information on
resource usage of an entity within an admnistrative
domain, for use within another administrative domain. In

i nter-domai n accounting, accounting packets and session
records will typically cross adm nistrative boundaries.

I ntra-donmai n Accounting

Intra-domain accounting is the collection of information on
resource within an adninistrative domain, for use within
that domain. In intra-domain accounting, accounting
packets and session records typically do not cross

admi ni strative boundari es.

Local Domain

Pr oxy

Aboba, et al

An admi ni strative domain containing the AAA infrastructure
of inmediate interest to a Mibile IP client when it is away
from hore.

A AAA proxy is an entity that acts as both a client and a
server. Wen a request is received froma client, the
proxy acts as a AAA server. Wen the sanme request needs to
be forwarded to another AAA entity, the proxy acts as a AAA
client.
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Local Proxy

A Local Proxy is a AAA server that satisfies the definition
of a Proxy, and exists within the same adm nistrative
domai n as the network device (e.g., NAS) that issued the
AAA request. Typically, a local proxy will enforce |loca
policies prior to forwarding responses to the network
devices, and are generally used to nultiplex AAA nmessages
froma | arge nunber of network devices.

Net wor k Access ldentifier

The Network Access Identifier (NAI) is the userlD subnmtted
by the client during network access authentication. In
roam ng, the purpose of the NAI is to identify the user as
well as to assist in the routing of the authentication
request. The NAl may not necessarily be the same as the
user’'s e-nmail address or the user-ID submtted in an
application |ayer authentication

Routi ng Broker

Non- Pr oxy

A Routing Broker is a AAA entity that satisfies the
definition of a Broker, but is NOT in the transm ssion path
of AAA nmessages between the local |SP and the hone donmain's
AAA servers. Wien a request is received by a Routing
Broker, information is returned to the AAA requester that

i ncludes the information necessary for it to be able to
contact the Hone AAA server directly. Certain

organi zations providing Routing Broker services MAY al so
act as a Certificate Authority, allow ng the Routing Broker
to return the certificates necessary for the local |SP and
the hone AAA servers to comruni cate securely.

Br oker
A Routing Broker is occasionally referred to as a Non-Proxy
Br oker .

Proxy Broker

Real -ti ne

Aboba, et al

A Proxy Broker is a AAA entity that satisfies the
definition of a Broker, and acts as a Transparent Proxy by
acting as the forwardi ng agent for all AAA nessages between
the local ISP and the honme domain’s AAA servers.

Accounti ng

Real -ti me accounting involves the processing of information
on resource usage within a defined time w ndow. Tine
constraints are typically inposed in order to limt
financial risk.
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Roami ng Capability
Roami ng capability can be | oosely defined as the ability to
use any one of nultiple Internet service providers (ISPs),
while maintaining a formal, custoner-vendor relationship
with only one. Exanples of cases where roam ng capability
m ght be required include | SP "confederations" and | SP-
provi ded corporate network access support.

Sessi on record
A session record represents a sunmary of the resource
consunption of a user over the entire session. Accounting
gateways creating the session record may do so by
processing interimaccounting events.

Transpar ent Proxy
A Transparent Proxy is a AAA server that satisfies the
definition of a Proxy, but does not enforce any |oca
policies (neaning that it does not add, delete or nodify
attributes or nodify information within nessages it
f orwar ds) .

2. Requirenents Sunmmary
The AAA protocol evaluation criteria for network access are

summari zed below. For details on the requirenments, please consult
the docunents referenced in the footnotes.
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2.1. Ceneral requirenents

These requirenments apply to all aspects of AAA and thus are
consi dered general requirenents.

e Lk ol e o T e e L ok i NI
I I I I
| General | NASREQ | ROAMOPS | MOBILE |
| Reqts. | | | I P |
I I I I I
i e S S e s s i I S S S S
I I I I I
| Scal ability | M | M | M |
| a | 12 | 3 | 30 39 |
| | | | |
i S T i o T S e sl i I S S S S S S S
| _ | | | |
| Fai | - over | M | | M |
I b | 12 I | 31 I
I I I I I
i T S S O S i i S
I I I I I
| Mut ual auth | M | | M |
| AAA client/server | 16 | | 30 |
I c I I I I
e S I T i sk s s (T S S S S ST T S S T S S N S S S
| | | | |
| Transm ssion | evel | | M | S |
| security | | 6 | 31 39 |
I d I I I I
i e e e e T o e e e Ch b ol T SR
I I I I I
| Data object | M | M | M |
| Confidentiality | 26 | 6 | 40 |
I e I I I I
I I I I I
i e e e e T o e e e Ch b ol T SR
I I I I I
| Data object | M | M | M |
| Integrity | 16 | 6 | 31 39 |
I f I I I I
i e o i e T e s i S SR S R SR
I I I I I
| Certificate transport | M | | S/M |
| g | 42 | | 31, 33/ 46 |
I I I I I
i e S S e s s i I S S S S
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R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| Rel i abl e AAA transport | M | | M |
| mechani sm | 22 | | 31 32 |
I h I I I I
R i S R e S i i S I R S e e e i S R R e e
I I I I I
| Run Over |Pv4 | M | M | M |
| | 11 | 1 | 33 |
I I I I I
R e e i S e T e i S i o oI BT S TR R S
I I I I I
| Run Over | Pv6 | M | | S |
| | 11 | 1 | 47 |
| | | | |
i S T i o T S e sl i I S S S S S S S
I I I I I
| Support Proxy and | M | | M |
| Routing Brokers | 12 | | 31 39 |
I [ I I I I
i T S S O S i i S
I I I I I
| Auditability | S | | |
I j I 25 I I I
I I I I I
e i e i e R  d al ST S S S S S S e e o
| | | | |
| Dual App and Transport | | (@] | M
| Security not required | | 6 | 40 |
I K I I I I
R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| Ability to carry | M | | S |
| service-specific attr. | 43 | | 31 33 |
I | I I I I
R i S R e S i i S I R S e e e i S R R e e
Key

M = MJST

S = SHOULD

O = MAY

N = MJST NOT

B = SHOULD NOT
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Clarifications

[a] The AAA protocol nust be capable of supporting millions of users
and tens of thousands of sinultaneous requests. The AAA
architecture and protocol MJST be capabl e of supporting tens of
t housands of devices, AAA servers, proxies and brokers.

[b] In the event of failure to conmunicate with a given server, the
protocol nmust provide a mechanismto change service to another
backup or secondary server

[c] This requirenment refers to the ability to support nutual
aut henti cati on between the AAA client and server.

[d] The AAA protocol requires authentication, integrity protection
and confidentiality at the transm ssion |ayer. This security
nmodel is also referred to as hop-by-hop security, whereas the
security is established between two conmuni cating peers. Al of
the security is renmoved when the AAA nessage is processed by a
receiving AAA entity.

[e] The AAA protocol requires confidentiality at the object |evel,
where an object consists of one or nore attributes. Object
| evel confidentiality inplies that only the target AAA entity
for whomthe data is ultimately destined may decrypt the data,
regardl ess of the fact that the nmessage may traverse one or nore
intermedi ate AAA entities (e.g., proxies, brokers).

[f] The AAA protocol requires authentication and integrity
protection at the object |evel, which consists of one or nore
attributes. Cbject |level authentication nmust be persistent
across one or nore internediate AAA entity (e.g., proxy, broker,
etc), neaning that any AAA entity in a proxy chain may verify
the authentication. This inplies that data that is covered by
obj ect | evel security CANNOT be nodified by internediate
servers.

[g] The AAA protocol MJST be capable of transporting certificates.
This requirenent is intended as an optim zation, in |lieu of
requiring that an out-of-band protocol be used to fetch
certificates.

[h] This requirement refers to resilience against packet |oss,
i ncl udi ng:

1. Hop-by-hop retransnission and fail-over so that reliability

does not sol ely depend on single hop transport
retransm ssion.
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2. Control of the retransm ssion nechani smby the AAA
appl i cati on.

3. Acknow edgnment by the transport that a nmessage was delivered
successfully, separate from nessage semanti cs or syntax
eval uati on.

5. Piggy-backi ng of acknow edgnents in AAA messages.

6. Timely delivery of AAA responses.

In the Mobile I P AAA architecture, brokers can be in the
forwarding path, in which case they act as transparent proxies
(proxy brokers). Alternatively, it is also possible to conceive
of brokers operating as certifying authorities outside of the
forwardi ng path (routing brokers).

An auditable process is one in which it is possible to
definitively determ ne what actions have been perforned on AAA
packets as they travel fromthe home AAA server to the network
devi ce and back.

The AAA protocol MJIST all ow conmunication to be secured.

However, the AAA protocol MJST al so allow an underlying security
service (e.g., |IP Security) to be used. Wuen the latter is
used, the former MJUST NOT be required.

The AAA protocol MUIST be extensible by third parties (e.g.,
other | ETF Wirking G oups), in order to define attributes that
are specific to the service being defined. This requirenent
sinmply means that the AAA protocol MJST all ow groups other than
the AAA WG to define standard attri butes.
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2.2. Authentication Requirenents
i T S S O S i i S
I I I I I
| Authentication | NASREQ | ROAMOPS | MOBI |
| Reqts. | | | | P |
I I I I I
e i e i e R  d al ST S S S S S S e e o
I I I I I
| NAI Support | M | M | SIM |
| a | 9 | 2 | 32, 34, 39/ |
I I I I 40 I
R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| CHAP Support | M | M | |
I b I 10 | 3 I I
I I I I I
R i S R e S i i S I R S e e e i S R R e e
I I I I I
| EAP Support | M | S | |
I c I 10 I 3 I I
I I I I I
R e e i S e T e i S i o oI BT S TR R S
I I I I I
| PAP/ Cl ear - Text Support | M | B | |
I d I 26 I 3 I I
I I I I I
i S T i o T S e sl i I S S S S S S S
I I I I I
| Re- aut henti cati on | M | | S |
| on demand | 17 | | 33 |
I e I I I I
i T S S O S i i S
I I I I I
| Aut hori zation Only | M | | |
| wi t hout Aut hentication | 9 | | |
I f I I I I
e i e i e R  d al ST S S S S S S e e o
Key
M = MJST
S = SHOULD
O = MAY
N = MJUST NOT
B = SHOULD NOT
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Clarifications

[a] The AAA protocol MJST allow the use of Network Access
Identifiers (NAI) [8] to identify users and/or devices.

[b] The AAA protocol MJST allow CHAP [20] authentication infornmation
to be transported. This is comonly used by Network Access
Servers that request authentication of a PPP user.

[c] The AAA protocol MJST allow for Extensible Authentication
Protocol (EAP) [14] payload to be transported. Since sone EAP
aut henti cati on mechani sms require nore than one round trip, the
AAA protocol nust allow for such authenticati on mechani sms to be
used. The actual EAP authentication mechani sm negoti ated MJST
be transparent to the AAA protocol. Wen EAP is used,
aut hentication typically occurs between the user being
aut henti cated and hi s/ her home AAA server.

[d] Wiile PAP is deprecated, it is still in w despread use for its
ori ginal intended purpose, which is support of clear-text
passwords. As a result, a AAA protocol will need to be able to
securely transport clear-text passwords. This includes
providing for confidentiality of clear-text passwords traveling
over the wire, as well as protecting agai nst disclosure of
cl ear-text passwords to proxies in the forwarding path.

[e] The AAA protocol MJST allow for a user to be re-authenticated
on-demand. The protocol MJST allow for this event to be
triggered by either the user, access device (AAA client), or the
home or visited AAA server

[f] The AAA protocol MJST NOT require that credentials of the user

be provided during authorization. The AAA protocol supports
aut hori zation by identification or assertion only.
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2.3. Authorization Requirenents

R i i i i S e  l i S T S S S S S S s i i i B
I I I I I
| Authorization | NASREQ | ROAMOPS | MOBILE |
| Reqts. | | | I P |
I I I I I
e i e i e R  d al ST S S S S S S e e o
| Static and Dynamnic | | | |
| | Pv4/ 6 Address Assign. | M | M | M |
| a | 11 | 5 | 32 36 |
I I I I I
R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| RADI US gat eway | M | M | M |
| capability | 44 | 3 | 45 |
I b I I I I
R i S R e S i i S I R S e e e i S R R e e
| _ | | | |
| Rej ect | M | M | M |
| capability | 12 | 4 | 39 |
I c I I I I
R e e i S e T e i S i o oI BT S TR R S
I I I I I
| Precl udes | ayer 2 | N | N | |
| tunnel i ng | 11 | 5 | |
I I I I I
R e s i T e S S i Sl T S S e e i ol it S S R R
I I I I I
| Re-Authorization on | M | | S |
| demand | 18 | | 30 33 |
I d I I I I
R i i i i S e  l i S T S S S S S S s i i i B
I I I I I
| Support for Access Rules, | M | | |
| Restrictions, Filters | 11, 19 | | |
I e I I I I
e i e i e R  d al ST S S S S S S e e o
I I I I I
| State Reconciliation | M | | |
I f | 20 I I I
I I I I I
R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| Unsolicited D sconnect | M | | |
I g | 18 I I I
I I I I I
R i S R e S i i S I R S e e e i S R R e e
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Key

M = MJST

S = SHOULD

O = MAY

N = MUST NOT

B = SHOULD NOT
Clarifications

[a] The AAA protocol MJST allow a server to provide a static or
dynani ¢ address during the authorization phase of a user and/or
device. The address assigned MJST be either of type |Pv4 or

IPv6. |If both the client AND the server are aware of a pre-
configured address, then it is considered static. Anything else
is dynam c.

[b] This requirenment refers to the ability of a new AAA protocol be
sufficiently compatible with the large installed base of
attributes for existing approaches (RADIUS), such that a server
i mpl ement ati on coul d speak both protocols, or translate between
t hem

[c] This requirenent refers to the ability of a proxy broker to deny
access without forwarding the access request to the AAA server,
or to deny access after receiving an access accept fromthe AAA
server.

[d] This requirenent refers to the ability of the AAA client or
server to trigger re-authorization, or to the ability of the
server to send updated authorization information to the devi ce,
such as "stop service." Authorization can allow for a tine
peri od, then additional authorization can be sought to continue.
A server can initially authorize a user to connect and receive
services, but |ater decide the user is no |longer allowed use of
the service, for exanple after N minutes. Authorizations can
have a time linmt. Re-authorization does not necessarily inply
re-aut hentication.

[e] This requirenment refers to the ability to of the protocol to
descri be access operational linmtations and authorization
restrictions to usage to the NAS which includes (but is not
limted to):

Session expirations and Idle Timeouts
Packet filters
Static routes
QS paraneters

bR
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[f] This requirement refers to the ability of the NAS to use the AAA
server to manage resource allocation state. This capability can
assist with, but it is not synonynmous with, sinultaneous user
|l ogin control, port usage lintations, or |IP address pooling.

The design must provide for recovery fromdata | oss due to a
variety of faults, including NAS and AAA server reboots, and
NAS/ AAA server communi cation outages, and MJST be i ndependent of
the accounting stream The granularity of the recovery of state
informati on after an outage nay be on the order of a fraction of
a mnute. In order to provide for state recovery, explicit
session/resource status and update and di sconnect nmessages wil |
be required.

Because of potential nulti-domain issues, only systens that
allocate or use a resource should track its state.

[g] This requirement refers to the ability of the AAA server to

request the NAS to di sconnect an active session for
aut hori zation policy reasons.
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2.4. Accounting Requiremnents

R i i i i S e  l i S T S S S S S S s i i i B
I I I I I
| Accounting | NASREQ | ROAMOPS | MOBILE |
| Reqts. | | | I P |
I I I I I
e i e i e R  d al ST S S S S S S e e o
I I I I I
| Real -ti me accounting | M | M | M |
| a | 14 | 7 | 31 |
I I I I I
R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| Mandat ory Conpact | | M | |
| Encodi ng | | 7 | |
I b I I I I
R i S R e S i i S I R S e e e i S R R e e
I I I I I
| Accounting Record | | M | M |
| Extensibility | | 7 | 33 |
I I I I I
R e e i S e T e i S i o oI BT S TR R S
I I I I I
| Bat ch Accounti ng | S | | |
I c | 21 I I I
I I I I I
R e s i T e S S i Sl T S S e e i ol it S S R R
I I I I I
| Guar ant eed Delivery | M | | M |
| d | 22 | | 31 |
I I I I I
R i i i i S e  l i S T S S S S S S s i i i B
I I I I I
| Accounting Tine Stanps | M | | M |
| e | 23 | | 40 |
I I I I I
e i e i e R  d al ST S S S S S S e e o
I I I I I
| Dynamic Accounting | M | | |
I f | 48 I I I
I I I I I
R e T i e S i i i I i S e e i i SR (R R S R R S
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MUST
SHOULD
MAY

MUST NOT
SHOULD NOT

fications

This requirenent nay be | oosely defined as reporting
synchronously with events. Typically the tinme windowis on the
order of seconds, not nilliseconds.

The AAA protocol’s Accounting data format MJST NOT be bl oated,
i mposing a | arge overhead for one or nore accounting data
el ement s.

This requirenment refers to the ability to buffer or store
mul ti ple accounting records, and send them together at sone
later tinme.

This is an application | ayer acknow edgnent. This is sent when
the receiving server is willing to take responsibility for the
message dat a.

This requirenment refers to the ability to reflect the tine of
occurrence of events such as |og-on, |ogoff, authentication,
aut horization and interimaccounting. It also inplies the
ability to provide for unanmbi guous tine-stanps.

This requirenent refers to the ability to account for dynamc
aut henti cation and authorization. To support this, there can be
mul tiple accounting records for a single session

i que Mobile I P requirenents

dition to the above requirenents, Mbile IP also has the
wi ng additional requirenents:
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R e T i e S i i i I i S e e i i SR (R R S R R S
I I I I I
| Encodi ng of Mobile IP | | | M |
| registration nessages | | | 33 |
I I I I I
R i S R e S i i S I R S e e e i S R R e e
I I I I I
| Firewall friendly | | | M |
| a | | | 35 |
I I I I I
R e e i S e T e i S i o oI BT S TR R S
I I I I I
| Allocation of |ocal Home | | | SIM |
| agent | | |  37/41 |
| | | | |
R e s i T e S S i Sl T S S e e i ol it S S R R
Key

M = MJST

S = SHOULD

O = MAY

N = MJUST NOT

B = SHOULD NOT

Clarifications

[a] Afirewall friendly protocol is one which is designed to
acconmpdate a firewall acting as a proxy. For exanple, this
woul d permt a Home Agent AAA server situated behind a firewall
to be reachable fromthe Internet for the purposes of providing
AAA services to a Mbile I P Foreign Agent.

Not es

[1] Section 4.2.1 of [2]

[2] Section 4.2.2 of [2]. Al so see [8].

[3] Section 4.2.3 of [2]. Also see [14].
[4] Section 4.2.4 of [2].

[5] Section 4.2.5 of [2].

[6] Section 4.2.6 of [2].

[7] Section 4.3 of [2].

[8] Section 6 of [3]. Also see [6].

[9] Section 8.2.2.2 of [3]. Also see [14].

[10] Section 8.2.2.1 of [3]. Also see [14].
[11] Section 8.3.2.2 of [3]. Also see [7].
[12] Section 8.1.1 of [3].

[13] Section 8.1.4.4 of [3].

[14] Section 8.4.1.2 of [3].
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4. Security Considerations

Thi s docunent, being a requirenents docunent, does not have any
security concerns. The security requirenents on protocols to be
eval uated using this docunment are described in the referenced
document s.

5. | ANA Consi der ati ons

This nmeno does not create any new nunber spaces for | ANA
adm ni stration.
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